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Chapter 1
Introduction

1.1 Real-time Edge software

Real-time Edge Software is an evolved version of Open Industrial Linux (OpenlL) for real-time and deterministic systems in
different fields. The key technology components include Real-time Networking, Real-time System, and Protocols.

» The Real-time Networking includes TSN technology, TSN standards, management, configuration, and applications.
Networking and redundancy features are also supported.

* The Real-time System includes PREEMPT_RT Linux, Jailhouse, U-Boot based BareMetal framework, and different
combinations of these systems.

» The 'Protocols' component includes support for industry standard protocols such as EtherCAT, CoE, OPC-UA, and others.

This document describes the features and implementation of Real-time Edge Software on NXP hardware platforms.

1.2 Real-time Edge Software Yocto Project

For using Yocto build environment, refer to the Real-time Edge Yocto Project User Guide. This document describes the steps to
build Real-time Edge images using a Yocto Project build environment for both i.MX and QorlQ boards.

1.3 Supported NXP platforms
The following table lists the NXP hardware SoCs and boards that support the Real-time Edge software.

Table 1. Supported NXP platforms

Platform Architecture Boot
i.MX 6ULL EVK Arm v7 SD
i.MX 8M Mini EVK Arm v8 SD
i.MX 8M Plus EVK Arm v8 SD
LS1028ARDB Arm v8 SD
LS1021AI0T Arm v7 SD
LS1021ATSN Arm v7 SD
LS1021ATWR Arm v7 SD
LS1012ARDB Arm v8 QSPI
LS1043ARDB Arm v8 SD
LS1046ARDB Arm v8 SD
LS1046AFRWY Arm v8 SD
LX2160ARDB Arm v8 SD
LX2160A Rev2 Arm v8 SD

1.4 Related documentation

For using Yocto build environment, refer to the Real-time Edge Yocto Project User Guide on the URL http://nww.preview.nxp.com/
design/software/development-software/real-time-edge-software:REALTIME-EDGE-SOFTWARE.

Refer to the following guides for detailed instructions on booting up and setting up the relevant boards.
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* i.MX 6ULL EVK Quick Start Guide

* i.MX 8M Mini EVK Quick Start Guide

* i.MX 8M Plus EVK Quick Start Guide

» LS1028ARDB Quick Start Guide

* LS1021AloT Getting Started Guide

* LS1021ATSN Getting Started Guide

+ LS1021ATWR Getting Started Guide
* LS1012ARDB Getting Started Guide

* LS1043ARDB Getting Started Guide

* LS1046ARDB Getting Started Guide

+ LS1046AFRWY Getting Started Guide
+ LX2160A/LX2160A-Rev2 RDB Quick Start Guide

1.5 Acronyms and abbreviations

The following table lists the acronyms used in this document.

Table 2. Acronyms and abbreviations

Introduction

Term Description
AVB Audio video bridging
BC Boundary clock
BLE Bluetooth low energy
BMC Best master clock
CA Client application
CAN Controller area network
CBS Credit-based shaper
CMLDS Common Mean Link Delay Service
DEI Drop eligibility indication
DP Display port
EtherCAT Ethernet for control automation technology
ECU Electronic control units
FDB Forwarding database
FQTSS Forwarding and queuing enhancements for time-sensitive streams
FMan Frame manager
GPU General processor unit
ICMP Internet control message protocol
IEEE Institute of electrical and electronics engineers
Table continues on the next page...
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Introduction

Table 2. Acronyms and abbreviations (continued)

Term Description

IETF Internet engineering task force

IPC Inter-processor communication

KM Key management

LBT Latency and bandwidth tester

MAC Medium access control

NFC Near field communication

NCI NFC controller interface

NMT Network management

ocC Ordinary clock

OpenlL Open industry Linux

OPC Open platform communications

OP-TEE Open portable trusted execution environment

(O] Operating system

OTA Over-the-air

OTPMK One-time programmable master key

PCP Priority code point

PDO Process data object

PHC PTP hardware clock

PIT Packet inter-arrival times

PLC programmable logic controller

PTP Precision time protocol

QSPI Queued serial peripheral interface

RCW Reset configuration word

REE Rich execution environment

RPC Remote procedure call

RTEdge Real-time Edge

RTC Real-time clock

RTT Round-trip times

SABRE Smart application blueprint for rapid engineering

SDO Service data object

SPI Serial periphery interface

SRP Stream reservation protocol

Table continues on the next page...
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Introduction

Table 2. Acronyms and abbreviations (continued)

Term Description

SRK Single root key

TA Trusted application

TAS Time-aware scheduler

TC Traffic classification

TCP Transmission control protocol

TEE Trusted execution environment

TFTP Trivial file transfer protocol

TSN Time sensitive networking

TZASC Trust zone address space controller

UDP User datagram protocol

VLAN Virtual local area network
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Chapter 2
Release notes

2.1 What's new

The following sections describe the new features for each release.

2.1.1 What's new in Real-time Edge software v2.1

What's New:
* Real-time Networking
— TSN
- 802.1AS-2020
= CMLDS (generic interface to PTP stack)
> TSN application
= TSN application with AF_XDP data path
> TSN configuration
= Path selection for Qbv
= Schedule mapping for Qbv
* Real-time system
— PREEMPT-RT Linux-5.10.52-rt47

— Jailhouse

> GPIO in non-root cell Linux support on LS1028ARDB
> ENETC in non-root cell Linux support on LS1028ARDB

* Protocols

— Native EtherCAT-capable network driver module on ENETC (LS1028ARDB)
— Native EtherCAT-capable network driver module on FEC (i.MX 8M Plus EVK)

— EtherCAT: CoE 6-8 axis control
— OPC UA PubSub
— OPC UA PubSub over TSN
+ Based oni.MX L5.10.52_2.1.0
— Linux 5.10.52-rt
— U-Boot v2021.04
— Yocto Hardknott 3.3

2.1.2 What's new in Real-time Edge software v2.0

« Based on Yocto project 3.2 (Gatesgarth)
* Real-time System

— PREEMPT-RT Linux
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Release notes

— Heterogeneous architecture
> BareMetal: PREEMPT-RT Linux on A core + BareMetal architecture on A core
= i.MX 8M Plus EVK, i.MX 8M Mini EVK, LS1028ARDB, LS1046ARDB, LS1043ARDB, LS1021A-loT
° Jailhouse: PREEMPT-RT Linux on A core + Jailhouse + PREEMPT-RT Linux on A core
= i.MX 8M Plus EVK, LS1028ARDB, LS1046ARDB
* Real-time Networking
— TSN
> TSN Standards
= IEEE 802.1Qav
= IEEE 802.1Qbv
= IEEE 802.1Qbu
= IEEE 802.1Qci
- |IEEE 802.1CB
= |IEEE 802.1AS-2020 (gPTP)
= IEEE 802.1Qat-2010 (SRP)
> TSN Configurations
= Linux tc command and tsntool
= NETCONF/YANG
= Dynamic TSN configuration - web-based TSN configuration, dynamic topology discovery
> TSN Applications
= Example for real-time traffic processing
— Networking
- 802.1 Q-in-Q
> VCAP tc flower chain mode
= Priority set, VLAN tag push/pop/modify, Policer Burst and Rate Configuration, drop/trap/redirect
* Industrial
— EtherCAT master
> IGH EtherCAT master stack
> Native EtherCAT-capable network driver module (i.MX 8M Mini EVK)
— FlexCAN
> SocketCAN on Linux kernel
— CANOpen
> CANOpen master and slave example code
— CoE: CANOpen over EtherCAT
> CiA402(DS402) profile framework based on IGH CoE interface
> EtherCAT CoE 6-8 axis control (i.MX 8M Mini EVK)
— OPC UA/OPC UA PubSub
> open62541
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— Modbus
> Modbus master and slave
> Modbus-RTU
> Modbus-TCP
> Modbus-ASCII
* New Added Platform
— i.MX BULL EVK

2.1.3 What's new in OpenlL v1.11
What's New:
*« TSN
— 802.1AS-2020
e |nitial support for multi-domain on i.MX 8M Plus and LS1028A
» Hardware
— i.MX 8M Plus silicon A1
* Linux Kernel
— LTS 5.4.70 for i.MX 8 Series
» U-Boot
— v2020.04 for i.MX 8 Series
+ BareMetal
— v2020.04 for Layerscape and i.MX 8 Series
— i.MX 8M Plus EVK

2.1.4 What's new in OpenlL v1.10
What's New:
« TSN
— VCAP chain mode
— GenAVB/TSN stack
* Real-time
— PREEMPT-RT 5.4 on i.MX 8M Mini
° Ethernet
> PCle
> GPIO
- DSI
» BareMetal
— i.MX 8M Mini EVK (A core to A core)
° ICC
> Ethernet
> GPIO

Real-time Edge Software User Guide, Rev. 2.1, 15-Dec-2021
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* OpenlL framework
— Board
° i.MX 8M Mini platform
= GPU: OpenGL ES
= Display: OpenGL ES, Weston, DSI-MIPI, CSI-MIPI

2.1.5 What's new in OpenlL v1.9
What's New:
* TSN
— tc flower support for Qbu and Qci
— 802.1 QinQ
— Multi-ports TSN switch solution
— i.MX 8M Plus - TSN
* Real-time
— PREEMPT-RT 5.4 on i.MX 8M Plus
+ BareMetal
— LX2160ARDB rev2 support and ICC
* OpenlL framework
— linuxptp uprev to 3.0
— Board
° |.MX 8M Plus EVK
= TSN: Qbv, Qbu, Qav
= GPU: OpenGL ES, OpenCL
= Display: OpenGL ES, Weston
- LS1028ARDB
= Display: OpenGL ES, Weston
= GPU: OpenGL ES, OpenCL
* LX2160ARDB rev2

2.1.6 What's new in OpenlL v1.8
What's New:
+ TSN
— tc VCAP support for VLAN-retagging
— tc VCAP support for police
— tc support for Qav and Qbv
— SJA1105 DSA Support and clock synchronization
— YANG modules for network config (IP, MAC, and VLAN)
* Real time

— PREEMPT-RT 5.4
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» BareMetal
— LX2160A rev1 ICC
» OpenlL framework
— buildroot uprev to 2020.02
— Kernel/U-Boot
° Linux upgraded to LSDK20.04 - Linux-5.4.3
> U-Boot upgraded to LSDK20.04 - U-Boot 2019.10
— Board
° i.MX 8M Mini
> Foxconn LS1028ATSN board with SJA1105

2.1.7 What's new in OpenlL v1.7
What's New:
* TSN
— BC-based 802.1AS bridge mode
— Netopper2 support based on sysrepo. Support Qbv, Qbu, Qci configuration
— VLAN-based tc flower policer
— Web-based TSN configuration tool - available for Qbv, Qbu, and Qci configuration
» Real time
— Xenomai
= Xenomai |-pipe uprev to 4.19
— BareMetal
> SAl support on LS1028
° i.MX6Q BareMetal ICC
* Industrial protocols
— CANopen over EtherCAT
* OpenlL framework
— Kernel/U-Boot
° Linux upgraded to LSDK1909 - 4.19
> U-Boot upgraded to U-Boot-2019.04
— Boards
> LX2160ARDB SD boot
> LX2160ARDB XSPI boot
- LS1028ARDB XSPI boot
> LS1046ARDB eMMC boot

2.1.8 What's new in OpenlL v1.6
What's New:
« TSN
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— Web based TSN configuration tool - available for Qbv and Qbu configuration
— TSN driver enhancement
* Real time
— BareMetal
> i.MX6Q-sabresd BareMetal support
+ NETCONF/YANG
— NETCONF/YANG model for Qbu and Qci protocol
* Industrial protocols

— LS1028A - BEE click board

2.1.9 What's new in OpenlL v1.5
What's New:
* TSN
— Web based TSN configuration tool - available for Qbv and Qbu configuration
— 802.1AS endpoint mode for LS1028A TSN switch
* Real time
— Xenomai
- LS1028 ENETC Xenomai RTNET support
— BareMetal
> LS1028 BareMetal ENETC support
* NETCONF/YANG
— NETCONF/YANG model for Qbv protocol
* Industrial protocols

— LS1028A - BLE click board

2.1.10 What's new in OpenlL v1.4
What's New:
*« TSN
— ENETC TSN driver: Qbv, Qbu, Qci, Qav
— ENETC 1588 two steps timestamping support
— SWTICH TSN driver: Qbv, Qci, Qbu, Qav, 802.1CB support
* Real time
— Xenomai
- LS1028ARDB
— BareMetal
> LS1021AloT, LS1043ARDB, LS1046ARDB
> LS1028 BareMetal basic BareMetal support
* Industrial protocols

+ — LS1028A - NFC click board
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— QTS.
* OpenlL fra

— boards: LS1028ARDB

11

mework

2.2 Feature Support Matrix

The following tables show the features that are supported in this release.

Table 3. Key features

Release notes

Feature i.MX [iMX |iMX |[LS10 |LS10 (LS10 [LS10 |LS10 [LS10 |LS10 [LS10 |LX21
6ULL | 8M 8M 28A [21A |21A |[21A |12A |43A |46A |46A |60A
14x1 | Mini Plus |RDB [TSN |IOT |TWR |[RDB |RDB |[RDB |FRW |[RDB
4 EVK |EVK Y
EVK

Boot | SD Y Y Y Y Y Y Y Y Y Y Y

mod fospl Y

e

Real | Preempt-RT Linux Y Y Y Y Y Y Y Y Y

— |Bare |ICC Y Y Y

Time Meta

Syst | PCle Y Y Y

em

Ethernet Y Y Y Y Y
GPIO Y Y Y
IPI Y Y Y
UART Y Y Y
USB Y
SAI Y
CAN
12C Y Y Y
QSPI Y
IFC Y
Linux ICC Y
(commu T\, Y
nication
with
BareMet
al)

Jailhouse Y Y Y

Real | TSN | Qbv Y

Time | Stan

Netw | dard Qbu Y

orkin | s Qci N/A Y

9 Qav Y Y

Table continues on the next page...
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Table 3. Key features (continued)

Release notes

Feature i.MX |iMX |iMX |[LS10 [LS10 |LS10 [LS10 [LS10 |LS10 |LS10 |LS10 |LX21
6ULL | 8M 8M 28A |21A |21A [21A |[12A |43A |46A |[46A |[60A
14x1 | Mini Plus [RDB (TSN |IOT |TWR |[RDB |RDB |RDB |FRW |RDB
4 EVK |[EVK Y
EVK

802.1AS Y Y Y Y Y Y Y Y Y Y
802.1CB N/A Y
VCAP chain mode N/A |Y
802.1 Q-in-Q Y
TSN | Linux tc command Y Y
Confi 5N tool Y |y
gurat
ions | NETCO |Qbv Y Y
NF/
YANG Qbu Y Y
Qi N/A Y
IP Y
MAC Y
VLAN Y
config
Web Qbv Y Y
based
i Qbu Y Y
configura
tion Qci N/A |Y
Dynamic topology Y Y
discovery
IEEE 1588/802.1AS

Indu | Ether | IGH EtherCAT Y Y

strial | CAT | master stack

Prot t

oL | 8%t | Native EtherCAT- Yy oy vy
ocol |er
capable network
driver module
FlexCAN Y
CANopen
OPC | open62541 Y Y Y Y Y Y Y Y Y
UA OPC UA PubSub
over TSN
BEE (Mikro click board)
BLE (Mikro click board)
NFC (Mikro click board)
Table continues on the next page...
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Table 3. Key features (continued)

Release notes

Feature i.MX [iMX |iMX |[LS10 |LS10 (LS10 [LS10 |LS10 [LS10 |LS10 [LS10 |LX21
6ULL | 8M 8M 28A [21A |21A |[21A |12A |43A |46A |46A |60A
14x1 | Mini Plus |RDB |[TSN |IOT |TWR |[RDB |RDB |[RDB |FRW |[RDB
4 EVK |EVK Y
EVK

Mod | Modbus slave Y Y Y Y Y Y Y Y Y Y Y Y
bus |and master

Modbus-RTU Y

Modbus-TCP Y

Modbus-ASCII Y

2.3 Open, fixed, and closed issues

This section contains three tables: Open, Fixed, and Closed issues.

» Open issues do not currently have a resolution. Workaround suggestions are provided where possible.

» Fixed issues have a software fix that has been integrated into the 'Fixed /i Release.

» Closed issues are issues where the root cause and fix are outside the scope of Real-time Edge Software. Disposition is to
provide the explanation.

Table 4. Open issues in Real-time Edge software v2.1

ID

Description

Opened In

Workarounds

INDLINUX-1980

After setting the swpN link speed to 100M and
sending some pre-emptable frames from DUT1
(which are not received at DUT2 Linux), the swpN
Tx interface of DUT1 is blocked. It does not

even ping. Using the commands "ifconfig swpN
down" or "ifconfigswpN up" does not unblock it.

Real-time Edge
software v2.1

Table 5. Fixed Issues in Real-time Edge Software v2.1

ID

Description

Opened In

Fixed In

INDLINUX-2184

ICC: when icc benchmark is performed,
U-Boot baremetal app can block if too
much memory is used.

Real-time Edge software
v2.0

Real-time Edge software v2.1

INDLINUX-2207

PREEMPT_RT: Futex latency
benchmark is not supported.

Real-time Edge software
v2.0

Real-time Edge software v2.1

INDLINUX-2208

ptp4l: TX timestamp polling times out
after Qbv gate is closed more than ~5s
on LS1028A.

Real-time Edge software
v2.0

Real-time Edge software v2.1

INDLINUX-2179

Qbv stops with large PHC time
adjustment.

Real-time Edge software
v2.0

Real-time Edge software v2.1

INDLINUX-2209

ICC: data transfer performance on i.MX
8M Plus is not optimized.

Real-time Edge software
v2.0

Real-time Edge software v2.1
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Table 6. Closed Issues in Real-time Edge Software v2.1

Release notes

ID

Description

Opened In

Disposition

None for this release.
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Chapter 3
Real-time System

Real-time Edge software supports real-time system features: Preempt-RT Linux, BareMetal, and Jailhouse.

3.1 Preempt-RT Linux

The Preempt-RT Linux option turns the kernel into a real-time kernel. It does so by replacing various locking primitives

(for example, spinlocks and rwlocks) with preemptible priority-inheritance aware variants. The Preempt-RT Linux option also
enforces interrupt threading and introduces mechanisms to break up long non-preemptible sections. This makes the kernel fully
preemptible and brings most execution contexts under scheduler control. However, very low level and critical code paths (entry
code, scheduler, low level interrupt handling) remain non-preemptible.

3.1.1 System Real-time Latency tests

The basic measurement tool for Real-time Linux is cyclictest.

3.1.1.1 Running Cyclictest

Cyclictest provides statistics about the latencies of the system. It accurately and repeatedly measures the difference between the
intended wake-up time of a thread and the time at which it actually wakes up. It can measure latencies in real-time systems caused
by the hardware, the firmware, and the operating system.

Thomas Gleixner (tglx) wrote the original test, but several people had later contributed modifications. Cyclictest is part of the test
suite, rt-tests. Clark Williams and John Kacur currently maintain Cyclictest.

cyclictest:

» Use the below command to perform Latency Test:

$ cyclictest -n -p90 -h50 -D30m

NOTE
For detailed parameters of Cyclictest, refer to Cyclictest Web Page.

3.1.2 Real-time application development
This section describes the steps for developing the Real-time application.
Real-time Application: API, Basic Structure, Background:
» Basic Linux application rules are the same; Use the POSIX API.
» There is still a division of Kernel Space and User Space.
 Linux applications run in User Space.
» For details, refer to: https://wiki.linuxfoundation.org/realtime/documentation/howto/applications/application_base
Real-time Application: Users can build it using the steps below:

» Using the cross-compiler example:

$ arm-linux-gnueabihf-gcc <filename>.c -o <filename>.out -lrt -Wall

» Using the native compiler on a target example:

$ gcc <filename>.c -o <filename>.out -lrt -Wall

Scheduling policies have two classes:
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Real-time System

1. Completely Fair Scheduling (CFS)

+ SCHED_NORMAL (traditionally called SCHED_OTHER): The scheduling policy that is used for regular tasks. Every task gets
a so called 'nice value'. It is a value between -20 for the highest nice value and 19 for the lowest nice value. The average value
of execution time of the task depends on the associated nice value.

* SCHED_BATCH: Does not preempt nearly as often as regular tasks. Hence, it allows tasks to run longer and make better use
of caches, but at the cost of interactivity. This is well suited for batch jobs and optimized for throughput.

« SCHED_IDLE: This policy is even weaker than nice 19. However, it is not a true idle timer scheduler in order to avoid getting
into priority inversion problems, which would deadlock the machine.

2. Real-time policies

+ SCHED_FIFO: Tasks have a priority between 1 (low) and 99 (high). A task running under this policy is scheduled until it
finishes or a higher prioritized task preempts it.

* SCHED_RR: This policy is derived from SCHED_FIFO. The difference with respect to SCHED_FIFO policy is that a task runs
during a defined time slice (if it is not preempted by a higher prioritized task). It can be interrupted by a task with the same
priority once the time slice is used up. The time slice definition is exported in procfs (/proc/sys/kernel/sched_rr_timeslice_ms).

« SCHED_DEADLINE: This policy implements the Global Earliest Deadline First (GEDF) algorithm. Tasks scheduled under this
policy can preempt any task scheduled with SCHED_FIFO or SCHED_RR.

3.2 BareMetal

3.2.1 Overview
The following sections provide an overview of the Real-time Edge BareMetal framework including:
» Features supported
» Getting started with BareMetal framework using the supported platforms:
— NXP Layerscape platforms
— i.MX 8M platforms.
It also describes how to run a sample BareMetal framework on the host environment and develop customer-specific applications
based on BareMetal framework.
3.2.1.1 BareMetal framework

The BareMetal framework targets to support the scenarios that need low latency, real-time response, and high-performance.
There is no OS running on the cores and customer-specific application runs on that directly. The figure below depicts the
BareMetal framework architecture.

Real-time Edge Software User Guide, Rev. 2.1, 15-Dec-2021
User Guide 237269




NXP Semiconductors

Real-time System

Linux/ I I I
Other 0s | [P0 — App | |
U-boot I I |

App

Figure 1. BareMetal framework architecture

The main features of the BareMetal framework are as follows:

Core0 runs as master, which runs the operating system such as Linux, Vxworks.
Slave cores run the BareMetal application.

Easy assignment of different IP blocks to different cores.

Interrupts between different cores and high-performance mechanism for data transfer.
Different UART for core0 and slave cores for easy debug.

Communication via shared memory.

The master core0 runs the U-Boot, it then loads the BareMetal application to the slave cores and starts the BareMetal application.
The following figure depicts the boot flow diagram:
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Figure 2. BareMetal framework boot flow diagram
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3.2.1.2 Supported platforms

The table below lists the industrial 10T features supported by various NXP processors and boards.

Table 7. Industrial 10T features supported by NXP processors

Processor Board Main features supported

i.MX 8M Mini i.MX 8M Mini EVK UART, IPI, data transfer, Ethernet, GPIO

i.MX 8M Plus i.MX 8M Plus EVK UART, IPI, data transfer, Ethernet, GPIO

LS1028A LS1028ARDB I12C, UART, ENETC, IPI, data transfer, SAI

LS1043A LS1043ARDB IRQ, IPI, data transfer, Ethernet, IFC, 12C, UART, FMan, USB, PCle
LS1046A LS1046ARDB IRQ, IPI, data transfer, Ethernet, IFC, I12C, UART, FMan, QSPI, USB, PCle
LS1021A LS1021A-loT GPIO, IRQ, IPI, data transfer, IFC, 12C, UART, QSPI, USB, PCle, FlexCAN
LX2160A/Rev2 LX2160ARDB UART, IPI, data transfer

3.2.2 Getting started

This section describes how to set up the environment and run the BareMetal examples on slave cores (assuming that the core0
is the master core and the other cores are the slave cores).

3.2.2.1 Hardware and software requirements

The following are required for running BareMetal framework scenarios:

» Hardware: i.MX 8M Mini EVK, i.MX 8M Plus EVK, LS1028ARDB, LS1043ARDB, LS1046ARDB, LS1021A-loT,

LX2160ARDB, and serial cables.

» Software: Real-time Edge Software v2.0 release or later.
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3.2.2.2 Hardware setup

This section describes the hardware setup required for the NXP boards for running the BareMetal framework examples.

3.2.2.21 i.MX 8M Mini EVK and i.MX 8M Plus EVK board
1.i.MX 8M Plus EVK
There is one USB MicroB Debug port on board. Four UART ports can be found when the MicroB cable connects to PC.

/dev/ttyUSBO
/dev/ttyUSB1
/dev/ttyUSB2
/dev/ttyUSB3
/dev/ityUSB2 is used for core0 (master core), /dev/ttyUSB3 is used for core1, core2, and core3 (slave cores).
2. i.MX 8M Mini EVK
There is one USB MicroB Debug port on board. Two UART ports can be found when the MicroB cable connects to PC.
/dev/ttyUSBO
/dev/ttyUSB1l
/dev/ttyUSB1 is used for core0 (master core), /dev/ttyUSBO is used for core1, core2, and core3 (slave cores).
3. GPIO setup
For GPIO test on i.MX 8M Plus EVK, pin 7 and pin 8 of J21 should be connected by a jumper.
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For GPIO test on i.MX 8M Mini EVK, pin7 and pin8 of J1003 should be connected by a jumper.
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3.2.2.2.2 LS1028ARDB, LX2160ARDB, LS1043ARDB, or LS1046ARDB

In case, either the LS1028ARDB, LX2160ARDB, LS1043ARDB, or LS1046ARDB hardware boards are used for developing the

Real-time Edge BareMetal framework, two serial cables are needed. One is used for core0, which connects to UART1 port, and
the other one is used for slave cores, which connects to the UART2 port.

To support SAl feature on LS1028ARDB, set switch SW5_8 to "ON".

3.2.2.2.3 LS1021A-loT board

Two serial cables are needed. One is used for core0, which connects to USB0/K22 port for UARTO. The other cable is used for
slave cores to connect J8 and J17 together for UART1. The table below describes the pins for UART1.

Table 8. UART pins

Pin name Function

J8 pin7 Ground

J17 pin1 Uart1_SIN
J17 pin2 Uart1_SOUT
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The figure below depicts the UART1 hardware connections.

2UE DSy

el e

A ele

Figure 3. UART1 hardware connection

In order to test GPIO, connect the two pins, GPIO24 and GPI025 together, which are through J502.3 and J502.5.

Figure 4. GPI024 and GPI025 connection on LS1021A-loT

3.2.2.3 Building the BareMetal images from U-Boot source code
There are two methods to build the BareMetal images:
» The first method is to compile the images in a standalone way, and is described in the following section.

» The second method is to build the BareMetal images using Real-time Edge framework. This method is described in the
document, Real-time Edge Yocto Project User Guide in section "Building the image through Yocto".
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3.2.2.3.1 Building BareMetal binary for slave cores
Perform the steps mentioned below:
1. Download the project source from the following path:
https://github.com/real-time-edge-sw/real-time-edge-uboot.git
2. Check it out to the tag:
* Real-Time-Edge-v2.l-baremetal-202112
3. Configure cross-toolchain on your host environment.

4. Then, run the following commands:

/* build BareMetal image for i.MX 8M Mini EVK Rev.C board */
$ make imx8mm evk bm defconfig

$ make

/* build BareMetal image for i.MX 8M Plus EVK board */
$ make imx8mp evk bm defconfig

$ make

/* build BareMetal image for LS1021A-IoT board */

$ make 1sl02laiot bm defconfig

$ make

/* build BareMetal image for LS1028ARDB board */

$ make 1s1028ardb bm defconfig

$ make

/* build BareMetal image with SAI for LS1028ARDB board */
$ make 1s1028ardb bm sai defconfig

$ make

/* build BareMetal image for LS1043ARDB board */

$ make 1sl1043ardb bm defconfig

$ make

/* build BareMetal image for LS1046ARDB board */

$ make 1sl046ardb bm defconfig

$ make

/* build BareMetal image for LX2160ARDB board */

$ make 1x2160ardb bm defconfig

$ make

5. Finally, the file u-boot .bin (or u-boot-dtb.bin, only for Ix2160ardb) used for BareMetal is generated.

3.2.2.4 Building the image through Yocto

There are two methods to build the BareMetal images. One method is to compile the images in a standalone way which is
described in Building the BareMetal images from U-Boot source code. The second method is to build the BareMetal images using
Real-time Edge software framework, which is described in this section.

The Real-time Edge software is designed for embedded industrial usage. It is an integrated Linux distribution for industry. With
the current version, the BareMetal can be built and implemented conveniently.

3.2.2.4.1 Getting Real-time Edge software
The latest release is available at the following URL:
https://github.com/real-time-edge-sw/yocto-real-time-edge.git

Follow Yocto documentation "Real-time Edge Yocto Project User Guide" to get the code and build the image.
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3.2.2.4.2 Building the BareMetal images

This section describes the steps for building the BareMetal images for various boards. The steps described are applicable to the
boards such as LS1021A-10T, LS1043ARDB, LS1046ARDB, LX2160ARDB, i.MX 8M Plus EVK, and i.MX 8M Mini EVK board.

3.2.2.4.2.1 Building the BareMetal images

Run the following commands to build the final BareMetal image for Layerscape and i.IMX platforms.
$ cd yocto-real-time-edge
For LS1021A-IOT BareMetal image:

$ DISTRO=nxp-real-time-edge-baremetal MACHINE=1sl02laiot source real-time-edge-setup-env.sh -b build-
1sl02laiot-bm

For LS1028ARDB BareMetal image:

$ DISTRO=nxp-real-time-edge-baremetal MACHINE=1s1028ardb source real-time-edge-setup-env.sh -b build-
1s1028ardb-bm

For LS1043ARDB BareMetal image:

$ DISTRO=nxp-real-time-edge-baremetal MACHINE=1s1043ardb source real-time-edge-setup-env.sh -b build-
1s1043ardb-bm

For LS1046ARDB BareMetal image:

$ DISTRO=nxp-real-time-edge-baremetal MACHINE=1sl046ardb source real-time-edge-setup-env.sh -b build-
1sl046ardb-bm

For LX2160ARDB BareMetal image:

$ DISTRO=nxp-real-time-edge-baremetal MACHINE=1x2160ardb source real-time-edge-setup-env.sh -b build-
1x2160ardb-bm

For i.MX 8M Plus EVK BareMetal image:

$ DISTRO=nxp-real-time-edge-baremetal MACHINE=imx8mpevk source real-time-edge-setup-env.sh -b build-
imx8mpevk-bm

For i.MX 8M Mini EVK BareMetal image:

$ DISTRO=nxp-real-time-edge-baremetal MACHINE=imx8mmevk source real-time-edge-setup-env.sh -b build-
ix8mmevk-bm

Then, use:

S bitbake nxp-image-real-time-edge

3.2.2.4.3 Booting up the Linux with BareMetal

Use the following steps to bootup the Linux + BareMetal system with the images built from Real-time Edge software.

For platforms that can be booted up from the SD card, there are just two steps required to program the image into SD card.
1. Insert an SD card (at least 4 GB size) into any Linux host machine.

2. Find the image file in building directory (for example: Is1028ardb): tmp/deploy/images/Is1028ardb/nxp-image-real-time-
edge-Is1028ardb.wic.bz2
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3. Then, run the following commands:

bzip2 -d nxp-image-real-time-edge-1s1028ardb.wic.bz2

sudo dd if=./nxp-image-real-time-edge-1s1028ardb.wic of=/dev/sdx

or in some other host machine:

sudo dd if=./nxp-image-real-time-edge-1sl1028ardb.wic of=/dev/mmcblkx

find the right SD Card device name in your host machine and replace the “sdx” or “mmcblkx”.

HH= 0 FHF= O O

4. Then, insert the SD card into the target board (for example Is1028ardb) and power on.

After completion of the above mentioned steps, the Linux system boots up on the master core (core 0), and the BareMetal system
boots up on slave core (core 1) automatically.

3.2.3 Running examples

The following sections describe how to run the BareMetal examples on the host environment for LS1021A-10T board. Similar steps
can be followed for LS1028ARDB, LS1043ARDB, LS1046ARDB, i.MX 8M Mini EVK, and i.MX 8M Plus EVK board.

3.2.3.1 Preparing the console

Prepare a USB to TTL serial line, connect the pins to LPUART of Arduino pins to use it as UART1, refer to Hardware setup.

In order to change LPUART to UART pins, modify 44t byte of RCW to 0x00.

In current BareMetal framework design, two UART ports are used as console. UART1 is used for master core and UART2 is used
for slave cores.

* ForLS1021A, UARTZ2 is pin-muxed with LPUART, so users should change the RCW to enable UART2 on master core. This
modification has been implemented in the code for LS1021A-10T board, so users need not modify the code for this board.

» For customer-specific boards, apply the change to the RCW file:

000
111

bit [354~356]
bit [366~368]

3.2.3.2 Running the BareMetal binary

As described earlier, there are two methods to compile the BareMetal framework. One is a standalone method and the other
method uses the Real-time Edge software. These methods are described in Building the BareMetal images from U-Boot source
code and Building the image through Yocto respectively.

« If the Real-time Edge software is used to compile the BareMetal image, the BareMetal image is included in the nxp-image-
real-time-edge-xxxx.wic.bz2. In this case, the master core starts the BareMetal image on slave cores automatically.

« If standalone compilation method is used, perform the steps below to run the BareMetal binary from U-Boot prompt of master
core. See the below example run on Layerscape platform:

1. After starting U-Boot on the master, download the bare metal image: u-boot .bin on 0x84000000 using the
command below:

=> tftp 0x84000000 xxxx/u-boot.bin

Where
— xxxx IS your tftp server directory.

— 0x84000000 is the address of CONFIG_SYS TEXT BASE on bare metal for Layerscape platforms.

NOTE
The address is 0x50200000 for i.MX 8M Plus EVK and i.MX 8M Mini EVK. boards.
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2. Then, start the BareMetal cores using the command below:
=> cpu start 0x84000000

For i.MX 8M Plus EVK and i.MX 8M Mini EVK boards, below command will be used:

=> dcache flush;cpu 1 release 50200000;sleep 6;cpu 2 release 50200000;sleep 2;cpu 3
release 50200000;

3. Last, the UART1 port displays the logs, and the bare metal application runs on slave cores successfully.

The figure below displays a sample output log.

Figure 5. BareMetal output logs

3.2.4 Development based on BareMetal framework

This chapter describes how to develop customer-specific application based on BareMetal framework.

3.2.4.1 Developing the BareMetal application

The directory “app” in the U-boot repository includes the test cases for testing the 12C, GPIO and IRQ init features. You can write
actual applications and store them in this directory.

3.2.4.2 Example software

This section describes how to analyze a GPIO sample code and use it to write the actual application.

3.2.4.2.1 Main file app.c

Thefile <industry-Uboot path>/app/app.c,isthe main entrance for all applications. Users can modify the app.c file to add
their applications.

« If using standalone method to build the BareMetal image as described in Building the BareMetal images from U-Boot source
code, just change the directory to industry-Uboot path to check the app.c file.
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« If using Real-time Edge software to compile the BareMetal binary, you should change to the building directory to check the
app.c file.

The following is a sample code of the file app.c that shows how to add the example test cases of 12C, IRQ, and GPIO.

void corel main (void)
{
test i2c();
test irqg init();
test gpio();
return;

3.2.4.2.2 Common header files

There are some common APIs provided by BareMetal. The table below describes the header files that include the APIs.

Table 9. Common header file description

Header file Description

asm/io.h Read/Write 10 APlIs.

For example, raw readb, raw writeb, out be32,and in be32

linux/string.h APIs for manipulating strings.

For example, strlen, strcpy, and strcmp.

linux/delay.h APIs used for small pauses.

For example, udelay and mdelay.

linux/types.h APIs specifying common types.

For example, u32and  us4.

common.h Common APls.

For example, printf and puts.

3.2.4.2.3 GPIO file
The file uboot/app/test _gpio.c is one example to test the GPIO feature, and shows how to write a GPIO application.
Here is an example for the Is1021aiot board:

On Is1021aiot board, first you need the GPIO header file, asm-generic/gpio.h, which includes all interfaces for the GPIO.
Then, configure GP1025 to OUT direction, and configure GP1024 to IN direction. Last, by writing the value 1 or 0 to GPI025, you
can receive the same value from GP1024.

The table below shows the APIs used in the file test gpio.c example.

Table 10. GPIO APIs and their description

Function declaration Description

gpio request (ngpio, label) Requests GPIO.

Table continues on the next page...
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Function declaration

Description

* ngpio - The GPIO number, such as 25, that is for GP1025.
* label — the name of GPIOI request.

Returns 0 if OK, -1 on Error.

gpio_direction output

(ngpio, wvalue)

* ngpio - The GPIO number, such as 25,that is, for GP1025.
* value — the value written to this GPIO.

Returns 0 if Low, 1 if High, -1 on Error.

Configures the direction of GPIO to OUT and writes the value to it.

gpio_direction input

(ngpio) ;

Configures the direction of GPIO to IN.
ngpio - The GPIO number, such as 24, that is for GP1024;
Returns 0 if OK, -1 on Error.

gpio get value (ngpio)

Reads the value.
* ngpio - The GPIO number, such as 24, that is for GP1024;
Returns 0 if Low, 1 if High, -1 on Error.

gpio_free (ngpio)

Frees the GPIO just requested.
* ngpio - The GPIO number, such as 24, that is for GP1024;

Returns 0 if OK, -1 on error.

3.24.2.4 I12Cfile

The file uboot/app/test i2c.c canbe used as an example to test the [2C feature and shows how to write an 12C application.

On Is1021aiot board, include the 12C header file, 1 2c . h, which contains all interfaces for 12C. Then, read a fixed data from offset
0 of Audio codec device (0x2A). If the data is Oxa0, the message, [ok]I2C test ok, is displayed on the console.

On Is1043ardb board, read a fixed data from offset 0 of INA220 device(0x40). If the data is 0x39, a message, [ok]I2C test ok

is displayed on the console.

The table below shows the APIs used in the sample file, fest i2c.c.

Table 11. 12C APIs and their description

Function declaration

Description

int i2c_set bus num (unsigned

int bus)

Sets the 12C bus.
bus- bus index, zero based

Returns 0 if OK, -1 on error.

int i2c_read (uint8 t chip, unsigned |Read data from I2C device chip.

int addr, int alen, uint8 t *buffer,

* chip - 12C chip address, range 0..127

int len)
* addr - Memory (register) address within the chip
Table continues on the next page...
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Table 11. 12C APIs and their description (continued)

Function declaration Description

» alen-Number of bytes to use for address (typically 1, 2 for larger memories,
0 for register type devices with only one register)

* buffer - Where to read/write the data
* len - How many bytes to read/write

Returns 0 if OK, not 0 on error.

int i2c_write (uint8_t chip, Writes data to 12C device chip.
unsigned int addr, int alen, uint8 t

*buffer, int len) * chip - 12C chip address, range 0..127

* addr - Memory (register) address within the chip

» alen-Number of bytes to use for address (typically 1, 2 for larger memories,
0 for register type devices with only one register)

* buffer - Where to read/write the data
* len - How many bytes to read/write

Returns 0 if OK, not 0 on error.

3.2.4.2.,5 IRQ file

The file, uboot/app/test_irq_init.cis an example to test the IRQ and IPI (Inter-Processor Interrupts) feature, and shows how to write
an IRQ application. The process is described in brief below.

The file asm/interrupt-gic.h, is the header file of IRQ, and includes all its interfaces. Then, register an IRQ function for SGI 0.
After setting an SGI signal, the CPU gets this IRQ and runs the IRQ function. Then, register a hardware interrupt function to show
how to use the external hardware interrupt.

SGIIRQis used for inter-processor interrupts, and it can only be used between bare metal cores. In case you want to communicate
between BareMetal core and Linux core, refer to ICC module . SGI IRQ id is 0-15. The SGI IRQ id '8' is reserved for ICC.

NOTE
For i.MX 8M Mini EVK and i.MX 8M Plus EVK board, SGI IRQ id is 9.

The table below shows the APIs used in the sample file, fest irq_init.c.

Table 12. IRQ APIs and their description

Return type API name (parameter | Description

list)
void gic_irg register Registers an IRQ function.
(int irq_num, void « irq nun- IRQd, 0-15 for SGI, 16-31 for PPI, 32-1019 for SPI

(*irg_handle) (int))
* irg handle — IRQ function

void gic_set sgi (int Sets a SGI IRQ signal.

core mask, u32 hw irq)
- - * core mask —target core mask

* hw_irg—IRQid

Table continues on the next page...
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list)

Return type APl name (parameter | Description

void gic_set target
(u32 core mask, unsigned

long hw irq)

Sets the target core for hw IRQ.
* core mask — target core mask

* hw irg- IRQ id

long hw_irq)

void gic_set type (unsigned |Sets the type for hardware IRQ to identify whether the corresponding interrupt is edge-
triggered or level-sensitive.

* hw irg- IRQid

3.24.2.6 QSPIfile

The file uboot/app/test _gspi.c provides an example that can be used to test the QSPI feature. The below steps show how

to write a QSPI application:

1. First, locate the QSPI header files spi_flash.h and spi.h, which include all interfaces for QSPI.

2. Then, initialize the QSPI flash. Subsequently, erase the corresponding flash area and confirm that the erase operation

is successful.

3. Now, read or write to the flash with an offset of 0x3f00000 and size of 0x40000.

The table below shows the APIs used in the file test gsip.c example.

Table 13. QSPI APIs

AP| name (type)

Description

spi_ find bus and cs (bus,cs,

&bus_dev, é&new)

The API finds if a SPI device already exists.

“pus” - bus index, zero based.
“cs” — the value to chip select mode.
“pbus_dev” - If the bus is found.

“new” — If the device is found.

Returns o if OK, -ENODEV on error.

spi_flash probe bus_cs(bus, cs,

speed, mode, &new)

Initializes the SPI flash device.

“bus” - bus index, zero based.

vcs” — the value to Chip Select mode.

“speed” — SPI flash speed, can use 0 or CONFIG_SF_DEFAULT_SPEED.
“mode” —SPI flash mode, can use 0 or CONFIG_SF_DEFAULT_MODE.

“new” — If the device is initialized.

Returns o if OK, -ENODEV on error.

dev_get uclass_ priv(new)

Gets the SPI flash.

“new” - The device being initialized.

Returns f1ash if OK , NULL on error.

Table continues on the next page...
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API name (type)

Description

spi_ flash erase(flash, offset, size)

Erases the specified location and length of the flash content, erases the content

of all.
» “flash” - Flash is being initialized.
» “offset” — Flash offset address.
* “size” - Erase the length of the data.

Returns o if OK, !0 on error.

spi flash read(flash, offset,
len, vbuf)

Reads flash data to memory.
» “flash” - The flash being initialized.
» “offset” — Flash offset address.
* “len” - Read the length of the data.
* "vbug" - the buffer to store the data read

Returns o if OK, !0 on error.

spi_flash write(flash, offset,
len, buf)

Writes memory data to flash.
* “flash” - The flash being initialized.
» “offset” — Flash offset address.
* “len” - Write the length of the data.
* "put" - the buffer to store the data write

Returns o if OK, !0 on error.

3.24.27 IFC

Both LS1043ARDB and LS1046ARDB have IFC controller. However, LS1043ARDB supports both NOR flash and NAND flash,
whereas LS1046ARDB supports only NAND flash.

NOR and NAND flash messages are displayed while booting BareMetal cores, as shown below:

1:NAND: 512 MiB
1:Flash: 128 MiB

or ( LS1046ARDB )

1:NAND: 512 MiB

There is no example code to test it, but we can use a few commands to verify these features.

For LS1043ARDB NOR Flash (the map memory address is 0x60000000), below command can be used to verify it:

> md 0x60000000

e R e e T

:60000000: 55aab55aa 000lee01 10001008
:60000010: 00000000 00000000 02005514
:60000020: 0050020 002000cl 00000000
:60000030: 00000000 00880300 00000000
:60000040: 96000000 01000000 78015709
:60000050: 00001809 08000000 18045709
:60000060: 1c045709 9e000000 20045709

0000000a oUoUoocoo000000000
12400080  ......... Usooolc
00000000 00Pco6 cocoocoooo
OLLLOOOEO  ccccocoocooscscosos
1L0e0@O000  cococoooo W.x....
9e000000  ......... Woooooo
9e000000 oWooooooo W.
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1:60000070: 00065709 00000000 04065709 00001060 oWooooooo W.. ...
1:60000080: c000ee09 00440000 58015709 00220000  ...... D..W.X..".
1:60000090: 40800089 01000000 40006108 £f56b710a coolloocooo a.@.qgk.
1:600000a0: ffffffff fEfEffFfff £EEFFFFF FEFLFFFE .

For NAND flash on LS1043ARDB and LS1046ARDB, "nand" command can be used to verify it (nand erase, nand read, nand write,
and so on.):

=> nand info

1:Device 0: nand0O, sector size 128 KiB
1 Page size 2048 b
1: OOB size 64 b
1l: Erase size 131072 b
1 subpagesize 2048 b
1 options 0x00004200
1 bbt options 0x00028000

=> nand
l:nand - NAND sub-system

1:Usage:
nand info - show available NAND devices
nand device [dev] - show or set current device
nand read - addr off|partition size
nand write - addr off|partition size
read/write 'size' bytes starting at offset 'off'
to/from memory address 'addr', skipping bad blocks.
nand read.raw - addr off|partition [count]
nand write.raw[.noverify] - addr off|partition [count]
Use read.raw/write.raw to avoid ECC and access the flash as-is.
nand erase[.spread] [clean] off size - erase 'size' bytes from offset 'off'
With '.spread', erase enough for given file size, otherwise,
'size' includes skipped bad blocks.
nand erase.part [clean] partition - erase entire mtd partition'
nand erase.chip [clean] - erase entire chip'
nand bad - show bad blocks
nand dump[.oob] off - dump page

nand scrub [-y] off size | scrub.part partition | scrub.chip
really clean NAND erasing bad blocks (UNSAFE)
nand markbad off [...] - mark bad block(s) at offset (UNSAFE)

nand biterr off - make a bit error at offset

3.2.4.2.8 Ethernet

The file uboot /app/test_net. c provides an example to test the Ethernet feature and shows how to write a net application for
using this feature.

Here is an example for the LS1043ARDB (or LS1046ARDB) board.
1. Connect one Ethernet port of LS1043ARDB board to one host machine using Ethernet cable.
» (For LS1046ARDB, the default ethact is FM1@DTSECS. Network cable should be connected to SGMII1 port.
» For LS1043ARDB, the default ethact is FM1@DTSEC3. Network cable should be connected to RGMII1 port.
2. Configure the IP address of the host machine as 192.168.1.2.

3. Power up the LS1043ARDB board. If the network is connected, the message host 192.168.1.2 is alive is displayed
on the console.
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4. The IP addresses of the board and host machine are defined in the file test net.c. In this file, modify the IP address of
LS1043ARDB board using variable ipaddr and change the IP address of host machine using variable ping ip.

The table below lists the Net APIs and their description.

Table 14. Net APIs and their description

AP| name (type) Description

void net_init (void) Initializes the network

int net loop (enum proto_t protocol) Main network processing Ioop.

» enum proto_t protocol - protocol type

int eth receive (void *packet, Reads data from NIC device chip.
int length)
» void *packet

* length - Network packet length

Returns length

int eth_send (void *packet, Writes data to NIC device chip.
int length) . .
» packet - pointer to the packet is sent
« length - Network packet length

Returns length.

3.2.4.2.9 USB file

The file uboot/app/test_usb.c provides an example that can be used to test the USB features. The steps below show how to
write a USB application:

1. Connect a USB disk to the USB port.

Include the header file, usb . h, which includes all APIs for USB.

Initialize the USB device using the usb_init APL.

Scan the USB storage device on the USB bus using the usb_stor_scanAPI.
Get the device number using the b1k _get devnum by type API.

Read data from the USB disk using the b1k_dread API.

N o o k~ 0D

Write data to the USB disk using the b1k _dwrite API.

The table below shows the APIs used in the file test usb.c example:

Table 15. USB APIs and their description

APl name (type) Description
int usb_init (void) Initializes the USB controller.
int usb_stop (void) Stops the USB controller.
int usb_stor_ scan(int mode) Scans the USB and reports device information to the user if
mode = 1
* Mode —if mode = 1, the information is returned to user.
Returns

Table continues on the next page...
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Table 15. USB APIs and their description (continued)

 the current device, or

+ -1 (if device not found).

struct blk desc *blk _get devnum by type (enum Get a block device by type and number.
if_type if type, int devnum) * If type — Block device type

* devnum - device number
Returns

 Points to block device descriptor, or

* NULL (if not found).

unsigned long blk dread(struct blk_desc Reads data from USB device.
*block dev, lbaint t start, lbaint t blkcnt, void .
- - - * block dev — block device descripter

*pbuffer) ; -

* start - start block

* blkent — block number

* buffer — buffer to store the data

Returns the block number from which, data is read.

unsigned long blk dwrite (struct blk desc Writes data to USB device.

*block dev, lbaint t start, lbaint t blkcnt, const

* block dev — block device descripter
void *buffer); -

* start —start block
* blkent — block number
* buffer — buffer to store the data

Returns the block number to which data is written.

3.2.4.2.10 PCle file

Thefile app/test pcie.c provides a sample code to test PCle and network card (such as e1000) features. The steps below show
how to write a PCle and net application:

1. Insert a PCle network card (such as €1000) into PCle2, or PCle3 slot (if it exists).
Configure the IP address of the host machine to 192.168.1.2.

Include the files include/pci.h and include/ netdev.h.

Initialize the PCle controller using the pci_init APL

Get uclass device by its name using the uclass get device by seq APl

Initialize the PCle network device using the pci_eth_init API.

N o o &~ w0 N

Begin pinging the host machine using the net 1o00p APL.

The table below shows the APIs used in the file test_pcie.c example.

Table 16. PCle APIs and their description

API name (type) Description

void pci_init (void) Initializes the PCle controller. Does not return a value.

Table continues on the next page...
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int uclass_get device by seq(enum
uclass_id id, int seq, struct

udevice **devp)

Gets the uclass device based on an ID and sequence:
* id-uclass ID
* seq-—sequence
* devp - Pointer to device
Returns:
+ 0if Ok.

* Negative value on error.

static inline int pci eth init(bd t

*bis)

Initializes network card on the PCle bus.
* Bis — struct containing variables accessed by shared code

Returns the number of network cards.

int net loop (enum proto t protocol)

Main network processing loop.

* enum proto_t protocol - protocol type

Returns:
« 0if Ok.

* Negative value on error.

3.2.4.211 CAN file

The file app/test flexcan.c provides a sample test case to test flexCAN and CANopen features. The following steps show the

design process:
1. Register the receive interruption function for flexCAN.
2. Register an overflow interruption function for flextimer.
3. Initialize a list of callback functions.
4. Set the node ID of this node.

The table below shows the APIs used in the file test flexcan.c example.

Table 17. CAN APIs and their description

API name (type) Description

void test flexcan(void)

It is the test code entry for flexCAN.

void flexcan rx irqg(struct FlexCAN receive interruption function.

dule * .
can_module *canx) « canx — flexCAN interface.

FlexCAN receives CAN data frame.

void flexcan receive (struct

can module *can struct .
oy ®r e * canx — FlexCAN interface.
can_frame *cf)

* cf — CAN message.

UNS8 setState (CO_Data* d, Sets node state

e_nodeState newState)

* d - object dictionary

Table continues on the next page...
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* newState — The state that requires to be set.
Returns:
« 0if Ok,

* >0 on error.

void canDispatch (CO_Data* d,
Message *m)

CANopen handles data frames that CAN receives:
» d - object dictionary.

* m— Received CAN message.

int flexcan_ send(struct
can_module *canx, struct

can_frame *cf)

FlexCAN interface sends CAN message:
* canx — FlexCAN interface.

» cf — CAN message.

void flextimer overflow_irg(void)

Flextimer overflow interruption handler function.

void timerForCan (void)

CANopen virtual clock. Call this function per 100 ps.

» The following log shows the CANopen

=> flexcan error: 0x42242!

Note: slave node entry into the
Note: slave node initialization
Note: slave node entry into the
Note: slave node entry into the
Note: slave node initialization
Note: slave node entry into the
Note: slave node entry into the

3.2.4.212 ENETC file

slave node state:

stop mode!

is complete!
preOperation mode!
operation mode!

is complete!
preOperation mode!
operation mode!

The file app/test_net.c provides an example to test ENETC Ethernet feature and shows how to write a net application for using

this feature. This example is a special case

of using Net APlIs.

The file test_net for ENETC is only an example for the LS1028 ARDB board with (CONFIG _ENETC COREID_SET enabled).

1. Connect ENETC port of LS1028ARDB board to one host machine using Ethernet cable.

2. Configure the IP address of the host

machine as 192.168.1.2.

3. Power up the LS1028ARDB board. If the network is connected, the message host 192.168.1.2 is alive is displayed

on the console.

4. The IP addresses of the board and host machines are defined in the file test net.c. In this file, modify the IP address
of LS1028ARDB board using variable ipaddr and change the IP address of host machine using variable ping_ip.

The table below lists the Net APIs for ENETC and their description, refer to section 4.2.7 for other Net APIs.

Table 18. ENETC APIs and their description

API name (type)

Description

void pci init (void)

Initializes the PCle controller. Does not return a value.

void eth initialize(void)

Initializes the Ethernet.
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3.2.4.2.13 SAlfile

The audio feature needs SAI module and codec drivers. The following sections provide an introduction to SAI module and the
audio codec (SGTL5000). These sections also describe the steps for integrating audio with BareMetal and running an audio
application on BareMetal.

3.2.4.2.13.1 Synchronous Audio Interface (SAl)

The LS1028A integrates six SAl modules, but only SAI4 is used by LS1028ARDB board. The synchronous audio interface
(SAl) supports full duplex serial interfaces with frame synchronization. The bit clock and frame sync of SAl are both generated
externally (SGTL5000).

* Transmitter with independent bit clock and frame sync supporting 1 data line
* Receiver with independent bit clock and frame sync supporting 1 data line

* Maximum Frame Size of 32 words

» Word size of between 8-bits and 32-bits

» Word size configured separately for first word and remaining words in frame
» Asynchronous 32 x 32-bit FIFO for each transmit and receive channel

» Supports graceful restart after FIFO error

Figure SAl block diagram

¥ ¥
i e Shift :
= FIFO FIFO FIFO *! Register ———»fll SA_TX_DATA
Control Control :
CEI"“Sk : s ; T - »fl SA_TX_BCLK
O H .
: Control Bit Clock Frame :
N Sync —— »fll SA_TX_SYNC
Registers Generation :
Transmitter A :
Audly | 0 cececccsssiiesccsscicsissanissssssnessssssssssfecniassisnscasana I S -
Clack | o 1 Synchronous Mode
Receiver ¥ - :
Control Bit Clock L] 1
Sync  m———afl] SAI_RX_SYNC
Generatiol :
Registers n :
Bus : L :
Clock : 'y g B SAI_RX_BCLK
: Read Write ahif 5
-— FIFO [ FIFO FIFO % e~ I SAI_RX_DATA
: Contral Control Rugkciar :
A A

3.2.4.2.13.2 Audio codec (SGTL5000)

The SGTL5000 is a low-power stereo codec with headphone amplifier from NXP. It is designed to provide a complete audio
solution for products requiring LINEIN, MIC_IN, LINEOUT, headphone-out, and digital I/Os. It allows an 8.0 MHz to 27 MHz system
clock as input. The codec supports 8.0 kHz, 11.025 kHz, 12 kHz, 16 kHz, 22.05 kHz, 24 kHz, 32 kHz, 44.1 kHz, 48 kHz, and 96
kHz sampling frequencies. The LS1028ARDB board provides a 25 MHz crystal oscillator to the SGTL5000.

The SGTL5000 provides two interfaces (12C and SPI) to setup registers. The LS1028ARDB board uses 12C interface.
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DAC Valume
Control
-90dB o 0dB

Headphone Volume Control
-52dB to +12dB P_OUT»
(CHIP_ANA_HP_CTRL)

Audio
Switch

=125 _DIN

Y

-125_DOUT- (CHIP_LINE_OUT _VOL)

Line Out Vielume Control }LINEOU“-

_f Mix AVC Bass Enhancement Tone Control /[SEQIPEQ
+6dB +1248 +6dB +12dB

Only Gain is shown for the Digital Audio Processing blocks. For complete description
please see Digital Audio Processing section

Figure 6. System block diagram, signal flow, and gain

3.2.4.2.13.3 Digital interface formats

The SGTL5000 provides five common digital interface formats. The SAI and SGTL5000 digital interface formats must be
the same.

* 128 Format (n = bit length)
CHIP_I2S0_CTRL field values:

(SCLKFREQ=0; SCLK_INV = 0; DLEN = 1; I12S_MODE = 0; LRALIGN =0; LRPOL = 0)

IZS_LRCLK_ll : ;; ﬁ, II | b b

s scmr\_IﬁMﬁM HI_[—LI_L'T_I_LF Spiniplint/ Hplinly
1o5_OM, Dam:)-bw:ﬁ :m-c;# TOXEEX T OO

« Left Justified Format (n = bit length)

CHIP_I2S0_CTRL field values:
(SCLKFREQ=0; SCLK_INV =0;DLEN =1, 12S_MODE =0; LRALIGN = 1; LRPOL =0)

esirok L T 7 —

128 scmrm_'rumﬁm ;;m_mwéﬁﬂ_mﬂ_r WL
2S_DIN, Dcm}é XXX OE X W XD
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* Right Justified Format (n = bit length)

CHIP_I2S0_CTRL field values
SCLKFREQ= 0; SCLK_INV = 0; DLEN = 1; 125_MODE = 1; LRALIGN = 1; LRPOL = 0)

|25_LRCLK_:i i i b ': ' s h—]

s s,cmrLﬂ_lw;;m };u—mfu—u—};m igligliy
125_DIN, DGUTM§; M;% EXER XM XX

* PCM Format A

CHIP_I2S0_CTRL = 0x01F4
(SCLKFREQ=1; MS =1; SCLK_INV =1; DLEN = 3; I2S_MODE = 2; LRALIGN =0)

12§_LRCLK _]l__l i W b I_l l i A W
125 mmm;u;mm }}F\J—U_IJ—U_I_ aipipinit/ inininl
oS_DIN, Dmm;; M-@%é TOEYEN H F X

* PCM Format B

CHIP_I2S0_CTRL = 0x01F6
(SCLKFREQ=1; MS =1; SCLK_INV =1; DLEN = 3; I12S_MODE = 2; LRALIGN = 1)

|25_LRCLK_!_|E b b !_|E b W11
125_SCLK L!‘I_I_!_I_LI_I_IH—LI—I_I_I_[—I_ ;;FL!U!_H_H_ aigligingl inininl
2s_ o, pouT XEDEN X ff EXEDEX X @K I O

3.2.4.2.13.4 Running the SAIl application
In order to run SAIl application, BareMetal images should be rebuilt with SAI support.

1. Enable SAI support in Real-time Edge software

$ cd yocto-real-time-edge/sources/meta-real-time-edge
# Open file "conf/distro/include/real-time-edge-base.inc", add "sai" to
"DISTRO_FEATURES append 1s1028ardb" like this:
DISTRO_FEATURES append 1s1028ardb = " jailhouse real-time-edge-libbee real-time-edge-libblep libnfc-
nci \

wayland-protocols weston imx-gpu-viv libdrm kmscube \

real-time-edge-sysrepo tsn-scripts wayland sai"
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2. Build the image

$ cd yocto-real-time-edge $ DISTRO=nxp-real-time-edge-baremetal MACHINE=1s1028ardb source real-time-
edge-setup-env.sh -b build-1s1028ardb-bm $ bitbake nxp-image-real-time-edge

3. Play a demo audio file in slave core after booting the board:

=> wavplayer hhkkkhkhkhkhkhkkhkhkhkhkhkkhkhhkhkhkhkhhhkhkhkhhkhkhkhkhhkhkhkhkhhkhkhkhkhkhkhkhkhkhkhkhkhkkhkhkkkhkkhkxk audioformat: PCM

nchannels: 1 samplerate: 16000 bitrate: 256000 blockalign: 2 bps: 16 datasize: 67968

datastart: 44 **x* kkkkkkkkhhkkhhkhhkhhkhhkhkhkhkhkhkhkhkhkhkhkhkkhkhkkhkkhkkhkkhkkkxkx* SgtlSOOO revision

0x11 fsl sai ofdata to platdata Probed sound 'sound' with codec 'codec@a' and iZ2s

'sai@f130000' i2s_transfer tx data The music waits for the end! The music is
flnlshedl hhkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkdkhkhkhkhkhkhkhkhkhkdkhkkkhkkkx*k

3.2.4.3 ICC module

Inter-core communication (ICC) module works on Linux core (master) and BareMetal core (slave). It provides the data transfer
between cores via SGI inter-core interrupt and shared memory blocks. It can support multicore silicon platform and transfer the
data concurrently and efficiently.

ICC module structure is based on two basics:

» SGI: Software-generated Interrupts in Arm GIC, used to generate inter-core interrupts. The ICC module uses the number 8
SGl interrupt for all Linux and BareMetal cores.

» Shared memory: A memory space shared by all platform cores. The base address and size of the share memory should be
defined in header files before compilation.

ICC modules can work concurrently, lock-free among multicore platform, and support broadcast case with Buffer Descriptor
Ring mechanism.

The figure below shows the basic operating principle for data transfer from Core 0 to Core 1. After the data writing and head point
moving to next, Core 0 triggers a SGI (8) to Core 1. After this step, the Core 1 gets the BD ring updated status and reads the new
data, then moves the tail point to next.

head

L

Block

Figure 7. BD rings for inter-core communication

For a multicore platform (that is, four cores), the total BD rings are arranged as shown in the following figure. (See the BD rings
on Core 0 and Core 1.)
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Core0tocCoret | 0 | 1 [ 2 | 3 ] 4 | 5 | 6 | 7 | 8] 9]
coedtocore2 | 0 | 1 | 2 | 3 [ 4 | 5 | 6 | 7 [ 8] 9]
core0tocores | 0 | 1 | 2 | 3 | 4 | 5] 6 | 7] 8| o |
Coettocore0 | 0 | 1 | 2 | 3 [ 4 | 5 | 6 | 7] 8] o]
Coreftocore2 | 0 | 1 [ 2 | 3 ] 4 [ 5 | 6 | 7 ] 8| o]
coettocores | 0 | 1 | 2 | 3 [ 4 | 5 | 6 | 7] 8] o]

Figure 8. BD rings for multicore platform

All the ICC ring structures, BD structures, and blocks for data are in the shared memory. A four-core platform ICC module would
map the shared memory as shown in the figure below.

Base Address

Ring and BD structures

Core0 .
Blocks with 4K for each

Ring and BD structures

Core1
Blocks with 4K for each

Share memory
Ring and BD structures size for all cores

Core2
Blocks with 4K for each

Ring and BD structures

Core3
Blocks with 4K for each

Reserved for custom usage

Base Address + Size

Figure 9. ICC shared memory map for the four-core platform

Generally, Core 0 runs Linux as master core while other cores run BareMetal as slaves. They obtain the same size of share
memory to structure the rings and BDs, and split the blocks space with 4k unit for each block. The reserved space at the top of
the share memory is out of the ICC module and for the custom usage.

For LS1021A platform with two cores, the shared memory map is defined as:
* The total shared memory size is 256 MB.
» The reserved space for custom usage is 16 MB at the top of the share memory space.

» Core 0 runs Linux as master core, the share memory size for ICC is 120 MB, in which the ring and BD structure space is 2
M, and the block space for data is 118 MB with 4K for each block.

» Core 1 runs BareMetal as slave core, the share memory size for ICC is 120 MB, in which the ring and BD structure space is
2M, and the block space for data is 118 MB with 4K for each block.
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The ICC module includes two parts of the code:

» ICC code for Linux user space, works for data transfer between master core and slave cores. The code is integrated
into the Real-time Edge software and named real-time-edge-icc. After the compilation, the icc binary is put into the
Linux filesystem.

» ICC code for BareMetal, runs on every slave core, works for data transfer between BareMetal cores and master core.
The ICC code for Linux user space in repos: https://github.com/real-time-edge-sw/real-time-edge-icc.git
|— icc-main.c --- the example case commands
l— inter-core-comm.c
F— inter-core-comm.h - include the header file to use ICC module
L— Makefile
The ICC code for BareMetal in BareMetal directory:
baremetal/
l— arch/arm/lib/inter-core-comm.c
|— arch/arm/include/asm/inter-core-comm.h ---includes the header file to use ICC module
L— cnd/icc.c ---the example case commands

The ICC modules of the APIs are exported out for usage in both Linux user space and BareMetal code.

Table 19. ICC APIs

APls Description
unsigned long Checks the ring and block state.
icc_ring state(int coreid) Returns:

* 0 - if empty.

+ 10 - the working block address currently.

Unsigned Requests a block, which is ICC_BLOCK_UNIT_SIZE size.
long icc block request (void) Returns:
* 0 - failed.

* 10 - block address can be used.

void icc block free (unsigned Frees a block requested.

tong block) Be careful if the destination cores are working on this block.

int icc_irqg register (int src_coreid, |Registers ICC callback handler for received data.

id (*i handl int i d
void (*irg_handle) (int, unsigne Returns:
long, unsigned int))

* 0 -0n success

« -1 -if failed.

int icc_set block(int core mask, Sends the data in the block to a core or multicore.
unsigned int byte count, unsigned This triggers the SGI interrupt
long block)

Returns:

Table continues on the next page...
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APIs

Description

¢ 0 -o0nsuccess

e -1 - if failed.

void icc_show(void)

Shows the ICC basic information.

int icc_init(void)

Initializes the ICC module.

3.2.4.3.1 ICC examples

This section provides example commands for use cases in both Linux user space and BareMetal code. They can be used to check
and verify the ICC module conveniently.

In Linux user space, use the command icc to display the supported cases.

[root@LS1046ARDB ~] # icc

icc show - Shows all icc rings status at this core

icc perf <core mask> <counts> - ICC performance to cores <core mask> with <counts> bytes
icc send <core mask> <data> <counts> - Sends <counts> <data> to cores <core mask>

icc irg <core mask> <irg> - Sends SGI <irg> ID[0 - 15] to <core mask>
icc read <addr> <counts> - Reads <counts> 32bit register from <addr>
icc write <addr> <data> - Writes <data> to a register <addr>

Likewise, in BareMetal system, use the command icc to view the supported cases.

=> icc

l:icc - Inter-core communication via SGI interrupt

1:Usage:

icc show - Show all icc rings status at this core
icc perf <core_mask> <counts> - ICC performance to cores <core_mask> with
<counts> bytes

icc send <core_mask> <data> <counts> - Send <counts> <data> to cores <core_mask>
icc irg <core mask> <irg> - Send SGI <irg> ID[0 - 15] to <core mask>

2. The ICC module command examples on LS1046ARDB with Linux (Core 0) + BareMetal (Core 1, 2, 3) system:

Run icc send 0x2 0x55 128 to send 128 bytes data 0x55 to core 1.

[root@LS1046ARDB ~] # icc send 0x2 0x55 128
gic_base: 0xffffa033f000, share base: 0xffff9133f000, share phy: 0xd0000000,
block phy: 0xd0200000

ICC send testing
Target cores: 0x2, bytes: 128
ICC send: 128 bytes to 0x2 cores success

all cores: reserved share memory base: 0xdf000000; size: 16777216

mycoreid: 0; ICC SGI: 8; share memory size: 62914560
block unit size: 4096; block number: 14848; block idx: 0

#ring 0 base: O0xffff9133f000; dest core: 0; SGI: 8

desc_num: 128; desc base: 0xd00000cO; head: 0; tail: O
busy counts: 0; interrupt counts: 0
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#ring 1 base: O0xffff9133f030; dest core: 1; SGI: 8
desc_num: 128; desc base: 0xd00008cO; head: 1; tail: 1
busy counts: 0; interrupt counts: 1

#ring 2 base: 0xffff9133f060; dest core: 2; SGI: 8
desc_num: 128; desc base: 0xd00010cO; head: 0; tail: O
busy counts: 0; interrupt counts: 0

#ring 3 base: O0xffff9133f090; dest core: 3; SGI: 8
desc num: 128; desc base: 0xd00018c0; head: 0; tail: 0
busy counts: 0; interrupt counts: 0

At the same time, Core 1 displays the received information.

=> 1l:Get the ICC from core 0; block: 0xd0200000, bytes: 128, value: 0x55

3. ICC command run on BareMetal side

=> icc send Ox1l Oxaa 128
1:ICC send testing
1l:Target cores: 0x1l, bytes: 128

1:ICC send: 128 bytes to 0xl cores success

1:all cores: reserved share memory base: 0xdf000000; size: 16777216

l:mycoreid: 1; ICC SGI: 8; share memory size: 62914560
l:block unit size: 4096; block number: 14848; block idx: 0

l:#ring 0 base: 00000000d3c00000; dest core: 0; SGI: 8
l:desc_num: 128; desc base: 00000000d3c000c0; head: 1; tail: 1
l:busy counts: 0; interrupt counts: 1

l:#ring 1 base: 00000000d3c00030; dest core: 1; SGI: 8
l:desc_num: 128; desc base: 00000000d3c008c0O; head: 0; tail: 0
l:busy counts: 0; interrupt counts: 0

l:#ring 2 base: 00000000d3c00060; dest core: 2; SGI: 8
l:desc_num: 128; desc base: 00000000d3c010cO; head: 0; tail: O
l:busy counts: 0; interrupt counts: 0

l:#ring 3 base: 00000000d3c00090; dest core: 3; SGI: 8

l:desc_num: 128; desc base: 00000000d3c018c0; head: 0; tail: O
l:busy counts: 0; interrupt counts: 0

Then, Core 0 side (Linux) receives this data:
[root@LS1046ARDB ~] # [ 4247.733753] 000: Get the ICC from core 1; block: 0xd3e00000,

128, value: Oxaa

3.2.4.4 Hardware resource allocation

Real-time System

bytes:

This section describes how to modify the hardware resource allocation depending on the application and used reference

design board.

3.2.4.41 LS1021A-loT board

3.244.11 Linux DTS

Remove cpu1 node on DTS, and remove all the devices that bare metal has used.
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3.2.4.4.1.2 Memory configuration

LS1021A-loT board has a 1 GB size DDR. The DDR memory can be configured into three partitions: 512M for core0 (Linux), 256M
for core1 (bare metal), and 256M for shared memory.

The configuration is in the path: include/configs/1sl102laiot config.h.

#define CONFIG SYS DDR SDRAM SLAVE SIZE (256 * 1024 * 1024)
#define CONFIG_SYS DDR SDRAM MASTER SIZE (512 * 1024 * 1024)

NOTE
Memory configuration must be consistent with the U-Boot configuration of core0.

Modify “conrF1G_sys Marroc LEN” in the include/configs/Is 1021aiot_config.h file to change the maximum size of malloc.

You can use functions included in malloc.h to allocate or free memory in your program. These functions are listed in the
table below.

Table 20. Description of memory APIs

API name (type) Description

void_t* malloc (size_t n) Allocates memory
* n —length of allocated chunk

* Returns a pointer to the newly allocated chunk

void free (void *ptr) Releases the chunk of memory pointed to by ptr (where ptr is a pointer to the chunk of
memory)

The memory configuration for bare metal is shown in the figure below.

Shared Memory (256M)

BSS

U-Boot image

Malloc (128M) Core1
(bare metal core)

GBL data

IRQ & FIQ stack (8K)

Stack

Core0 Memory (512M)

Figure 10. Memory configuration
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324413 GPIO

LS1021A has four GPIO controllers. The configuration is defined in the file:arch/arm/dts/Is 1021a-iot.dtsi. You can add a GPIO
node in the file Is1021a-iot.dtsi to assign a GPIO resource to different cores. Following is a sample code for adding a GPIO node.

&gpio2
{
status = "okay";
bi
3.2441.4 12C

LS1021A has three 12C controllers. Configure the 12C bus on 1s1021aiot config.h using the commands below:

// include/configs/1lsl102laiot config.h:

#define CONFIG SYS I2C MXC I2Cl /* enable I2C bus 1 */
#define CONFIG SYS I2C MXC I2C2 /* enable I2C bus 2 */
#define CONFIG SYS I2C MXC_I2C3 /* enable I2C bus 3 */

3.2.4.4.1.5 Hardware interrupts

LS1021A has six IRQs as external 10 signals connected to interrupt the controller. We can use these six IRQs on bare metal cores.
The ids for these signals, IRQ0-IRQ5 are: 195, 196, 197, 199, 200, and 201.

GIC interrupt APIs are defined in the file, asm/interrupt-gic.h. The following example shows how to register a
hardware interrupt:

//register HW interrupt

void gic irqg register(int irq num, void (*irqg handle) (int));
void gic set target (u32 core mask, unsigned long hw_irq);
void gic_set type(unsigned long hw_irq);

3.24416 IFC

LS1021A-loT board has no IFC device, but the LS1021A SoC has an IFC interface. Since IFC is multiplexed with QSPI, you should
modify the RCW to use the IFC interface, and add a configuration such as shown in the sample code provided below. Users can
modify the code to support IFC as per the actual scenario.

#define CONFIG FSL IFC

#define CONFIG SYS CPLD BASE 0x7fb00000
#define CPLD_BASE PHYS CONFIG_SYS CPLD BASE
#define CONFIG_SYS FPGA_CSPR _EXT (0x0)

#define CONFIG SYS FPGA CSPR (CSPR _PHYS ADDR(CPLD BASE PHYS) | \
CSPR_PORT SIZE 8 | \

CSPR_MSEL_GPCM | \

CSPR_V)

#define CONFIG SYS FPGA AMASK IFC AMASK (64 * 1024)
#define CONFIG SYS FPGA CSOR (CSOR NOR ADM SHIFT(4) | \
CSOR NOR NOR MODE AVD NOR | \

CSOR_NOR_TRHZ_80)

/* CPLD Timing parameters for IFC GPCM */

#define CONFIG SYS FPGA FTIMO (FTIMO GPCM TACSE (0xf) | \
FTIMO_GPCM_TEADC(Oxf) |\

FTIMO GPCM TEAHC (0xf))
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#define CONFIG SYS FPGA FTIMl (FTIML GPCM TACO(0xff) | \
FTIM1_GPCM_TRAD (0x3f))

#define CONFIG SYS FPGA FTIM2 (FTIM2 GPCM TCS (0xf) | \
FTIM2 GPCM TCH(0xf) | \
FTIM2 GPCM TWP (0xff))

#define CONFIG SYS FPGA FTIM3 0x0

#define CONFIG SYS CSPR1 EXT CONFIG SYS FPGA CSPR EXT
#define CONFIG_SYS CSPR1 CONFIG SYS FPGA CSER

#define CONFIG SYS AMASKl CONFIG SYS FPGA AMASK
#define CONFIG SYS CSORl CONFIG SYS FPGA CSOR

#define CONFIG SYS CS1 FTIMO CONFIG SYS FPGA FTIMO
#define CONFIG SYS CS1 FTIMl CONFIG_SYS FPGA FTIMI1
#define CONFIG SYS CS1 FTIM2 CONFIG SYS FPGA FTIM2
#define CONFIG SYS_CS1 FTIM3 CONFIG SYS FPGA FTIM3

3.2441.7 USB

LS1021AIOT has a single DW3 USB controller, which is assigned to the second core, by default. Use the command make
menuconfig to reconfigure the U-Boot to assign it to other cores.

ARM architecture --->

[*] Enable baremetal

[*] Enable USB for baremetal
(1) USBO is assigned to corel
(1) USB Controller numbers

3.244.1.8 PCle

LS1021AIOT has two PCle controllers. By default, one is assigned to core0 and the other is assigned to core1. Use the make
menuconfig command to reconfigure the U-Boot, in order to re-assign the cores.

ARM architecture --->

*] Enable baremetal

*] Enable PCIE for baremetal

) PCIel is assigned to core0
) PCIe2 is assigned to corel
)

[
[
(0
(1
(2 PCIe Controller numbers
3.2441.9 FlexCAN

Assigning CAN3 to BareMetal

In BareMetal, the port is allocated through the flexcan.c file. The flexcan.c path is industry-uboot/drivers/flexcan/
flexcan.c. In this file, you should define the following variables:

struct can bittiming t flexcan3 bittiming = CAN BITTIM INIT (CAN_500K) ;

Note: You also should set the bit timing and baud rate (500K) of the CAN port.

struct can ctrlmode t flexcan3 ctrlmode = {
.loopmode = 0, /* Indicates whether the loop mode is enabled */
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.listenonly = 0, /* Indicates whether the only-listen mode is enabled */
.samples = O,
.err report = 1,

}i

struct can init t flexcan3 = {

.canx = CAN3, /* Specify CAN port */
.bt = &flexcan3 bittiming,

.ctrlmode = &flexcan3 ctrlmode,

.reg ctrl default = 0,

.reg esr = 0

bi

Optional Parameters

» CAN port
#define CAN3 (struct can_module *)CAN3_BASE)
#define CAN4 (struct can_module *)CAN4 BASE)
* Baud rate

#define CAN 1000K 10
#define CAN_ 500K 20
#define CAN 250K 40
#define CAN 200K 50
#define CAN 125K 80
#define CAN 100K 100
#define CAN_50K 200
#define CAN_ 20K 500
#define CAN 10K 1000
#define CAN 5K 2000

Real-time System

Use the command make menuconfig for configuring the FlexCAN setting for LS1021A reference design boards, as shown below: .

Device Drivers -——>

CAN support =—==>

[*] Support for Freescale FLEXCAN based chips
[*] Support for canfestival

3.2.44.2 LS1028ARDB board

This section describes the ENETC configuration setting for LS1028A reference design boards.

3.24421 ENETC

LS1028ARDB has only one ENETC controller in use, which is assigned to core1 as the default setting. The controller can be

reconfigured by using the command, make menuconfig.

See the following:

ARM architecture --->

[*] Enable baremetal

[*] Enable ENETC for baremetal
(1) Enetcl is assigned to corel
(1) ENETC Controller numbers
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3.24422 I12C
This section describes how to configure the 12C bus on LS1028A reference design boards.

LS1028ARDB has eight I12C controllers, but only controller 0 is used for 12C devices. For example, RTC, Thermal Monitor, and
Linux (core 0) use this controller for some features (for example, RTC). Therefore, the code below just shows how to enable 12C
on BareMetal side.

NOTE
Operate the 12C devices in BareMetal side CAREFULLY.

#define CONFIG SYS I2C MXC I2Cl /* enable I2C bus 0 */
#define CONFIG_SYS I2C _MXC_I2C2 /* enable I2C bus 1 */
#define CONFIG_SYS I2C MXC I2C3 /* enable I2C bus 2 */
#define CONFIG SYS I2C MXC I2C4 /* enable I2C bus 3 */

#define CONFIG I2C BUS CORE ID SET
#define CONFIG_SYS I2C _MXC I2CO_COREID 1

The conFIG sys 12c Mxc 12c0 COREID defines the slave core that runs the 12C bus.

Since 12C is enabled in DM mode on BareMetal side, there is no automatic code to test it. Follow the below steps to read RTC
(Ox51 address, is on bus 2) on BareMetal side:

=> 12c bus
Bus 0: 12c@2000000 (active 0)
77: i2c-mux@77, offset len 1, flags O
57: generic 57, offset len 1, flags 0
Bus 1: 12c@2000000->i2c-mux@77->12c@1
Bus 2: 12c@2000000->i2c-mux@77->i2c@3
51: rtc@51, offset len 1, flags O
Bus 3: 12c@2010000

Bus 4: 12c@2020000
Bus 5: 12c@2030000
Bus 6: 12c@2040000
Bus 7: 12c@2050000
Bus 8: 12c@2060000

Bus 9: 12c@2070000

=> i2c md 0x51 0

Error reading the chip: -121

=> i2c dev 2

Setting bus to 2

=> i2c md 0x51 O

0000: 04 00 36 03 12 15 02 12 20 80 80 80 80 80 00 c2 60Bccooco ococooooo

3.244.23 SAl

LS1028ARDB has only one SAl module in use, which is assigned to core1 in the default setting. The SAl module can be
reconfigured by using the command, make menuconfig.

See the following:

Command line interface --->
Misc commands --->
[*] wavplayer

Device Drivers --->
Sound support --->
[*] Enable sound support
%] Enable I2S support
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[*] Freescale sound
[*] Freescale sgtl5000 audio codec
[*] Freescale SAI module

3.2.4.4.2.3.1 Audio integration in BareMeftal

For audio feature, we should add SAIl and SGTL5000 drivers to BareMetal.

» Add SAl driver source code to the drivers/sound directory
» Add SGTL5000 driver source code to the drivers/sound directory
» Add sound device source code to the drivers/sound directory
* Add a command that can play wav files to the cmd directory
» Add support for SAI and sgtl5000 in LS1028ARDB dts file
In fsl-Is1028a.dtsi file:

said: sai@f130000 {
#sound-dai-cells = <0>;

compatible = "fsl,1s1028a-sai";
reg = <0x0 0xf130000 0x0 0x10000>;
status = "disabled";

bi
In fsl-Is1028a-rdb.dts file:

sound {
compatible = "fsl,audio-sgtl15000";
model = "1s1028a-sgtl15000";

audio-cpu = <&said>;
audio-codec = <&sgtl5000>;

audio-routing =

"LINE IN", "Line In Jack",
"MIC IN", "Mic Jack",

"Mic Jack", "Mic Bias",
"Headphone Jack", "HP OUT";

}i

i2c@1 {
#address-cells = <1>;
#size-cells = <0>;
reg = <0x1>;
sgtl5000: codecRa {
#sound-dai-cells = <0>;
compatible = "fsl,sgt15000";
reg = <0xa>;
VDDA-supply = <1800>;
VDDIO-supply = <1800>;
sys_mclk = <25000000>;
sclk-strength = <3>;
}i
}i
&said {
status = "okay";

}i

» Add all source code to the corresponding makefile file.

» Add new default configurations to Is1028ardb_sdcard_baremetal_defconfig file
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3.24.4.3 LS1043ARDB or LS1046ARDB board

The following sections describe the hardware resource allocation for the LS1043ARDB or LS1046ARDB boards for implementing
the supported features.

3.24.43.1 Linux DTS

Remove cpu1, cpu2, cpu3 nodes on DTS, and remove all the devices that bare metal has used.

3.2.4.4.3.2 Memory configuration
This section describes the memory configuration for LS1043ARDB or LS1046ARDB boards.

The LS1043ARDB or LS1046ARDB boards have a 2GB size DDR. To use the bare metal framework, configure DDR into
three partitions:

* 512M for core0 (Linux)

» 256M for core1 (bare metal)

» 256M for core2 (bare metal)

» 256M for core3 (bare metal), and 256M for shared memory.

The configuration can be defined in the file include/configs/1s1043ardb.h.

#define CONFIG_SYS DDR_SDRAM SLAVE SIZE (256 * 1024 * 1024)
#define CONFIG_SYS DDR_SDRAM MASTER SIZE (512 * 1024 * 1024)
#define CONFIG_SYS DDR_SDRAM SHARE RESERVE_SIZE (16 * 1024 * 1024)
#define CONFIG SYS DDR SDRAM SHARE SIZE \ ((256 * 1024 * 1024)

- CONFIG SYS DDR SDRAM SHARE RESERVE SIZE)

NOTE
The memory configuration must be consistent with the U-Boot configuration of coreO.

The memory configuration for bare metal is shown in the figure below.

Share Memory(256M).

BSS-

U-boot image-

Malloc(128M). ; L>_

Core1 (bare metal core).

GBL data-

IRQ & FIQ stack(8K)-

Stack g

Core 0 Memory(512M). |’

Figure 11. Memory configuration for LS1043ARDB or LS1046ARDB

The functions included in malloc.h in the table below can be used to allocate or free memory in program. Modify
CONFIG_SYS MALLOC LENIin include/configs/1s1043a_ common.h to change the maximum size of malloc.
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Table 21. Memory APIs description

API name (type) Description

void_t* malloc (size_t n) Allocates memory
* “n” —length of allocated chunk

* Returns a pointer to the newly allocated chunk

void free (void *ptr) Releases the chunk of memory pointed to by ptr (where “ptr” is
a pointer to the chunk of memory)

The GPIO for LS1043ARDB (or LS1046ARDB) has four GPIO controllers. You need to add a GPIO node in the file 1s1043/6a-
rdb.dts to assign a GPIO resource to different cores. The configuration can be done in the file arch/arm/dts/fsl-
1s1043/6a-rdb.dts.

3.24433 GPIO

LS1043/6A has four GPIO controllers. You can add a GPIO node in the file 1s1043/6a-rdb.dts to assign a GPIO resource
to different cores. The configuration is in arch/arm/dts/fs1-1s1043/6a-rdb.dts. Use the command below to add a
GPIO node:

&gpio2 {
status = "okay";
}i

3.24.4.3.4 12C
This section describes how to configure the 12C bus on LS1028A, LS1043A, or LS1046A reference design boards.

The LS1043ARDB (or LS1028ARDB / LS1046ARDB) has four 12C controllers. You can configure the 12C bus using the
1s1043ardb_config.h (or 1s1043ardb_config.h) file using the commands below:

// include/configs/1s1043ardb config.h:

#define CONFIG SYS I2C MXC I2Cl /* enable I2C bus 0 */
#define CONFIG SYS I2C MXC I2C2 /* enable I2C bus 1 */
#define CONFIG SYS I2C MXC I2C3 /* enable I2C bus 2 */
#define CONFIG SYS I2C MXC I2C4 /* enable I2C bus 3 */

#define CONFIG_SYS I2C_MXC I2CO_COREID 1
#define CONFIG_SYS_ I2C_MXC_I2Cl_COREID 2
#define CONFIG SYS I2C MXC I2C2 COREID 3
#define CONFIG SYS I2C MXC I2C3 COREID 1

The coNFIG_sys 12c MxC_12c0_cOREID defines the slave core that runs the 12C bus.

3.2.4.4.3.5 Hardware interrupts

LS1043A has twelve IRQs as external 10 signals connected to interrupt the controller. These twelve IRQs can be used on bare
metal cores. The ids for these signals, IRQ0-IRQ11 are: 163, 164, 165, 167, 168, 169, 177, 178, 179, 181, 182, and 183. GIC
interrupt APIs are defined in asm/interrupt-gic.h. The following example shows how to register a hardware interrupt:

//register HW interrupt

void gic_irqg register (int irqg num, void (*irg handle) (int));
void gic set target (u32 core mask, unsigned long hw irq);
void gic set type(unsigned long hw irq);
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3.24.4.3.6 QSPI
LS1046ARDB has a QSPI flash device. To configure the QSPI on Is1046ardb_config.h, use the command below:

#define CONFIG FSL QSPI COREID 1

Here, the conric_Fsi_ospI_coreID defines the slave core that runs this QSPI.

3.2443.7 IFC

LS1043A and LS1046A has IFC controller. Both Nor flash and NAND flash are supported in Is1043ardb, only NAND flash is
supported in Is1046ardb.

1. IFC is disabled in Linux kernel via disabling "ifc" node:

&ifc {
status = "disabled";
}i

2. Enter the BareMetal-Framework directory path and then execute the commands below: (IFC is enabled by default)

make menuconfig ARM architecture ---> [*] Enable baremetal [*] Enable IFC for baremetal (1) IFC
is assigned to that core

3.2.4.4.3.8 Ethernet
This section describes the Ethernet configuration settings for LS1043A or LS1046A reference design boards.
LS1043A or LS1046A has only one FMan, so you should remove the DPAA driver in Linux.

1. Disable the DPAA driver in Linux kernel:

Device Drivers —--->
Staging drivers--->
< > Freescale Datapath Queue and Buffer management

2. Enter the BareMetal-Framework directory and then execute the commands below:

make menuconfig ARM architecture ---> [*] Enable baremetal [*] Enable fman for baremetal (1)
FMAN1 is assigned to that core

Configure FMan to the specified core by modifying the FMan1 is assigned to that core value, which is the default
configuration, to corel.

3.24439 USB

This section describes the USB configuration setting for LS1043A and LS1046A reference design boards.

Both LS1043A and LS1046A have three DW3 USB controllers. By default, these are assigned as core1, core2, and core3. Users
can reconfigure the controllers by using the ‘make menuconfig’ command as shown below.

ARM architecture --->
[*] Enable baremetal
[*] Enable USB for baremetal

USBO is assigned to corel
USB1 is assigned to core?2
USB2 is assigned to core3
USB Controller numbers
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3.2.4.4.3.10 PCI Express (PCle)
This section describes the PCle configuration setting for LS1043A and LS1046A reference design boards.

Both LS1043A and LS1046A have three PCle controllers. By default, these are assigned as core0, core1, and core2. To
reconfigure them, use the command ‘make menuconfig’, as shown below:

ARM architecture --->
*] Enable baremetal
0) PCIel is assigned to core0

[
(
(1) PCIe2 is assigned to corel
(2) PCIe3 is assigned to core2
(3) PCIe Controller numbers

3.2.4.44 LX2160ARDB board

The following sections describe the hardware resource allocation for the LX2160ARDB boards for implementing the

supported features.

3.24.441 Memory configuration

This section describes the memory configuration for LX2160ARDB boards.

The LX2160ARDB boards have a 16GB size DDR. To use the BareMetal framework, configure DDR into three partitions:
* 15G for core0 (Linux)
* 64M per core from core1 to core15 (bare metal), and 64M for shared memory.

The configuration can be defined in the file include/configs/1x2160ardb config.h.

#define CONFIG SYS DDR SDRAM SLAVE SIZE (64 * 1024 * 1024)

#define CONFIG SYS DDR SDRAM MASTER SIZE (512 * 1024 * 1024)
#define CONFIG SYS DDR SDRAM SHARE RESERVE SIZE (16 * 1024 * 1024)
#define CONFIG SYS DDR SDRAM SHARE SIZE \ ((64 * 1024 * 1024)

- CONFIG SYS DDR SDRAM SHARE RESERVE SIZE)

Figure 12. Memory configuration for LX2160ARDB

The functions included in malloc.h in the table below can be used to allocate or free memory in program. Modify
CONFIG_SYS MALLOC LENin include/configs/1x2160ardb config.h to change the maximum size of malloc.

Table 22. Memory APIs description

API name (type) Description

void_t* malloc (size_t n) Allocates memory
* “n” —length of allocated chunk

* Returns a pointer to the newly allocated chunk

void free (void *ptr) Releases the chunk of memory pointed to by ptr (where “ptr” is
a pointer to the chunk of memory)

3.2.4.4.5 i.MX 8M Mini EVK and i.MX 8M Plus EVK board
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3.24451 Linux DTS

When using BareMetal, users should remove all the devices from kernel that BareMetal has used, for example:

&fecl |
status = "disabled";
bi

&gpiob
{

status = "disabled";
}i

Suart3 |

status = "disabled";

}i

3.2.4.4.5.2 Memory configuration

This section describes the memory configuration for i.MX 8M Mini EVK or i.MX 8M Plus EVK boards.

1. The boards have a 6 GB DDR memory. To use the BareMetal framework, configure DDR into five partitions:
* 6016M for core0 (Linux)

* 32M for core1 (bare metal)

* 32M for core2 (bare metal)

* 32M for core3 (bare metal)

* 32M for shared memory.

The configuration can be defined in the file include/configs/imx8mm evk.h. Of include/configs/imx8mp evk.h.

#define CONFIG SYS DDR SDRAM SLAVE RESERVE SIZE (SZ_32M)
#define CONFIG SYS DDR SDRAM SHARE RESERVE SIZE (SZ_4M)
#define CONFIG SYS DDR SDRAM SLAVE SIZE (SZ_32M)

2. Memory Reserve

For IPI data transfer, BareMetal needs to share memory between master core and slave core. Hence, users should reserve some
memory from linux kernel, as shown in the following dts file:

reserved-memory { #address-cells = <2>; #size-cells = <2>; ranges; bm reserved: baremetal@0x60000000
{ no-map; reg = <0 0x60000000 0 0x10000000>; }; };

3.24.453 GPIO
1. Connect pin7 and pin8 of J1003. The test_gpio case in BareMetal uses pin7 and pin8 of J1003, so connect these two pins.

2. Boot the BareMetal on slave core. If the GPIO is working fine, the message below is displayed:

[0k]GPIO test ok

3. Disable the devices from kernel.

For the test_gpio case, use GPIO5_7 (pin8 of J1003) and GPIO5_8 (pin7 of J1003). These two pins are muxed as UART3_TXD
and UART3_CTS, so should disable GP1O5 and UARTS3 from kernel.

&gpio5 { status = "disabled"; }; &uart3 { status = "disabled"; };
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3.24.45.4 Ethernet
This section describes the Ethernet configuration settings for i.MX 8M Mini EVK or i.MX 8M Plus EVK boards.

1. Disable the Ethernet card from dts files:

&fecl {
status = "disabled";
}i

NOTE
1. i.MX 8M Mini EVK has only one NIC, default status of ethO(fec1) is disabled. if user does not use eth0 in
BareMetal, can enable fec1 in kernel dts file.

2. i.MX 8M Plus EVK has two NICs, default setting is eth0 for BareMetal, eth1 for Linux.
2. Confirm BareMetal configuration using the command below:

make menuconfig ARM architecture ---> [*] Enable baremetal [*] Enable NIC for baremetal (1) which
core that NIC is assigned to

Configure NIC to the specified core by modifying the NIC to assign that core value, which is the default configuration, to core1.
3.3 Jailhouse

3.3.1 Overview

Jailhouse is a partitioning Hypervisor based on Linux. It is able to run bare-metal applications or (adapted) operating systems
besides Linux. For this purpose, it configures CPU and device virtualization features of the hardware platform in a way that none
of these domains, called "cells" here, can interfere with each other in an unacceptable way.

Jailhouse is optimized for simplicity rather than feature richness. Jailhouse does not support overcommitment of resources such
as CPUs, RAM, or devices. This feature makes it different from full-featured Linux-based hypervisors such as KVM or Xen.

It performs no scheduling and only virtualizes those resources in software, which are essential for a platform and cannot be
partitioned in hardware.

Once Jailhouse is activated, it runs BareMetal. This implies that it takes full control over the hardware and needs no external
support. However, in contrast to other bare-metal hypervisors, it requires a normal Linux system to be loaded and configured. Its
management interface is based on Linux infrastructure. So, you boot Linux first, then, enable Jailhouse and finally split off parts
of the system's resources and assign them to additional cells.

3.3.2 Running PREEMPT_RT Linux in Inmate

3.3.2.1 i.MX 8M Plus EVK

Perform the following steps;
1. Execute run jh mmcboot in U-Boot stage.
2. Wait for Linux OS to boot up and login in.

3. Execute non-root Linux demo:

# cd /usr/share/jailhouse/scripts
# ./linux-demo-imx8mp.sh

4. Check the result on serial port:
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.000000] Booting Linux on physical CPU 0x0000000002 [0x410£fd034]

.000000] Linux version 5.10.9-rt24+gld502fe65979 (oe-user@oe-host) (aarched-fsl-linux-gcc (GCC) 10.2.0
.000000] Machine model: LS1043A RDB Board

.000000] earlycon: uart8250 at MMIO 0x00000000021c0600 (options '')
.000000] printk: bootconscle [uart8250] enabled

.000000] efi: UEFI not found.

.000000] cma: Reserwved 32 MiB at 0x00000000£2000000

.000000] NUMA: No NUMA configuration found

.000000] NUMA: Faking a node at [mem 0x00000000c0900000-0x00000000£3££££f£f]
.000000] NUMA: NODE_DATA [mem 0Oxfle62a80-0xfle6d4fff]

.000000] Zone ranges:

.000000] DMA [mem 0x00000000c0900000-0x00000000£3£££££F]

.000000] DMA32 empty

.000000] Normal empty

.000000] Movable zone start for each node

.000000] Early memory node ranges

.000000] node 0: [mem 0x00000000c0900000-0x00000000£3££ffff

.000000] Initmem setup node 0 [mem 0x00000000c0800000-0x00000000£3ffffff]
.000000] On node 0 totalpages: 210688

.000000] DMA zone: 3292 pages used for memmap

.000000] DMA zone: 0 pages reserved

OO0 00000000000000000O0

[root@rt-edge ~] # uname -a
Linux rt-edge 5.10.9-rt24+gld502£e65979 #1 SMP PREEMPT RT Tue Jun 15 03:13:38 UTC 2021 aarché4 GNU/Linux
[root@rt-edge ~] #

Note: if the case fails because of rootfs error, we can update rootfs using the following command:
# rm -fr /run/media/mmcblk2p2/*

# cp -frd /usr /bin /etc /home /fat /lib /linuxrc /lost+found/ /media/ /mnt /opt /root /
sbin /run/media/mmcblk2p2/

5. Exit Jailhouse.

3.3.2.2 LS1028ARDB

3.3.2.2.1 Linux in none-root cell

Perform the following steps to run PREEMPT_RT Linux in Inmate on LS1028ARDB:
1. Execute run jh _mmcboot from U-Boot prompt.
2. Wait for Linux OS to boot up and login in it.

3. Execute non-root Linux demo:

# cd /usr/share/jailhouse/scripts
# ./linux-demo-1s1028ardb.sh

4. Exit Jailhouse.

# ../tools/jailhouse disable

3.3.2.2.2 ENETC in none-root cell
Follow the below steps for ENETC that is assigned to non-root cell:

1. Under U-Boot prompt, run the below commands to set the device tree blob, which has ENETC nodes removed and then
boot up Linux:

=> setenv jh mmcboot ‘setenv dtb fsl-1sl028a-rdb-jailhouse-without-enetc.dtb;run bootcmd’
=> run jh mmcboot

2. Wait for Linux OS to boot up and then log in.
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3. Execute non-root Linux demo:

# cd /usr/share/jailhouse/scripts
# ./linux-demo-1s1028ardb-enetc.sh
Then, network can be available in none-root cell Linux.

4. Exit Jailhouse.

# ../tools/jailhouse disable

NOTE
In this case, the GICv3 ITS node is also removed from the root cell Linux device tree. The node is assigned
to non-root cell to service ENETC MSI-X interrupts, so the root cell Linux does not support the MSI/MSI-X
service anymore.

3.3.2.2.3 GPIO in none-root cell
GPIO3 controller is assigned to none-root cell, below steps is for GPIO that is assigned to non-root cell:
1. Hardware setup
Connect J11 Pin5 (1588_ALARM_OUT1/GPIO3_DAT11) to Pin 8 (1588_CLK_OUT/GPIO3_DAT10)
2. RCW setting
In dash-rcw/Is1028ardb/R_SQPP_0x85bb/rcw_1500_sdboot.rcw, change as below:
EC1_SAl4_5 PMUX=1
EC1_SAI3_6_PMUX=1
EC1_SAl4_5_PMUX is set to 0b001, EC1_SAI3_6_PMUX is set to 0b001 to select GPIO.
3. Software configure
a. Configure CPLD register BRDCFG3 (offset 053h) bit 2 to 0 (IEEE signals connect to the IEEE header) in
U-Boot prompt:

=> 12c mw 66 53 00

b. Boot up Linux using Jailhouse DTB and bring up non-root Linux:

=> run jh mmcboot

c. Wait for Linux OS to boot up and login in.

d. Execute non-root Linux demo

# cd /usr/share/jailhouse/scripts
# ./linux-demo-1s1028ardb.sh
4. Test GPIO function in non-root Linux
a. Export GPIO pin
# 1s /sys/class/gpio

# echo 490 > /sys/class/gpio/export
# echo 491 > /sys/class/gpio/export
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b. Configure GPIO output and input
# echo out > /sys/class/gpio/gpio490/direction

# cat /sys/class/gpio/gpio490/direction
# cat /sys/class/gpio/gpio491/direction

c. Verify write 1 to GPIO ouput
# echo 1 > /sys/class/gpio/gpio490/value

# cat /sys/class/gpio/gpio490/value
# cat /sys/class/gpio/gpio491/value

d. Verify write 0 to GPIO ouput
# echo 0 > /sys/class/gpio/gpio490/value

# cat /sys/class/gpio/gpio490/value
# cat /sys/class/gpio/gpio491/value

5. Exit Jailhouse

# ../tools/jailhouse disable

3.3.2.3 LS1046ARDB

Perform the following steps:
1. Execute run jh_mmcboot in U-Boot stage.
2. Wait for Linux OS to boot up and login in it.

3. Execute non-root Linux demo:

# cd /usr/share/jailhouse/scripts
# ./linux-demo-1sl046ardb.sh

4. Exit Jailhouse:

# ../tools/jailhouse disable

3.3.3 Running Jailhouse Examples In Inmate

3.3.3.1 i.MX 8M Plus EVK
1. Execute run jh mmcboot in U-Boot stage
2. Wait for Linux OS to boot up and login in it.
3. Execute GIC demo.

# cd /usr/share/jailhouse/scripts
# ./gic-demo-imx8mp.sh

4. Check the result on serial port:
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Initializing the GIC...
Initializing the timer...

Timer fired, jitter: 2039
Timer fired, jitter: 1039
Timer fired, jitter: 879
Timer fired, jitter: 959
Timer fired, jitter: 1039
Timer fired, jitter: 919
Timer fired, jitter: 919
Timer fired, jitter: 919
Timer fired, jitter: 1079
Timer fired, jitter: 919
Timer fired, jitter: 919
Timer fired, jitter: 959

5. Execute UART demo:

# ./uart-demo-imx8mp.sh

6. Check the result on serial port:

Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello

W~ o W=

from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from

7. Exit Jailhouse

cell!
cell!
cell!
cell!
cell!
cell!
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cell!
cell!
cell!
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cell!
cell!
cell!
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cell!
cell!
cell!
cell!

# ../tools/jailhouse disable
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min:
min:
min:
min:
min:
min:
min:
min:
min:
min:

3.3.3.2 LS1028ARDB Jailhouse example in Inmate

Perform the following steps for running LS1028ARDB Jailhouse example In Inmate:

1. Execute run jh mmcboot in U-Boot stage.

2. Wait for Linux OS to boot up and login in it.

3.

Execute GIC demo.

# cd /usr/share/jailhouse/scripts
# ./gic-demo-1s1028ardb.sh

Execute UART demo.

# ./uart-demo-1s1028ardb.sh

2039
1039

879
879
879
879
879
879
879
879
879
879

ns,
ns,
ns,
ns,
ns,
ns,
ns,
ns,
ns,
ns,
ns,
ns,

ma:
ma:
ma:
max:
max:
max:
ma:
maz:
maz:
max:
max:
max:

2039
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2039
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2039
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2039
2039
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5.

6.

Execute ivshmem demo.

# ./ivshmem-demo-1s1028ardb.sh

NOTE

If ivshmem case fails, then, reboot the board and test the case again.

Check the result on the second serial port:

IVSHMEM: Found device at 00:00.0

IVSHMEM: bar0 is at 0x00000000££000000

IVSHMEM: barl is at 0x00000000££001000

IVSHMEM: ID is 1

IVSHMEM: max. peers is 1

IVSHMEM: =tate table iz at 0x00000000c0500000
IVSHMEM: R/W section is at 0x00000000c0501000
IVSHMEM: input sections start at 0x00000000c050a000
IVSHMEM: output section is at 0x00000000c050c000
IVSHMEM: initialized device

state[0] =1

state[l] = 2

state[2] = 0

rw[0] =1
rw[l] = 0
rw[2] = -1001599800

in@0x0000 = 10
in@0x2000 = 0
in@0x4000 1758252876

IVSHMEM: got interrupt 0 (#1)
state[0] =1
state[l] = 2

state[2] = 0

rw[0] =1

rw[l] =1

rw[2] = -1001599800
in@0x0000 = 10
in@0x2000 = 10
in@0x4000 = 1758252876

Exit Jailhouse

3.3.3.3 LS1046ARDB Jailhouse example

Perform the below steps for running Jailhouse examples in Inmate on LS1046ARDB:

1.
2.
3.

Execute run jh_mmcboot in U-Boot stage.
Wait for Linux OS to boot up and login it.

Execute GIC demo:

# cd /usr/share/jailhouse/scripts
# ./gic-demo-1s1046ardb.sh

Execute UART demo:

# ./uart-demo-1s1046ardb.sh
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5. Execute ivshmem demo:
# ./ivshmem-demo-1s1046ardb.sh

6. Exit Jailhouse.

# ../tools/jailhouse disable
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Chapter 4
Real-time Networking

4.1 Time Sensitive Networking (TSN) on NXP platforms

Time Sensitive Networking (TSN) is an extension to traditional Ethernet networks, providing a set of standards compatible with
IEEE 802.1 and 802.3. These extensions intend to address the limitations of standard Ethernet in sectors ranging from industrial
and automotive applications to live audio and video systems. Applications running over traditional Ethernet must be designed to
be very robust in order to withstand corner cases such as packet loss, delay, or even reordering. TSN aims to provide guarantees
for deterministic latency and packet loss under congestion. Therefore, it allows critical and non-critical traffic to be converged in
the same network.

This chapter describes the process and use cases for implementing TSN features on the i.MX 8M Plus, LS1028ARDB, and
LS1021A-TSN boards.

4.1.1 TSN hardware capability

Table 23. TSN hardware capability on different platforms

Platform 802.1Qbv 802.1Qbu and | 802.1Qav 802.1AS 802.1CB 802.1Qci (Per
(Enhancements | 802.3br (Credit Based (Precision Time | (Frame Stream Filtering
for Scheduled (Frame Shaper) Protocol) Replication and | and Policing)
Traffic) Preemption) Elimination for

Reliability)

ENETC (LS1028a) | Y N

Felix switch Y

(LS1028a)

SJA1105 Y N Y Y N Pre-standard

(LS1021a-TSN)

Stmac (i.MX 8M Y Y Y Y N N

Plus)

4.1.2 TSN configuration

The table below describes the TSN configuration tools support on different platforms

Table 24. TSN configuration tools support on different platforms

Platform 802.1Qbv 802.1Qbu and |802.1Qav 802.1AS 802.1CB 802.1Qci (Per
(Enhancements | 802.3br (Credit Based | (Precision (Frame Stream Filtering and
for Scheduled (Frame Shaper) Time Protocol) | Replication and | Policing)
Traffic) Preemption) Elimination for
Reliability)

ENETC tc-taprio ethtool tc-cbs ptp4l N/A tc-flower

(LS1028A) tsntool tsntool tsntool tsntool

Felix switch tc-taprio ethtool tc-cbs ptp4l, tsntool tc-flower

(LS1028A) tsntool tsntool tsntool SGtzzkAVB/TSN tsntool

Table continues on the next page...

Real-time Edge Software User Guide, Rev. 2.1, 15-Dec-2021

User Guide

70/269



NXP Semiconductors

Table 24. TSN configuration tools support on different platforms (continued)

Real-time Networking

Platform 802.1Qbv 802.1Qbu and |802.1Qav 802.1AS 802.1CB 802.1Qci (Per
(Enhancements | 802.3br (Credit Based | (Precision (Frame Stream Filtering and
for Scheduled (Frame Shaper) Time Protocol) | Replication and | Policing)
Traffic) Preemption) Elimination for

Reliability)

SJA1105 tc-taprio N/A tc-cbs ptp4l N/A tc-flower

(LS1021A-

TSN)

Stmac (i.MX tc-taprio ethtool tc-cbs ptp4l, N/A N/A

8M Plus) GenAVB/TSN

stack

4.1.2.1 Using Linux traffic control (tc)

Enable the following configurations in kernel when using Linux traffic control (tc):

Symbol: NET SCH MOPRIO [=y] && NET SCH CBS [=y] && NET SCH TAPRIO [=y]

[*] Networking support --->
Networking options --->
[*] QoS and/or fair queueing --->

<F> Credit Based Shaper (CBS)

<F> Time Aware Priority (taprio) Scheduler

<F> Multi-queue priority scheduler (MQPRIO)
] Actions --->

LE> Traffic Policing

<F> Generic actions

<F> Redirecting and Mirroring

<F> SKB Editing

<F> Vlan manipulation

LW Frame gate entry list control tc action

On IS1028A platform, ENETC QoS driver needs to be set to support tc configuration.

Symbol: FSL _ENETC QOS [=Y]

Device Drivers--->
=] Network device support --->
] Ethernet driver support --->
[#] Freescale devices
[*] ENETC hardware Time-sensitive Network support

1. The below link provides details for using tc-taprio to set Qbv:
https://man7.org/linux/man-pages/man8/tc-taprio.8.html

2. The below link provides details for using tc-cbs to set Qav:
https://man7.org/linux/man-pages/man8/tc-cbs.8.html

3. The below link provides details for using tc-flower to set Qci and ACL:

https://man7.org/linux/man-pages/man8/tc-flower.8.html
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4.1.2.2 Tsntool

Tsntool is a tool to set the TSN capability of the Ethernet ports of TSN Endpoint and TSN switch. It's used on LS1028a platform,
so enable TSN, ENETC_TSN, and MSCC_FELIX_SWITCH_TSN to support tsntool configuration on LS1028a.

Symbol: TSN [=y]
[*] Networking support --->
Networking options --->
[*] 802.1 Time-Sensitive Networking support

Symbol: ENETC TSN [=y] && FSL ENETC PTP CLOCK [=y] && FSL ENETC HW TIMESTAMPING [=y]

Device Drivers --->
[*] Network device support --->

[*] Ethernet driver support --->
[*] Freescale devices
<E> ENETC PF driver
S ENETC VF driver
—*= ENETC MDIO driver
<F> ENETC PTP clock driver
[*] ENETC hardware timestamping support
I ] TSN Support for NXP ENETC driver

Symbol: MSCC FELIX SWITCH TSN [=y]

Device Drivers --->
[*] Network device support --->
Distributed Switch Architecture drivers --->
<*> Ocelot / Felix Ethernet switch support --->

<E> TSN on FELIX switch driver

Enable PKTGEN in Kernel to use pktgen for testing,

Symbol: NET PKTGEN [=y]
[*] Networking support --->
Networking options --->
Network testing --->
<*> Packet Generator (USE WITH CAUTION)

See "Tsntool User Manual" for the details.

4.1.2.2.1 Tsntool User Manual

Tsntool is a tool to set the TSN capability of the Ethernet ports of TSN Endpoint and TSN switch. This document describes how
to use tsntool for NXP's LS1028ARDB hardware platform.

NOTE
Tsntool supports only the LS1028ARDB platform.

41.2.2.1.1 Getting the source code
Github of the tsntool code is mentioned below.

https://source.codeaurora.org/external/qorig/qoriq-components/tsntool/

4.1.2.2.1.2 Tsn tool commands

The following table lists the TSN tool commands and their description.
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Table 25. TSN tool commands and their description

Real-time Networking

Command Description

help Lists commands support

version Shows software version

verbose Debugs on/off for tsntool

quit Quits prompt mode

gbvset Sets time gate scheduling config for <i fname>

gbvget Gets time scheduling entries for <i fname>

cbstreamidset Sets stream identification table

cbstreamidget Gets stream identfication table and counters

qcisfiset Sets stream filter instance

qcisfiget Gets stream filter instance

gcisgiset Sets stream gate instance

gcisgiget Gets stream gate instance

qcisficounterget Gets stream filter counters

qcifmiset Sets flow metering instance

qcifmiget Gets flow metering instance

cbsset Sets TCs credit-based shaper configure

cbsget Gets TCs credit-based shaper status

gbuset Sets one 8-bits vector showing the preemptable traffic class
gbugetstatus Not supported

tsdset Not supported

tsdget Not supported

ctset Sets cut through queue status (specific for 1s1028 switch)
cbgen Sets sequence generate configure (specific for Is1028 switch)
cbrec Sets sequence recover configure (specific for Is1028 switch)
dscpset Sets queues map to DSCP of Qos tag (specific for Is1028 switch)
sendpkt Not supported

Table continues on the next page...
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Table 25. TSN tool commands and their description (continued)

Command Description
regtool Registers read/write of bar0 of PFs (specific for 1s1028 enetc)
ptptool ptptool get/set ptp timestamp. Useful commands:

#get ptp0 clock time
ptptool -g

#get ptpl clock time
ptptool -g -d /dev/ptpl

dscpset Set queues map to DSCP of QoS tag (specific for Is1028 switch)
gcicapget Gets max capability of the qci instance
tsncapget Gets tsn capability of the device

4.1.2.2.1.3 Tsntool commands and parameters

This section lists the tsntool commands along with the parameters and arguments, with which they can be used.

Table 26. gbvset

Parameter <argument> Description
--device <ifname> An interface such as eno0/swp0.
-—entryfile <filename> A file script to input gatelist format. It has the following arguments:

#'NUMBER' 'GATE VALUE' 'TIME LONG'
» NUMBER: # 't' or 'T' head. Plus entry number. Duplicate entry number will result in an error.

* GATE VALUE: # format: xxxxxxxxb . # The MSB corresponds to traffic class 7. The LSB
corresponds to traffic class 0. # A bit value of 0 indicates closed, whereas, a bit value of 1
indicates open.

* TIME LONG: # nanoseconds. Do not input O time long.

£t0 11101111b 10000 t1 11011111b 10000

NOTE
Entryfile parameter must be set. If not set, there will be a vi text editor
prompt, "require to input the gate list"

--basetime <value> AdminBaseTime
A 64-bit hex value means nano second until now.
OR a value input format as: seconds.decimalSecond

Example: 115.000125means 115 seconds and 125 ps.

--cycletime <value> AdminCycleTime

Table continues on the next page...
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Table 26. gbvset (continued)
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Parameter <argument>

Description

—--cycleextend <value>

AdminCycleTimeExtension

--enable | --disable

* enable: enables the gbv for this port.

* disable: disables the gqbv for this port.

By default, the value is set to enable, if user does not provide any input.

--maxsdu <value>

queueMaxSDU

--initgate <value>

AdminGateStates

--configchange ConfigChange. Default set to 1.
-- ConfigChangeTime
configchangetime <value>

Table 27. gbvget
Parameter <argument> Description

--device <ifname>

An interface such as eno0/swp0

Table 28. cbstreamidset

Parameter <argument>

Description

—--enable | --disable

» enable: Enables the entry for this index.

« disable: Disables the entry for this index.

By default, this field is set to enable if there is no enable or disable input.

--index <value>

Index entry number in this controller. Mandatory parameter.

This value corresponds to tsnStreamIdHandle on switch configuration.

--device <string>

An interface such as eno0/swp0

—--streamhandle <value>

tsnStreamIdHandle

--infacoutport <value>

tsnStreamIdInFacOutputPortList

--outfacoutport <value>

tsnStreamIdOutFacOutputPortList

--infacinport <value>

tsnStreamIdInFacInputPortList

--outfacinport <value>

tsnStreamIdOutFacInputPortList

--nullstreamid | -- tsnStreamIdIdentificationType:
sourcemacvid | --
destmacvid | --ipstreamid
Table continues on the next page...
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Table 28. cbstreamidset (continued)

Parameter <argument>

Description

* —nullstreamid:Null Stream identification
* —sourcemacvid: Source MAC and VLAN Stream identification
* —destmacvid: not supported

* -ipstreamid: not supported

—--nulldmac <value>

tsnCpeNullDownDestMac

--nulltagged <value>

tsnCpeNullDownTagged

--nullvid <value>

tsnCpeNullDownVlan

—--sourcemac <value>

tsnCpeSmacVlanDownSrcMac

--sourcetagged <value>

tsnCpeSmacVlanDownTagged

--sourcevid <value>

tsnCpeSmacVlanDownVlan

Table 29. cbstreamidget

Parameter <argument>

Description

--device <ifname>

An interface such as eno0/swp0

--index <value>

Index entry number in this controller. Mandatory to have.

Table 30. qcisfiset

Parameter <argument>

Description

--device <ifname>

An interface such as eno0/swp0

—--enable --disable

* enable: enable the entry for this index
* disable: disable the entry for this index

By default, this field is set to enabie if there is no enable or disable input.

—--maxsdu <value>

Maximum SDU size.

--flowmeterid <value>

Flow meter instance identifier index number.

--index <value>

StreamFilterInstance. index entry number in this controler.

This value corresponds to tsnStreamIdHandle Of cbstreamidset command on
switch configuration.

—--streamhandle <value>

StreamHandleSpec

This value corresponds to tsnStreamIdHandle Of cbstreamidset command.

Table continues on the next page...

Real-time Edge Software User Guide, Rev. 2.1, 15-Dec-2021

User Guide

76/269



NXP Semiconductors

Table 30. qcisfiset (continued)

Real-time Networking

Parameter <argument>

Description

—--priority <value>

PrioritySpec

--gateid <value>

StreamGateInstanceID

--oversizeenable

StreamBlockedDueToOversizeFrameEnable

--oversize

StreamBlockedDueToOversizeFrame

Table 31. qcisfiget

parameter <argument>

Description

--device <ifname>

An interface such as eno0/swp0

--index <value>

Index entry number in this controller. Mandatory to have.

Table 32. qcisgiset

Parameter <argument>

Description

--device <ifname>

An interface such as eno0/swp0

--index <value>

Index entry number in this controller. Mandatory to have.

--enable | --disable * enable: enable the entry for this index. PSFPGateEnabled
* disable: disable the entry for this index.
By default, this field is set to enable if there is no enable or disable input.
--configchange configchange
—-—enblkinvrx PSFPGateClosedDueToInvalidRxEnable
--blkinvrx PSFPGateClosedDueToInvalidRx
--initgate PSFPAdminGateStates
--initipv AdminIPV
--—cycletime Default not set. Get by gatelistfile.
—--cycletimeext PSFPAdminCycleTimeExtension
--basetime PSFPAdminBaseTime
A 64-bit hex value means nano second until now.
OR a value input format as: seconds.decimalSecond
Example: 115.000125means 115 seconds and 125 ps.
Table continues on the next page...
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Parameter <argument>

Description

--gatelistfile

PSFPAdminControlList. A file input the gate list: 'NUMBER' 'GATE VALUE' ' IPV'

'TIME LONG' 'OCTET MAX'

« NUMBER: #'t' or 'T' head. Plus entry number. Duplicate entry number will result in an error.

» caTE_VALUE: format: xb: The MSB corresponds to traffic class 7. The LSB corresponds to
traffic class 0. A bit value of 0 indicates closed, A bit value of 1 indicates open.

e IPVI#0~7

* TIME LONG: in nanoseconds. Do not input time long as 0.

* oCcTET Max: The maximum number of octets that are permitted to pass the gate. If zero,

there is no maximum.

Example:

t0 1b -1 50000 10

Table 33. qgcisgiget

Parameter <argument>

Description

--device <ifname>

An interface such as eno0/swp0

--index <value>

Index entry number in this controller. Mandatory to have.

Table 34. qcifmiset

Parameter <argument>

Description

--device <ifname>

An interface such as eno0/swp0

--index <value>

Index entry number in this controller. Mandatory to have.

--disable If not set disable, then to be set enable.
—--cir <value> cir. kbit/s.

--cbs <value> cbs. octets.

--eir <value> eir.kbit/s.

--ebs <value> ebs.octets.

-—cf cf. couple flag.
--cm cm. color mode.
--dropyellow drop yellow.

--markred enable

mark red enable.

Table continues on the next page...
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Parameter <argument> Description

--markred mark red.
Table 35. qcifmiget parameter

Parameter <argument> Description

—--device <ifname>

An interface such as eno0/swp0

--index <value>

Index entry number in this controller. Mandatory to have.

Table 36. gbuset parameter

Parameter <argument>

Description

--device <ifname>

An interface such as eno0/swp0

—--preemptable <value>

8-bit hex value. Example: Oxfe The MS bit corresponds to traffic class 7.

The LS bit to traffic class 0. A bit value of 0 indicates express. A bit value of 1
indicates preemptable.

Table 37. cbsset command

Parameter <argument>

Description

--device <ifname>

An interface such as eno0/swp0

--tc <value>

Traffic class number.

—--percentage <value>

Set percentage of tc limitation.

--all <tc-percent:tc- Not supported.
percent...>

Table 38. cbsget

Parameter <argument> Description

--device <ifname>

An interface such as eno0/swp0

--tc <value>

Traffic class number.
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Table 39. regtool

Parameter <argument> Description

Usage: regtool { pf number } |pf number: pf number for the pci resource to act on
{ offset } [ data ]

offset: offset into pci memory region to act upon

data: data to be written

Table 40. ctset

Parameter <argument> Description
——device <ifname> An interface such as swp0
--queue_stat <value> Specifies which priority queues have to be processed in cut-through mode of operation. Bit 0

corresponds to priority 0, Bit 1 corresponds to priority 1 so-on.

Table 41. cbgen

Parameter <argument> Description
--device <ifname> An interface such as swp0
--index <value> Index entry number in this controller. Mandatory to have.

This value corresponds to tsnStreamIdHandle Of cbstreamidset command.

--iport mask <value> INPUT_PORT_MASK: If the packet is from input port belonging to this port mask, then it's a
known stream and Sequence generation parameters can be applied

--split _mask <value> SPLIT_MASK: Port mask used to add redundant paths (or ports). If split is enabled
(STREAM_SPLIT) for a stream. This is OR'ed with the final port mask determined by the
forwarding engine.

--seq_len <value> SEQ_SPACE_LOG2: Minimum value is 1 and maximum value is 28.
tsnSegGenSpace = 2**SEQ SPACE_LOG2

For example, if this value is 12, then valid sequence numbers are from 0x0 to OxFFF.

--seq num <value> GEN_REC_SEQ_NUM: The sequence number to be used for outgoing packet passed to
SEQ_GEN function.

Note: Only lower 16-bits are sent in RED_TAG.

Table 42. cbrec

Parameter <argument> Description
--device <ifname> An interface such as swp0
--index <value> Index entry number in this controller. Mandatory to have.

Table continues on the next page...
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Table 42. cbrec (continued)

Parameter <argument>

Description

This value corresponds to tsnStreamIdHandle Of cbstreamidset command.

--seqg_len <value>

SEQ_SPACE_LOG2:Min value is 1 and maximum value is 28.
tsnSeqRecSegSpace = 2**SEQ REC_SPACE LOG2

For example, if this value is 12, then valid sequence numbers are from 0x0 to OXFFF.

--his_len <value>

SEQ_HISTORY_LEN: Refer to SEQ_HISTORY, Min 1 and Max 32.

--rtag_pop_en

REDTAG_PORP: If True, then the redundancy tag is popped by rewriter.

Table 43. dscpset

Parameter <argument>

Description

--device <ifname>

An interface such as swp0

--disable Disables DSCP to traffic class for frames.
--index DSCP value

--cos Priority number of queue which is mapped to
--dpl Drop level which is mapped to

Table 44. qcicapget

Parameter <argument>

Description

--device <ifname>

An interface such as swp0

Table 45. tsncapget

Parameter <argument>

Description

--device <ifname>

An interface such as swp0

4.1.2.2.1.4 Inputtips

While providing the command input, user can use the following shortcut keys to make the input faster:

» When user inputs a command, use the TAB key to help list the related commands.

For example:

tsntool> gbv

Then press TAB key, to get all related gbv* start commands.

If there is only one choice, it is filled as the whole command automatically.

» When user input parameters, if user does nott remember the parameter name. User can just input “--” then press TAB

key. It displays all the parameters.
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If user inputs half the parameter’s name, pressing the TAB key lists all the related names.

« History: press the up arrow “1” . User gets the command history and can re-use the command.

4.1.2.2.1.5 Non-interactive mode
Tsntool also supports non-interactive mode.
For example:

In the interactive mode:

tsntool> gbuset --device eno0 --preemptable 0Oxfe

In non-interactive mode:

tsntool gbuset --device eno0 --preemptable Oxfe

4.1.2.3 Remote configuration using NETCONF/YANG

1. Overview

Real-time Networking

The NETCONF protocol defines a mechanism for device management and configuration retrieval and modification. It enables a
client to adjust to the specific features of any network equipment by using a remote procedure call (RPC) paradigm and a system

to expose device (server) capabilities.

YANG is a standards-based, extensible, hierarchical data modeling language. YANG is used to model the configuration and state

data used by NETCONF operations, RPCs, and server event notifications.

2. Support for different platforms in Real-time Edge

TSN offload

Real-time Edge

LS1028

SJA1105

i.MX 8M Plus

libtsn

EC

EC

802.1Qbv

(Time Aware Shaper)

Y

802.1Qbu/802.3br

(Frame Preemption)

N/A

802.1Qav
(Credit Based Shaper)

802.1CB (Frame Replication and Elimination
for Reliability)

N/A

N/A

802.1Qci

(Per-Stream Filtering and Policing)

N/A

IP config

MAC config

VLAN config

3. Installation and configuration
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Netopeer is a set of NETCONF tools built on the 1ibnetconf library. The sysrepo-tsn (https://github.com/real-time-edge-sw/
real-time-edge-sysrepo.git) helps to configure TSN features, including obv, obu, 0ci, and stream identification via network,
without logging in to device. For details of configuring TSN features via Netopeer, refer to NETCONF/YANG). Some application
scenarios for tsn refer to Application scenarios.

4.1.2.4 Web-based configuration

4.1.2.4.1 Setting up web server

The Web Ul allows the remote control of the YANG model and also get devices information by websockets. This demo is already
added to tsntool in the folder tsntool/demos/cnc/.

There are two ways to start the web server on PC side: docker or install step by step.

The easy way to start the web server on PC side, just run command at Ubuntu PC(install docker support):

docker run --net=host -t -i liupoer/cncdemo:v2.1 /bin/bash /etc/rc.d/rc.local

Then just step over to the step 8 start the agent on boards directly.

In case user want to setup the web server step by step, just follow below steps one by one:

1. Install related libraries: Suppose user is installing the demo on a Centos PC or Ubuntu PC as the WebServer. CNC demo
requires python3 and related libraries: pyang, libnetconf, and libssh.

For Ubuntu:

RIS V2SO0 S 9 T V5 N V5 S ) SR ) SEE ) IR 03

sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
pip3
pip3

apt
apt
apt
apt
apt
apt
apt
apt

install
install
install
install
install
install
install
install

-y libtool python-argparse libtool-bin python-sphinx libffi-dev
-y libxsltl-dev libcurlé4-openssl-dev xsltproc python-setuptools
-y zliblg-dev libssl-dev python-libxml2 libaugeas-dev

-y libreadline-dev python-dev pkg-config libxml2-dev

-y cmake openssh-server

-y python3-sphinx python3-setuptools python3-libxml2

-y python3-pip python3-dev python3-flask python3-pexpect

-y libnss-mdns avahi-utils

install flask-restful
install websockets

For Centos 7.2:

n W W W

sudo
sudo
sudo
sudo
sudo

yum
yum
yum
yum
yum

2. Install pyang

W W

3. . Install libssh:

wn W »n W »n

install
install
install
install

install

libxml2-devel libxslt-devel openssl-devel libgcrypt dbus-devel
doxygen libevent readline.x86 64 ncurses-libs.x86 64
ncurses-devel.x86 64 libssh.x86 64 libssh2-devel.x86 64
libssh2.x86 64 libssh2-devel.x86 64

nss-mdns avahi avahi-tools

git clone https://github.com/mbj4668/pyang.git

cd pyang
git checkout b92b17718de53758c4c8a05b6818eab6fc0cd4d8 -b fornetconfl
sudo python setup.py install

git clone https://git.libssh.org/projects/libssh.git

cd libssh

git checkout fel8ef279881b65434e3e44fc4743e4blc7cb891 -b fornetconfl

mkdir build;

cmake

cd build/
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$ make
S sudo make install

NOTE
There is a version issue for libssh installation on Ubuntu below version 16.04. Apt-get install libssh may get version
0.6.4. But libnetconf needs a version of 0.7.3 or later. Remove the default one and reinstall by downloading the
source code and installing it manually.

4. Install libnetconf:

$ git clone https://github.com/CESNET/libnetconf.git

$ cd libnetconf

$ git checkout 8e934324e4blelba6077b537e55636eld7c85aed -b fornetconfl
$ autoreconf --force --install

$ ./configure

$ make

$

sudo make install

5. Get tsntool source code on the web server PC:

git clone https://source.codeaurora.org/external/gorig/qorig-components/tsntool
cd tsntool/demos/cnc/
6. Install python library:
In the below command segments,
* PATH-to-libnetconf is the path to the libnetconf source code.

* PATH-to-tsntool is the path to the tsntool source code.

$ cd PATH-to-libnetconf/

The libnetconf needs to add two patches based on the below commit point to fix the demo python support.

Ensure that the commit id is 313fdadd15427f7287801b92fe81ff84c08dd970.

git checkout 313fdaddl15427£7287801b92fe81££84c08dd970 -b cnc-server

cp PATH-to-tsntool/demos/cnc/*patch .

git am 000l-1lnctool-to-make-install-transapi-yang-model-proper.patch
git am 0002-automatic-python3-authorizing-with-root-password-non.patch
cd PATH-to-libnetconf/python

python3 setup.py build; sudo python3 setup.py install

n W v v W »

NOTE
If rebuilding python lib, user need to remove the build folder by command rm build -rf before rebuilding. On the
boards Real-time Edge supports, avahi-daemon and netopeer server are required. Remember to also add the
netopeer2-server run at boards.

7. Tostartthe web server on webserver PC, input the command below at shell into the folder: PATH-to-tsntool/demos/cnc/:
sudo python3 cnc.py

8. Start topoagent server on the boards supported
- Make sure the netopeer2-server run at boards(Not necessary for topology discovery).
- Make sure the lldpd daemon is running at boards.

- Make sure the avahi-daemon is running at boards.
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Start the topology server on boards:

#Stop 1lldpd service.

pkill 1ldpd

#Start 1ldpd and limit interfaces to use. Use all ports except the control port.
11ldpd -I swpO, swpl, swp2,swp3

#If the hostname is not real-time-edge, change to real-time-edge
avahi-set-host-name real-time-edge

cd /home/root/samples/cncdemo/

python3 topoagent.py

9. Use the web browser to track the topology and configuration of the devices. Input the IP of web server with the port 8180
at browser. For example:

http://10.193.20.147:8180

NOTE
TSN configuration debug:

* Itis recommended to track the boards using tsntool to check the real tsn configuration for comparison.

» For tsn configuration, it is also recommended to track if the netopeer2-server is running at board or not.
Limitations of Web Ul are:

» The server setup on a Centos PC or Ubuntu PC could be more compatible.

» Supports Qbv, Qbu, and Qci in current version.

» For Qci setting, Stream-gate entry should be set ahead of setting the Stream-filter as sysrepo required. Or
else, user will get failure for setting Stream-filter without a stream gate id link to.

» The boards and the web server PC are required to be in the same IP domain since the bridge may block the
probe frames.

4.1.2.4.2 Remote configuration

| S1028ARDB - PC running Web UT

B

I.MX8M Plus EVK

Example setup for remote configuration

1. Overview
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The Web Ul allows the remote control of the YANG model. The user can connect http server, and input TSN parameter on web
Ul, and click "Yes, confirm" button to send them to the board.

2. User Interface

Click the device displayed on the homepage, and an interface description table will appear. Click the interface to jump to the

configuration page.

2.1 Qbv Configuration

ADD TSN SETTING @

console output

jgetconfig operation: true

gov ™

*device:

@enable Odisable

basetime: |II example: s.ns

*gate control list:

GATE PERIOD

|3 | 4000 N+)

0
lgetconfig operation: true

1
lgetconfig operation: true

2

leditconfig operation: true

{
"interfaces":{
"@xmlns":"
"interface":{
"name” : "swp2",
"enabled":"true",
TEype": |

"#text":"ianaift:ethernetCsmacd"

T

"gate-parameters”:{

"admin-control-list-length":"1",
"admin-control-list":{
"index":"0",
"sgs—params": {
"gate-states-value™:"3",

STATUS | Get Config I

"time-interval-value":"4000"

urn:ietf:params:xml:ns:yang:ietf-interfaces”,

"@xmlns":"urn:ieee:std:802.1Q:yang:iece802-dotlg-sched",
"gate-enabled":"true",
"config-change":"true",

"operation-name":"set-gate-states”,

"@xmlns:ianaift":"urn:ietf:params:xml:ns:yang:iana-if-type"”,

2.2 Qbu Configuration

ADD TSN SETTING @

"gate-states-value":"3",
"time-interval-value":"4000"

}

(TR |
*device:

@enable Odisable

TC0 Opreemptable ®express
TC1 Opreemptable ®@express
TC2 Opreemptable ®express
TC3 @preemptable Oexpress
TC4 Opreemptable ®express
TC5 Opreemptable ®@express
TC6 ®preemptable Oexpress
TC7 Opreemptable ®express

| ==

I
"admin-base-time":{
"seconds":"0",
"fractional-seconds":"0"
}
i

"frame-preemption-parameters”:{

"frame-preemption-status-table": [
{
"traffic-class":"0",
"frame-preemption-status":"express”

"traffic-class":"1",

"frame-preemption-status":"express"

"traffic-class":"2",
"frame-preemption-status":"express”

"traffic-class":"3",
"frame-preemption-status":"preemptable”

"traffic-class":"4",
"frame-preemption-status":"express"
i
{
"traffic-class":"5",
"frame-preemption-status":"express"

STATUS | Get Config

Mg Efimn] naongn

"@xmlns":"urn:ieee:std:802.1Q:yang:ieee802-dotlg-preemption”,

2.3 Qci Configuration
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jconsole output

ADD TSN SETTING @ etconfig operation: true

:

etconfig operation: true
* .- V]

etconfig operation: true

stream gate  |V| ,

@enable Odisable editconfig operation: true

*index: {

initial gate state:®open Oclose

"interfaces™:{
"@xmlns":"urn:ietf:params:xml:ns:yang:ietf-interfaces”,

initial ipv:m " lntefface : :£ o
) name":"swp2",
basetlme:m "enabled":"true",

"type”: |
"@xmlns:ianaift":"urn:ietf:params:xml:ns:yang:iana-if-type",
"#text":"ianaift:ethernetCsmacd"

Oopen @ close
period: , ipv: . )
— ,

"gate-parameters": {

"@xmlns":"urn:ieee:std:802.1Q:yang:ieeeB02-dotlg-sched",

"gate-enabled™:"true",

"config-change”:"true",

- "admin-control-list-length™:"1",
"admin-control-list":{

"index":"0",

"operation-name":"set-gate-states",

"gate-states-value":"3",
) "time-int 1-value":"4000"
STATUS | Get Config I 2 ime-interval-value

1

In this interface, user can choose configuration for "stream identify", "stream filter", "stream gate" and "flow metering".

4.1.2.4.3 Dynamic remote configuration
1. Overview

The dynamic TSN configuration is used for the TSN configuration dynamically. Users do not need to log into each TSN node to
specify the TSN parameters for TSN configuration. They only need to select the path, the base time, and then specify the cycle
time. Then, the schedule mapping component calculates the TSN configuration parameters according to the user input and the
path selected. The configuration parameters are delivered to each node by YANG models.

2. Working Flow
Here is an example of the TSN configuration working flow:

After topology discovery and device registration, the network topology could be displayed over web-browser. The user just needs
to select the nodes, specify the stream, and input the timing requirement through the stream reservation component and schedule
configuration component. The results will be passed down to the schedule mapping component to calculate the mapping from
customer input to the TSN configuration. The configuration will be instantiated using the YANG model and be delivered to different
nodes for actual configuration.

The major components include:

* TSN network topology discovery

Schedule mapping
NETCONF/YANG configuration

TSN Protocol Driver and TSN configuration
» Dashboard for stream management and customer input parse

Here is the architecture diagram.
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Stream Stream Topology Schedule Industrial
registration reservation display configuration dashboard

On-field controller

Stream Schedule Cfg Instantiation Topology
management mapping for YANG model discovery

TSN protocol YANG model YANG model Topology
driver analysis configuration discovery

[ i —

Talker Bridges Listeners

There are three layers for the architecture. The first layer is the TSN network layer, the second layer is the service layer running
on the on-field controller/server, and the third layer is the service running in the cloud or on-field server which is an optional layer.

The first layer is the TSN network layer. It includes TSN switches, like LS1028 TSN switch and TSN endpoints, like LS1028
ENETC TSN, i.MX 8M Plus TSN endpoint, to be the TSN network. The different components are running on each of nodes, like the
topology discovery component, to collect the network topology, YANG model for the TSN register configuration, and NETCONF
server to parse the YANG model for TSN configuration.

The second layer is the on-field controller layer. It is the server running on-field to host the services of the industrial board, topology
discovery and schedule mapping.

The third layer runs on the cloud, which could host the services running on the on-field controller. This layer is an optional layer.
3. Topology Discovery

The topology discovery component is used to discover network connections by running LLDP on each TSN network node. The
connection information will be delivered to topology discovery service running on the on-filed server.

4. Path Selection

Path selection implemented a algorithm to select the path between the selected talker and listener. If there are multiple paths, the
dashboard will display all paths and the user can select one of the paths for the stream. Set a different VLAN ID for the selected
path, and the stream with this VID can flow in the path.

5. Schedule Mapping

The schedule mapping component is a critical component to convert the customer requirement to TSN register configuration. This
component will:

» Get the user input and converting the input into TSN parameters
» Get the path and path delay from the link object of the NetworkGraph file
» Get the old TSN configuration for each node and calculate a new configuration to meet the user's requirements

6. Path Delay
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One prerequisite for schedule mapping is clock synchronization and path delay calculation. Clock synchronization is using gPTP
to synchronize the clock of the system. We are using linuxptp PMC tool to get the path delay.

Here is an example to show the PMC running environment on LS1028ARDB boards.

Boundary clock
# ptp4l -i swp0 -i swp1 -2 -P -f master.cfg &

LS1028ARDB-1 # cat master.cfg
[global]
swpo swp1 priority1 127

LS1028ARDB-2 LS1028ARDB-3

Ordinary clock Ordinary clock
# ptpdl -i swp0 -2 -P & # ptp4l -i swp1 -2 -P &

7. Dashboard Configuration Demo

LS1028ARDB
eno0
PC running WebUl
swp0 swpl
swpO0 swpl
LS1028ARDB
eno0

Example setup for dynamic remote configuration

7.1 Stream Register

Click “Check Path” button, input the start device in “first device” input box, and end device in “Second device” input box. then click
the “submit” button, path will be descript in topo graph.
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Check Path

First Device:

| real-time-edge 01 .local

Second Device:

| real-time-edge 02.local

real-time-edge 01.local

real-time-edge 02.local

Real-time Networking

Click “Register Stream” button, then select the path in path select. Fill VLAN ID, Stream ID and priority, click “add” button. There

will be output a stream table.

‘ Register Stream

Path Select:

| real-time-edge 01.local-real-time-edge 02.local- v |

VLANID: 100

Stream ID: |1

Priority: [1 H Add ‘
Stream List:

STREAM ID(VLAN ID PRIORITY

1 100 1

7.2 Configure Qbv On Stream

Click one stream ID in stream table, jump to stream configuration page. Select Qbv, and fill information in input boxes.

Real-time Edge Software User Guide, Rev. 2.1, 15-Dec-2021

User Guide

90/ 269



NXP Semiconductors

SETTING STREAM 1

Real-time Networking

console output
ADD TSN SETTING @ editconfig operation: true delay:@

------------------------- i

basetime: 6.3 example: s.ns

cycletime: | 10000 | example: ns
Gate open time: 2000 example: ns

41.3 TSNoni.MX 8M Plus

4.1.3.1 Test environment

On i.MX 8M Pluse platform, there is only eth1 has TSN features, connect eth1 to Test center to test TSN features.

Use the following command to check the TSN ethernet device name:

#1ls /sys/devices/platform/soc@0/30800000.bus/30b£f0000.ethernet/net/
ethl

ETHO

.MX8MP

ETH1

Test Center

Figure 13. TSN test environment setup
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Note: Test Center is a device to capture streams from eth1 of i.mx8mp board. We use Spirent which can capture preemptable
frames in Qbu test case.

4.1.3.2 Clock synchronization
To test 1588 synchronization on dwcmac interfaces, use the following procedure:
1. Connect eth1 interfaces on two boards in a back-to-back manner.

The linux booting log is as follows:

pps pps0: new PPS source ptp0

2. Configure the IP address using the command below:
ifconfig ethl 192.168.3.1
3. Check PTP clock and timestamping capability:

# ethtool -T ethl
Time stamping parameters for ethl:
Capabilities:
hardware-transmit SOF TIMESTAMPING TX HARDWARE)
SOF TIMESTAMPING TX SOFTWARE)
SOF_TIMESTAMPING RX HARDWARE)
SOF_TIMESTAMPING RX SOFTWARE)
SOF_TIMESTAMPING SOFTWARE)

SOF TIMESTAMPING RAW HARDWARE)

(
software-transmit (
hardware-receive (
software-receive (
software-system-clock (
hardware-raw-clock (
PTP Hardware Clock: 1
Hardware Transmit Timestamp Modes:

off (HWTSTAMP TX OFF)

on (HWTSTAMP TX_ ON)
Hardware Receive Filter Modes:

none

all

HWTSTAMP FILTER NONE)

HWTSTAMP FILTER ALL)
HWTSTAMP FILTER PTP V1 L4 EVENT)
HWTSTAMP FILTER PTP V1 L4 SYNC)
ptpvl-l4-delay-req HWTSTAMP FILTER PTP V1 L4 DELAY REQ)

(
(
ptpvl-l4-event (
(
(
ptpv2-l4-event (HWTSTAMP FILTER PTP_V2 L4 EVENT)
(
(
(
(
(

ptpvl-1l4-sync

ptpv2-14-sync HWTSTAMP FILTER PTP V2 L4 SYNC)
HWTSTAMP FILTER PTP V2 L4 DELAY REQ)
HWTSTAMP FILTER PTP V2 EVENT)
HWTSTAMP FILTER PTP V2 SYNC)

HWTSTAMP FILTER PTP V2 DELAY REQ)

ptpv2-l4-delay-reg
ptpv2-event
ptpv2-sync
ptpv2-delay-reqgq

4. Run ptp4l on two boards:
ptp4l -i ethl -p /dev/ptpl -m -2

5. After running, one board would be automatically selected as the master, and the slave board would print
synchronization messages.

6. For 802.1AS testing, just use the configuration file gpTP. c £g in linuxptp source. Run the below command on the boards, instead:
ptp4l -i ethl -p /dev/ptpl -f /etc/ptp4l cfg/gPTP.cfg -m

Or use GenAVB/TSN Stack with the following command: 'avb.sh start'. Note that the configuration file /etc/genavb/
fgptp.cfg is automatically used.
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NOTE
i.MX 8M Plus current dwmac driver (eth1) initializes few hardware functions while opening net device, including
PTP initialization. Before that, the operations such as ethtool queries, and PTP operations might not work. So, the
workaround is to do operations on the eth1 and PTP of dwmac only after "ifconfig eth1 up".

4.1.3.3 Qbv

1. Enable the ptp device, and get the current ptp time.
ptp4l -i ethl -p /dev/ptpl -m
#Get current time (seconds)

devmem2 0x30bf0b08
0x5E01F9B2

2. Get the basetime to be 2 minutes later.
#Basetime = (currentime + 120) * 1000000000 = 1577187882000000000
3. Set time schedule, open queue 1 in 100 ys and open queue 2 in 100 ps.

tc gdisc replace dev ethl parent root handle 100 taprio \
num tc 5 map 0 1 2 3 4 queues 1Q@0 1@1 1@2 1@3 1@4 base-time 1577187882000000000 \
sched-entry S 1 100000 \
sched-entry S 2 100000 \
4 100000 flags 2

sched-entry S
4. Send two streams into queue 1 and queue 2.

/home/root/samples/pktgen/pktgen twoqueue.sh -i ethl -g 1 -s 1000 -n 0 -m 90:e2:ba:ff:ff:ff

5. Capture the streams on TestCenter, 100 ps queue 1 frames (length=1004) and 100 ps queue 2 frames (length=1504) will be got.
Or if the Ethernet port is connected to another board, the frames can be captured on that board by using Linux tcpdump command
as shown below:

tcpdump -i eth0 -e -n -t -xx -c 10000 -w tsn.pcap
Then Wireshark can be used to analyze the pcap file on host PC.

NOTE
* More than one entry needs to be set on each tc taprio command.

* Use “devmem2 0x30bf0c58”to get Qbv status and check if gbv status is active. refer to
MTL EST Status register.

4134 Qbu

1. Using ethtool to enable Qbu on eth1, set queue 2 to be preemptable.

ethtool --set-frame-preemption ethl preemptible-queues-mask 0x04 min-frag-size 60

NOTE
Once Qbu enabled, queue 0 is always preemptable queue.
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2. Send two streams into queue 1 and queue 2.

/home/root/samples/pktgen/pktgen twoqueue.sh -i ethl -g 1 -s 150 -n 0 -m 90:e2:ba:ff:ff:ff

3. Capture the mPacket on Spirent TestCenter. Users can observe that Q2 frames are preempted into fragments.

» Below is an example mPacket that contains an express packet, which has SMD value of 0xD5.

Spirent TestCenter can capture the preamble of mPacket. Refer to Section 99.3, "MAC Merge Packet (mPacket)"

NOTE

of IEEE standard for Ethernet 802.3-2018 for the mPacket format.

Real-time Networking

<

Source Destination Protocol

No. Time
2228 ©.011866000
2229 0.611868920
2230:0.011872370
2231 0.011912426
2232 0.0911922660
2233 0.011924050
2234 ©.011926200
2235 0.011927090

Length Info
162
162
162
1268
162
256
1ee
162

5
>

FlAana+hs 1£91

> Frame 2230: 162 bytes on wire (1296 bits), 162 bytes captured (1296 bits)

v User encapsulation not handled: DLT=147, check your Preferences->Protocols->DLT_USEF
[Expert Info (Warning/Undecoded): User encapsulation not handled: DLT=147, check
v Data (162 bytes)
Data: 55555555555550e2ba-F-F'F-F-F-FBBeeec626b9168984596098898b599062911cb749609...

~

v
>

0000
eel1e
0620
0e3e
0040

555550558558 55 55555 90 e2 ba ff ff ff 00 e9
Oc 92 Bb @1 08 00 45 60 88 08 b5 66 00 20 11

cb 74 e@ 00 6@ 00 c6 00 2a 90 12 60 @9 00 74
00 00 be 9b e9 55 06 88 b6 00 00 00 0O 00 09
00 00 PO 0O 0O 00 00 00 00 0O 00 0O GO 00 09

» Below is an example mPacket containing an initial fragment of a preemptable packet, which has SMD-S1 value of 0x4C.
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No. Time Source Destination Protocol Length Info L
2228 0.011866000 162
2229 0.011868920 162
2230 ©.0811872370 162
2231:0.011912420 1268
2232 9.011922660 162
2233 0.011924050 256
2234 0.011926200 100
2235 0.011927090 162 v
¢ >
> Frame 2231: 1268 bytes on wire (10144 bits), 1268 bytes captured (18144 bits) A

v User encapsulation not handled: DLT=147, check your Preferences->Protocols->DLT_USEF
> [Expert Info (Warning/Undecoded): User encapsulation not handled: DLT=147, check
v Data (1268 bytes)
Data: 5555555555555Be2ba-F-F-F-F-F-F98e99c@29b816899459965ce096998662611cee3eeae...

F Amms+hs 127207 ¥

< >
IS5 55 55 55 55 55 55 4c ba ff ff ff 00 e A
GENZANOC 02 @b 01 88 00 45 €0 00 0@ 00 20 11 z :

skl ce e3 00 0O 00 00 c6 00 1c 6@ @9 @5 ba

CSEISI 00 00 be 9b e9 55 00 00 6O 60 VO 66 09 -
L 00 00 00 00 00 00 00 20 0O 00 PO BO 00 v

» Below is an example mPacket containing a continuation fragment of a preemptable packet, which has sup-c1 value of 0x52,
as well as frag_count value of OxE6.

No. Time Source Destination Protocol  Length Info L
2228 ©.011866000 162
2229 ©.011868920 162
2230 ©.011872370 162
2231 ©.911912420 1268
2232 0.011922660 162
T S -
monrocprreesgn T .
2235 0.011927090 162 v
< >
> Frame 2233: 256 bytes on wire (2048 bits), 256 bytes captured (2048 bits) &

v User encapsulation not handled: DLT=147, check your Preferences->Protocols->DLT_USEF
> [Expert Info (Warning/Undecoded): User encapsulation not handled: DLT=147, check
v Data (256 bytes)
Data: 55555555555 EEGEseeeeaaeeeeeeeeeeeeaeeeeeeeeeaeeeeeeeeeeeeeeeeeeeeeeeeaam

v

NN A+l 2Ccl
< >
“[<s[l 55 55 55 55 55 55 00 00 0B PO 0O @0 00 00 ~
INZN 00 00 00 00 00 @0 00 0O G0 60 00 ee o 00
S[spI 00 00 00 00 00 00 00 0O 00 PO OO L PO 00

IXEIZ 00 00 00 00 00 @@ 00 0O G0 PO 00 ee 00 00
L[ 00 00 00 B0 00 @0 PO 0O 06 PO 6O GO 00 00 v
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4. User can also check the below counter for the number of fragments transmitted.

ethtool -S ethl | grep "mmc_tx fpe fragment cntr"

5. Qbu combined with Qbv test

Once a queue is set to preemptable queue and the gate open/close is invalid in Qbv gate control list, the queue is considered
as always "Open". Use Hold/Release to control all preemptable queues. When the GCL entry is set from Hold to Release,
preemptable queues begin transmitting. When GCL entry is set from Release to Hold, preemptable queues are held.

tc gdisc replace dev ethl parent root handle 100 taprio \
num tc 5 map 0 1 2 3 4 queues 1Q@0 1@1 1@2 1@3 1@4 base-time 1577187882000000000 \
sched-entry H 2 100000 \
sched-entry R 4 100000 flags 2

4.1.3.5 Qav

1. Set a queue map handle.
tc gdisc add dev ethl root handle 1: mgprio num tc 5 map 0 1 2 3 4

2. Set bandwidth of queue 3 to be 20 Mbps.

tc gdisc replace dev ethl parent 1:4 cbs locredit -1470 hicredit 30 sendslope -980000 idleslope 20000
offload 1

3. Send a stream into queue 3:
/home/root/samples/pktgen/pktgen sample0l simple.sh -i ethl -g 3 -s 500 -n 3000

4. Get the result, bandwidth is 19 Mbps.

WARN : Missing destination MAC address
WARN : Missing destination IP address
Running... ctrl”C to stop
Done
Result device: ethl
Params: count 3000 min pkt size: 500 max pkt size: 500
frags: 0 delay: 0 clone skb: 0 ifname: ethl
flows: 0 flowlen: 0O
queue map min: 3 queue map max: 3
dst min: 198.18.0.42 dst max:
src_min: sSrc_max:
src_mac: a6:85:82:fc:89:bf dst mac: 02:5d:ae:ba:e0:00
udp src min: 9 wudp src max: 109 wudp dst min: 9 wudp dst max: 9
src_mac _count: 0 dst mac count: 0
Flags: UDPSRC RND NO TIMESTAMP QUEUE MAP RND
Current:
pkts-sofar: 3000 errors: O
started: 5631940023us stopped: 5632560030us idle: 79984us
seq num: 3001 cur dst mac offset: 0 cur src mac offset: 0
cur saddr: 0.0.0.0 cur daddr: 198.18.0.42
cur udp dst: 9 cur udp src: 41
cur_queue map: 3
flows: 0
Result: OK: 620007 (c540023+d79984) usec, 3000 (500byte,O0frags)
4838pps 19Mb/sec (19352000bps) errors: 0O
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5. Set bandwidth of queue 4 to be 40 Mbps.

tc gdisc replace dev ethl parent 1:5 cbs locredit -1440 hicredit 60 sendslope -960000 idleslope 40000
offload 1

6. Send a stream into queue 4 and get the result.

/home/root/samples/pktgen/pktgen sample0l simple.sh -i ethl -g 4 -s 500 -n 3000
WARN : Missing destination MAC address
WARN : Missing destination IP address
Running... ctrl”C to stop
Done
Result device: ethl
Params: count 3000 min pkt size: 500 max pkt size: 500
frags: 0 delay: 0 clone skb: 0 ifname: ethl
flows: 0 flowlen: 0
queue_map_min: 4 queue map max: 4
dst min: 198.18.0.42 dst _max:
src_min: src max:
src_mac: a6:85:82:fc:89:bf dst mac: 02:5d:ae:ba:e0:00
udp_src min: 9 udp src max: 109 udp dst min: 9 udp dst max: 9
src_mac_count: 0 dst mac_count: 0
Flags: UDPSRC RND NO TIMESTAMP QUEUE MAP RND
Current:
pkts-sofar: 3000 errors: O
started: 6113136017us stopped: 6113443758us idle: 38457us
seq num: 3001 cur dst mac_offset: 0 cur src mac offset: 0
cur_saddr: 0.0.0.0 cur daddr: 198.18.0.42
cur udp dst: 9 cur udp src: 17
cur queue map: 4
flows: O
Result: OK: 307741 (c269283+d38457) usec, 3000 (500byte,O0frags)
9748pps 38Mb/sec (38992000bps) errors: 0

7. Send two streams into queue 3 and queue 4 using the command below:
/home/root/samples/pktgen/pktgen twoqueue.sh -i ethl -q 3 -s 1500 -n 0

8. Capture the streams on test center, the frames sort by one Q3 frame and two Q4 frames.

4.1.4 TSN on LS1028A

The tsntool is an application configuration tool to configure the TSN capability on LS1028ARDB. The files /usr/bin/tsntool
and /usr/lib/libtsn.so are located in the rootfs. Run tsntool to start the setting shell.

4.1.4.1 TSN configuration on ENETC

The tsntool is an application configuration tool to configure the TSN capability. Users can find the files /usr/bin/tsntool
and /usr/lib/libtsn.so in the rootfs. Run tsntool to start the setting shell. The following sections describe the TSN
configuration examples on the ENETC Ethernet driver interfaces.

Before testing the ENETC TSN test cases, you must enable mgprio by using the command below:

tc gdisc add dev eno0 root handle 1: mgprio num tc 8 map 0 1 2 3 4 5 6 7 hw 1
4.1.41.1 Clock synchronization

To test 1588 synchronization on ENETC interfaces, use the following procedure:

1. Connect ENETC interfaces on two boards in a back-to-back manner. (For example, eno0 to eno0.)
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The linux booting log is as follows:

pps ppsO: new PPS source ptp0

2. Check PTP clock and timestamping capability:

# ethtool -T enoO
Time stamping parameters for eno0:

Capabilities:
hardware-transmit
hardware-receive

hardware-raw-clock

(SOF TIMESTAMPING TX HARDWARE)
(SOF TIMESTAMPING RX HARDWARE)
(SOF_TIMESTAMPING RAW HARDWARE)

PTP Hardware Clock: O
Hardware Transmit Timestamp Modes:

off
on
none
all

(HWTSTAMP TX OFF)

(HWTSTAMP_TX_ ON)Hardware Receive Filter Modes:
(HWTSTAMP FILTER NONE)

(HWTSTAMP_ FILTER ALL)

3. Configure the IP address and run ptp41 on two boards:

# ifconfig eno0 <ip addr>

# ptp4l -i eno0 -p /dev/ptp0 -m

Real-time Networking

4. After running, one board would be automatically selected as the master, and the slave board would print
synchronization messages.

5. For 802.1AS testing, just use the configuration file gpTP.cfg in linuxptp source. Run the below command on the

boards, instead:

# ptp4l -i eno0 -p /dev/ptp0 -f /etc/ptpdl cfqg/gPTP.cfg -m

41.4.1.2 Qbv

This test includes the Basic Gates Closing test, Basetime test, and the obv performance test. These are described in the

following sections.

4.1.41.2.1 Basic gates closing

The commands below describe the steps for closing the basic gates:

cat > gbv0.txt << EOF

to 00000000b

EOF

#Explanation:
# 'NUMBER'

# 'GATE_VALUE'
# 'TIME LONG'

tsntool
tsntool> verbose

20000

t0
00000000b
20000 ns

tsntool> gbvset --device eno0 --entryfile ./gbv0.txt
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ethtool -S eno0

ping 192.

168.0.2 -c 1 #Should not pass any frame since gates are all off.

4.1.4.1.2.2 Basetime test

Base on case 1 gbv1.txt gate list.

fcreate 1ls gate
cat > gbvl.txt << EOF

t0 11111111b 10000
tl 00000000b 99990000
EOF

#ENETC Qbv basetime can be set any past time or future time.

#For the

past time, hardware calculate by:

# effective-base-time = base-time + N x cycle-time

#where N is the smallest integer number of cycles such that effective-base-time >= now.

#If you want a future time, you can get current time by:

tsntool>

#Below example shows basetime start at 260.666 s

tsntool>
tsntool>
tsntool>

#Waiting
ping 192

ptptool -g

gbvset --device eno0 --entryfile gbvl.txt --basetime 260.666
gbvget --device eno0 #User can check configchange time

regtool 0 0x11al0 #Check pending status, 0xl means time gate is working

to change state, ping remote computer
168.0.2 -A -s 1000

#The reply time will be about 100 ms

Since 10000 ns is the maximum limit for package size 1250 B.

ping 192.

168.0.2 -c 1 -s 1300 #frame should not pass

4.1.4.1.2.3 Qbv performance test
Use the setup described in the figure below for testing ENETC port0 (MACO).
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SWPO
(swp0) PO
SWpP1
LS1028ARDB (swpl) P1
Swp2
(swp2) P2
SWP3
(swp3) P3
TSN-Switch
ENETC
(eno3) enetc 3 P5 (swpb5)
(eno2) enetc 2 P4 (swp4) Test Center
(enol) enetc 1 X
MACO
(eno0) enetc 0
Figure 14. Setup for testing ENETC port0
NOTE

Test Center is a device to capture streams from enetc0 of LS1028ARDB board. Users can use another board to

capture streams by using tcpdump command and then use Wireshark to analyze it.

cat > gbv5.txt << EOF

t0 11111111b 1000000 tl 00000000b 1000000

EOF

gbvset --device eno0 --entryfile gbv5.txt
/home/root/samples/pktgen/pktgen twoqueue.sh -i eno0 -g 3 -n 0
#The stream would get about half line