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INPUT FILE

2 wmATHRE

BD FILE

& 1. elftosb THELAER

elftosb FEfft —H A SATLEI, W FRHF. RPMUIIH T A SRR A A B AR AL

R 1. ITHER

IR

B

-p PATH, --search-path PATH

FEMRBARIIR KR RN — K B iz

-f CHIP, --chip-family CHIP

WP RSB AN, IR ARk Kinetis #34F )8 shEi1%, WITE
AN “kinetis”

-c¢ FILE, --command FILE

FRE ZAE I R & 50 o XTI

-0 FILE, --output FILE

BB SCPEAR  SR IR I

-P VERS, --product VERS

BEE ™ S RA

-C VERS, --component VERS

BLE AT RRA

-k FILE, --key FILE

VRS S

-z, --zero-key IN—AN RIS R
-D NAME=INT, --define NAME=INT A e B B R A
-O OPTION=VALUE, --option NAME=VALUE B A Rk Il
-V, —-verbose FTENFELH (¥ HH
-q, --quiet AT BV S TR
-d, --debug Ja R g
-v, --version s T ERRAFHFT BN SC R AR R VB3R
Z:‘Zb]%%rﬁ ......

elftosb FI /355, % 7%, 2020452 A
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A WATIER (8D

pril i B
-?, —help ERAEER

-K/--keygen <option>

RAEIETE<128|256> (ERIME N<128>) 4% AES-128 5§,
AES-256 #5434

-n/--number <int>

TSI A R BN CBRIME =1 (UESR R -K I 20

-x/--extract/--sbtool

SRR E B

-i/--index <int>

TR BRG] GRME=RA BRG] (AR E-X A X0

-b/--binary

Lt AP B - UAESR X A R & WIRIRSE T
-b, WEEEM-q

-s/--pkey <file>

BRI

-S/--cert <file>

BT AFRIERAE . 55— MIET A A4 IR PHIE

-R/--root-key-cert <file>

PSR AR S AR 3 B SR I B 42 . R R VF 4 MREBIIE
T, HAbEFHKE 2E . Hrh—MIEFS A5 @ 1L -S/--cert arg 1%
8 55— MIE TS AR L AC

-h/--hash-of-hashes <file>

FRAAHM A B AR . R RIS, WZ T AESBAEL
£ H " 17 hash.bin

-J/--image-conf <file>

A L json BB B AR E B Bl % (DGEH T kinetisk3.
k32wO0x. Ipc55xx Fl rt6xx F %))

-T/--tzm-conf <file>

{5 A It json trust zone B & A i trust zone 3k il it B S0 A4
(V@& A F 1pe55xx l rtbxx %))

T B iy A SO AN SO B AR BT 7R I AN iy AT IR TN
-c FILE, --command FILE
-0 FILE, --output FILE

WAUE SCX LRI

-f Bli--chip-family 54 E elftosb S T HKE R AT A4 1 (.sb) S M 2. W75 Bk Kinetis S$1FRORZIELR, WHEE Y “kinetis” .

LGS RIVAFRIT, $ 20 KNG .

BT, M BahBegoRn . Zns R, FRt A S ANEH. -z RIS eFTEH. R RS R,

WU IZ A5 R B S T BRAR S

— M EEAHRIESR-D si-define. 1ZULIH T B B BB i B EH. RTINS ERE — MRIRFFN— B, USSR, ¥R

PFRRAT AT LU & SCAFrp VIR TR B4 . B AT BL

SO YRR AT SUE, (B2 TR REECC TR

FEA i R ZhBER 2 T, T A il -D --define 3B B ) H B ATE elftosb P AR AIA A AR A P b AT BB . IXLLhsE W B E
dTA R AR E MR 4 W B XA AT B A SO R i B AN EBOME, IFERHX elftosb MR A %2 .
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fir &3
-O Hi--option &I 5-D JMBL, Lk R LAE A 4T 1 B B o R B B . B HUE R — kA ik, JF HAE S5 2066
A W] DR SO AU VR AT R B AT R E, (B2 PR TR

I ERIB N2, Al F-x/--extract/--sbtool . AT LAk FEid i -i/--index S IUL 8 T # BUI &R 51« BER SIHTEN{ESi i 1) “ Section
table b5k T o -x LR IUAT LK B A 28 (07Nl e fif 5 Sections 7k Sk TR AR — 24T B o W SR AE Ay 24T vh A% 38 1 I 35i-b/--binary ,
W32 B i — 3] P9 2R 1] 5 1) stdout, AT TP AT BUR A s B8l 52 [ RIS o AR, AN A AR il o FERTAIH 0L,
B R e R

WMF LI 4 % “elftosb FHISCHAE I H TR A% R AE R BENL AES-128 8% AES-256 Z 40, & {#H-K/--keygen <128|256> £ 1 .

¥s-s/--pkey <file>, -S/--cert <file>. -R/--root-key-cert <file>Fil-h/--hash-of-hashes <file>Ff 5 5 SB2 U4 Btz . FHVE LA 2 I
ff=% Co

WA kinetis k3. k32wOx. Ipc55xx. lpc55s1x. rtoxx Fl rtbxx FRF Ak )3 sh8ilg, 118 H-J/--image-conf <file>FF3. T £ #41
EE, HEZMMME D,

{4 FH-T/--tzm-conf <file>JT 3¢ A Ipc55xx. Ipc55s1x, rt5xx M rt6xx £ 7% TrustZone-M Fivk —#EhIMCE . FHVEUL IS W3¢ E.

elftosb T E.Awr 44T AT -

elftosb [-?|-—-help] [-v|--version] [-f|--chip-family <family>]

[-c|-—-command <file>] [-o|--output <file>]

[-P|-——product <version>] [-C|--component <version>]

[-k|-—-key <file>] [-z|--zero-key] [-D|--define <const>]
[-O]-——-option <option>] [-K|-—-keygen <option>] [-n|--number <int>]
[-x|-——extract] [-x|--sbtool] [-il--index <int>] [-b|--binary]

[-d|--debug] [-gl--quiet] [-V|--verbose]
[-5]|-—-pkey <file>]

[-S|-——cert <file>]

[-R|-—-root-key-cert <file>]
[-h|--hash-of-hashes <file>]
[-J|——image-conf <file>]

[-T|-——tzm-conf <file>]

[-p|-—search-path <path>]
files. ..

bas
o UET CTLibfl AR AIE R KA RMEME 2 RI#RL I — D at%
o LTSS KA ZHH L AL extern(ViEVAMEHIRIAL BISCH (S5 311375 “¥H” ) .

3 WXt

A ST 128 D4 ASCH RS IE T gRid B (BHE UTF-8) MISCASAF . ARMT4T R A AT LA, 3E3CHF Unix. DOS #
Mac #fE RGHITRE, HEWEZREITE.

a4 URBIART) SCAFIbRIES 4 08.bd .
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elftosb & SCAFIZHRESRAL T HEL & i & 3. EARIE A SR A fart (sb) U 1T« elftosb iy &3S #F ELF. S-record Al — it
BINSCHF o A SRR AT AR 3 C B A SR R4, R U P R ar AT R R SRR . X — ik Al & SR R PEF T R
A

fir & SCAF A 2 ANESCHE, NSRRI 5 T 5 R ME— A2 Bk B ANIRAT BLE s AT SO g AR, tam) DUk AP 2 fir AT 4t
AR HAEAT AT BRI, AR SR A NSO, AZSCHE TR A elftosb I EEAT B 2.

SR i A SCHERE R St (sb)SCIE A T 1 B b — BRI 17— N RAE P51 (OB omif DD (105E 30, 2Bk 51 S
FRI A B T A & S A BB . I LSRR R 21 5] SN SRR P i 2

31

A SO AN KA. LI, W& Ui keyblob MBL. FrABUNFIEI, WA, WEMERMEHE DAL A, iR
W2 P A B LT T HARRR I 2 J5 o BB T R .

A EERER

# define the options block
options
{

# content goes here

}

3.1.1 HiEw:

WAEM 2 S . BRI E S I, HE. WM keyblob. Firffic B HAIHZ FIET, (H2— MM 432
DT A IR

BoE XHU T RCERZ Ja . 2SOl L — AN BRI BEbR . e AT dr & SO B 7 ST k52 1 i 8 s B 5 b 25 19 FR 2 BRI
Ffo

3111 &

TERAL S T B DA FRMER DAL B, 8 I X e U B Oy 42 JR i UM, fit elftosb FIRFZH i th SCAFFRI2E B
I RS 2% H AR BT s

option_def ::= IDENT ‘=’ const expr

const_expr ::= bool expr
| STRING_LITERAL

FESRA S, RNIETUE XHL A T4 . ETUME T DO P AF R . B /R RIA e T2 (K (R R T4 e e 0

I FRH elftosb S THRIUE L, ANREE A2 S P TAEM AR H 1. (B2, EANETRER 5HF—METIFA . NRIIM 7
RHET e B3R
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% 2. elftosb HIEIR 4K

HEIAFK ERT VL]

alignment B Y5 2 Fm BN SR N BB AR B TT 46

cleartext B BHATRE . BB ORFERINERES, B
TEINE BB 7 2 ik

componentVersion ISRk RE WA RN “xxx.yyy.zzz”

driveTag SRk R E?iﬁﬁ%ﬁ@ﬁ%ﬂ‘]Elziﬂﬁﬁiﬁﬁﬁ’*ﬁ%%l

flags JA % RSB E Bl AR S U

productVersion REEEG WA RN “xxx.yyy.zzz”

secinfoClear

GHS ELF 044

“default” . “ignore” . “rom” B “c”,

Hrp “default” 25T “c”

sectionFlags B T RNas GBI RS S5k E
— e fd R UE
toolset ELF 5 i “GHS” . “GCC” = “ADS”

secureBinaryVersion

JEEIL R

185 SB2 SUIFHIMRAS . TilME: “2.07
247 o WRRIRE, WEM “2.07 1F
VL NN e

PAA A TR T B0 B BRI R LR RRA 5 o AT DU FH i & 4T 7

XA A -

flags SEIUH T1E B Zh 8 G U bR Sk I BAR S 7B AR TFBRINWBEE, 52 WA BRSNS G M. BRERINEA TRk
P EREFRS, X WFEFEH T flagsoption 7

3112 %¥E
ik, wEREEENNZANE EE
R E BRI R PR

constant_def ::= IDENT ‘=" bool_ expr

HAET —ARIE A R,

SCGERIFS, D S8R

[IEREREN RS (SN

ik
T s A S T JUR B R X, WA R BT

# this is an example constants block

constants {

ocram start = 0;
ocram_size = 256K;
ocram_end = ocram_start + ocram size —- 1;

elftosb FIF¥558, % 7hK, 202042 5
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3113 W
VEH IR NSO A BERRIR . DMEE A &SP A 2R 5 . bR B ME A RS — MREDEHA ( “= F
1) RIS, AR, AN AL LR

VAR A TETE I R TR SR . RS 73 39 D9 2 SRR AR AN el AM AR S A O B8 A% o (8 P S sCBR AR AR LA 51 5 (0 775 H S0 7 381 H S
(GRS

A ERIRAE HT B RCRIE M A AT ki — MU E S M B RV B B S AT SR E S A A
YR58 LHITEEIN R -

source_def ::= IDENT ‘=’ source value ( ‘(' source attr 1list? ‘)" )?
‘

source value ::= STRING LITERAL
| ‘extern’ ‘(‘ int_const_expr ‘}’

source attr list
::= source_attr ( ',’ source attr }*
source attr ::= IDENT ‘=’ const expr
PsE T DURAEE SCR RS S R YESIZR . I Le @ M 5k ik th e U ] o (G, A JLANETUE T A RIETHH 7E 5
Bk, EZ & 2.

3.1.1.4 Keyblob
keyblob B ZiE fir 4 SCH o i BEHeR L i 5E X. keyblob B e keywrap i) g1 3] A4 . keyblob Heif) il F iz

keyblob block ::= ‘keyblob’ ‘(' int const expr ‘)’ keyblob contents

keyblob contents

::= “{' ( ‘(" keyblob_options_list ‘) }* ‘}’
keyblob options list

::= keyblob_option ( ‘,’ keyblob option )*
keyblob_option ::= ( IDENT ‘=’ const_expr )?

R IRFIFE A, NS BE AT M) keyblob 4k H . 2 keyblob & bR R 76045
o start: I Xk Gk
o end: NN X L5 A bk
o key: XIZM AES-128 iH5#8 =N % % 4H
e counter: XILAIHILATHEEE
e noByteSwap: FTE elftosb HJET Bt H INAEAE SR e L. 1——FLEX-SPI, 0——QUAD-SPI (ERiME: O

elftosb FIF¥558, % 7hK, 202042 5
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Keyblob Ht

keyblob (0)
{
(

start=0x68001000,
end=0x68001fff,
key="0011223344556€6778899AABBCCDDEEFF",
counter="0011223344556677",
noByteSwap = 0

pas
JRSZBEF L S keyblob Herb LK DXtk o Bdn, ATREAS SRR Atk . A RVEAE R, 1S ARG T IS 2% Tt

3115 B
B DA IIAE Ay A A I HAh BB A 2 JE 5 o FEANBOER B N T (sb) S AT I B, AR EETE B B ME— AR IR TE
FdE e FiZ BT, N ATR.

5531275 “iEA)” thIRAN 4 T AR iR ).

section block ::= ‘section’ ‘(' int const expr section options? ‘)’ section contents
section options ::= ‘;’ section option list

section option_ list

::= source option ( ‘,’ source_option )*
source_option ::= IDENT ‘=" const_expr
section_contents

r:= Y{' statement* ‘}’
| ‘<=' SOURCE_NAME *;’

W EIER, BN A PRI,

B MRE GRS NI — RINER . ATCUERES NI — R0 5] SR P ar S R QIR EBhBL. 55 3.12 717 “if 47 g 1
w A s BCP IE AR .

5 AR B MER R BIR B P ARSI R a6 — 2t ) AR B R SO RIZ B BOA TIUE s st B, B BORT
TORAF TRISCAT B T R AU A A7 23 DU 5 2 A7 i

S~ MCU ROM 61z i) % H (.sb) ST A2 L AT JE B Be T 4 - ROM TE L H] Ji B B oK B AS IR A TR TAE . K 20 Hoth o] J5 2 B A0 B .
w4 PIFRBER

4 create a bootable section
section (32)

elftosb FIF¥558, % 7hK, 202042 5
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{
# statements...
}
# create a data section

section (64) <= my_source_file;

X FZBONE,  HIAESE S B BARIRAT B b U ME— 1o BRI BURIAR RS AR, AR 5 R iR

W e E OS] T R BRI, WAE BEAME— B RAT IR N IE ST, BLY S RRIT . (R Lk BAE R, JETE ] section_options F £ ki
k. WRA ZAEDL WL W FZ 5 7005, WL kb R .

T AEE G T4 H S S B, ES 0L 2.
alignment

UEIETUR 2 BB ECRAE N B, AR (sb) ST, B ORXT BAT RO 55 75 SR BRI 28 — A>T 1 KRS 7T Ao S E B R o K 2/
TEET 16 HINTr, IO (.sb)SCAF RN BN DR R /N 5o TR, XISSHZ A S, ARZBUIE ShFRaE. ARf
T REFFBOMHRARIATEHAR R “nop” 51 SN iy & 41

cleartext

W IR TR B N A R . B2 R4 “yes” . “no” . “true” Ml “false” , DA RATATHUE N Z AR ML REA . BRIMEN false.
A SR SO COnE H. cleartext G54 true, UM cleartext 16T ) BORE R EFAINEIRZES o (H 72 H AT ROM ANSCHEINEE ST AR A0
AR BB BN B B .

XF RIS SR ALE R EAT 2R B E, AR R BOEAT O B . T AT DL E A RBOAME, RS E T B IE I
Bzl B, HEABXIFRERN 2K, REH—DREBOFIN 4 K.

BeAE At (.sb) SCAF R I BRI 4 2 MR R EATIAE iy & ST b BRI o B, i & SO i g SIS — ANl R s Bk oA 51 S e
FrAEAs Bt (.sb) SRSk 2 Ja E ST AR A BRI BL o

3.2 WHECILR
AN G 2 SR RSO A N HAE D S . IR LA N &N, g T e o TR AR R, IES RN R,
R 3. SHERB

2 hi i
10000 BHOCT
0x200 HH 512 B8
256K 18 262144 155,
0b001001 {54 9 HIEEHL
q T R/NEESL, (05 0x71 B 113,
'dude’ FRANKES, H N 0x64756465 5 1685415013,
"this is a test" TR ER T,
$.text ULHC “.text” MIBLZHK.

f*?ﬁfj?ﬁﬁ ......
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® 3. SHETRE (8

Ao it B
& VUL T B () BE 4 R«
$*.bss VCRCHTA bss B it 5 — /N ZFR, Il “.sdram.bss” .

appElfFile:main

AP HIFF S 5 .

:printMessage

BRI ST 75 5 51

{{0102030b}}

AT ) b R

3.3 T

FEBA ST, BRI TR AT BIRAT BATRF R AT RS, TR R IR RS . RVHEMIE AT R

3.4 T

TRI T elftosb i S AT ITA S8 T o X LR IRFFANBE I ISR B0 A4 TR A — LR T TR 4 AR IIRE, H Al MR

.

K A RET
call no
constants options
extern raw
false section
filters sources
from switch
jump true
load yes
mode if
else defined
info warning
error sizeof
gspi unsecure
ifr jump_sp
enable keyblob
start end
key counter

LT T e
elftosb Fi /7 #58, B 7/, 20204E2 H
10 FSEERIR RSN

C




R A4GQXMRET (B

keywrap reset

all encrypt

\)
3.5 &/EFE
PATIER A AT P MBI B S C“8#7 ) BIARUT C“ /17 ) BIN, HIUTE.
ZATIHERE 705 ANSI C J 47 AHE .
CATCL “I*” FFuE, L “*” 455,
MAh, 5 ANSIC —8, MRS THRRE.

3.6 IRIRFF

PRRAT I T RORIEBA R W EMEAFR. EATEIES ANSI C RUIRIARIRFFRIUN . e e vr BL N I B f5 Tk, AT L EAE
BEEK N RIZ M R AT .

3.7 EY

BHOCTRA LT =Rz — il s oNgt bl - mREERTA . o R BT, “Ox” YT, it
BHLAILL “0b” NHTE

TR LR A AR T K7« “M” B “G” . BJE Rl ATl 17 fo Ve R A b 7 D e — i o
Wl TS AREA BRSBTS “K” FoRBHIRLL 1024, “M” FRTebl 1048576, “G” MIZFRIkLL 1073741824,
RAMEF/NGE “k” . “m” 5% “g” .

A A BT BEME AR TEAT 51, IF HEA MBI SCRFITBEOCMMSE T (8 ) « F5 (16 fi) My (32 fi)
BN N T R/NME . I 7 R/NEAT S, ATERIA AR “ 7K 18 54T

BHCE BT DUE S5 N BRI R . e E—A PSRN TR BN F RN TT . i
. B, “oh” T —AME N NiHkH] Ox6f68 (XM ASCH H=4%F “o” F1 “h” HIME) B+ 28520 KIF+,

B R A R A RENHNEERE R, 112 “ves” « “no” . “true” Fl “false” . KEF “yes” Fl “true” MitH 45
FERN1, MRET “no” 1 “false” [MUiTHHESE RN 0. X7 n] U EEM 2 BHE )T, SfaiT.

3.7.1 EBERER

By Rk s QT LU AR A b 7 B O B R it )y . XSRS CR2HD WARE C S IREA, Hibfy —L614k, TSI
T AT R AT

R 5. BREREAIBHE

BEH i

+ n

- ik
ST TG e
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R 5. BEREREHA (8)

BHEM Pi B3

* e

/ £

% Jivgd

& EE RS

| R Ey

A T S ag,

<< Wi

>> BHROH
Ak 2 OGN

sizeof() FREUH B LTS R/

BT LRSI RS AT A, SRR AT H

3.711 BER/MESR
NRIGNF S HINE T RIERIBHER . BHE TR ERTAL, BE TSRS
£ 6. A FHR MBEML R

BEE Vi

1 7R

A e e E

& A

<< >> B, BEOB
+. b 8

* [ % e, Br. BB

. FRN

unary + - 2 H I & H

3.71.2 FKIBERK

BEHONEERT ) - MIRUEERTA “w” o “h7 BCD” 2. RETERFIX KNG o AR AT AN TR fe i
M. IR ESOL A RIE AN TR “w” TR RN E N 32 /15, “h” wEN 16y, “b” MIBE N 8 Ay,

XTAE 4 E I HE 5, BRI P KON P RO BRI, R 3 RN B EER DL P RN BB 2 5. Sehs
IBEIRALL 32 Ar I ARAT A6 BN 25 A AT

elftosb FIF¥558, % 7hK, 202042 5
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3.7.1.3 sizeof BE

sizeof JZ AT HI TAT 775 B B R/ . B 54T ATEEA R R8T “ sizeof” JA ERAE 5 A IFT 5 5 FEUR BARRAT (55 ANSIC ANAD ©
KRANIEZSE 32 firfH.

3.71.4 EEIH

B T REHOCTAN, R AT DU AR R ARG R B R R R E A FGRARHERSRAT . R E W B AT
MANZH BN, REFRSEEILEMARAREE, (ERENAREBELRIAX PN,

3.71.5 &SI H

AEHEE -, 55 AR DR SRIE T . 7555 EHE AT 548 ELF X, 24 32 fifl. EW, /5 mEL
Hubt, JRAEFLCRPRAT S T DU AR . A RIS A S RS, AR 5T IE N 0.

3.7.2 M/RKIER

T2y if Al else-if 154) (Z U5 3.12.6 17 “If-Else” ) & W& LW, MHAM/REILN. M/RFIEXAGEEN load 1HH]H)
PR H AR

R 1 ARREABEFF
BHEF B
84 A5
! /R B
< N
~ KT
<= NFEET
>= KT&ET
— EF
= AT
exists(src_file) VS R AAE?
defined(const) AN B 2

AR FE R P R F SR EST. BT EREBEFZA, BXFREHIEEES (HFERF 17 ) o TEREEESFRT RS R
081, {47 ANSI C 1 —F¢, {H 0 FoR false, (TATIEFEHEER true.

B EBR S B AR FIA R . B — AR “exists()” , WRIES W HIG & B CHAEE TR0 B 3T OO IhIT I, MR
6] true. 7F exists IBHEFF AR A LE P H A 2 SCRIVE L 0K S 80EEER .

B MFRIZERE “defined()” « EFERTETNREEAR. WRIEE R 8247 B 2w ERAE, NS SR E
N true.

&&FH|| W B2 HAF I H T, XEWE, MBREDEERE T — /MG IDRERTECEE (FRNRIEXNANE B R A M E &
ZAED) HME, WASHEADRES . XEED “if defined(const) && const > 10...” XEEIZIA A4S A H . b, {VAEE X
THEE “const” WA STHHANKIRTFREN., MPHATHELALRIENXE “const” £, MBHREHER.
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3.8 TR

B 545§ S0 A S ARG 5 7715 BT RGBT R . ASCRE C il 5 8 RS SO B i, I LABSORMT 7448l LA+
SCPEER AR . IR, ANRELE T AF R A R ARG S AT R B AR R A

3.9 BAK

ELF ST (i 44 BUE T BEAA IO 7P RIE S . BRI NRTTAT S 745 C “$7 ) JHIR, —ERA R HBEBRA RIS — 7
Rk AR —DMARIER glob RFRIA, ATUILACAEE R ELF B A2 a0y, TRIL. A, 25 W
TS WATFS IR S . K2 TR R BEE N glob RIA K —# .

SFE glob FRIA W T

RKIER |

* VLRCAFAT 45, FE—ATHEADHEZA.
? DTRCATAAT B4

[set] TLECSE & o AR 74

[Pset] VCECANTESE & P AT ] 74

fE LT fAIR T, [setl N AT ST BRE R Ao BEEH il E AT P PR [a-Z] B EILECA “a” 2 “z” 1T
R

f£ load iE A BFIR PN, BLBHRS C “~7 ) FROVATSEKI B AR T L ILACH) ELF BUREE S

3.10 FF55H

ELF # UMV SCA RN T — AN 53R #5551 LA Taid K2Rk 51 ELF SCHh IR E 5 o 9 TRk U, 7545 51 A
A S B O Ho st
P55 5 AEE GRS — DTS4, JRRE ST S AR, fF5BARABAET S W, MPEE IR IRT.

WER'E SRICISCAE, WHZAT SR A “from” SERIREE FIERNESCIE . ARFFS 5| FIAME “from” TR LRSI ZiR LR
PR

3.11 ZHEHIN R

THEHDS RAE (FRJY “blob” D A HON G N BERI A S A XU S —A> blob FITFARMZE A . PS8 sb ] 774
Ji% blob FH— A5, BT T T NERIFRFAX D KNG o AN R F AR ARER, ASGER T blob H.
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3.12 {EA)

A A B Bebk o A BRI E AR IR T 51 S INERE AR AL B Y (sb) SCAFIS BAT I “4RAE” o AN RL TR M SO R B g = > — A
WEANFEBNL . elftosb K PRI L f), IR SO R 3

TR A 3 ANER) . X T NI WIBORB, A BT E X

sources

{
myElfFile = “app.elf”;
mySRecFile = “utility.s37";
myBinFile = “data.bin”;

}
EIRACRYE B SR A SO (bd) sy, HY elftosb S T E AL . elftosb 52 T EAE R — 3¢ H{8 %K app.elf. utility.s37 fil data.bin
S, ARIGAESH SO R X L e 5| D myElfFile. mySRecFile A1 myBinFile.
Kk “from” F “if-else” EHRIHL, FrA BRI 545 R

3.12.1 fin#(Load)

load iEAJH TR EHIEAMERINGF T . ZInEa 855 SInEFER b SR ngk. #=E 78R word poke 4. BRI IIETETT S
IR, (EARRETTREIER E 44, )i, WM load ERISAMKNENBEIM LTI, RZIMR. elftosb SEH T H¥ load 154 4%
o5 S MR T2

A S AT ENNG. JINEBINAARE, ENREEIE 2 BB TR IS X . GXREAMER, S WEGRm 4.
load & A) IS A :

load stmt ::= “load’ load data ( '>" load target )7?
load data ::= const expr

| SOURCE_NAME

| section list ( ‘from’” SOURCE NAME )?
section_list ::= section_ref ( ‘," section_ref )*

;
section_ref ::= ( '~’ )? SECTION_NAME

;
load target ::= ‘'

| address or range

address or range
::= int_const_expr
| int_const_expr ‘..’ int_const_expr

i ERACESFTR, BTA load TEAJHILL “load” KEEFIT k. 84> load 15 )8 i — MR AR IR — A B FrAL BB, G4 0T
1. HARATCLR R, EHoRflt, eRTIRALS . HAEIA IR H AR & # P e vF.

f£ LR, P load_data A& 53R R . YRR DOREBEUE . FRFH 0T BB — A B A 44 B IX SRR 2 1% R
RPN ER B BRI, BB E, FREA — NS 2R B E, TRl . el B AE A7 ERIA
JECE 4w B Y

elftosb FIF¥558, % 7hK, 202042 5

o
mﬁ

VR A 15



i3

fltn, ELF ORISR — BoR SR SN B A . PIE S5 S M SO BUN B AR MUEERUR N Biltn, 3 Ef) SO B E
SRRV, (HEAT L

load EAJH) HARYE 1 IINEE] A A7 h il DLEOIN AR B o 3 T30 e B B O/ B ROURSRA, H bn i ar a3, m] LA S e A
R H ARSI, WK BRI A “>7 255 2 5. IR HARR RN CHIEMED , WE “>7 FF5 A EA R .
HARFME R — Dbk BT 2R H AR R — ANk, WA 52 AR . XA LR, ISR EE R TIREE A o X
ELF XA 755 19 51 o] AR E NS H AR . EAT55 A T AT SR da sk 3 FL 45 At bk bk S

R B AR Ak, PR A BRI R B iz k. REEJRAT A ARt bt R k. Bl XSS VERD PR ELF Boingk s 5 AR
HuhEASTR] (A ik o

24 H bR AL R A5 ) T Y R A5 5 I, ISl E G T RERARINT . Indbhl oy HARVER A da bt X5 RA —A> H stk
M CAET7 AR SRR IR B AR SE T BN T HARTEH R RN (S Ui aG i), PRI BCRENE . EXAEIL R, A
BB HAR P RIR AR TN — BIREARRNKT Hbsuf, BRI 2ok I4% H AR bk Bl K/ NET .

2 A B R BEIR (B ant & 24> BU) ELF SO e 0 33 B B . X R BUONAE B sttt o R g fi € — bk sy, #f
BN AR [F) — bk A = e

load 1A ) fie i W A 4% A4 BRI BRSO A o I AT RE 2™ A e AN R OB, BARE TIOR8 . b i Y5 2R i BRI
.

ELF SCH——f %A ELF SCRRAE AR I 30 R BT B, FRARFTE BUERBE N ak; (X &8N SHT_PROGBITS &
SHT_NOBITS R4 By . ELF SCHEH BT A Bl B BRI E AR/

# these two loads are completely equivalent
load myEl1fFile;
load myElfFile > .;

S-record U ——CAFI N BRI OV N FBR, BB G, I A SN 4 T DR RS B0 X BB R Sk
XIRIT a6 . KB RA B AR ML

load mySEecFile;
TRERISCHE—— S A N R R — N B AR RBE N B B . (EE, RSO R A AN ERAKE.

// load an entire binary file to an address
load myBinFile > 0x70000000;

// load part of a binary file
load myBinFile > 0x70000000..0x70001000;

ZRE R —— 7 Kl DL IBTT U R SR A SR S A SR LR RSO [FIRE, SRR Rk R A B AR
HEA - NERKE.

// load an eight byte blob
load {{ £f£ Z2e 90 07 77 5f 1d 20 }} > 0xa0000000;

ELF BFR—— W R A RARIN#R ELF SCPFIRELE B, ISR glob RiAsUIL# ELF BUNiRE. ARBAMINEZEL, HSL
% 3.9, B, BHREIEAR MR EDNBRAIRIIIER, JEER “from” KT ELF SCHFHIIEA AR, W12 load EFI/E “from”
AN, WATELmE “from” SGBET AN RIIEA AR BURRBIER T iZifik:
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// inclusive section name
load $.text from myElfFile;

// exclusive section name

load ~S5.mytext from myElfFile;

// example load inside a from statement
from myEl1fFile
{

load $.text.*, ~5.text.sdram;

}

ELF SR A BOA A B AR E AR, IF RSB RS L Tz B, BRI A R B Uma H b . sibr b, elftosb St
TAM So e fi— ELF BefiBE A B H AR, B 2 A BOMBE]F — AR A B o 55— 7, A A Bed e fr 2 A 47
TRET L2 IR

ERBE “load” K72 J5LLESHFEN ELF Bt RRRIEARTISERRIIR X FTER ELF BOZR—id i€, 503 il A~ B 4% FRai i 48
HRIRTFZFF C“~7 ), EXMEN T REILEERES. fla, Baf “~$.sdram.*” WILECENALL “.sdram” FFkHIEL.

BHE LIAMRIDH A=A Inak a4 . BB RS text.* " ILFL AR L« text.” FF3k ) ELF B. 5IZE F 25 44 FK (~.text.sdram)
VLR E— B A FRILEC I ELF Bt 1H4N “.text.sdram” FIERAN. @S IE S “.textocram” . “.textsdram” . “.bss”
F1 “.data” , MNIEFE “.text.ocram” .

BPE——BHUE R MR B . A IR TE A DO R BRI B ARtk (SRR AR K.

# pattern fill
load 0x55.b > 0x2000..0x3000;

# load two bytes at an address
load 0x112Z2.h > 0x£f00;

U SR B AR B AL, BRSSO K A A BRI SR A load AR AN nEk E] 0xf00,
BN EEHUE 7R

LUE S RE<S-4 )12 R o 11 (e = M LR EZR e = Do KONt P s IR o <5 N0 N NN s e = R S R (P 1 o

FRF 8 SCF—— T SO IR IR S i SRR AL — R R AE AR IR AN X, ZE X
Ry P BB AT I AT ENRE R . BB S IX S, AP AT LMEH] call i &) F 4T Bl -

# load a string at the address of a symbol
load “hello world!” > myElfFile:szMessage;

3.121.1 Load IFR

g 4 ) IFR I T4 5 A 200 U 1) Bt g A2 21 H Bz B b B s B IAAF IFR R 51

elftosb FIF¥558, % 7hK, 202042 5
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FARERIn R

load ifr stmt 2 2= *load ifr" int const_expr ‘>’ int_const_expr

load IFRIEAIA ML, —Fu2gfes] 4 777 IFR L&, 5 M2gifis) 8 317 IFR L H.

4 3 load IFR iEH]

section (0)
{
load ifr 0x1234567 > 0x30;

}
8 ‘=97 load IFR i&4]

section (0)
{
load ifr {{11 22 33 44 55 66 77 88}} > 0x40;

}

3.12.2 A (Call)

call i &) I TR 51 DB fir &5 1244 NI E P A7 ST AT — A B8 bR 80 P 0 2 e 3 ) R SR R S B 7 E
REE A RTEIE LN PR

call stmt ::= call type call target call arg?
i
call type ::= ‘call’
‘jump’
i
call target ::= SOURCE NAME
| symbol ref

| int_const_expr

call arg ::= ‘(' int const_expr? ‘)’

5 load i&H)—FF, call iBH) DAFIR BTk o (HEAR BT, &G FARTAE. IO TR 1k 5% 08 1) A8 OB RE & 1 )5 Zh
4, BB T EshE G R BE, “call” mAMNIZIRE S SIMEEE, M “jump” A ARGR FIS| FINEEF. T
%, “call” 42 ROM_CALL_CMD, “jump” i ROM_JUMP_CMD. # ><iXLearAHVEans B s i mEUsEz
B2 LA Sh B A% BT SR .

FENRER R T 2 Ja A BbR, SCR=FIE, RA#BERIEL. rA R EARE RSy — DAl RO RN 41X
=R

S —— W SR A IS A R A B bR, I call 15 A A U8 SO IO E R H bt . X SR IR SR R — A
Mo WRAE TASHFREN FS B0 A W BN DRSO, s H .

# call the entry point
call myElfFile;

4 same here

jump mySRecFile;
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# this produces an error because binary files
# do not have an entry point
call myBinFile;

BBRIEA—— R BRI B A A B EeRIA A 1Z3RE B 5 call B jump J5 3l 4 18 F ) s S0 k.

# jump to a fixed address
jump 0xff££0000;

Fe—BRE R RBEERIEAN 55— MIB, (HRHs 2, X ELF XA RF5 51 R EURPE AT B AR SCRR R AR Ap
VST B 2R =0l FH 3 T from 15 A)4R HE VR SO . 7E from 15 ) 2 A8 FH RS 20k SUR R I o BRSO R AR LE I 75551
AR ELF SR FUECAF o BRI o

# call a function by name and pass it an arg
call myElfFile:initSDRAM (32);

# this is the implicit form of symbol usage
from myElfFile
{

call :reboot();

}

# this is an error because Srecords do not have symbols
jump mySRecFile:anEntryPoint();

TR, RS R br EA e F] AN S g, e R AR AN bk, B R B T SR TR E

call ARG — 2 R ZHE . B — M HIE SRR N EERIA N, ZREF R A BN DS HLid s A
BhEE R B A . WARE AP ASRIEX, WSHERNNT. FHEFESERTAREES.

3.12.3 3R¥E(From)

from B IIEERE R, TEGR N, AR —AEIEME. ERSDTEEMENmS. MR, M from A LEARR EME
FH G o i 2 T i FR IR A TR R

from i5A) ) &7 STV AE LA N

from stmt ::= ‘from’ SOURCE NAME ‘{‘ statement* ‘}’

from i5A)th “from” SCHE 7 PRARIRFT A G SHHER K — RITERH M. A6 55 RA LI 5. FATS 2 RV EA
MEiES), HEZ from iERERSL, BUAASIRHREME A .

R () load A1 call i )5 K UEC AR . from T8 iRl A Dy H v 3 ) ¥ BLZ B aQURSC A o IR AT LA iy 4 ST SE 1T it
R G b

from iEH)

# name our input file

sSources

{

elftosb FIF¥558, % 7hK, 202042 5
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example = extern(0);

}

# create a sesction
section (0)
{
from example
{
# load from example and call a function inside it
load $S.ocram. *;
call : start;

}
IRIRBIE R T Wl A from i5A) . from iEA)H R load A call 15 4] 35 A 5205 AT MR . BAZ MRS SO sk ar 4 B2 “_start”
FFS AT IEAS SO 2 from 1) 9 1% B 1 A H BERR 2 IR ST
load iBEA)INE R FIIEH A FREL “.ocram” JFL M FTA B . call iBA) AN — MRS shar 4, fa AR BIRESCHRH “_start” 755 1tk

3.12.4 #Fx(Erase)

erase IHAIAN — 5 SN F a4, LHEERINAG

erase i&A)IEEN:

erase stmt ::= 'erase' address or range
| 'erase' 'all'

erase IEAAFME . BERAFERN GERETD @ —MERITE W HANGAR Y. Zid SRR iR T 51 SR F iz
TR E DU S| ST 2 S HEAE NS . ROM 8 RAM .,

erase EAJAIEE “AIE AR ML BIETEFE N S8 R S 12t BEE BN S K N AE RS X . IR A X, 1Stz
XAk

erase igH]

sources

{

example = extern(0);

}

# create a section
section (0)
{

erase all;

load example;
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3.12.5 THI(Print)

print TEA) SR LA S = MEARE ARG A, H T AR ATV RSB EE R . print 6 I =FPR AR
TR LS H AR N S5 7Tk, R0 PR :

i
i
3
Of
>
i
2
S
=
af
o
=.
=}
—

print stmt ::= ‘info’ STRING
| ‘warning’ STRING
| ‘error’ STRING

r

info EA) HEK I BFTENRIbndE I . BRAEARRE 7B B T EERG E Thag, BNNZE B R 27 . warning IERFER 5 info i A)
AME, BT EEEBZRIMLET “ wamning:” (4. ) . WA, ZBEEIBEAT . &5, erroriEa)4 rl1{E 1L elftosb 4T,
FEFTERLL “error:” SARTZR T ..

print i&4]

sources

{
# give the ELF file a name

afile = “file.elf”;
}

constants

{
¥ create a constant that is the size of a symbol
bufsize = sizeof (afile: my buf);

}

# create a section
section (0)
{
if bufsize < 128
{
# elftosb stops after this is printed
error “Buffer size $(bufsize) is too small!”;

}
else

{

info “Buffer size $(bufsize) is acceptable”;

}

/* ...more... */

}
X = print 155 25 S5 AT RAU Unix Shell 28 585 # 1 TR 8 e BRSO AR R B AL IR A R E T8 5 IR 87
FESVENRTER, NIRRT BT BN B bR e Rt 2 AT, AR FIME

R, NEEEMRE —E RS EETN, B SGETURES 5200, (FFERIRIIETS . SCFrRmmks i
BURFAFCd” X, — IR BEME A —A> “d 7 P RPR s s o b, “x” P ReR S Qe o to8 it i in, “$(x:floop)”
K& “floop” %A+t
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Sch
3.12.6 If-Else

N T REE IR R G g T B AE (15 B R AT S, elftosb $R4ME if-else 6] . IXSeiE AR AR 5 25 AE A AR T HARE S 0 if 1B A —
FEo AT LURIE 75 ZHE 2N if-else 1HA). BRJEH) else 70 SRR ATEERT, AT LA R,

HAEE R
if stmt ::= ‘if’ bool expr ‘{' statement* '}’ else stmt?
else stmt ::= ‘else’ “{' statement* '}’

| ‘else’ if stmt

R LS ANSI CH AR “if” KT e MA/RRIEAAFERESIHER. Hoh, AT ER if M else 7 5CiH A KI5 1
k.

if-else 154 o VR T 2R BB ), G from iB6). RZIRR, if-else &AW LLUBAE from 186) .

3.12.7 Erase QuadSPI all i&4]

erase QuadSPI all 15412 A SMEE QuadSPI N A7

FAREN:

erase gspi_stmt ::= ‘erase’ ‘gspi’ ‘all’

Erase QuadSPI All 4]

section (0)
{

erase unsecure all;

}

3.12.8 Erase Unsecure All iEf]

erase unsecure all {5 ALK ERRIE N N INAZ 25 INAE 22 4tk
HAEEN:

unsecure_stmt = ‘erase’ ‘unsecure’ ‘all’

Erase Unsecure All iE4)

section (0)
{

erase unsecure all;

}

3.12.9 Enable QuadSPI i&f]
enable QuadSPI A4 F 4L 1T in#k 2 RAM 28 sk tG 1k 455 QuadSPI N1 .
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FiliEN:

enable stmt zz= ‘enable’ ‘gspi’ int_const expr

Enable QuadSPI i&4]

section (0)

{

¥ Load guadspi config block bin file to RAM, use it to enable QSPI.

load myBinFile > 0x20001000;
enable gspi 0x20001000;

3.12.10 Reset i&f]

reset il AL — AN 51 IR BAian &, HTRAHRSEIE. 51 SMERES 2 2 a2 )5 SB X i Hithar 2.

HABEA:

reset stmt 25= ‘reset’

Reset i&4)

section (0)
{
reset;

}

3.12.11 HrHERRIREHIBL A

HHERRAR BT IR B ) L B — A 5 SRR P ke ar &, i dr SRR 2 T I E iR RS . 51 ISR 71 BBk fn & 2 )5 SB

AR it % B NS ECRHERIREIE. 2B A SERB L. F =AY (TR G EBE R RS 4.

HABEWT . HH elftosb STAYH 41 T call_target 1 call_arg JG3 .

jump sp_ stmt 1= ‘jump_sp’ sp_arg call target call arg?
sp_arg = int_const_ expr
HHERR TR Bk R R

section (0)
i

jump_sp 0x20000e00 0x1000 (Ox5a5a5a5a);
}
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3.13 EHER

elftosb ) i W22 ] BN Ay ELF SCHFRBERE BIEN I R, AZ N D UL TIR 202 (1 C IB 4TI € L) _start 775 .

AT E RS R S

// Define one input file that will be the first file listed
// on the command line. The file can be either an ELF file
// or an S-record file.
sources
{

inputFile = extern(0);
}

// create a section

section (0)

{
load inputFile; // load all sections
call inputFile; // jump to entry point

4 elftosb FHER

it -k/--key AT AT IFRIR LS, elftosb 2 PSR ARE W . B E A7 a & —NEY], e h 32/64 ANt
W TR S AT 8, MILRE 128/256 fr s PIEdE. £ DNEPSF PR I AN E . AR —1T. TR

AEE,
B 16 F RS 128 Ar8 8 K S

3F3CFBCO01F399991035C3C6C7065924
1BA3CD4030FC4376B4AAECBSES32432E

A 17 5E > 256 ALEEA K S

AABSCCFB687D378CS93821E8793337EASF98B48A0B596F36CDD169347322E8C8E7

ST KA B S

5 XA ap@3XHEE
ir & SCAFAR AR TEVE (I R B e i sQ(EBNF) 2o i F .

command file ::= pre section block* section def*

r

pre_section_block
:: options block
| constants block
| sources block

r

options block ::= ‘options’ ‘{" option_def* ‘}’

r
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By A i & SCHRITE
option_def ::= IDENT ‘=’ const_expr ;'

constants block

::= ‘constants’ ‘{’ constant_def* ‘}-

constant_def ::= TIDENT ‘=' int_const_expr R
F

sources_block ::= sources ‘{’ source def* ‘}’
’

source def ::= IDENT ‘=" source value ( ‘(' source attr list? )" )? ;'
[

source_value ::= STRING LITERAL

| ‘extern’ ‘(‘ int_const_expr ‘)’

’

source_attr_ list

option def ( ',’ option def )*

section block ::= ‘section’ ‘(' int_const_expr section_options? ')’

section_contents

keyblob block ::= ‘keyblob’ ‘(' int_const_expr ‘)’ keyblob_contents

’

keyblob contents
z:= Y{' ( (" keyblob options list ') )* '}’

keyblob options_list
:= keyblob option ( ‘,’ keyblob option )*

keyblob option ::= ( IDENT ‘=" const_expr )?
i

section_options
::= ';' source attr list?

section_contents
::= Y{' statement* ‘}’
| ‘<=' SOURCE NAME ‘;’

r

statement ::= basic_stmt

| from stmt
| if stmt

r

basic_stmt ::= load stmt
| call stmt
| mode stmt
| message stmt

r
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load _stmt ::= ‘load’ load_data ( '>' load target )?

r

load data ::= int const expr
| STRING LITERAL
| SCOURCE_NAME
| section list ( ‘from’ SOURCE_NAME )?

r

section_list ::= section_ref ( *,' section_ref )*
i

section _ref ::= ( '~’ )? SECTION_NAME
i

load target ::= .’

| address or range

r

address_or_ range
::= int_const_expr
| int_const_expr ‘..’ int const_expr

r

symbol_ref ::= SOURCE_NAME? ‘:’ TIDENT
i

load ifr stmt ::= ‘load ifr’ int const expr ‘>’ int const expr
i

call stmt ::= call type call target call arg?
i

call type ::= ‘call’
[ *jump’
i

call_target ::= SOURCE_NAME
| symbol ref

| int_const_expr

’

call arg ::= *(° int_const_expr? M
i

jump sp stmt ::= ‘jump sp’ sp_arg call target call arg?
i

sp_arg ::= int const_expr
i

from stmt ::= ‘from’ SOURCE NAME ‘{' in from stmt* ‘}’
i

in_from stmt ::= basic_stmt ;'
| if stmt
;

mode stmt ::= ‘mode’ int const expr
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message_ stmt ::= message type STRING LITERAL
i
message_type ::= ‘info’
| ‘warning”
| ‘error’
;
if stmt ::= ‘if’ bool expr ‘{' statement* '}’ else stmt?
r
else stmt ::= ‘else’ '‘{' statement* '}’

| ‘else’ if stmt

’

encrypt stmt ::= ‘encrypt’ ‘(' int const expr ‘)’ encrypt stmt list

r

encrypt_stmt list

= Y{' ( statement )* ‘}’
[
erase gspi_ stmt ::= ‘erase’ ‘gspi’ ‘all’
i
unsecure stmt ::= ‘erase’ ‘unsecure’ ‘all’
;
enable stmt ::= ‘enable’ ‘gspi’ int const expr
[
reset_stmt ::= ‘reset’
r
const_expr ::= bool expr

| STRING_LITERAL

r

int_const_expr Ii= expr

’

bool _expr ::= int_const _expr
bool_expr '<' bool_ expr
bool expr ‘<=’ bool expr
bool expr ‘>’ bool expr
bool _expr ‘>=' bool expr
bool expr ‘==' bool expr

! r

|

|

|

|

|

| bool expr ‘!=' bool expr
| bool expr ‘&&" bool expr
| bool expr ‘||’ bool expr
| *!" bool expr

| IDENT ‘(' SOURCE NAME ‘)’
| (' bool expr ‘)’

| ‘*defined’ (‘' IDENT ‘)’

r

expr ::= INT LITERAL
| IDENT
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I
I
|
I
|
I
I
I
I
I
I
I
I
|
I
|
i

symbol ref

eXpT
SXpT
exXpr
SXPT
SHDT
SXPT
SHDT
eXpT
SHPT
expT

‘+' expr
‘- expr
VAP eXpr
/' expr
‘%" expr
‘<<! expr
‘>>' expr
‘&' expr
‘|7 expr
YA eEpr

unary_ expr

expr ‘.’ INT SIZE
V(Y expr Y’
‘sizeof’ ‘(" symbol ref ')’

‘sizeof’ ‘(' IDENT ‘)’

unary expr ::= ‘+' expr

6

6.1

r

‘—' exXpr

fi3% B: SB B3hHE B
N

AES-128—— NP1 % 4 K/ A 128 471 Rijndael %15 .

Block cipher (Hufin) ——i&ifflT N={64, 128, ...} P hnas 5.

CBC—— e, — Rl Y ST Bk 1) S 5t 1 3

CBC-MAC——{F I v+ H 103 B AAIERD o

Cipher block (JIN#H) ——s8fTHunsEE /N s & .

Ciphertext (30) —— =545 .

DEK——¥ i &9, Wi KRR s i — 1 5 i .
ECB——HL TR AS, — P 8 SO 2 [0 T8 R A K n s i e

Hash (V&%) — B HHEE.

KEK—— 8515, T s &5 91k DEK.

MAC—— BANTERD o 3R AL 52TV B 0y B8 IEAS 7

Message digest CiH EAHE) —— A a5 B0 MEHE T S0 i — (8 . ARt se A & (BRAETINED

Plaintext (W30) —— RN K55 .

Rijndael——33% EEUFEFR I BAL DES 5. 24F “rain-dahl” .

Session key (ZHEE) —— IR ARAIMEZEH. REggH K.

SHA-1——0] ;=4 160 Az il S B FI S A Bk
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6.2

B A B BA% SR RYE AES-128 HYZERIE, s/ NICR/N 128 A1) 16 />575 . AES-128 2 HI T I 3 sh LR IR Frsoin# «
S H BRI ME N BN BRI T A AL, AT U R RA AT I

KT HE— RS ST, AR T B, BT LML A MRS IR R R T LN AR 5
[~ #85. BROET —NEEIA A, T FHORS] SRR EE (P A5 — AR

S QAP 22 DhBE I XTI B AR e s Bt T A0 . i, BERAAE T CLREAL Y 105 Sh BTN 4 A . 1105 S AR 2RI 72 i
BRI A M. AR ASEBRME 2 IhEE, AR 0.

6.3 FEARA

FEARSOR T, A T JURIEEA) C RAURFTRInE B, B HIMEAR EZ TR . RS2 LA F PR .

//! Bn RES-128 cipher block is 16 bytes.
typedef uint8 t cipher block t[16];

//! An RAES-128 key is 128 bits, or 16 bytes.
typedef uint8 t aesl28 key t[16];

//!' A sHA-1 digest is 160 bits, or 20 bytes.
typedef uint8 t shal digest t[20];

//! Unigue identifier for a section.
typedef uint32_t section_id t;

6.4 BINHEBRKN

FAB GBS A FXIE. §5%, AUk, RS ARRENEAREE. Mt PBR, BRI, Efd T
BRB SR M TmEREE, BERM TSR N EHNEA 7. R)5, SBEHEHLEE, Dol SR K
PREART . ), BENARRZAN BRGNS, TEER T EERINEANE.

B BT T LR RGEAR B ASSCRFRENLYT R, RN 5 R R AP RO . (B, iz s —LThag, ML
BEHLYT R G, IXEEThRe R ARE A M. B, BB WA SR H RS TS AR NS R . X0 T ROM FEAZ 45 5]
A, AEZ AT B B B A SR AL S TR R RAE B A R Sh B3 2 A HLHEAT B SR 5 63 B8
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Boot image header
>PWWH
!
Section lable
_f"'\_.j
<
DEK dictionary J KEK, », encrypled
_5: Section ¢ Boot Tag 3
Section 0 (bootable) 7 DEK encrypted, CBC mode
Section 1 Boot Tag
Section 1 (data) » DEK encrypted, C3C mode
Z
Image authentication }v DEK encrypted, C3C mode

Bl 2. FEh BB X5
IR IIEA AL RN AE AES-128 INF LA/, R 16 34T . SCHEA R XU 4 IS UL 0T 0h . BeB A RS 7 B LA
i 1 U AT M AL

6.4.1 HHBhrk

JAEIBR IR SRR AR INE . ERA T A RBMERNLEEE, DU R BE T H A XIS — L8 T 4R .

BBAR KM R/NGLS RN E SR DU E . SRFE P R TR F A AR B B VBB LE . an Rbs Sk mT LASE 3 B i ) S s — 4
mEg, MEFHER. J&HEEEBRERFH.

BBAR L C L 5E SUN:

struct boot_ image header t
{
union
{
shal digest_t m_digest;
struct
{
cipher block t m_iv;
uint8 t m_extral4l;
bi
bi
uint8 t m signature[4];
uint8 t m majorVersion;
uint8 t m minorVersion;
uintlé t m flags;
uint32 t m_imageBlocks;

elftosb FI P58/, % 7hX, 202042 H
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}i

uint3Z t m_firstBootTagBlock;
section_id t m firstBootableSectionID;

uintlé t m keyCount;

uintlé t m keyDictionaryBlock;
uintlé t m headerBlocks;
uintlé_t m_sectionCount;

uintlé t m sectionHeaderSize;

uint8_t m padding0[2];

uint8 t m_signature2([4];

uinté4 t m_timestamp;

version_t m _productVersion;

version t m_componentVersion;

uintlé_t m_driveTag;

uint8_t m paddingl[6];

fffsx B: SB A&

TR T boot_image_header_t 157 B, ym_flags FBE LAIbRE NS —NEFR.

* 8. Gk TR

TB VL]

m_digest BEHT BT bk 7B SHA-1 %, |77 16 M3 (R3% 20 )
EH1E CBC i X sk Iyl dE Ak 1) &

m_signature G4 A “STMP” .

m_majorVersion

JA BB I AR, RN 1.

m_minorVersion

JR SN BLERE A RE A, R 1 82,

m_flags

RN BARIIbRE.

m_imageBlocks

BAGEBIORAN (CLHCN R .

m_firstBootTagBlock

MESTAETF S B 5 — 13 SRR EE (R0 2 B ) (i £2 2 o

m_firstBootableSectionID

JR BT b B B R ME— B ARAT

m_keyCount

DEK i % H 3.

m_keyDictionaryBlock

MBI kTP 4G, DEK FHL e s B s .

m_headerBlocks

BANBBIRLIRA, DO AL

m_sectionCount

Bt

m_sectionHeaderSize

BObRSk IR, DB AT

m_padding0

WHRWAFY, HTH m_signature2 57 A0 5. B AL
18

m_signature2

IR BCEN “sgtl” o IXANE A DU T IRERRA R T 85 T
1SR

m_timestamp

QUGG FI AR (B v ffn) . KR/ 1-1-2000 00:00.

m_productVersion

7 i RAS o

f@ﬁ?ﬁ%7ﬁﬁ? ......

elftosb FIF¥558, % 7hK, 202042 5

] 260

i

Iy

M= 3k

31




Wit B: SB BRI
*® 8. SRRk TR (8

TR Pi B3

m_componentVersion BRI

m_driveTag AL SRR IR B 23 B X BRI AT

m_padding1 W)\ AT, ATHmmE. %8 ENE.
£ 9. R BR TR

W £z L

o

ROM_DISPLAY_PROGRESS FIFEHPAT A 2 M R

ROM_VERBOSE_PROGRESS

—_

FENEHAT Ar & HAb 5 ARSI S . DOEM
THEEERT
ROM_DISPLAY PROGRESS [#)1#%#t..

m_majorVersion 1 m_minorVersion £ B4R A sh 8515k A, A2 ROM Mkl (5 PARTIE 31808 N —FE) o ETpE
FECUETA 1o S B, ZE AT S AR, BRI S SRR T o T AR S A 5 S IR
SERTRRA A% S o, B B N1 . i, 7274 m_headerBlocks FB, [H A BiARAR Sk (AR A INHET 7 Bk M5 3
Ko FEXFEM T, {URH m_minorVersion it . (H2, WREFHFEAGIRLTE, NWAHTI 5] SInER ALK o ik s s,
I H m_majorVersion FBA U . A5 RARAMTE Z1EANE R, 1S WA SRR RIS RRAR.

IR m_keyCount I A%, MEZNEAR AN . WRF A= DG —NEY, WIRZX B RHEAT I .

Pk i) SHA-1 i B AL 7 XEARINE FE I EA S BIA S . EARMEMBSN 22k, BT e bRk A E AR o BbE 2 &
AHE, R EARAUEM RS 2 Sk

FESCAFI AR 7y, 2418 H CBC BN S L A 2 i, m_digest =EUHT 16 A>T #RI FIERIaa (b In & o %30 2 2 WAL,
NPT A B F bR L AR . m_ timestamp 7Bk 1 H A SCERIATESN, BT OREEA QIR BT A I SThR S B AN R . B
THREbR R BRI 2 A, X AR E L, ROy SRR A % 7 8 AT IR E

m_keyDictionaryBiock T BtE T 815 3 ROM IR ST FR Sk FIAER . 1X AME R LA AR AR Sk Z B R iR Ok, (IS EZE AT
LLIE D> ROM ARG 5 Sk 7 B (A R B

m_productVersion Fil m_componentversion B, & ik F 85 B I AOAE . X s BUE DL R C 458 e

struct version t

{
uintlée t m major;
uintle t m pad0;
uintlé t m minor;
uintlée t m padl;
uintlé t m revision;
uintlé t m pad2;
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fE version_t Z5 M INRED LB IREMBIT AT BUR, A S EER A5 BCD M. PIASRCAS 1 ERIME 7 999.999.999.

m_padding0 A m_padding1 7Bt X 5¢ HAth 3 BL, FRRE SR/ Oy — MBI B X855 78 G SR K i B b
BUE, ARk “ A" . HTmEHE K.

6.42 BR

ZBER I L R s R A B ARG R R 5] . eI A DGE T T2 BIAR &
ZARIGAARNINE, IF HEIRAE SO B ARk 2 JE A1 DEK T2 i (CWRAFAE T4
By C R U AT

N

struct section_header t
{
section_id t m identifier;
uint32 t m offset;
uint3Z t m length;
uint32 t m flags;
bi
struct section table t
{
section info t m sections[l];

}i

T4k T section_header_t 1% 5B, Jy section_header_t #) m_flags B E L HIFREWE —AMRITR.

R 10. Bk 7B

TR Pi B3

m_identifier LB 32 S ME— AR IR o

m_offset BRI, BRI LR

m_length BRI (CUMEICON AL

m_flags &M T BB &

£ 11. BirE

WE A Pi B3

ROM_SECTION_BOOTABLE 0 ZEONTEAEL, RS — RIS SN
Jriin 4.

ROM_SECTION_CLEARTEXT 1 ZEBARINE .. AUER T BB BRI R
cUna .

BRI RN H KR H 51545k 1) m_sectionHeaderSize 7B, % H KEIRZEBEA NS, BENFHITER . RPPTAE %
HEKEME. E3CHERRA 19, BRAHNKENRAMER, L.

B M (LR BRI B D 81545 m_sectionCount FBh AL, X T AT B S gok i, ZEMBAELN 1.
WHEAN 0, MEBALEEHWS, HEBINER. B, BHEDSH AW E T ROM_SECTION_BOOTABLE FrEHIE, Hif% At
o
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B % M K /N & (header.m_sectionCount * header.m_sectionHeaderSize) il % 3t =i (header.m_sectionCount *

header.m_sectionHeaderSize * 16)F .

6.4.3 DEK Fit

T IR RBE N BB R — IS B R AR Sk . RINE TR B DEK 74,

HEMEAFR—AEGR SEERENE T EY R KRl R R Sh BRI LR —ASFr & 9, BRI In & % 51 (DEK)
RSB BRILT AN, BeR M AR Ik DEK NG . Gl i Pl AR BESCRR 3 P s PRI DEK, Kz 7 i T L2 4

T7 AMERTES 5E % 3 PN 21 DEK. PRtt, iR EAH A% %9, DEK RKIZE LR .

U RN % H S R A B AL T EAERS(MAC) TN ) DEK A 5. MAC 784456 hY (AT RMCAME) - &, K

X R EE DEK MU #d

] MAG, E(DEK, KEK;)

1 MAGC E(DEK, KEK,)
N-1 MAG, E(DEX, KEK, )

N MAG, E(DEK, KEK,)

- AN
h 4 hd
CBC-MAC computed DEK encrypted
witn KEK with KEK
&l 3. DEK F i

MAC J&ifiid —FFry CBC-MAC HIBARA K. BN BURIIbR LB R IG 2 # 2 WISC, fE CBC LMl 45 72 7 Mok H i) KEK it

Tz . v MR R e R IR AN E . R AR, AR R JE — NI E . AR A d e — NI B

DEK il C 28R g LanF -

struct dek dictionary entry t
{
cipher block t m mac;
aesl28 key t m_dek;
b7
struct dek dictionary t
{
dek dictionary entry t m entries[1l]:

b

B2 H P m_dek 7 BHE CBC B MR A SEFR L0 IV, FIH KEK ZEATINE . AXRAFAE m_mac 7B+ CBC-MAC %5

REATINGE . XA WBE, BFIOYERH %4 OTP #HHA M
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P4 H 2 R B AR HT m_keyCount FEUfIE . 7L K/MNIGZ N header.m_keyCount * 2 Ml Hesl header.m_keyCount *
32 /M5, W m_keyCount A%, Hi4 DEK FHIEGAZ A i FMEAT NS, 3 HEANGGRME.

X IR/ R E — SEBRBR )R SR SIS TR ok R, R B BT/ (I (AU . 228 R DEK IIEER N O(n)s

6.4.4 Bt

FE A BOSORIR B2 AT, H5A — MR IORRIZANEE B, PR TH0A T — B, JCSebRasRioR R ahhRse, B 3h ROM R & IR R B,
S 1 P A7 PR B A SR WA o TSR R M S B BT 24 5 OO DX B —— P — R, 53—
75 SR SR 1 B 2 M B kok

JA BIARZE I SE PR 4544 /2 ROM_TAG_CMD 51 S INEAE 7 e 2 1454 . 5 shhn s 2 R sl dy 2 a5 mT LAfa i ROM AR . R&&dn &
AL 5 Z IO AR Bt DX B o H P R e B 0. H b fpe S B R BORR IRAF B (AU AL

T & B AR VFHTE, PIZB MK EESERs Efg AR — N EaitRaE. XFE, A2 ROM AT LU AR IR IF A0 5 SR 28 T
FBE SRR A R B X I SRR Th A RUR — R SRR IR 4 W B CH ROM_LAST_TAG #3:&, LL# B ROM AU (43 1E 4 R .

6.4.5 BEIEXIH
BEIE XA PR, B8 —R5)EsimS RN Es X B MR EeaEE s X, HprT a4 ket s 3 ROM 4b#
AT . XS D AT A2 7 7 N R 748 R 7 58 Ul At 80

AR BIIX IR A 2 B HE P 10— R A5 IR a4 . AR S BLL iR 4 L ROM_TAG_CMD 35| S #fe /i & 7Tk 4555
FINEREF L M5 2 RIS B, 155 WA 9 Y.

79 MCU ROM €I ) SB SLAF L ATLAT] JE BB T 46 . ROM {EIL AT JH B B AR R A7 1R AR BE T AR o K 200 FoAt vl ) sh BOM B B

B XS BT A 20 5 S A BeR v BoRIIBUF AR Rl . R, fERshBig T, Bidn's A 1 MEEE XS Zih T Bedn 5 o8 0 4L
WX G, Hoh, EBEIEXIE fioi e 5 HASEAE R, RE 8 AN s Yetg 41 B sSr i — 8 E . XL R 5 75
1k, ROM 5 J& hAs 4% il kb

6.4.6 HRIERG

AR BEEIIEARS SR, ZRAE U 2 RS G R BN WA A K CHRAERAEI) o AR ZMEH CBC #ixlF
FI DEK i 1) SHA-1 45 22 IAEACRS RS 5 b o5 FI PN I 8, IR 7E SHA- SR 5 — A7 R il =P K IR (5 SHA-1
FE Iy 160 i, INEHN 128 fi) o BT TR E NBEHAE .

FEMNCUNH P EAA N, R IS0k BISCBER. DEK 54k BISCBLN %
WS A RS FFARALIGIE, DORMLERIER . (B, WERMEMAN CE e, WAk A TR ARAE.
TERINE IR ENEE T, BRI MR R AR 1 o ZAD A BRI, (RS R AL  EANBEAR 1 e B A T

IR RAB AR 2 M N 25 Hed 5 (header.m_imageBlocks-2) 7T 4 »
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6.5 N4
6.5.1 M&ETE

InE PR ATE elftosb SEH TR, BB 2# ELF 8¢ S-record —#EI U N JE 2145 . LA FIFFIE R T elftosb % 5il%
NP

1. MEEWICBR bRk

a. IV

b. XIELEFR kAT SHA-1 iH5
2. RIS BGE
3. A4 DEK

4. XTEA KEK:
a. B KEK %804
b. A IV=0, XfBISCH B ARLEET CBC-MAC it5
c. fE CBC MR EFLI IV, A KEK In# DEK
d. CEARINE CBC-MAC Fin# (¥ DEK & 3F 75 H
5. XTEANE:
a. ‘£ ROM_TAG_CMD fEMIkE ) a shbns
b. fEH] CBC MK EHFRLH IV, N 5 hhr%E
c. AMHIERIMAR
d. f# CBCHAMKA LTIV, MEEBRAE
6. THEHIRN SHA-1 5L
7. fEEH] CBC 5 mAK H AR R IV, s e 45 4 2

6.5.2 MREIRE

L REE ROM AT o BEAL, 30AT — D BN TR, hnr T3k 5 (%05 sh 8 Bk AT i

1. EEIBHEAR RIS — M AN E Huh 1) m_keyCount FBAR/R G R A DN . WREHZ N, M m_keyCount
K oNAEEE.

2. EEEHGARRE, % P S PN AT CBC-MAC il 5.

3. XITF DEK Tt i aA 2% H -
a. m_mac FESTHHE K CBC-MAC &R IGHL? R AITE, BHEZEF—1%H.
b. W m_mac ‘FEILAS, W% P DEK JFR H 5.

4. XA BER AR P B X
a. 7E CBC#aUTMAIREARLT IV, FIF DEK ff# XK.
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6.5.3 Ezifd

BB R E BB — RIUR B & DL IX S & P AR HE . iy EE— R TP UG IR IUT AE B . AR Bl & 5 A
Y, NS Za SR BRI T INE . BB C ke XN

struct boot command t

{
uint8 t m checksum;
uint8_t m_tag;
uintle t m flags;
uint32 t m address;
uint32 t m count;
uint32 t m data;

bi

WEPEA TN A A A& T AEA R S BRI, A b i i & R RRAG B R R ek . fERZ S BL T, boot_command_t (1%
N FBAEFAN AR BTSSR T XN,

K m_checksum =7 BB i & R #S R AR R A TH 507 30, BT DA 6 SRR 3 —F o i BU At 17— P I s L 8 i 77 R B e
ISR SRS ARG FIMBRETFar2 . BIA 8 A HE EA E UL S P 4R sy B, (Ea LLBEA o

RS AN TS IE IR

boot command t bootCommand;

uint8 t * bytes = reinterpret cast<uint8 t *>(&bootCommand) ;
uint8 t checksum = 0xb5a;

int i;

// Unroll this loop for better optimization.
for (i = 1; i < sizeof (bootCommand); ++i)
{
checksum += bytes[i];
}

E%,NﬁiAFﬂvabmtmmmmdtﬁﬁ?w1§M5ﬁﬁﬁ%ﬂ BAIEd, A& e AR T AN B P AR
KAt SR, VHRKRKAE Y 0xba, AR 0. X2N TPk aZ a2 R ME % .

TR m_tag FBCARALE —NME KA E, AERARIRGS TR I fr & o SRS AR E ISR T R
£ 12. B

LR e i PRI E T
0x00 ROM_NOP_CMD
0x01 ROM_TAG_CMD
0x02 ROM_LOAD_CMD
0x03 ROM_FILL_CMD
0x04 ROM_JUMP_CMD
f@ﬁ?ﬁ%7ﬁﬁ? ......
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R 12 AR ARE (8D

LR e i PRI E T

0x05 ROM_CALL_CMD

0x06 e

0x07 ROM_ERASE_CMD

0x08 ROM_RESET_CMD

0x09 ROM_MEM_ENABLE_CMD
0x10 ROM_PROG_CMD

AT RS FMEAILECH) m_tag EIE%. AREENZMIGLL, 51 SRR 5 IR AR

ROM_NOP_CMD

ROM_NOP_CMD N E#:A/EMm4. 5l SMEAEFSEENTE. B m_tag FE LS, 5ISIEET <208 rE e, FEas
FTE. B2, FilRXSrEEMmAgzm, eNMaEs NEPERIE.

#* 13. THfER&TB

TB

L

m_checksum

fay ARG A, T Hefh 7 B O, HAEA Ox5a.

m_tag 0x00 &t ROM_NOP_CMD
m_flags 0
m_address 0
m_count 0
m_data 0

TS RS FMEAILECH) m_tag EI7E%. AREENZMIELL, 51 SRR 5 IR AR

ROM_TAG_CMD

ROM_TAG_CMD FfF ik Bt sl A BRI —Ff “SGHEm” o BBk BER HINRZ BB

2 7Ifh§lt|jf}uf7)jliﬂﬁﬁﬂ/]un? w, ﬁu%ﬂjﬂ'? 5| SIS & HiE A Zm S . 1ZmdE X B/
*’Jo Ja BbR 2 AE FH 1 454 5 )8 iy

o LURES] S e 5 5 T AT
R 4. BB SFR

A BRI B 4

TB

L

m_checksum

boot_command_t FAth = Bt (1 A B AL 6 0

m_tag

0x01 5 ROM_TAG_CMD

m_flags

fiz 0: ROM_LAST_TAG
%}%ﬁ? 7\‘/&: ......
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& 14, BrhZa TR (8

FB L

m_address BtbrkH i m_tag 7B,

m_count BRI S XWRER T - ANMasiisg (RE—
BRI AIERmE S A .

m_data Bibrsk b m_flags 7B

ROM_LOAD_CMD

Zan A IR AR E NS, HAR s EnE B WA R BdE, M boot_command_t i) m_address 7B H8 %2 AL B FFUR . m_count
F B EINERE A HZ AL B T

& 15. A&7 B

FB L

m_checksum boot_command_t HAth== B 1) {4 BRI A o

m_tag 0x02 5% ROM_LOAD_CMD

m_flags fir 0: f£%

m_address AEREEAR I I A7 ok

m_count TMIMFAEL . XA 4 JE B I e 0 AT
m_data X B NE Y R 34T CRC-32.

A JE BTN E BN (M count + 15) / 16, IXEMRA fifm — MU N E Berb R 22 T LUHTE 16 D75 78 71 4R 28 F AL £ it
ITIRTE . A R A EHE RN 18 TN 2 ZHEIN Rl 2 0T,

0] 1] 2T
ROM_LOAD_ CMI data | padding

m_count = 18 1

Bl 4. InERIEREINE B

%t m_address & m_count F BN 555 N TALATER B . B ROM SEFL sk & dnfif PLECEE 7 sl e i sk . Rk, TBiEREEdR S A
A7 At 23 H DT o

m_data & B 5 A An Sk HUE TH 18R T A H I CRC-32 18 o f3 f5 — AN 0 n 25 S v RT3 78 7 1 BB AL 78 CRC-32 iH 5.
ROM_FILL_CMD

251 S INEFE R fir & H T DA 7S A7 X SRR G 22 5o B B2 Ar 58, (58 2SR5 190 5 IR S K A H Atk

F16. HamSFR
TB VL]
m checksum boot_command_t HAth 7 B i) a7 SRS 6 A
A F oo
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£ 16. HAGESFER (&)

TR Pi B3

m_tag 0x03 5 ROM_FILL_CMD

m_flags 1N 0.

m_address BB AR A SR bk

m_count TR

m_data WA, TIRB AN, HEEHIEANT

TR AL AN, HRL AU A m_data 7B — DA AL AU m_data RBP4

R W IR
RIS, R BT R, DU R A R 1 S BRI — A5 TR 1% @ AT RS O .

Fil pattern (bytes}

s [T ?

1 N Y
G

T
ciopiafBicio!als

===

Target memory (waords)
& 5. IR
VER, A A B SRAEAT (7 5 2 A R A0 553004 2 1R FF 5 55 N A o SRR T LIKFHEFE 74 FL 1 word poke B, LU A %5 4788
ROM_JUMP_CMD

251 T INERE B R A S, RHF RS SN, CPU I BCK 52 242 T m_address (K18 . K m_data (KA A /F 4 A2
b2 R PATILA 25, ROM AL EHIRAFAT CPU M HIAL

AT BEEa S TR

FB L

m_checksum boot_command_t HAth== B 1) {4 B IR A o

m_tag 0x04 5% ROM_JUMP_CMD

m_flags i1 0: fR%.

m_address N PC 3 E Hthik

m_count sk m_flags AL 1 B, MARIGEHEARTRE, BN 0.
m_data 1B % RO N O SIS 5.

1 ROM_JUMP_CMD #UA7 (¥ 8 5 8 R
void jump function( uint32 t arg );

EELAEE R, WRREHSR B, W5 SmERERFE R, F+E" ERROR_ROM_LDR_JUMP_RETURNED #i%.,
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fi=k B: SB HBIBHE
sk m_flags #9072 1 E AL, W m_count 7B & AE AT b AE 2 Al B B AT AGHERR AR EL A A7 AR 1
ROM_CALL_CMD

5 ROM_JUMP_CMD —#f, ROM_CALL_CMD i {5 BA7E m bk &%k, FHKE m_data fEAHS LS. XML ZIEE
—MR R E A X A TE L ERIX S (H ROM_CALL_CMD 4 I ) B BO8 24 se 42 6L, R FI 2] ROM i, DUE4kS#4T 5] &
m#Eo o Rsh, A EREUER PR T EZATESH . BSOS RERREES S, LIS IR SIS Bk 2
LHTEIIBE PN — B, Bk — MR E 3SR

£ 18. AWML TE
FB L
m_checksum boot_command_t HAth= B 1) {4 B IR A o
m_tag 0x05 & ROM_CALL_CMD
m_flags £ 0: fRES
m_address BRI OB R FH ) bl o
m_count 0
m_data ALY RO RN S 4L

B ROM_CALL_CMD 44T 1 ek $i 1) 56 8 SR AL U R
int call function( uint3Z t arg, uint32Z t * resultld );
¥ m_data FEMEESE — M SHTESES R B AR MRS, RE0T B S0Z T LLR I BB A 1D,
12 [EME 1 E 7E call_function()ik FIBS Fr & AE BT DL, ARG B A [ *resultld. W RERIR EHE M1 N R R .
£ 19. HHAMm SR EE

A i3

<0 FUE RN .

0=SUCCESS . ARSEHRAT S HTE A4

1 = ROM_BOOT_SECTION_ID 1% 1D Aresultld 1B

2=ROM_BOOT_IMAGE_ID HOH A S5 SR, IR RR SR . RO A6
R, 22K rresultld [EEBLA RENFE T

>2 ZHg, 5 SUCCESS M.

XA IEAE R FAR A R AR A . Rk #0R F] ROM_BOOT_SECTION_ID, 51 S n#fe 7 a8 22 M SR i 3 — B, B
(¥71D 25+ 14 resultld iR [l {1 . 2% B AURIRAEGHR I ATBUR, SWPRIRARIZB, OSSR EL &P TR W
PR B A ME—VLECARIRFTRIB, WA SR MOF BoRsi iR

SRR HUR Ml ROM_BOOT_IMAGE_ID, 5| S5 e i i 2% FF 4 e B A8 1 Ja shBe (3 00tk FRi8 3 B Ol F s b B0k 5 5
RIELE AT S SHIRENFRSF . BT resultld IR [FIE & — AN S shEE 1 ID; Bif% 1D XT8N 8 SRS P AR A R & X, JFERT
H g sh IR shFe 5 #8 S2 Fr U B B8 St . A A SZ R L TR RS FE - U3 8 Bh B 1B ), R e AT M.
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B3k B: SB JH b 1% SR

A 2R E{E £ ROM_BOOT_SECTION_ID 5;ROM_BOOT _IMAGE_ID I}, 5| SN 2Pk B HAT I A 2K A resultld B 1A (18 .
BT X — LK% ARM® ABI [ TAE A, %R A B3R [ ROM_BOOT_SECTION_ID 5 ROM_BOOT_IMAGE_ID (s, wlkH
JE RGN PR R

int call function short( uint32 t arg );

ROM_ERASE_CMD
B S UE T B W EBINAERE S 2844 (40 Kinetis 284 o ‘& 5 BN IN A7 51 a2 7 B 48 58 1) N AZE Bl BT IN AR BR i 2 o
# 20. TS TR

TR Pi B3

m_checksum boot_command_t HAth== B 1) {4 B I A o

m_tag 0x07 5 ROM_ERASE_CMD

m_flags ICE

m_address TLERR I INAE R ae

m_count TR INAE I 7 8. 45 i Jym_address + m_count-1.

m_data 0

R 21. ERArSPrEAL

A ¥ Pi B3

0 ROM_ERASE_ALL_MASK WERELL, WHEBRETA NAE, A RNERR S
EVEE . nS5E 0, J{E A m_address
m_count =B Rl & B IR 1IN A2

1 ROM_ERASE_ALL_UNSECURE_MASK | tn R &1, MIEEBRFTE N, FENAM 4
KA E v (erase-all- unsecure),

11:8 0x00kLdrMemoryCtrl_InternalFlash g HI 281D, H0x0 (BRIN) FARWHELIN

0x01 kLdrMemoryCtrl_QSPI0 1o MHOX01RR L FFQSPIOM 1 % b 1405

QSPI0. HEE H0x01, A 2 A1
(ROM_ERASE_ALL_UNSECURE_MASK).

i m_fiags FFEIAAL O TRIERIERRIEAN INAERES, ERNER T8, R 0 Bz, MZar SHEREN N, XM T,
% 2% m_address 1 m_count ¥ B .

W m_flags 8967 0 75 2%, WEERREINAEIGEE H m_address Fl m_count fir A B8 . 1T RAELLEEA 5 XA B HERR INAE, (A
NGB T 5 M S0 AR S B TR AT X o S 50 L AS DA 55 B i (X 34 R TTAA B 5 o, IR 2 Bkt

S m_fiags “FEHIG 1 BLAL, MCEBIRINAEIS, SR INAE% A RAS BN “ B0 . 45 XINF7 erase-all-unsecure iy 4 (R4 1 .,
S S IS T

A7 11:8 F78 TR BRI N A7 B2 A7 23420 8% 1D B 0x0 (BRIA) s W EBINAE - (B 0x01 7R SCFF QSPIO 5% L4 QSPIO.
ROM_RESET_CMD
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fffsx B: SB A&

Hbrtl L E .
® 22. Bhrir TR
FB YiE
m_checksum TR BRSO, AT HAh B e, HAE N Ox5a.
m_tag 0x08 5t ROM_RESET_CMD
m_flags 0
m_address 0
m_count 0
m_data 0

ROM_MEM_ENABLE_CMD

J H CBLEBD AR 176% 2% - m_flags “F BT 11:8 FE/RAF #8155 88 1D m_address F B & S 'S5 N BCE 09 RAM H bk, m_count
TR ERCEIAIA N e B B ST A7 1]

EE, mdEbr IR E RS ANINEA R, R AR E YRR E R .
* 23. ARG TR

FB L
m_checksum TR ERARIG RN, P E HAb B A ER, HAEN Ox5a.
m_tag 0x09 5%t ROM_MEM_ENABLE_CMD
m_flags Z: A A 04 1D K.
m_address RAM LA e B Btk .
m_count =R NG
m_data 0
R 24. TriE# B a4 E0L
Ar B L
11:8 0x01 kLdrMemoryCtrl_QSPI0 ks 2% ID. {6 0x01 FRn > FF QSPIO
K45 AN QSPIO. RSz R A A

ROM_PROG_CMD

H N\ program-once 7K Afi. m_fiags FEHINL 11:8 & WA ID ({2 FF kLdrMemorySpace_iFR0) . m_flags FE 1L 1 RoR
8 FH EHE (READ 2 4 FHEHAE (WEEE) . m_address FEAE IFR X5, m_count 7B & TR (K P07
m_data 7B (Al WEEEANT 4 5 AnREEFERM 1 8D .
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fi=% C: SB2 sl A4

K 25, w7
FB VL]
m_checksum fRIELARIR AN, MPTE HAh B R ER, HAEN 0x5a.
m_tag 0x0a 5t ROM_PROG_CMD
m_flags WS il SR &
m_address IFR &4l,
m_count SRR RIET YA T
m_data BRFEIE AT G m_flags (967 1 B
R 26. WA SPrEAL
(A EME VL]
1 ROM_PROG_8BYTE_MASK WREA, WEANN\AET, FUEAA
F.
11:8 0x04 kLdrMemorySpace_IFRO WAF= Ao fH 0x04 FKmpIEs IFR NAF. A
XRFH AR
6.6 UM ERA
Ji 4 B Major.minor JE3051 i .
R 27. XA
7S L]
1.3 Y FF Kinetis K52 hAg

7 M C: SB2 BEEBITHAERR

SB2 7 8% & Xf it B i filiid it SB (&4 kD WY e . SB2 M. H e A MARARR AT AR T I IH 2 A5k, R T
IR A ESS 6 = AN A i

71 SB2.0

SB2.0 Zan s AP A AL B N BN JF45 44

fERRE CInE i SB2.0) -

e/ftosb -f Ipc55xx -k "sbkek.txt"-c "commandFUe.bd"-o "output.sb2" "input.bin"
Horp

-f = &% [kinetisk3, k32wO0x, Ipc55xx, rt6xx]

-k = KEK SC{(SBKEK) 8% 4%, FT keyblob %, RN+ Skl i) AES-256 fi#4H. A XM NMHAFEE, ES 0 elftosb %
FASCAEAE A
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fi=% C: SB2 sl 34

-c = BACLH Ny @ SRR AR AR S IHARSE B, S Wan & 3CF o ARG 68 F IS A dy & SO R s :

W

options
flags = 0x4; // 0x8 encrypted + signed, 0xz4 encrypted
buildNumber = 0xl;

productVersion = "1.00.00";

componentVersion = "1.00.00";

secureBinaryVersion = "2.,0";
sources
inputFile = extern(0);

section (0)

load inputFile > 0x0;

-0 = fi i S R AR

files..= SCfF GEF NGB MIBAE, TR E#ar &30 U SRR, B4R AT AR dy & SCAF Rt AT B i, 0 AE v A\ i
A

FB (In#+24 ) $B2.0) -

elftosb.exe  -f Ipcb5xx -k  "sbkek.txt"-c  "commandFiie.bd™o  "output.sb2"-s  "selfsign_privatekey rsa2048.pem"-S
"selfsign_v3.der.crt"-R "selfsign_v3.der.crt"-h "RKTH.bin" "test_output.bin"

Hr
-f = &% [kinetisk3, k32w0x, Ipc55xx, rt6xx]

-k = KEK S f(SBKEK)#1 %1%, H T keyblob %, Ryt 5tk AES-256 (%4, AXREUNEZEESNE 4%

c = ERH T & SCAFRIBRAT, AR MHRIEZE RS WA 3 o ARSI b RO FEA Ay & SO R s :
options {
flags = 0x8; // 0x8 encrypted + signed, 0x4 encrypted
buildNumber = 0xl;
productVersion = "1.00.00";
componentVersion = "1.00.00™;
secureBinaryVersion = "2.0";
}
sources {
inputFile = extern(0);

}
section (0) {
load inputFile > 0x0;
}

-0 = % ST AR
-s = I TR RIEBRPIR
-S = EBEEPUEFRIERAT, UEFEE T AR MIE T AR L AT FE P RE A B RIBT (R SeRARIETS) FIHTf-S JFokdi e
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Biisxk C: SB2 A BB R4 A

R = MUEHIERAE, WTUMEE 1-4 DRIESS, SMRIEF LAUE FHTI0-R P48, Hh— MRIEH L 402 -8 TFRIEE 3 — 4
IEFS

-h = elftosb “E )t I SCIF B AR AN AR, 230005 A 20 A 15 4 25 A7 4 10 T A ARIE 15 (RKTH) ) i 7y

files...= 4 B iy & SCIF P BT SCA LA IOSCAT GRFEONBHE IR BAR, BRARTT LR A & S HEAT WG AD, T AME AR

7.2 SB2.1

Sb2.1 &% HEELUINZE+8 4 — MR A . MEE+%4 1) SB2.0 1 SB2.1 Z AKX HIE TH T AL AL E (SB2.0: fEABIIKE,
SB2.1: ARk G, HABL4MFRLEE T B hmac %) o IXFEA] LAZE SB2.1 25 83 Ab 3 (B 48 B BUSIE S 725 4, L SB2.0
G PEE .,

sl Onas+&4258 SB2.1)

elftosb.exe -f IpcS5xx -k "sbkek.txt" -c¢ "commandFile.bd" -o "output.sb2" -s "selfsign_privatekey rsa2048.pem" -S
"selfsign_v3.der.crt" -R "selfsign_v3.der.crt" -h "RKTH.bin" "test_output.bin"

Hrp
-f = &% [Ipc55xx, Ipc55s1x, rt5xx, rt6xx]

-k = KEK SC1(SBKEK) #8452, FT keyblob %, RN+ Skl i) AES-256 i, A XM MHMEE, ES 0 elftosb %
BTSN

-c = TIPSR AR . A KA SR HAAE ., S Wdn & 30 AR A Y B A i & SO I R TR -

W

options
{

flags = 0x8; // 0x8 always for SB2.1

buildNumber = 0xl;
productVersion = "1.00.00";
componentVersion = "1.00.00
secureBinaryVersion = "2.1";
}
sources
{
inputFile = extern(0);

}
section (0)

{

load inputFile > 0x0;

}
-0 = iy i S R AR
-s = I TR RIE-BRHIR
-S = IEPEEHFIES I ERAR, UEASHE T AR M # L U AE-PREI IR IIUT  CRSeZMRIESS) AIHN-S JFkHhE
R = MUEIERAE, FTUEE 1-4 DRIESS, SMRIEFLAUE I HTI0-R P48, b — MRIE L 402 -8 IFRIEE S — A
IEFS
-h = elftosb A&l fif th = 3B SCAFRIBRAR AN A BRI SCHF 6L B I AT T A% 21 B2 35 A7 45 O T HRIE T3 (RKTH) B s 7y
files...= F ey & SO BT E SCE RLAF I SOAF GRS VBB M. BRAR AT DALE i & SOF P AT IS, 1 AE A ST
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Wik D: EHBIRGESCAFA R

8 X D: EEZIRBECAHER
8.1 MR

Elftosb A k32wOx. Ipc55xx. Ipc54x0xx Al rt6xx 25 R HNA A B Eh4E% . B ANTE 6 A 102 json B4 B U1, elftosb 3 T-1%5C
PRV BRSO PR A ISR T LE B, WAl DU T — 03 (i, FIME SB2 SRR R 8N .

FAH:

elftosb -flpc55xx -J pathToJdsonFile

Hrp

-f = &% [k32wO0Xx, Ipc55xx, Ipc54x0xx, |pc55s1x, rt5xx, rt6xx]
-J = B json St

8.2 k32wOx [ json &4 B x4

json SARTE B XRS5 -

"family": "k32wOx",

"inputImageFile": "C:/mkimage/images/image.bin",
"rootCertificateOFile": "C:/mkimage/keys_and certs/rootCert0_CA selfSign.crt”,
"chainCertificateOFileO": "C:/mkimage/keys and certs/Cert0

_CR-ETEY,
"chainCertificateOFilel": "C:/mkimage/keys_and certs/Certl noCA.crt",
"rootCertificatelFile": "C:/mkimage/keys and certs/rootCertl noCA selfSign.crt",
"rootCertificatel2File": "",
"rootCertificate3File": "",

"mainCertChainId": 1,

"mainCertPrivateKeyFile": "C:/mkimage/keys_and certs/rootCertlPrivateKey.pem",
"masterBootOutputFile": "C:/mkimage/signed_images/master_boot_image.bin"

json SHRHE B SO B BB :
family: ["k32wO0x"]
inputimageFile: & ZALF MM LT (51180 1) bin SXIFEEE

rootCertificateOFile: #RiE+ 0 %4, WTUAAE CA AZAIER, WAl CA HE LU, JailaE b mHAtiE+, Noy*FA DER
iL Y X.509 v3 iF 5

chainCertificate1File0: 15— MEHIEEE, NVEH DER Zwtdr X.509 v3 iE1S

chainCertificate1File1: %4 —/MIFBEgE (FH “chainCertificate1FileN” , i N NS KRG —MEBRIGS) , NN
K H DER 4afd ) X.509 v3 iE+, #EFFMIATAIERS%Z08 CA, & T &E—NMAATLCA CA

rootCertificate1File: RiF15 1 KR, TTLIAE CA HERIET, WATLLZ CA HELIET, JFIRFE I HALIET, BAKH DER
i) X.509 v3 iEf

rootCertificate2File: RiF15 2 (EE1E, AL CA HERIET, WATLLZ CA HELIET, JFIRFE I HALIET, BAKH DER
i) X.509 v3 iEf

rootCertificate3File: fRiF15 3 E1E, TR CA HERIET, WATLLZ CA HELZIET, JFIRFE I HALIET, BAKH DER
i) X.509 v3 iEf
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fik D: EREBWBAG AT AL

mainCertChainld [0,1,2,3]: N i W8 MRAIE 5 BAIE-ToHEXT 55 (R % 44

mainCertPrivateKeyFile: F T4 MIERRIAE R CA HZEAMRIE T EUEE 1 E —MIET)
masterBootOutputFile: it AIESH% 1 ST AR 44

8.3 Ipc54x0xx ] json &4 AL B X4

json BB HLE SIS
{
"family": " lpc54x0xx",
"inputImageFile™: "C:/mkimage/images/image.bin", "imageLinkAddress™: "0x20000000",
"imageLinkAdressFromImage": false, "outputImageType": "ram", "outputImageAuthenticationType":
"Signed", "outputlImageEncryptionKeyFile": "",
"preformattedSignature": false,
"useKeyStore": false,
"keyStoreFile": "",
"mainCertChainId": 1,
"rootOfTrustKeyFile": "unencrypted rotk key.pem",
"rootOfTrustKeyFilePassword": "",
"privateImageKey": "unencrypted image key.pem",
"privateImageKeyPassword": "",
"masterBootOutputFile": "C:/mkimage/signed images/master_ boot_image.bin"
}

json GHAZHE B AR K B B -

family: ["lpc54x0xx"]

inputimageFile: & ZAF MM LT (51180 1) bin SXIFEEE
imageLinkAddress: ["0x00000000","0x20000000"] SRAM r g \ 4844 iy e f5 1 dik:

imageLinkAdressFromlmage: [false, true]l# &N true i, B WG IFEINEY/ R R dfithht (L ¥ 26 F imageLinkAddress 1
HIAED

outputimageExecutionTarget: ['External flash (XIP)", "RAM"]

outputimageAuthenticationType: ["CRC", "Signed", "Encrypted", "Encrypted + Signed", "Signed + Encrypted"].
"CRC" R #g#% & Fl T"External flash (XIP)"f] outputimageExecutionTarget.

"Signed". "Encrypted”. "Encrypted+Signed". "Signed+Encrypted" R #&45 2 F T"RAM ") outputimageExecutionTargefof.
"Signed+Encrypted"s{ #ii HH Bt S0 N &4 . DAL BN M NG IRBHIEL,
"Encrypted+Signed"s i tH Bil5 /6 2 Ja N . D24 BN K NGB a4 .

"Encrypted"%f iy tHBE 805 . CE N i N\ SR pE 4.

"Signed"SHHH SIS S . CABLIMANGEIGEHIEL.

outputimageEncryptionKeyFile: [T T"Signed" (1445 kf) HMAC) F1"Encrypted + Signed" ({45 3k (1) HMAC+EEMEZ %)
BRRAMINE FHIN A, R SB2 LIS 54E MM T B shi g — /A, W5 SBKEK MHF. AILUET elftosb F1-K 2%
R, BREAMEZEESNE 43, MORAT/SEH R R0 128/256 {2 AES 24,

useKeyStore: [false, true]si{% /& 58 & & P i E s
keyStoreFile: 11 5H4di ] T %4171 (useKeyStore = true), %KL& EBME T .

imageKeyCertificate : i G iF B 12, B K AZ LB N . 24 outputimageAuthenticationType >4 ["Signed",
"Encrypted+Signed","Signed+Encrypted"| i —I, SAEAZTE

rootOfTrustKeyFile: FlIEMIFAEH, A F%t imageKeyCertificate AT HI /M 2 »

elftosb FIF¥558, % 7hK, 202042 5

CH
m)R

48 JSEERESS RN



Wik D: EHBIRGESCAFA R

privatelmageKey: A X554 A, 2 outputimageAuthentication Type J["Signed",
"Encrypted+Signed","Signed+Encrypted" | 12 — i}, UAEAIZFE.

rootOfTrustKeyFilePassword: rootOfTrustKeyFUe 1% H5 (MIRFTED o wRAEHZRD % T rootOfTrustKeyFile, WEH Z%F
B

privatelmageKeyPassword: privatelmageKey 1% (WIRFE) o WEFHEEINE T privatelmageKey, WhATEA % T
masterBootOutputFile: #iHiINIESE G BB UG . HETRE.

8.3.1 Ipc54x0xx (& GKR

FREFEE, 1ES 0 LPC540x00 H 4875 . FJ M nxp.com 3RHL.

8.4 Ipc55xx. Ipc55s1x. rt5xx Fl rt6xx i) json B4 A B 4
json GHRALE ST HILEH:

"family": "lpcb55xx",

"inputImageFile": "C:/mkimage/images/image.bin™,

"imageLinkAddress": "0x0",

"outputImageType": "Internal flash (XIP)",

"outputImageRAuthenticationType": "Signed",

"outputImageEncryptionKeyFile": "",

"enableTrustZone": false,

"trustZonePresetFile": "C:/mkimage/tzm/tmz_preset.bin",
"deviceKeySource": "",

"useKeyStore": false,

"keyStoreFile": "V,
"enableHwUserModeKeys": false,

"imageBuildNumber™: "0x0",

"rootCertificateOFile": "C:/mkimage/keys and certs/rootCert0 CA selfSign.crt",

"chainCertificateOFile0": "C:/mkimage/

_and _cer
"chainCertificateOFilel”: "C:/mkimage/keys_and certs/Certl noCA.crt",
"rootCertificatelFile": "C:/mkimage/keys and certs/rootCertl noCA selfSign.crt",
"rootCertificatel2File": "",

"rootCertificatel3File": "",

"mainCertChainId": 1,

"mainCertPrivateKeyFile": "C:/mkimage/keys and certs/rootCertlPrivateKey.pem",
"masterBootOutputFile": "C:/mkimage/signed images/master_boot_ image.bin"

json SHRAC B A BT B -

Family: ["Ipc55xx", "rt6xx"]

inputimageFile: & ZALF MM LT (51180 1) bin SXIFEEE

imageLinkAddress: i NS4 AT is bk

imageLinkAdressFromlmage: [false, true]# M55 1535 8/ £ B 2 46 b
outputimageExecutionTarget: ["Internal flash (XIP)", "External flash (XIP)", "RAM" & T H 45 & 41
outputimageAuthenticationType: ['CRC", "Signed", "Encrypted + Signed"]%:F H 5 £ 4

outputlmageEncryptionKeyFile: [ T"Signed" (HMAC #%4HJk:) Fl"Encrypted + Signed" (HMAC F4HIRE+E%INE) Hifgk
R 2 2 4 (USERKEY) #4528 n] LU elftosb FI-K FF AR, RASR 78 ikl 245 Hr % 3010 256 7 AES %4 (1 i
ANELERESNE 45
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M4 D: F B EEAE SRR
enableTrustZone: [false, true[¥4 815358 1% B 8 FH 825 A TrustZone-M

trustZonePresetFile: #1153 TrustZone-M (enableTrustZone = true), ¥ 7E4I1% T 615 1% TrustZone-M RS, BfRHEF"1H,
AT BB TR AL E . SRR DUE* bin CUFN A K BEERASB ) 5t json, Hrh json U E TR
TrustZone-M TIRTCE, Wb Z M, ISR A O T2 QI 1) — @ w R A& TESE T .

deviceKeySource: ["otp, "keyStore"JiE AN rtSxx Fl rt6xx 3. B 2% PUF %A X FE IR, &M OTP %EHIRAE
24

useKeyStore: [false, true]#%1% /& 58 & & 75

keyStoreFile: 1l T %4317t (useKeyStore = true), M/ AETESRBGY, WRAKLEEXIF, WNIESE MR REEN O
(] P 28 18] X3, DA — 25 B 3o B S 30s

enableHwUserModeKeys: [false, true]{% il 4 M 2550 M R mbrE . WA true, DUET LA 22 45 5 B 5 i B 22 4 i 2 b [ 25
B, HNEER R SRR E

imageBuildNumber: SR KIARA S . KEAZ(E S S 0F B B TR EEAT B, WURFEAR, WSV R sh (g

rootCertificateOFile: #RiE+ 0 %4, TTUAIAZE CA AZALIEE, WAl CA HELUEH, JaiaE b mHAiE+, Noy*A DER
RS X.509 v3 iF 5

chainCertificate1File0: 15— MEHRIEEE, NVEH DER Zwtdr) X.509 v3 iE15

chainCertificate1File1: %4 —/MIFBEgE (i “chainCertificate1FileN” , i N NS RE—MEBRIGS) , NN
KA DER 4wy X.509 v3 iE15, #EHHIFTAIEBLAUA CA, BT RE— AR CA

rootCertificate1File: RiE15 1 KR, AL CA HERIET, WATLLZ CA HELIET, JFIRFE I HALIET, BAKH DER
L) X.509 v3 iEf

rootCertificate2File: RiF15 2 (1%, AL CA HERIET, WATLLZ CA HELZIET, JFIRFE I HALIET, BAKH DER
i) X.509 v3 iEf

rootCertificate3File: fRiF15 3 E1E, TR CA HERIET, WATLLZ CA HELZIET, JFIRFE I HALIET, BAKH DER
i) X.509 v3 iEf

mainCertChainld [0,1,2,3]: i fd FMEANRIE B EGOE B EEX 51525 4
mainCertPrivateKeyFile: F T4 MIEBRIAE O CA HZEAMIE R s — MIET)
masterBootOutputFile: % Y ESE 4 1) S04 BE A2 RIS AR 44

8.4.1 Ipc55xx F rt6xx &5 K%
SR AP L TR, A RAM SR, 144 LI RAM CEWRWERAE . s XIP GREBGT B4, HHRIER
L ELIE A P AN I £ T OB

EE RAM BifR AT BLZ “iff CRC IIRZEL AR | “BERATCR” M “INE+E47 o WA KR E] RAM Gifgm] LIS
R BB MO R R REH, BLBCE AR 5 R AR SR B HRAF A

XIP R LA “Hf CRC HIRZE A LA Al “Z AR
BT B8 A E AT DAL & ATIE 1) TrustZone-M TS . A 5% TrustZone-M TigHd A= i) 58 215 5.2 WL 5% E.
LR /N4 1 B 2 AR R B (R SR T P S50

8.41.1 N ZF RAM &4

H CRC KA KRR A AF -
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| 0x20 Image length |
| 0x24 Image Type: UPC l
0x28 CRC32

I 0x34 Load addr |

Plain Image

Data (TZ-M preset)

Bl 6. 7 CRC BRAN KRS A XAGE

BRI EFIR:

Image_Key Private

|
Lo

| 0x20 Image length

| 0x24 Image Type: SPT

| 0x28 Header offset

Wik D: EHBIRGESCAFA R

| 0x34 Load addr

HMAC of header
Key Store (optional)

Plain Image

Certificate Block Header

A

Y. X.509 Certificate

RoT KeyO0 hash (SHA2)

RoT Keyl hash (SHA2)

RoT Key2 hash (SHA2)

RoT Key3 hash (SHA2)

\ Data (TZ-M preset)

RSASSA-PKCS1-v1_5

Signature

B 7. &R 4CARE
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Wik D EHBIRGSCAF AR
nEBLGAE:

Im age—Kev Private

v

“_l

| 0x20 Image length

| 0x24 Image Type: ES

| 0x28 Header offset

| 0x34 Load addr

HMAC of header
Key Store (optional)

Encrypted Image

Certificate Block Header

b

%, X.509 Certificate

RoT Key0 hash (SHA2)

RoT Key1l hash (SHA2)

RoT Key2 hash (SHA2)

RoT Key3 hash (SHA2)

Enc. Image (First 0x40)
v

Data (TZ-M preset)

RSASSA-PKCS1-vl_5

Signature

B 8. InFEE X BB

8.4.1.2 XIP (FithdiaT) &%
i CRC B H R G A LA 5515 :

elftosb FIF¥558, % 7hK, 202042 5
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| 0x20 Image length |
| 0x24 Image Type: UPC |

| 0x28 CRC32 |

A

| 0x34 Load addr |

Data (TZ-M preset) )

Plain Image >

&l 9. 7 CRC BRAKI RIS A XAGE

LR AHFIR:

Image_Keyp,;ate

l
- F

| 0x20 Image length

| 0x24 Image Type: SPT

I 0x28 Header offset

Wik D: EHBIRGESCAFA R

| 0x34 Load addr

Plain Image

Certificate Block Header

%, X.509 Certificate

RoT Key0 hash (SHA2)

RoT Key1 hash (SHA2)

RoT Key2 hash (SHA2)

RoT Key3 hash (SHA2)

Data (TZ-M preset)

Y

RSASSA-PKCS1-v1_5
Signature

&l 10. LR AAHFR
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M3 E: TrustZone-M TRis ST ik

9 [ E: TrustZone-M T 3 A4 A%
9.1 MR

Ipc55xx F rt6xx #3114 2 51 37 4525 i TrustZone-M THAHC B SC#: . — 34 0 B SR HE IR AL B0 % N\ jason TrustZone-M it & 24461
&, HdaanE A A R A

W elftosb 7R

e/ftosb -f Ipc55xx -T pathToJsonFile
Hr

-f = %74 [Ipc55xx, Ipc55s81x, rts5xx, rt6xx]

-T = B json St

9.2 Json TrustZone-M Fi¥H B 04

TrustZone-M Fi{ ¥ json Bt B KIS H):

"family": "rtexxz",

"revision": "alO",

"tzpOutputFile": "C:/Work/TrustZone/tzFile.bin",

"trustZonePreset": {
"Secure vector table address (vtor addr)": "Oxabcdef "
"Interrupt target non-secure register 0 (nvic itnsO)": "0x55",
"Interrupt target non-secure register 1 (nvic itnsl)": "0x68254",

"Non-secure MPU Region 0 Limit Address Register (mpu rlar0O ns)": "0x0",
"SAU Region 5 Base Address Register (sau_rbard)": "0x3e",

"SAU Region 5 Limit Address Register (sau_rlarb)": "0x2",

1
I

TrustZone-M Fii# json B B 32445 i) Beiji B«

"family" ["Ipc55xx", "lpc55s1x", "rt5xx", "rt6xx"]

"revision" AR, FRE BARSFIVIBITIA S . I RAZIR IR, FEARYE AN R EHT TZ-M P iC B A= 1
"tzpOutputFile" i H SO %45 A0 44 7%

"trustZonePreset" {1 & % {723 5 json XT %, R4 H A TrustZone-M TR EC B HIBRIME, KA HL ) 25 77 25 K SRAFBRIN (AT
o MCE A HFARMINTIHAERE, WRA—-ANFARHME IR, WA G — M-

"Secure vector table address (vtor_addr)"+ N3kl G A724E, 1 REM 0x0 | Oxffffffif

9.3 TrustZone-M Fii% H 5%

elftosb FIF¥558, % 7hK, 202042 5
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fft=% E: TrustZone-M FBE SC A4 AE Bk

9.3.1 Ipc55xx A0 ] TrustZone-M T X HF 755

Ipc55xx AO ] Json TrustZone-M Bt & 314, & FTE TrustZone-M Tk 77 /785 & BRIN (B4 fH:

n

"

"family":

"revision": "aO",

C M.

"tzpOutputFile":"C

"trustZonePreset":

OxQu",

Ox0u",

"lpc55xx"

/Work/TrustzZone/tzFile.bin",

{

"CM33

"CM33 Non-secure
"CM33 Interrupt target non-secure register 0
"CM33 Interrupt target non-secure regis
"MCM33 Secure vector table address
"MPU Control Register.(cm33 mpu ctrl)":

"MPU Memory
"MPU Memory
"MPU
"MPU
"MPU
"MPU
"MPU
"MPU
"MPU
"MPU

Region
Region
Region
Region
Region
Region
Region

Region

"MPU Region 4 Base Add

"MPU Region
"MPU Region
"MPU Region
"MPU Region
"MPU Region
"MPU Region
"MPU Region
"Non-s

ure

"Non-secure

"Non-secure

"Non-secure

"Non-secure

"Non-secure

"Non-secure

"Non-secure

"Non-secure
"Non-secure
"Non-secure

"Non-secure

"Non-secure
"Non-s

"Non-secure

"Non-secure

"SAU Control Register.(cm33 sau ctrl)":

"SAU Region
"SAU Region
"SAU Region
"SAU Region
"SAU Region

Secure

vector table address (cm33_ vtor addr)™: "0xOu",

vector table address (cm33_vtor ns_addr)":

ter 1 (cm33 nvic itnsl)

(mcm33 vtor addr)": "OxOu",
"Ezﬁu"j

Attribute Indirection Register 0
Attribute Indirection Register 1

0 Base Address Register (cm33_mpu rbar0)": "0x0u",

0 Limit Address Register (cm33 mpu rlar0)™:

"0x0u",

1 Base Addre Register (cm33_mpu rbarl)"™: "0xOu",
1 Limit Address Register (cm33 mpu rlarl)™: "OxOu",
2 Base Address Register (cm33 mpu rbar2)": "O0xOu",
2 Limit Address Register (cm33 mpu rlar2)": "O0xOu",
3 55 Register (cm33 mpu rbar3)": "0xOu",
3 55 Register (cm33 mpu rlar3)": "O0xOu",

55 Register (cm33_mpu rbar4d)":

"ox0u",

Limit Address Register (cm33 mpu rlar4)™: "OxOu",

Base Address Register (cm33 mpu rbarb)":

"ox0u",

(cm33 mpu rlar5)": "O0xOu",

Base Address Register (cm33_mpu rbare "0x0u",

4

5

5 Limit Address Register

6 )

6 (cm33 mpu rlaré)":
!

Limit dress Register "0xz0u",
7 Base Address Register (cm33 mpu rbar7)": "O0xOu",
7 Limit Address Register (cm33 mpu rlar7)": "O0xOu",
MPU Control Register. (cm33 _mpu ctrl ns)": "0x0u",

MPU Memory Attribute Indirection Register 0
MPU Memory Attribute Indirection Register 1

MPU Region 0
MPU Region 0
MPU Region 1
MPU Region 1
MPU Region 2

Base Address Register
Limit Address

Register
Base Address Register
Limit Address Register
Base Address Register

MPU Region 2 Limit Addr Register (cm33_mpu rlar2 ns)™: "0xOu",
MPU Region 3 Base Address Register (cm33_mpu rbar3 ns)": "O0xOu",
MPU Region 3 Limit Address Reglister (cm33 mpu rlar3 ns)™: "0xOu",
MPU Region 4 Base Address Register (cm33 mpu rbar4 ns)": "0xOu",
MPU Region 4 Limit Address Register (cm33 mpu rlar4 ns)": "OxOu",
MPU Region 5 Base Address Register (cm33 mpu rbar5 ns)": "0xOu",
MPU Region 5 Limit Address Register (cm33 mpu rlarb ns)™: "0xOu",
MPU Region 6 Base Address Register (cm33 mpu rbaré ns)": "0xOu",

MPU Region 6 Limit Addres
MPU Region 7

MPU Region

s Register

Base Address Register

Limit Address Register
3 "0x0u",

0 Base Address Register (cm33 sau rbar0)": "0xOu",
) Limit Address Register 13

Register

(cm33 sau rlar0) "0x0u",

(cm33_ sau_rbarl)":

"ox0u",

1
1 Limit A 55 Register (cm33_sau rlarl)": "0xOu",

Base Address Register (cm33 sau rbar2)":

"ox0u",

elftosb FIF¥558, % 7hK, 202042 5

(cm33_nvic_itns0)":

".

(cm33_mpu mair0)":

(cm33 mpu mairl)":

(cm33 mpu mair0 ns)

(cm33_mpu_rbar0_ns)":
(cm33_mpu_rlar0
(cm33_mpu rbarl ns)":
(cm33 mpu_rlarl ns)":
(cm33_mpu_rbarZ ns)":

(cm33_mpu_rlaré _ns)™
(cm33 mpu rbar7 ns)":
(cm33 mpu rlar7 ns)":

"0x0u",

"ox0u",

"ox0u",

"Ox0u",

"Ox0u",

(cm33_mpu mairl ns)":

"0x0u",
wh

ns)":

"0x0u",

"0x0u",

"0x0u",

"

0x0u",

"Ox0u",

:"0x0u",

0x0u",
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"0x0u"
"0x0u",
"0x0u"
"0x0u"
"0x0u"
"0x0u"
"0x0u"
"0x0u"

" 0x0u"

"OxfEffffffu”,
"Oxffffffffu”,

"SAU Region 2 Limit Address Register (cm33 sau rlar2)™: "0xOu"
"SAU Region 3 Base Address Register (cm33 sau rbar3)": "0xOu"

"SAU Region 3 Limit Address Register (cm33_sau rlar3)": "0xOu"
"SAU Region 4 Base Address Register (cm33 sau rbar4)": "0OxOu"

"SAU Region 4 Limit Address Register (cm33_sau rlar4)": "0xOu"
"SAU Region 5 Base Address Register (cm33 sau rbard)": "0xOu"

"SAU Region 5 Limit Address Register (cm33_sau rlar5)": "O0xOu"
"SAU Region © Base Address Register (cm33 sau rbar6)": "0xOu"

"SAU Region © Limit Address Register (cm33 sau rlar6)™: "0xOu"
"SAU Region 7 Base Address Register (cm33 sau rbar7)": "0xOu"

"SAU Region 7 Limit Address Register (cm33 sau rlar7)": "0xOu"
"FLASH/ROM Slave Rule Register 0 (flash rom slave rule)™: "0xOu"
"FLASH Memory Rule Register 0 (flash mem rule0)": "OxOu"

"FLASH Memory Rule Register 1 (flash mem rulel)": "0xOu",

"FLASH Memory Rule Register 2 (flash mem ruleZ)": "OxOu"

"ROM Memory Rule gister 0 (rom mem rule0)": "0OxOu",

"ROM Memory Rule gister 1 (rom mem rulel)": "0OxOu",

"ROM Memory Rule Register 2 (rom mem rule2)": "0x0Ou"

"ROM Memory Rule Register 3 (rom mem rule3)": "O0xOu"

"RAMX Slave Rule Register (ramx_slave rule)": "0x0u"

"RAMX Memory Rule Register 0 (ramx mem ruleO)"™: "O0xOu"

"RAMO Slave Rule Register (ram0 slave rule)": "0xOu"

"RAMO Memory Rule Register 0 (ram0_mem ruleO)"™: "O0xOu"

"RAMO Memory Rule Register 1 (ram0 _mem rulel)™: "OxOu"

"RAM1 Slave Rule Register (raml slave rule)": "O0xOu"

"RAM1 Memory Rule Register 0 (raml mem ruleO)"™: "OxOu"

"RAM1 Memory Rule Register 1 (raml mem rulel)™: "OxOu"

"RAMZ2 Slave Rule Register (ramZ2 slave rule)": "Ox0Ou",

"RAMZ Memory Rule Register 0 (ramZ mem ruleO)"™: "OxOu"

"RAMZ Memory Rule Register 1 (ramZ mem rulel)™: "0OxOu"

"RAM3 Slave Rule Register (ram3_slave rule)": "0x0u"

"RAM3 Memory Rule Register 0 (ram3 mem ruleO)"™: "O0xOu"

"RAM3 Memory Rule Register 1 (ram3 mem rulel) "0x0u"

"RAM4 Slave Rule Register (ram4_ slave rule)": "OxOu"

"RAM4 Memory Rule Register 0 (ramd4 mem ruleO)™: "O0xOu"

"APB Bridge Group Slave Rule Register (apb grp slave rule)™: "0OxOu"
"APB Bridge Group 0 Memory Rule Register 0 (apb grp0_mem rule0)":
"APB Bridge Group 0 Memory Rule Register 1 (apb grp0 mem rulel)":
"APB Bridge Group 0 Memory Rule Register 2 (apb_grp0 mem ruleZ)":
"APB Bridge Group 0 Memory Rule Register 3 (apb grp0 mem rule3)™:
"APB Bridge Group 1 Memory Rule Register 0 (apb grpl mem rule0)":
"APB Bridge Group 1 Memory Rule 1 (apb_grpl mem rulel)":
"APB Bridge Group 1 Memory Rule Register 2 (apb grpl mem rule2)":
"APB Bridge Group 1 Memory Rule Register 3 (apb grpl mem rule3)":
"AHB Peripherals 0 Slave Rule Register 0 (ahb periphO slave rule0)
"AHB Peripherals 0 Slave Rule Register 1 (ahb periphO slave rulel)
"ARHB Peripherals 1 Slave Rule Register 0 (ahb periphl slave rule0)
"ARHB Peripherals 1 Slave Rule Register 1 (ahb periphl slave rulel)
"AHB Peripherals 2 Slave Rule Register 0 (ahb periphZ slave rule0)
"AHB Peripherals 2 Slave Rule Register 1 (ahb periphZ slave rulel)"
"AHB Peripherals 2 Memory Rule Register 0 (ahb periphZ mem rule0)
"HS USB Slave Rule Register 0 (usb_hs slave rule0)": "0xOu"

"HS USB Memory Rule Register 0 (usb hs mem rule0)": "0xOu",
"Secure GPIO Register 0 (sec gp regO)": "Oxffffffffu”,

"Secure GPIO Register 1 (sec_gp regl)": "Oxffffffffu",

"Secure GPIO Register 2 (sec gp reg2)": "Oxffffffffu”,

"Secure GPIO Register 3 (sec gp reg3)": "Oxffffffffu”,

"Secure Interrupt Mask for CPULl Register 0 (sec_int reg0)":
"Secure Interrupt Mask for CPUl Register 1 (sec int regl)":
"Secure GPIO Lock Register (sec gp reg lock)": "0x00000aaau",

elftosb FIF¥558, % 7hK, 202042 5

"0x0u",
"0x0u",
"O0x0u",
"O0xO0u",
"0x0u",

"0x0u",
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"Oxbfffffffu",

"Secure Control Register

Secure Cont

(misc_ctrl reg)":

(cm33_lock _reg)™:

51 Duplicate Register

(mcm33 lock reg)":

(misc_ctrl dp req)":

fft=% E: TrustZone-M FBE SC A4 AE Bk

": "0x80000000u",

I_ _I=g
:egister (master sec anti pol reg)":

"0x800002aau",

"0x8000000au",

"0x0000aaaan™

9.3.2 Ipc55xx A1 ] TrustZone-M T X HF 755

Ipc55xx A1 [¥] Json TrustZone-M FLE S, E i TrustZone-M T & A2 4% X BRIN (BAD) 1H:

"revision

"family":

",

"lpc55xEx"

TglT,

"tzpOutputFile":

"trustZonePreset":

"C:/Work/TrustZone/tzFile.bin",

{

"CM33 Secure

"CM33 Non-secure v

ve

ctor table

add

>tor table

"CM33 Interrupt target non-se

"CM33 Interrupt target non-se

"MCM33 Secure
"MPU Control Register

"MPU Memory
"MPU Memory
"MPU Region
"MPU Regiocn
"MPU Region
"MPU Region
"MPU

BEE
REE

0L
1

1 Limit Addre
2 Base Addre

ribute Indirection Register 0 (cm33 mpu mair0)
ribute Indirection Register 1
0 Base Addre

imit Add
ase Addr

[

vector table ad

ress

addr

cure register 0 (cm33_nvic_itns0)

cure register 1

dress

iste

(

Register

Register

cm33 vtor addr)™: "0xOu",

(cm33 nvic itnsl)

cm33_vtor ns_addr)": "0x0u",

.

",

(mcm33_vtor addr)™: "O0xOu",

. (cm33 mpu ctrl)": "0xz0u",

(cm33 mpu rbar0)
(cm33 mpu rbarl)

(cm33 mpu rbarZ)

(cm33 mpu mairl)

"n.
",

" "0x0u",

(cm33_mpu_rlar0)": "0xOu",

" omgxQu,

(cm33 mpu rlarl)": "OxOu",

" o"0xz0u",

"0x0000aaaau",

"0x0u",
"Ox0u",

"Ox0u",

"0x0u",

"MPU Regicon 2 Limit Add (cm33_mpu rlarZ)": "O0xOu",
"MFU i 3 Base Addr (cm33_mpu rbar3)": "0x0u",
"MPU 3 Limit Add (cm33 mpu rlar3)": "O0xOu",
"MPU 4 Base Addre Register (cm33 mpu rbar4)": "0xOu",
"MPU 4 Limit Add i (cm33_mpu_rlar4)": "O0xOu",
"MPU 5 Base Addr (cm33 mpu rbar5)": "0x0u",
"MPU 5 Limit Addr (cm33 mpu rlar5)": "0xOu",
"MPU 6 Base Address Register (cm33 mpu rbar6)": "0xzOu",
"MFU 6 Limit Add Register (cm33 mpu rlaré)": "O0xOu",
"MPU 7 Base Addr Register (cm33 mpu rbar7)": "0xOu",
"MPU 7 Limit Add Register (cm33 mpu rlar7)": "OxOu",
"Non-secure MPU Control Register. (cm33 mpu ctrl ns)": "0xOu",
"Non-secure MPU Memory Attribute Indirection Register 0 (cm33 mpu mair0_ns)":
"0x0u",
"Non-secure MPU Memory Attribute Indirection Register (cm33 mpu mairl ns)™:
"0x0u", - N -
"Non-secure MPU Region 0 Base Address Register (cm33 mpu rbar0 ns)": "0OxOu",
"Non-secure MPU Region 0 Limit Address Register (cm33 mpu rlar0 ns)": "O0xOu",
"Non-secure MPU Region 1 Base Addr ister (cm33 mpu rbarl ns)": "0xOu",
"Non-secure MPU Region 1 Limit Address Register (cm33 mpu rlarl ns)™: "0xOu",
"Non-secure MPU Region 2 Base Addr ister (cm33_mpu rbarZ ns)": "0x0u",
"Non-secure MPU Region 2 Limit Address Register (cm33 mpu rlar2 ns)™: "0xOu",
"Non-secure MPU Region 3 Base Address Register (cm33 mpu rbar3 ns)": "0xOu”,
"Non-secure MPU Region 3 Limit Address Register (cm33 mpu rlar3 ns)": "O0xOu",
"Non-secure MPU Region 4 Base Address Register (cm33 mpu rbar4 ns)": "OxOu",
"Non-secure MPU Region 4 Limit Address Register (cm33 mpu rlar4 ns)": "0xOu",
"Non-secure MPU Region 5 Base Address Register (cm33 mpu rbard ns)": "0xOu”,
elftosb Fi /7 #58, B 7/, 20204E2 H
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w

"Non-secure MPU Region Limit Address Register (cm33 mpu rlar5 ns)": "0xOu",

an

"Non-secure MPU Region Base Address Register (cm33 _mpu rbaré ns)": "0x0u",

"Non-secure MPU Region Limit Address Register (cm33 mpu rlaré ns)": "0x0u",

"Non-secure MPU Region Base Address Register (cm33 mpu rbar7 ns)": "0x0u",

~1 -1 o

"Non-secure MPU Region Limit Address Register (cm33 mpu rlar7 ns)": "0xOu",
"SAU Control Register.(cm33 sau ctrl)": "OxOu",

"SAU Region
"SAU Region
"SAU Region
"SAU Region
"SAU Region Z Base Address Register (cm33_sau rbarZ)": "0x0u",

0 Base Address Register (cm33_sau rbar0)": "0x0u",
0 Limit Address Register (cm33 sau rlar0Q)": "OxOu",
1 Base Address Register (cm33_sau rbarl)": "O0xOu",
1 Limit Address Register (cm33 sau rlarl)": "OxOu",

"SAU Region 2 Limit Address Register (cm33_sau rlar2)": "OxOu",
"SAU Region
"SAU Region
"SAU Region

3 Base Address Register (cm33_sau rbar3)": "O0x0u",
3
4
"SAU Region 4 Limit Address Register (cm33_sau rlar4)": "OxOu",
3
2
[§

Limit Address Register (cm33 sau rlar3)": "OxOu",

Base Address Register (cm33 sau rbar4)": "O0x0u",

"SAU Region
"SAU Region
"SAU Region
"SAU Region €

"SAU Region 7 Base Rddress Register (cm33 sau rbar7)": "OxOu",

Base Address Register (cm33_sau rbard)": "0x0u",
Limit Address Register (cm33_sau rlard)": "OxOu",
Base Address Register (cm33 sau rbar6)": "O0x0u",

Limit Address Register (cm33_sau rlaré)": "OxOu",

"SAU Fegion 7 Limit Address Register (cm33_sau rlar7)": "OxOu",
"FLASH/ROM Slave Rule Register 0 (flash rom slave rule)": "0xOu",

"FLASH Memory Rule Register 0 (flash mem rule0)": "OxOu",
"FLASH Memory Rule Register 1 (flash mem rulel)": "0xOu",
"FLASH Memory Rule Register Z (flash mem ruleZ)": "0xOu",

"ROM Memory Rule Register 0 (rom mem rule0)": "O0xOu",
"ROM Memory Rule Register 1 (rom mem rulel)": "O0xOu",
"ROM Memory Rule Register 2 (rom mem ruleZ)": "OxOu",
"ROM Memory Rule Register 3 (rom mem rule3)": "OxOu",

"RAMX Slave Rule Register (ramx slave rule)": "0xOu",

"RAMX Memory Rule Register 0 (ramx mem rule0)": "0OxOu",
"RAMO Slawve Rule Register (ram0O_slave rule)": "0xOu",

"RAMO Memory Rule Register 0 (ram0 mem rule0)'": "0xOu",
"RAMO Memory Rule Register 1 (ram0 mem rulel)'": "0OxOu",

"RAM1 Slave Rule Register (raml slave rule)": "O0xOu",
"RAM1 Memory Rule Register 0 (raml mem rule0)": "OxOu",
"RAMl Memory Rule Register 1 (raml mem rulel)'™: "0xOu",

"RAMZ Slave Rule Register (ramZ slave rule)": "O0xOu",

"RAMZ Memory Rule Register 0 (ramZ mem rule0)": "0OxOu",
"RAMZ Memory Rule Register 1 (ramZ2 mem rulel)™: "Ox0
"RAM3 Slave Rule Register (ram3 slave rule)": "O0xOu",
"RAM3 Memory Rule Register 0 (ram3 mem ruleQ)": "0xOu",
"RAM3 Memory Rule Register 1 (ram3 mem rulel)": "0OxOu",

"RAM4 Slave Rule Register (ram4_ slave rule)": "0x0u",

"RAM4 Memory Rule Register 0 (ram4 mem rule0)": "OxOu",

"APB Bridge Group Slave Rule Register (apb grp slave rule)": "0x0u",

"APB Bridge Group 0 Memory Rule Register 0 (apb grp0 mem rule0O)": "0xOu",
"APB Bridge Group
"APB Bridge Group

Memory Rule Register 1 (apb _grp0 mem rulel)": "0xOu",
Memory Rule Register Z (apb grp0 mem ruleZ)": "0x0u",
"APB Bridge Group

Memory Rule Register (apb_grp0 mem rule3)": "0x0u",

"APB Bridge Group Memory Rule Register (apb_grpl mem rulel)": "0x0u",

"APB Bridge Group

0
0
0 3

"APB Bridge Group 1 Memory Rule Register 0 (apb grpl mem rule0O)": "0xOu",
1 1
1 Memory Rule Register 2 (apb grpl mem ruleZ)": "O0xOu",
1

"APB Bridge Group
"BRHB Peripherals

Memory Rule Register 3 (apb _grpl mem rule3)": "0x0u",

Slave Rule Register 0 (ahb periph0 slave rule0)": "O0xOu™,
)

0
"BRHB Peripherals Slave Rule Register 1 (ahb periph0 slave rulel)": "O0xOu",

1

"AHB Peripherals " "0x0u",

0
"AHB Peripherals Slave Rule Register 1 (ahb periphl slave rulel

1
1
Slave Rule Register 0 (ahb periphl slave rule
1
Slave Rule Register 0 (ahb periphZ slave rule(

)
y": "0x0Ou",
)

"AHB Peripherals ": "0xOu",

elftosb FIF¥558, % 7hK, 202042 5
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"Master Secure Level Anti-pole Register
"CM33 Lock Control Register
"MCM33 Lock Control Register

fft=% E: TrustZone-M FBE SC A4 AE Bk

"ARHB Peripherals 2 Slave Rule Register (ahb periphZ slave rulel)": "0xOu",
"AHB Peripherals Z Memory Rule Register 0 (ahb periphZ mem rule0)": "0xOu",
"HS USB Slave Rule Register 0 (usb hs slave rule0)": "0xOu",

"HS USB Memory Rule Register 0 (usb hs mem rule0)": "0xOu",

"Secure GPIO Register 0 "OxffffEfFffu",

"Secure GPIO Register 1 "Oxffffffffu”,

"Secure GPIO Register 2 "OxffffEfFffu",

"Secure GPIO Register 3 (sec gp reg3)": "OxIfffffffu",

"Secure Interrupt Mask for CPUl Register 0 (sec_int reg0)": "Oxffffffffu",
"Secure Interrupt Mask for CPULl Register 1 (sec_int_regl)": "Oxffffffffu",
"Secure GPIO Lock Register c_gp_reg lock)": "0x00000aaau",

"Master

"Secure Control Duplicate Register

"Secure Control Register

"Miscellaneous TZ

Secure Level Register

(master

(master
(cm33 lock reg)":

(mem33_lock reg)™:

(misc ctrl reg)":

1 settings (misc tzm settings)":

9.3.3 Ipc55Ss1x i TrustZone-M i i% &2 5%

Ipc55Ss1x A0 1] Json TrustZone-M FL & 4, L&A TrustZone-M T 27 4748 K ERIN (AL 1H:

"family":
"revision": "al",
"tzpOutputFile":

"trustZonePreset":

"0x0u",

"0x0u",

"lpc55s1lx"

{

"CM33

"CM33

"CM33

"CM33

"MPU

"MPU Memory
"MPU Memory
"MPU Region
"MPU Region
"MPU Region
"MPU Region
"MPU Region
"MPU i

"MPU
"MPU
"MPU
"MPU
"MPU
"MPU
"MPU
"MPU
"MPU
"MPU

5B B E 8 B BB E

"Non-secure

"Non-secure

Secure vector
Non-secure ve
Interrupt target non-=
Interrupt target non-secure register 1

Control Register.

"C:/Work/TrustZone/tzFile.bin",

address
addr

cure register 0

table vtor addr)™: "

or tabl

(cm33_nvi
(cm33_nvi

(cm33_mpu_ctrl)": "0x0u",

Attribute Indirection Register 0
Attribute Indirection Register 1

0 Base Address Register M3
0 Limit Add
1 Base Addr
1 Limit Add
Base Addr

(cm33_mpu rbar0)

s Register (cm33 mpu rlar0)"

Register (cm33 _mpu rbarl)":

egister (cm33 mpu rlarl)

]

:gister (cm33_mpu rbarZ) ":

2 Limit Add Register (cm33 mpu rlar2)"
3 Base Address Register (cm33 mpu rbar3)":
3 Limit Address Register (cm33 mpu rlar3)"
4 Base Address Register (cm33 mpu rbard)":
4 Limit Add Register (cm33 mpu rlard)"
5 Base Addr ister (cm33 _mpu rbard)":
5 Limit Add gister (cm33 mpu rlar5)"
6 Base Address Register (cm33 mpu rbareé)":
6 Limit Add Register (cm33 mpu rlaré)"
7 Base Addr (cm33 mpu rbar7)":
7 Limit Address Register (cm33 mpu rlar7)"
MPU Control Register. (cm33 mpu ctrl ns)":
MPU Memory Attribute Indirection Register
MPU Memory Attribute Indirection Register
MPU Region 0 Base Address Register

elftosb FIF¥558, % 7hK, 202042 5

cm33 vtor ns addr)":

(cm33 mpu mair0)

(cm33 mpu mairl)

(cm33_mpu rbar0_ns)

"0x80000000u",

>_anti |

pol reg)": "Oxbfffffffu",

)x800002aau",
"0xB8000000au",

(misc _ctrl dp reqg)":

"0x0000aaaau",

"0x0000aaaau",

"0x0u"

0x0u",
"0x0u",
".

Cc_itns0) "0x0u",

C_itns;)": "O0x0u",

" "Ox0u",

g L SER -
"Ox0u",
: "0x0u",
"O0xO0u",
: "0x0u",
"Ox0u",
: "0xQu",
"O0xO0u",
: "0x0u",
"0x0u",
: "0xQu",
"O0xO0u",
: "0x0u",
"0x0u",
: "0xQu",
"Ox0u",
: "0x0u",

"0x0u",

0 (cm33 mpu mair0_ns)™:

1 (cm33 mpu mairl ns)™:

", "0xQu",
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"Non-secure MPU Region 0 Limit Address Register (cm33 mpu rlar0 ns)": "0OxOu",
"Non-secure MPU Region 1 Base Address Register (cm33 mpu rbarl ns)": "0xzOu",
"Non-secure MPU Region 1 Limit Address Register (cm33 mpu rlarl ns)": "0xOu”,
"Non-secure MPU Region 2 Base Address Register (cm33 _mpu rbarZ ns)": "0x0u",
"Non-secure MPU Region 2 Limit Address Register (cm33 mpu rlar2 ns)": "0xOu”,
"Non-secure MPU Region 3 Base Address Register (cm33 mpu rbar3 ns)": "0xOu",
"Non-secure MPU Region 3 Limit Address Register (cm33 mpu rlar3 ns)": "0xOu”,
"Non-secure MPU Region 4 Base Address Register (cm33 mpu rbar4 ns)": "0x0Ou",
"Non-secure MPU Region 4 Limit Address Register (cm33 mpu rlar4 ns)": "0OxOu”,
"Non-secure MPU Region 5 Base Address Register (cm33 mpu rbar5 ns)": "0xOu",
"Non-secure MPU Region 5 Limit Address Register (cm33 mpu rlars ns)": "0xOu”,
"Non-secure MPU Region 6 Base Address Register (cm33 mpu rbaré ns)": "0xzOu",
"Non-secure MPU Region 6 Limit Address Register (cm33 mpu rlaré _ns)": "0OxOu",
"Non-secure MPU Region 7 Base Address Register (cm33 mpu rbar7 ns)": "0xz0u",
"Non-secure MPU Region 7 Limit Address Register (cm33 mpu rlar7 ns)": "0xOu”,
"SAU Control Register. (cm33_sau ctrl)": "0xOu",

"SAU Region 0 Base Address Register (cm33 sau rbar0)"™: "0xOu",

"SAU Region 0 Limit Address Register (cm33 sau rlar0O)": "OxOu",

"SAU Region 1 Base Addr Register (cm33 sau rbarl)": "0xzOu",

"SAU Region 1 Limit Address Register (cm33 sau rlarl)": "OxOu",

"SAU Region 2 Base Address Register (cm33_ sau rbar2)": "0xOu",

"SAU Region 2 Limit Address Register (cm33 sau rlar2)": "0xOu",
"SAU Region Base Addre
"SAU Region
"SAU Region

o

5 Register (cm33 sau rbar3)": "0x0u",
Limit Address Register (cm33_sau rlar3)": "0xOu",
Base Addre

w

s Register (cm33 sau rbar4)": "0xOu",

"SAU Region
"SAU Region

3
3
4

"SAU Region 4 Limit Address Register (cm33 sau rlar4)": "OxOu",
5 Base Address Register (cm33 sau rbard)": "0xOu",
5

Limit Address Register (cm33_sau rlard)": "0x0u",

"SAU Region 6 Base Address Register (cm33 sau rbar6)": "0xOu",
"SAU Region 6 Limit Address Register (cm33 sau rlar6)": "OxOu",
"SAU Region 7 Base Address Register (cm33_sau rbar7/)": "0xOu",
"SAU Region 7 Limit Address Register (cm33 sau rlar7)": "OxOu",
"FLASH/ROM Slave Rule Register 0 (flash_rom slave rule)": "OxOu",
"FLASH Memory Rule Register 0 (flash mem rule0)": "0xOu",
"FLASH Memory Rule Register 1 (flash mem rulel)": "0xOu",

(

"FLASH Memory Rule Register 2
"ROM Memory Rule Register 0 (rom mem rule0)": "OxOu",
"ROM Memory Rule Register 1 (

flash mem rulez)™: "0xOu",

rom mem rulel)": "0xOu",

"ROM Memory Rule Register Z (rom mem ruleZ)": "OxOu",

"ROM Memory Rule Register 3 (rom mem rule3)": "OxOu",
(

"RAMX Slave Rule Register (ramx slave rule)": "0xOu",

"RAMX Memory Rule Register 0 (ramx mem rule0O)": "0xOu",
"RAMO Slave Rule Register (ram0O_slave rule)": "0xOu",

"RAMO Memory Rule Register 0 (ram0 mem rule0)™: "0x0u",
"RAMO Memory Rule Register 1 (ram0 mem rulel)™: "0x0u",

"RAM1 Slave Rule Register (raml slave rule)": "0xOu",

"RAM1 Memory Rule Register 0 (raml mem rule0)": "0xOu",
"RAM1 Memory Rule Register 1 (raml mem rulel)": "0xOu",
"RAMZ Slave Rule Register (ram2 slave rule)": "0xOu",

"RAMZ Memory Rule Register 0 (ramZ mem rule0)": "0xOu",

"HS USB Slave Rule Register 0 (usb hs slave rule()™: "0xOu",
"HS USB Memory Rule Register 0 (usb_hs mem rule0)™: "0xOu",

"APB Bridge Group Slave Rule Register (apb grp slave rule)": "0x0u",

"APB Bridge Group Memory Rule er 0 (apb grp0 mem rule0)": "OxOu",

S

0
"APB Bridge Group 0 Memory Rule Register 1 (apb grp0 mem rulel)": "O0xOu",
"APB Bridge Group 0 Memory Rule Register 2 (apb grp0 mem ruleZ)": "O0xOu",
"APB Bridge Group 0 Memory Rule Register 3 (apb grp0 mem rule3)": "0xOu",
"APB Bridge Group 1 Memory Rule Register 0 (apb grpl mem rule0)": "O0xOu",
"APB Bridge Group 1 Memory Rule Register 1 (apb grpl mem rulel)": "O0xOu",

1

I3

"APB Bridge Group Memory Rule Register (apb_grpl mem ruleZ)": "0xOu",

elftosb FIF¥558, % 7hK, 202042 5

g

60 JSEERESS RN



fft=% E: TrustZone-M FBE SC A4 AE Bk

"APB Bridge Group 1 Memory Rule Register 3 (apb grpl mem rule3)": "0xOu",
"AHB Peripherals 0 Slave Rule Register 0 (ahb periph0 slave rule(0)": "0xOu",
"AHB Peripherals 0 Slave Rule Register (ahb periph0 slave rulel)": "0xOu",
"AHB Peripherals 1 Slave Rule Register 0 (ahb periphl slave rule0)": "0xOu",
"AHB Peripherals 1 Slave Rule Register 1 (ahb periphl slave rulel)": "0xOu",
"AHB Peripherals 2 Slave Rule Register 0 (ahb periphZ slave rule0)": "0xOu",
"AHB Peripherals 2 Slave Rule Register 1 (ahb periph? slave rulel)™: "0xOu",
"AHB Peripherals Z Memory Rule Register 0 (ahb periphZ mem rule0)": "0OxOu",
"Secure GPIO Register 0 (sec gp reg0)": "Oxffffffffu",

"Secure GPIO Register 1 (sec gp regl)": mr

"Secure GPIO Register 2 (sec gp reg2)": "Oxffffffffu",

"Secure GPIO Lock Register (sec gp reg lock)": "0x00000aaau",

"Master Secure Level Register (master : reg)": "0x80000000u",

"Master Secure Level Anti-pole Register (ma
"CM33 Lock Control Register

-

"Secure Control Duplicate Register
"Secure Control Register

"Miscellaneous TZIM settings

9.3.4 rt5xx i TrustZone-M THi% & 1758

rt5xx AO [J Json TrustZone-M it & SCfF, & B TrustZone-M ik %5 77 25 L BN (B A0 {H:

"family":

"revision

"rtSxx",

"

Tz@T ,

"tzpOutputFile":

"C:/Work/TrustZone/tzFile.bin",

"trustZonePreset": {

"0x00000000",

"0x00000000",

"Secure wvector table address

"Non-secure vector table address

"Interrupt target non-s ire register 0O

"Interrupt target non-secure register 1

ster
(cm33_lock reg)":

(misc_ctrl dp reg)":
(misc ctrl regqg)":

(misc_tzm settings)":

(vtor_addr)":
(vtor_ns
(nvic itns0)

(nvic_itnsl)

(mpu rlar0)":

(mpu rlarl)":

(mpu rlar2)":
(mpu rbar3)":
(mpuirlaIS)":
(mpu rbard)":
(mpu rlar4)":

(mpu rlar5)":
(mpu rbaré) ":

(mpuirlaIE)":
(mpu rbar7)":

(mpuirlar7)":

> anti pol reg)™: "Oxbfffffffu”,
"0x800002aau”,

"0x0000aaaau",
"0x0000aaaau",

"y "0=x0u"

"0x00000000",
"0x00000000",
": "0x00000000",

": "0x00000000",

_addr) ":

(mpu mair0)": "0x00000000"
(mpu_mairl)": "0x00000000"
": "0x00000000™,
"0x00000000™,

": "0x00000000"™,
"0x00000000™,
"0x00000000",
"0x00000000™,
"0x00000000",
"0x00000000™,
"0x00000000",
"0x00000000™,

": "0x00000000",
"0x00000000™,
"0x00000000",
"0x00000000™,
"0x00000000",

"0x00000000"™,

"MPU Control Register (mpu ctrl)": "0x00000000",
"MPU Memory Attribute Indirection Register 0
"MPU Memory Attribute Indirection Register 1
"MPU Region 0 Base Address Register (mpu rbar0)
"MPU Region 0 Limit Address Register

"MPU Region 1 Base Addr Register (mpu_ rbarl)
"MPU Region 1 Limit Add s Register

"MPU Region 2 Base Address Register (mpu rbar2)":
"MPU Region 2 Limit Address Register

"MPU Region 3 Base Address Register

"MPU Region 3 Limit Address Register

"MPU Region 4 Base Addr Register

"MPU Region 4 Limit Add s Register

"MPU Region 5 Base Addr Register (mpu rbarb)
"MPU Region 5 Limit Add s Register

"MPU Region € Base Rddress Register

"MPU Region € Limit Address Register

"MPU Region 7 Base Address Register

"MPU Region 7 Limit Address Register

"Non-secure MPU Control Register (mpu ctrl ns)

C
"Non-secure MPU

MPU

"Non-secure

"Non-secure MPU

Memory Attribute Indirection Register 0

Memory Attribute Indirection Register

Region 0 Base Address Register

": "0x0000000C0",

(mpu mair0 ns)™:

)

(mpu mairl ns

(mpu rbar0 ns)™: "0x00000000™
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"Non-secure
"Non-secures
"Non-secures
"Non-secure
"Non-secures
"Non-secures
"Non-secure
"Non-secures
"Non-secure
"Non-secure
"Non-secure
"Non-secure
"Non-secure
"Non-secure
"Non-secure
"SAU
"SAU
"SAU
"SAU
"SAU
"SAU
"SAU
"SAU
"SAU
"SAU
"SAU
"SAU
"SAU
"SAU
"SAU
"SAU
"SAU
"ROM
"ROM
"ROM
"ROM
"ROM Memory
"Quad/Octal
"Quad/Octal
"Quad/Octal
"Quad/Octal
"Quad/Octal
"Quad/Octal
"Quad/Octal
"Quad/Octal
"Quad/Octal
"Quad/Octal
"Quad/Octal
"Quad/Octal
"Quad/Octal
"Quad/Octal
"Quad/Octal
"Quad/Octal
"Quad/Octal
"Quad/Octal
"Quad/Octal
"Quad/Octal
"Quad/Octal
"RAMO Slave

Region
Region
Region
Region
Region
Region
Region
Region
Region
Region
Region
Region
Region
Region
Region
Region

Memory
Memory

Memory

MPU
MPU
MPU
MPU
MPU
MPU
MPU
MPU
MPU
MPU
MPU
MPU
MPU
MPU
MPU

0
0
1
1

Limit Address Register
Base Address Register
Limit Address Register
Base Address Register
Limit Address Register

Limit Address Register
Base Address Register
Limit Address Register
Base Address Register
Limit Address Register

Rule
Rule
Rule
Rule

Region
Region
Region

6
Region €
5

ool
i
s
P
) o 0
E
[ e L)

[ B B SO S Y B IV

Region

Region 7

Control Register

Slave Rule Register 0
Register
Register
Register

Register

Limit Address Register
Base Address Register
Limit Address Register
Base Address Register
Limit Address Register
Base Address Register
Limit Address Register
Base Address Register
Limit Address Register
Base Address Register
Limit Address Register

Limit Address Register
Base Address Register

Limit Address Register
"0x00000000",

(sau rbar0)":

(sau ctrl)":
Base Address Register
Limit Address Register
Base Address Register
Limit Address Register

2 Base Address Register

3
3
4
4
5 Base Address Register
5
6
6
7
5

0
1

3 (bootrom0 mem rule3)":

SPI Slave Rule Register 0

SPI
SPI
SPI
SPI
SPI
SPI
SPI
SPI
SPI
SPI
SPI
SPI
SPI
SPI
SPI
SPI
SPI
SPI
SPI
SPI

Rule Register (ramO slave rule)":

0

(5T S I TS T R e R Y

e e W W W W

Memory
Memory
Memory
Memory
Memory
Memory
Memory
Memory
Memory
Memory
Memory
Memory
Memory
Memory
Memory
Memory
Memory
Memory
Memory

Memory

Rule
Rule
Rule
Rule
Rule
Rule
Rule
Rule
Rule
Rule
Rule
Rule
Rule
Rule
Rule
Rule
Rule
Rule
Rule
Rule

"RAMOO Memory Rule Register 0

Register
Register
Register
Register
Register
Register
Register
Register
Register
Register
Register
Register
Register
Register
Register
Register
Register
Register
Register

Register

(ram00 mem rulel)":

> Base Address Register

(sau rlar0)":
(sau_rbarl)":
(sau rlarl)":
(sau rbarZ2)":
(sau rlar2)":
(sau rbar3)":
(sau rlar3)":
(sau_rbar4d)":
(sau rlar4)":
(sau rbard)":
(sau _rlard)":
(sau rbar6)":
(sau rlar6)":
(sau_rbar7)":
(sau rlar7)":
(bootrom0 slave rule0)™:
(bootrom0 mem rule0)":
(bootrom0 mem rulel)™:

2 (bootrom0 mem ruleZ)":

(gospi slave rule0)":

0

(ST

w

(mpu rlar0 ns)":
(mpu rbarl ns)™: "0x00000000",
(mpu rlarl ns)":
(mpu_rbarZ ns)™: "0x00000000",
(mpu rlar2 ns)":
(mpu rbar3 ns)™: "0x00000000",
(mpu rlar3 ns)":
(mpu rbar4 ns)™: "0x00000000",
(mpu rlar4 ns)":
(mpu_rbarS ns)™: "0x00000000",
(mpu rlarS ns)":
(mpu rbaré ns)™: "0x00000000",
(mpu rlaré ns)":
(mpu rbar7 ns)™: "0x00000000",

(mpu rlar7 ns)":

"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000™,
"0x00000000",
"0x00000000™,
"0x00000000",
"0x00000000",
"0x00000000",
"O0x00000000",
"0x00000000",
"Ox00000000",
"Ox00000000",
"0x00000000",
"ox00000000",
(qospi0_mem rule0)™: "0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000D000",
"0x00000000",
"0x00000000",
"0x00000D000",
"0x00000000",
: "0x00000000",
: "0x00000000",
": "0x00000000",

(qospi0_mem rulel)":
(gqospi0_mem ruleZ)":
(gqospi0_mem rule3)":
(qospil mem rule0)":
(gospil mem rulel)™:
(gqospil mem ruleZ)":
(qospil mem rule3)":
(gqospi2 mem rulel)":
(gqospi2 mem rulel)™:
(qospiZ mem ruleZ)":
(gqospi2 mem rule3)":
gospi3 mem rule0)™
qospi3 mem rulel)™
": "0x00000000",
"0xz00000000",
": "0x00000000",
"0x00000000",
"0x00000000",

(
(
(gqospi3_mem rulel
(
( "

)
gospi3 _mem rule3)
qospi4 mem ruled)
(gqospid4_mem rulel)
(gospid4 mem ruleZ)":
(qospi4 mem rule3)":
"0x00000000",

"0x00000000",
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"0x00000000",

"0x00000000",

"0x00000000",

"0x00000000",

"0x00000000",

"0x00000000",

"0x00000000",

"0x00000000",
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"RAMOO Memory Rule Register 1 (ram00 mem rulel)™: "0x00000000",
"RAMOO Memory Rule Register 2 (ram00_mem ruleZ)™: "0x00000000",
"RAMOO Memory Rule Register 3 (ram00_mem rule3)™: "0x00000000",
"RAMO1l Memory Rule Register 0 (ram0l mem ruleQ)™: "0x00000000",
"RAMO1l Memory Rule Register 1 (ram0l mem rulel)™: "0x00000000",
"RAMO1l Memory Rule Register Z (ram0l mem ruleZ)™: "0x00000000",
"RAMO1 Memory Rule Register 3 (ram0l mem rule3)": "0x00000000",
"RAM1 Slave Rule Register (raml slave rule)": "0x00000000",

"RAM1(0 Memory Rule Register 0 (raml0 mem ruleQ)™: "0x00000000",
"RAM10 Memory Rule Register 1 (raml0 mem rulel)™: "0x00000000",
"RAM10 Memory Rule Register 2 (raml0 mem ruleZ)™: "0x00000000",
"RAM10 Memory Rule Register 3 (raml0 mem rule3)™: "0x00000000",
"RAM11l Memory Rule Register 0 (ramll mem ruleQ)™: "0x00000000",
"RAM11 Memory Rule Register 1 (ramll mem rulel)™: "0x00000000",
"RAM11 Memory Rule Register 2 (ramll mem ruleZ)™: "0x00000000",
"RAM11l Memory Rule Register 3 (ramll mem rule3)": "0x00000000",
"RAM2 Slave Rule Register (ram2 slave rule)": "0x00000000",

"RAM20 Memory Rule Register 0 (ram20 mem rule0)™: "0x00000000",
"RAMZ2(0 Memory Rule Register 1 (ram20 mem rulel)™: "0x00000000",
"RAM20 Memory Rule Register 2 (ram20 mem rule2)": "0x00000000",
"RAMZ0 Memory Rule Register 3 (ram20 mem rule3)": "0x00000000",
"RAM21 Memory Rule Register 0 (ram2l mem ruleQ)™: "0x00000000",
"RAMZ1 Memory Rule Register 1 (ramZl mem rulel)™: "0x00000000",

"RAM21 Memory Rule Register (ramZl mem ruleZ)™: "0x00000000",

"RAM21 Memory Rule Register (ramZ1l mem rule3)™: "0x00000000",
"RAM22 Memory Rule Register (ramZZ mem ruleO)": "0x00000000",
"RAM22 Memory Rule Register (ramZZ mem rulel)™: "0x00000000",
"RAM22 Memory Rule Register (ramZ2 mem rule3)™: "0x00000000",
"RAM23 Memory Rule Register
"RAM23 Memory Rule Register

"RAM23 Memory Rule Register

(ramZ3 mem ruleO)™: "0x00000000",
(ram23 mem rulel)™: "0x00000000",

3
0
1
"RAM22Z Memory Rule Register 2 (ram22 mem rule2)™: "0x00000000",
3
0
1
2 (ramZ3 mem ruleZ)™: "0x00000000",

"RAM23 Memory Rule Register 3 (ram23 mem rule3)™: "0x00000000",
"RAM3 Slave Rule Register (ram3_slave rule)": "0x00000000",

"RAM30 Memory Rule Register 0 (ram30 mem rule()™: "0x00000000",
"RAM30 Memory Rule Register 1 (ram30 mem rulel)™: "0x00000000",
"RAM30 Memory Rule Register 2 (ram30_mem ruleZ)™: "0x00000000",
"RAM30 Memory Rule Register 3 (ram30 mem rule3)™: "0x00000000",
"RAM31 Memory Rule Register 0 (ram31l mem ruleQ)™: "0x00000000",
"RAM31 Memory Rule Register 1 (ram3l mem rulel)™: "0x00000000",
"RAM31 Memory Rule Register 2 (ram3l mem rule2)™: "0x00000000",
"RAM31 Memory Rule Register 3 (ram3l mem rule3)": "0x00000000",
"RAM3Z Memory Rule Register 0 (ram3Z mem rule()™: "0x00000000",
"RAM3Z Memory Rule Register 1 (ram32 mem rulel)™: "0x00000000",
"RAM3Z Memory Rule Register 2 (ram32Z mem ruleZ)™: "0x00000000",
"RAM3Z Memory Rule Register 3 (ram3Z mem rule3)™: "0x00000000",
"RAM33 Memory Rule Register 0 (ram33 mem rulel)™: "0x00000000",
"RAM33 Memory Rule Register 1 (ram33 _mem rulel)™: "0x00000000",
"RAM33 Memory Rule Register 2 (ram33 mem ruleZ)™: "0x00000000",
"RAM33 Memory Rule Register 3 (ram33 mem rule3)": "0x00000000",
"RAM4 Slave Rule Register (ram4 slave rule)": "0x00000000",

"RAM40 Memory Rule Register 0 (ram40 mem ruleQ)™: "0x00000000",
"RAM4(0 Memory Rule Register 1 (ram40_mem rulel)™: "0x00000000",

"RAM4(0 Memory Rule Register Z (ram40 mem ruleZ)™: "0x00000000",
"RAMA40 Memory Rule Register 3 (ram40 mem rule3)": "0x00000000",
"RAM41l Memory Rule Register 0 (ramd4l mem ruleQ)™: "0x00000000",
"RAM41l Memory Rule Register 1 (ram4l mem rulel)™: "0x00000000",
"RAM41l Memory Rule Register 2 (ram4l mem ruleZ)™: "0x00000000",
"RAM41l Memory Rule Register 3 (ramd4l mem rule3)™: "0x00000000",
0

"RAM42 Memory Rule Register (ram4Z2 mem ruleO)™: "0x00000000",
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"RAM42 Memory Rule Register 1
"RAM4Z Memory Rule Register 2
"RAM4Z Memory Rule Register 3 (ram4Z mem rule3)": "0x00000000",

(ram42 mem rulel)™: "0x00000000",
(
(
"RAM43 Memory Rule Register 0 (ram43 mem rule0O)": "0x00000000",
(
(
(

ram4Z mem ruleZ)": "0x00000000",

"RAM43 Memory Rule Register 1 (ram43 mem rulel)": "0x00000000",
"RAM43 Memory Rule Register 2 (ram43 mem rule2)": "0x00000000",
"RAM43 Memory Rule Register 3 (ram43 mem rule3)": "0x00000000",
"RAMS Slave Rule Register (ramS slave rule)": "0x00000000",

"RAMS(0 Memory Rule Register 0 (ram50 mem rule0O)": "0x00000000",
"RAMS0 Memory Rule Register 1 (ram50 mem rulel)": "0x00000000",
"RAMSO(0 Memory Rule Register 2 (ram50 mem ruleZ)": "0x00000000",
"RAMS50 Memory Rule Register 3
"RAM51 Memory Rule Register O
"RAMS51 Memory Rule Register 1
"RAM51 Memory Rule Register 2
"RAM51 Memory Rule Register 3

(
(
(ram50_mem rule3)™: "0x00000000",
(
(
(
(
"RAMSZ Memory Rule Register 0 (ram52 mem rule0O)": "0x00000000",
(
(
(
(
(
(
(

ram51 mem ruleO)": "0x00000000",
ram5l mem rulel)™: "0x00000000",
ram51 mem ruleZ)": "0x00000000",
ram51 mem rule3)": "0x00000000",
"RAMS5Z Memory Rule Register 1 (ram52 mem rulel)": "0x00000000",
"RAMOZ Memory Rule Register Z (ramdZ mem ruleZ)": "0x00000000",
"RAMSZ Memory Rule Register 3 (ram52 mem rule3)": "0x00000000",
"RAM53 Memory Rule Register 0
"RAM53 Memory Rule Register 1
"RAM53 Memory Rule Register 2
"RAM53 Memory Rule Register 3
"RAME Slave Rule Register (ramé slave rule)": "0x00000000",

ram53 mem rule0O)": "0x00000000",
ramb3 mem rulel)": "0x00000000"™,
ram53 mem ruleZ)": "0x00000000",

ram53 mem rule3)": "0x00000000",

"RAM60 Memory Rule Register 0 (ramé0 mem rule0)": "0x00000000",

"RAM60 Memory Rule Register 1 (ramé0_mem rulel)": "0x00000000",
"RAM6(0 Memory Rule Register 2 (ram60 mem ruleZ)": "0x00000000",
"RAM60 Memory Rule Register 3 (ram60 mem rule3)": "0x00000000",
"RAME1l Memory Rule Register 0 (ram6l mem rule0O)": "0x00000000",
"RAM61 Memory Rule Register 1 (ramél mem rulel)": "0x00000000",
"RAM61 Memory Rule Register 2 (ram6él mem rule2)": "0x00000000",
"RAM61 Memory Rule Register 3 (ram6él mem rule3)": "0x00000000",
"RAM6Z Memory Rule Register 0 (ramé2 mem ruleO)": "0x00000000",
"RAM6Z Memory Rule Register 1 (raméZ mem rulel)": "0x00000000",
"RAM6Z Memory Rule Register Z (raméZ mem ruleZ)": "0x00000000",
"RAM6Z Memory Rule Register 3 (ramé2 mem rule3)": "0x00000000",
"RAM63 Memory Rule Register 0 (ramé3 mem rule0O)": "0x00000000",
"RAM63 Memory Rule Register 1 (ramé3 mem rulel)": "0x00000000",
"RAM63 Memory Rule Register Z (ramé3 mem ruleZ)": "0x00000000",
"RAM63 Memory Rule Register 3 (ramé3 mem rule3)": "0x00000000",

"RAM7 Slave Rule Register (ram7 slave rule)": "0x00000000",
"RAM70 Memory Rule Register 0 (ram70 mem rule0)": "0x00000000",
"RAM70 Memory Rule Register
"RAM70 Memory Rule Register
"RAM70 Memory Rule Register
"RAM7/1 Memory Rule Register
"RAM71 Memory Rule Register
"RAM71 Memory Rule Register
"RAM71 Memory Rule Register
"RAM72 Memory Rule Register
"RAM72 Memory Rule Register
"RAM72 Memory BRule Register
"RAM72 Memory Rule Register
"RAM73 Memory Rule Register
"RAM73 Memory Rule Register
"RAM73 Memory Rule Register ram73 mem ruleZ)": "0x00000000",
"RAM73 Memory Rule Register (ram73 mem rule3)™: "0x00000000",
"RAME8 Slave Rule Register (ram8 slave rule)": "0x00000000",

—

ram70 mem rulel)™: "0x00000000",

ram70 mem ruleZ)": "0x00000000",

(SN O]

ram70 mem rule3)": "0x00000000",

=)

ram71l mem rule0)": "0x00000000",
ram7l mem rulel)": "0x00000000",

ram71l mem ruleZ)": "0x00000000",

[ R

ram71l mem rule3)": "0x00000000",

[}

ram7Z mem rulel)": "0x00000000",

[

ram72 mem rule2)": "0x00000000",

[¥8)

ram72 mem rule3)": "0x00000000",

[

ram73 mem rule0O)": "0x00000000",

—

(
(
(
(
(
(
(
(ram72 mem ruleO)™: "0x00000000",
(
(
(
(
(ram73_mem rulel)™: "0x00000000",
(

[SSI B

"RAME80 Memory Rule Register 0 (ram80 mem rule0O)": "0x00000000",
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"RAMB0 Memory Rule
"RAMB0 Memory Rule
"RAMB0 Memory Rule
"RAMB1 Memory Rule
"RAMB1 Memory Rule
"RAMB1 Memory Rule
"RAMB1 Memory Rule
"RAM81 Memory Rule
"RAMB1 Memory Rule
"RAM81 Memory Rule
"RAMB1 Memory Rule
"RAM81 Memory Rule
"RAMB1 Memory Rule
"RAMB1 Memory Rule
"RAMB1 Memory Rule

"(ezh ram slave rule)":

"(ezh ram0_slave rule0)":

"

"(ezh ram0_slave ruleZ)":
"(ezh_ram0 slave rule3)":

SPI Slave Rule Register 0

"Quad/Octal
"Quad/Octal
"Quad/Octal
"Quad/Octal
"Quad/Octal
"Quad/Octal
"Quad/Octal
"Quad/Octal
"Quad/Octal
"Quad/Octal
"Quad/Octal
"Quad/Octal
"Quad/Octal
"Quad/Octal
"Quad/Octal
"Quad/Octal
"Quad/Octal
"Quad/Octal
"Quad/Octal
"Quad/Octal
"ouad/Octal
"APB Bridge

"AFB
"APB
"AFB
"APB
"APB
"APB
"APB
"APB

"AHB Peripherals 0 Slave Rule Register 0

Bridge
Bridge
Bridge
Bridge
Bridge
Bridge
Bridge
Bridge

SPI
SPI
SPI
SPI
SPI
SPI
SPI
SPI
SPI
SPI
SPI
SPI
SPI
SPI
SPI
SPI
SPI
SPI
SPI
SPI

Slave

(RS T S0 I A B e B B = B = R e R
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(ezh ram0 slave rulel)":

Ly
1

(s}
[y
4]
ot
[}
H
3

b
[
s}
=
4]
m
R
= oo W

Register

o = O Wy D WD

Register

(95}

Register

Memory Rule

Memory Rule

Memory Rule

Memory Rule

Memory Rule

Memory Rule

Memory Rule

Memory Rule

Memory Rule

Memory Rule

Memory Rule

Memory Rule

Memory Rule

Memory Rule

Memory Rule

Memory Rule

Memory Rule

Memory Rule

Memory Rule

Memory Rule

Rule Register

Group 0

Group
Group
Group
Group
Group
Group

Group

0
0
0
1
1
1

1

(ram80 1
(ram80 1

(ram80 1

(ram81 1

(ram81
(ram81
(ram8
(ram82
(ram82
(ram82 1
(ram83 1
(ram83 1

(ram83

(ram83 1
"0x00000000",
"0x00000000™,
"0x00000000™,
"0x00000000™,
"0x00000000™,

Register 0O
Register 1
Register 2
Register 3
Register 0
Register 1
Register 2
Register

Register 0
Register 1
Register 2

Register 3

_mem rule

mem rulel)
mem rulel)
mem rule3)

mem rulel)"

(ram8l mem rulel)":
_mem rulel)":
~mem rule3)":
2 mem ruleQ)"
~mem rulel)":

mem rulel)":

mem rule3

mem rulel

)"
)
mem rulel)
)
)

mem rule3

(gospil slave rule0)"

(gospil2
(gospil2
(gospil2

(gospil0 mem rule0
(gospil0 mem rulel
(gqospil0 mem ruleZ
(gospil0 mem rule3
(gospill mem rulel
(gospill mem rulel

(gqospill mem rule

(gospilZ mem rule3
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"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000"™,
"0x00000000",
"0x00000000"™,
"0x00000000",
"0x00000000"™,
"0x00000000",
"0x00000000",
"0x00000000",

.
",
oy
"

"

",
",

~mem rulel)™:
_mem_rulel)™:
_mem rulel)":

"

Register 0 (gospil3 mem rule0)":

Register 1
Register
Register
Register
Register
Register
Register 3

N = o w

(apb bridge slave rule0)"

(gospil3 mem rulel

)
)
)
)
)
)
2)
(gospill mem rule3)":
)
)
)
)
)
)
(gospil3 mem rulel)
)

(gospil3 mem rule3

",
",

"

(gospild mem ruleO)"
(gospild mem rulel)"
(gospild mem ruleZ)"

(gospil4 mem rule3)"

"0x00000000™,
"0x00000000™,
"0x00000000"™,
"0x00000000™,
"0x00000000"™,
"0x00000000",
"0x00000000"™,
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000™,
"0x00000000",
"0x00000000™,
"0x00000000"™,
"0x00000000™,
"0x00000000"™,
"0x00000000",
"0x00000000"™,
"0x00000000",
"0=x00000000",
"0x00000000™,

Memory
Memory
Memory
Memory
Memory
Memory
Memory

Memory

"AIPS bridge 0 Memory Rule
"ATPS bridge 0 Memory Rule

"AHB Peripherals 1 Slave Rule Register
"AHB Peripherals 1 Slave Rule Register
"ATPS Bridge Slave Rule Register
"ATPS bridge 1
"ATIPS bridge 1
"AHB Peripherals 2 Slave Rule Register 0
"BHB Peripherals 2 Slave Rule Register 0

Memory Rule
Memory Rule

Rule
Rule
Rule
Rule
Rule
Rule
Rule
Rule

Register 0
Register 1

Register 0
Register 1

Register
Register
Register
Register
Register
Register
Register

FRegister

(aips bridge slave rule0)":

0

=

2 = O w2

3

(ahb periphZ slave rule0)

apb_grp0 mem rule0l)":
apb_grp0_mem rulel
"

n

(

(

(apb_grp0 mem rule

(

(apb grpl mem rule(
(

)"
2)
apb_grp0_mem rule3)
)
)"

apb_grpl mem rulel
(apbiqrplimemilul,_)":
(apb_grpl mem rule3)":

(ahb periph0 slave ruleO)"
(aips_bridge0 mem rulel)":
(aips_bridgel mem rulel)"
(ahb _periphl slave rule0)":
(ahb_periphl slave rulel)":

(aips_bridgel_mem_rule@)"

(aips bridgel mem rulel)™

(security ctrl mem ruleO)"
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"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000™,
"0x00000000™,
"0x00000000™,
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
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"AHB Peripherals 3 Slave Rule Register 0 (ahb periph3 slave rule()": "0x00000000",
"AHB Peripherals 3 Slave Rule Register 0 (ahb periph3 slave rulel)": "0x00000000",
"OxffEfEFEE™,

"OxffffEFLE™,

"OoxffEfEFEET,

"OoxffEfEFEET,

"OxffffEFLE"T,

"OxffEfEFEE™,
"OxffEfEFEE™,
"OxfffFEFLE",

reg8)™: "Oxffffffff",

eg lock)": "0x0000aaaa",

"Secure GPIO Register 0

"Secure GPIO Register 1
"Secure GPIO Register 2

"Secure GPIO Register

3
"Secure GPIO Register 4
"Secure GPIO Register 3

"Secure GPIO Register

"Secure GPIO Register

@ -1 o

"Secure GPIO Register

"Secure GPIO Lock Register (

"Master
"Master

re Level Register (mas > reg)": "0x80000000™

> anti pol req)": "Oxbfffffff",

Secure Level Anti-pole Register (master s

"M33 Lock Control Register (m33 lock reg)™: "0x80000Zaa™,
"Secure Control Duplicate Register (misc_ctrl dp reg)": "0x0000aaaa",
"Secure Control Register (misc ctrl reg) "0x0000aaaa™,

"Miscellaneous TZM settings (misc tzm settings)": "0x00000000™

9.3.5 rt6xx A0 [#] TrustZone-M TR % & 1752

rtéxx A0 [ Json TrustZone-M it & SCHF:, & Frf TrustZone-M ik %5 77 2% L BN (B A0 {H:

"family": "rtéxx",

"revision": "alO",

"tzpOutputFile": "C:/Work/TrustZone/tzFile.bin",

"trustZonePreset": {

"Secure vector table address (vtor_ addr)": "0x00000000",
"Non-secure vector table address (vtor ns addr)": "0x00000000",

"Interrupt target non-s register 0 (nvic_itnsO)": "0x00000000",
"Interrupt target non-secure register 1 (nvic itnsl)": "0x00000000",

"MPU Control Register (mpu ctrl)": "0x00000000",

"MPU Memory Attribute Indirection Register 0 (mpu mair0O)": "0x00000000"
"MPU Memory Attribute Indirection Register 1 (mpu mairl)": "0x00000000"
"MPU Region 0 Base Addre
"MPU Region 0 Limit Addr

w

5 Register (mpu rbar0)": "0x00000000",

1]

33 Register (mpu rlar0)": "0x00000000",
"MPU Region Limit Address Register (mpu rlarl)": "0x00000000",

0

"MPU Region 1 Base Address Register (mpu rbarl)": "0x00000000",
1
2 Base Address Register (mpu rbar2)": "0x00000000",

"MPU Region
"MPU Region Limit Address Register (mpu rlar2)": "0x00000000",
Base Addr

Limit Address Register (mpu rlar3)": "0x00000000"™,

"MPU Region ess Register (mpu rbar3)": "0x00000000",

[SYRRCTRRN )

"MPU Region
"MPU Region Base Address Register (mpu rbar4)": "0x00000000",
Limit Address Register (mpu rlar4)": "0x00000000",
Base Addr
Limit Address Register (mpu rlar5)": "0x00000000",
: "0x00000000",

"MPU Region 6 Limit Address Register (mpu rlar6)": "0x00000000",

"MPU Region

L Y

"MPU Region

m
w
w

Register (mpu rbar5)": "0x00000000",
"MPU Region

n

"MPU Region Base Address Register (mpu rbare6)

"MPU Region Base Address Register (mpu_rbar7)": "0x00000000",
"MPU Region Limit Address Register (mpu rlar7)": "0x00000000",
"Non-secure MPU Control Register (mpu_ctrl ns)": "0x00000000"

"Non-secure MPU Memory Attribute Indirection Register 0 (mpu mair0 ns)": "0x00000000™

"Non-secure MPU Memory Attribute Indirection Register 1 (mpu mairl ns)": "0x00000000™

"Non-secure MPU Region 0 Base Address Register (mpu_rbar0 ns)": "0x00000000"

"Non-secure MPU Region 0 Limit Address Register (mpu rlar0 ns)": "0x00000000",

"Non-secure MPU Region 1 Base Address Register (mpu rbarl ns)": "0x00000000"
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"Non-secure MPU Region 1 Limit Address Register (mpu rlarl ns)": "0x00000000",
"Non-secure MPU Region 2 Base Address Register (mpu rbar2 ns)": "0x00000000",
"Non-secure MPU Region 2 Limit Address Register (mpu rlarZ ns)": "0x00000000",
"Non-secure MPU Region 3 Base Address Register (mpu_rbar3 ns)": "0x00000000",
"Non-secure MPU Region 3 Limit Address Register (mpu rlar3 ns)": "0x00000000",
"Non-secure MPU Region 4 Base Address Register (mpu rbar4 ns)": "0x00000000",
"Non-secure MPU Region 4 Limit Address Register (mpu rlar4 ns)": "0x00000000",
"Non-secure MPU Region 5 Base Address Register (mpu rbar5 ns)": "0x00000000",
"Non-secure MPU Region 5 Limit Address Register (mpu rlard ns)": "0x00000000",
"Non-secure MPU Region 6 Base Address Register (mpu rbaré ns)": "0x00000000",
"Non-secure MPU Region € Limit Address Register (mpu rlar6 ns)": "0x00000000",
"Non-secure MPU Region 7 Base Address Register (mpu rbar7 ns)": "0x00000000",
"Non-secure MPU Region 7 Limit Address Register (mpu rlar7 ns)": "0x00000000",
"SAU Control Register.(sau ctrl)": "0x00000000",
"SAU Region 0 Base Address Register (sau rbar0O)": "0x00000000",
"SAU Region 0 Limit Address Register (sau_rlar0)": "0x00000000",
"SAU Region 1 Base Address Register (sau rbarl)": "0x00000000",
"SAU Region 1 Limit Address Register (sau rlarl)": "0x00000000",
"SAU Region 2 Base Address Register (sau rbarZ)": "0x00000000",
"SAU Region Z Limit Address Register (sau rlar2)": "0x00000000",
"SAU Region 3 Base Address Register (sau rbar3)": "0x00000000",
"SAU Region 3 Limit Address Register (sau rlar3)": "0x00000000",
"SAU Region 4 Base Address Register (sau rbar4)": "0x00000000",
"SAU Region 4 Limit Address Register (sau rlar4)": "0x00000000",
"SAU Region 5 Base Address Register (sau rbar5)": "0x00000000",
"SAU Region 5 Limit Address Register (sau rlard)": "0x00000000",
"SAU Region ¢ Base Address Register (sau rbar6)": "0x00000000",
"SAU Region 6 Limit Address Register (sau rlar6)": "0x00000000",
"SAU Region 7 Base Address Register (sau rbar7)": "0x00000000",
"SAU Region 7 Limit Address Register (sau rlar7)": "0x00000000",
"ROM Slave Rule Register 0 (bootrom0 slave rule0)": "0x00000000™,
"ROM Memory Rule Register 0 (bootrom0 mem rule0)": "0x00000000",
"ROM Memory Rule Register 1 (bootrom0 mem rulel)": "0x00000000",
"ROM Memory Rule Register 2 (bootrom0 mem ruleZ)": "0x00000000",
"ROM Memory Rule Register 3 (bootrom0 mem rule3)": "0x00000000",
"Quad/Octal SPI Slave Rule Register 0 (gospi_slave rule0)": "0x00000000",
"Quad/Octal SPI 0 Memory Rule Register 0 (qospil0 mem ruleO)™: "0x00000000",
"Quad/Octal SPI 0 Memory Rule Register 1 (gospi0_mem rulel)™: "0x00000000",
"Quad/Octal SPI 0 Memory Rule Register 2 (gospi0_mem ruleZ)": "0x00000000",
"Quad/Cctal SPI 0 Memory Rule Register 3 (qospil0_mem rule3)™: "0x00000000",
"Quad/Octal SPI 1 Memory Rule Register 0 (gospil mem ruleO)™: "0x00000000",
"Quad/Octal SPI 1 Memory Rule Register 1 (gospil mem rulel)™: "0x00000000",
"Quad/Cctal SPI 1 Memory Rule Register 2 (gqospil mem ruleZ)™: "0x00000000",
"Quad/Octal SPI 1 Memory Rule Register 3 (gospil mem rule3)™: "0x00000000",
"Quad/Octal SPI 2 Memory Rule Register 0 (gospi2 mem ruleO)™: "0x00000000",
"Quad/Cctal SPI 2 Memory Rule Register 1 (gqospiZ mem rulel)™: "0x00000000",
"Quad/Octal SPI 2 Memory Rule Register 2 (gospiZ mem rule2)™: "0x00000000",
"Quad/Octal SPI 2 Memory Rule Register 3 (gospiZ mem rule3)™: "0x00000000",
"Quad/Octal SPI 3 Memory Rule Register 0 (gqospi3 mem rule()™: "0x00000000",
"Quad/Octal SPI 3 Memory Rule Register 1 (gospi3 mem rulel)™: "0x00000000",
"Quad/Octal SPI 3 Memory Rule Register 2 (gospi3 mem rule2)™: "0x00000000",
"Quad/Octal SPI 3 Memory Rule Register 3 (gospi3_mem rule3)": "0x00000000",
"RAM0 Slave Rule Register (ram0 slave rule)": "0x00000000",
"RAMOO Memory Rule Register 0 (ram00 mem rule(O)": "0x00000000",
"RAMOO Memory Rule Register 1 (ram00 mem rulel)": "0x00000000",
"RAMOO Memory Rule Register 2 (ram00 mem ruleZ)": "0x00000000",
"RAMOO Memory Rule Register 3 (ram00 mem rule3)": "0x00000000",
"RAMO1 Memory Rule Register 0 (ram0l mem rule0)": "0x00000000",
"RAMOl Memory Rule Register 1 (ram0l mem rulel)": "0x00000000",
"RAMOl Memory Rule Register 2 (ram0l mem ruleZ)": "0x00000000",
elftosb F /7 #58, % 7HK, 202042 5
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"RAMOl Memory Rule Register 3

"RAM] Slave Rule Register

"RAMIO Memory Rule
"RAM10 Memory Rule
"RAM10 Memory Rule
"RAM10 Memory Rule
"RAM11 Memory Rule
"RAM1]1l Memory Rule
"RAMI]1 Memory Rule
"RAM11l Memory Rule

"RAM2 Slave Rule Register

"RAM20 Memory Rule
"RAM20 Memory Rule
"RAMZ20 Memory Rule
"RAM20 Memory Rule
"RAM2]1 Memory Rule
"RAM2]1 Memory Rule
"RAM2]1 Memory Rule
"RAM2]1 Memory Rule
"RAM22 Memory Rules
"RAM22 Memory Rule
"RAM22 Memory Rule
"RAM22 Memory Rule
"RAM23 Memory Rule
"RAM23 Memory Rule
"RAM23 Memory Rule
"RAM23 Memory Rule

"RAM3 Slave Rule Register

"RAM30 Memory Rule
"RAM30 Memory Rule
"RAM30 Memory Rule
"RAM30 Memory Rule
"RAM3]1 Memory Rule
"RAM31 Memory Rule
"RAM3]1 Memory Rule
"RAM31 Memory Rule
"RAM32 Memory Rule
"RAM32 Memory Rule
"RAM32 Memory Rule
"RAM32 Memory Rule
"RAM33 Memory Rule
"RAM33 Memory Rule
"RAM33 Memory Rule
"RAM33 Memory Rule

"RAM4 Slave Rule Register

"RAM40 Memory Rule
"RAM40 Memory Rule
"RAM40 Memory Rule
"RAM40 Memory Rule
"RAM4]1 Memory Rule
"RAM4]1 Memory Rule
"RAM4]1 Memory Rule
"RAM41 Memory Rule
"RAM42 Memory Rule
"RAM4Z2 Memory Rule
"RAM42 Memory Rule
"RAM4Z2 Memory Rule
"RAM43 Memory Rule
"RAM43 Memory Rule
"RAM43 Memory Ruls

(ram0l mem rule3)": "0x00000000",

(raml slave rule)": "0x00000000",

Register 0 (raml0 mem ruleO)": ™"0x00000000",
Register 1 (raml0 mem rulel)": "0x00000000",
Register 2 (raml0_mem ruleZ)": "0x00000000",
Register 3 (raml0_mem rule3)": "0x00000000",
Register 0 (ramll mem ruleO)": "0x00000000",
Register 1 (ramll mem rulel)": "0x00000000",
Register 2 (ramll mem ruleZ)": "0x00000000",
Register 3 (ramll mem rule3)": "0x00000000",
(ram2 slave rule)": "0x00000000",
Register 0 (ram20 mem ruleO)": "0x00000000",
Register 1 (ram20 mem rulel)": "0x00000000",
Register Z (ram20_mem ruleZ)": "0x00000000",
Register 3 (ram20_mem rule3)": "0x00000000",
Register 0 (ramZl mem ruleO)": "0x00000000",
Register 1 (ram2l mem rulel)": "0x00000000",
Register 2 (ram2l mem ruleZ)": "0x00000000",
Register 3 (ramZl mem rule3)": "0x00000000",
Register 0 (ram2Z mem rule0)": "0x00000000",
Register 1 (ram2Z mem rulel)": "0x00000000",
Register 2 (ram22Z mem ruleZ)": "0x00000000",
Register 3 (ram2Z mem rule3)": "0x00000000",
Register 0 (ram23 mem rule0)": "0x00000000",
Register 1 (ram23 mem rulel)": "0x00000000",
Register 2 (ram23 mem ruleZ)": "0x00000000",
Register 3 (ram23 mem rule3)": "0x00000000",
(ram3 slave rule)": "0x00000000",
Register 0 (ram30_mem ruleO)": "0x00000000",
Register 1 (ram30_mem rulel)": "0x00000000",
Register 2 (ram30 mem ruleZ)": "0x00000000",
Register 3 (ram30_mem rule3)": "0x00000000",
Register 0 (ram31l mem ruleO)": "0x00000000",
Register 1 (ram3l mem rulel)": "0x00000000",
Register 2 (ram31l mem ruleZ)": "0x00000000",
Register 3 (ram3l mem rule3)": "0x00000000",
Register 0 (ram32 mem rule0O)": "0x00000000",
Register 1 (ram3Z mem rulel)": "0x00000000",
Register Z (ram3Z mem ruleZ)": "0x00000000",
Register 3 (ram3Z mem rule3)": "0x00000000",
Register 0 (ram33 mem rule0O)": "0x00000000",
Register 1 (ram33 mem rulel)"”: "0x00000000",
Register Z (ram33_mem ruleZ)": "0x00000000",
Register 3 (ram33 mem rule3)": "0x00000000",

Register
Register
Register
Register
Register
Register
Register
Register
Register
Register
Register
Register
Register
Register

Register

0

(ram4 slave rule)": "0x00000000",

(ram40 mem ruleO)"™: "0x00000000",
(ram40_mem rulel)": "0x00000000",
(ram40_mem ruleZ)": "0x00000000",
(ram40_mem rule3)": "0x00000000",
(ram4l mem ruleO)"™: "0x00000000",
(ram4l mem rulel)"™: "0x00000000",
(ram4l mem ruleZ)": "0x00000000",
(ram4l mem rule3)": "0x00000000",
(ram4Z mem rule0)": "0x00000000",
(ram42 mem rulel)"™: "0x00000000",
(ram4Z mem ruleZ)": "0x00000000",
(ram42 mem rule3)": "0x00000000",
(ram43 mem rule0)": "0x00000000",
(ram43 mem rulel)"™: "0x00000000",

(ram43 mem ruleZ)": "0x00000000",
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"RAM43 Memory Rule Register 3 (ram43 mem rule3)": "0x00000000",
"RAMS5 Slave Rule Register (ramd slave rule)": "0x00000000",

"RAM50 Memory Rule Register 0 (ram50 mem rule()": "0x00000000",
"RAM50 Memory Rule Register (ram50_mem rulel)": "0x00000000",
"RAM50 Memory Rule Register (ram50 mem ruleZ)": "0x00000000",
"RAM50 Memory Rule Register (ram50 mem rule3)": "0x00000000",
"RAM5]1 Memory Rule Register (ram51 mem rule0)": "0x00000000",
"RAM51 Memory Rule Register (ram51 mem rulel)": "0x00000000",
"RAM51 Memory Rule Register (ram51 mem ruleZ)": "0x00000000",
"RAM5]1 Memory Rule Register (ram51 mem rule3)": "0x00000000",
"RAMSZ Memory Rule Register 0 (ram52Z mem rule()": "0x00000000",
"RAM52 Memory Rule Register (ram5Z mem rulel)": "0x00000000",
"REM52 Memory Rule Register (ram52 mem ruleZ)": "0x00000000",
"RAM52 Memory Rule Register (ram5Z mem rule3)": "0x00000000",
"RAMS53 Memory Rule Register 0 (ram53 _mem rule()": "0x00000000",
"REM53 Memory Rule Register (ram53 mem rulel)": "0x00000000",
"RAM53 Memory Rule Register (ram53 mem rulez)": "0x00000000",
"RAM53 Memory Rule Register (ram53 mem rule3)": "0x00000000",
"RAM6 Slave Rule Register (ramé slave rule)": "0x00000000",

"RAM60 Memory Rule Register 0 (ramé0 _mem rule0)": "0x00000000",
"RAM60 Memory Rule Register 1 (ramé0 _mem rulel)": "0x00000000",
"RAM60 Memory Rule Register 2 (ram60 mem ruleZ)": "0x00000000",
"RAM60 Memory Rule Register 3 (ramé0 _mem rule3)": "0x00000000",
"RAM61 Memory Rule Register 0 (ramél mem rule0O)": "0x00000000",
"REM61 Memory Rule Register (ram6l mem rulel)": "0x00000000",
"RAM6&1l Memory Rule Register (ram6l mem rulez)": "0x00000000",
"RAM6&1l Memory Rule Register (ram6l mem rule3)": "0x00000000",
"RAMGE2 Memory Rule Register (raméZ mem ruleO)": "0x00000000",
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"RAM6Z Memory Rule Register 1 (raméZ mem rulel)": "0x00000000",
"RAM6Z Memory Rule Register 2 (raméZ mem ruleZ)": "0x00000000",
"RAM6Z Memory Rule Register 3 (ram62Z mem rule3)": "0x00000000",
"RAME3 Memory Rule Register 0 (ramé3 mem rule0)": "0x00000000",

"RAME3 Memory Rule Register 1 (ramé3 mem rulel)": "0x00000000",
"RAM63 Memory Rule Register 2 (ramé63 mem ruleZ)": "0x00000000",
"RAM63 Memory Rule Register 3 (ramé3 mem rule3)": "0x00000000",
"RAM7 Slave Rule Register (ram7_slave rule)": "0x00000000",

"RAM70 Memory Rule Register 0 (ram70 _mem rule()": "0x00000000",
"RAM70 Memory Rule Register 1 (ram70 mem rulel)": "O0x00000000",
"REMT70 Memory Rule Register (ram70 mem ruleZ)": "0x00000000",
"RAM70 Memory Rule Register (ram70_mem rule3)": "0x00000000",
"RAM71 Memory Rule Register 0 (ram71 mem rule0O)": "0x00000000",
"REM71 Memory Rule Register (ram71 mem rulel)": "0x00000000",
"RAM71 Memory Rule Register (ram71 mem rulez)": "0x00000000",
"REM71 Memory Rule Register (ram71 mem rule3)": "0x00000000",
"RAM72 Memory Rule Register 0 (ram72 mem rule0)": "0x00000000",
"RAM72 Memory Rule Register (ram7Z mem rulel)": "0x00000000",
"REMT72 Memory Rule Register (ram72 mem ruleZ)": "0x00000000",
(ram72 mem rule3)": "0x00000000",
(ram73_mem rule0)": "0x00000000",
(ram73 mem rulel)": "0x00000000",
"RAM73 Memory Rule Register (ram73 mem ruleZ)": "0x00000000",
"RAM73 Memory Rule Register (ram73 mem rule3)": "0x00000000",
"RAME Slave Rule Register (ram8 slave rule)": "0x00000000",

"RAMS0 Memory Rule Register 0 (ram80 mem rule(O)": "0x00000000",
"RAMB80 Memory Rule Register (ram80 _mem rulel)": "0x00000000",
"RAMEBO Memory Rule Register (ram80 mem ruleZ)": "0x00000000",
"RAMEBO Memory Rule Register (ram80 mem rule3)": "0x00000000",
"RAME81 Memory Rule Register 0 (ram8l mem rule0)": "0x00000000",
"RAME1l Memory Rule Register 1 (ram8l mem rulel)": "0x00000000",
"RAME1l Memory Rule Register 2 (ram8l mem ruleZ)": "0x00000000",

(RS T W M = w

[¥%)

"REMT72 Memory Rule Register
"RAM73 Memory Rule Register
"RAM73 Memory Rule Register

=

W r

S =

w
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"RAM81 Memory Rule Register 3 (ram8l mem rule3)": "0x00000000",

"HiFi4 DSP Slave Rule Register (pif hifi4 x slave rule0)": "0x00000000",

"HiFi4 DSP
"HiFi4 DSP Rule
"HiFi4 DSP Rule
"HiFi4 DSP Memory Rule

Rule Register 0 (pif hifi4 x mem rule0
pif hifid x mem

(
(
(pif hifid x 1
(

n.owQs

n "0x00000000™,

)
rulel)™: "0x0000000CO0",
)

) C

ooooo™,

pif hifi4 x mem rule3)": "0x00000000",

"APB Bridge Slave Rule Register (apb bridge slave rule()": "0x00000000",

apb_grp0 mem rule0)™: "0x00000000",
 grp0 mem rulel)™: "0x00000000",
 grp0 mem ruleZ)™: "0x00000000",
_grp0_mem rule3)™: "0x00000000",
 grpl mem rule0)™: "0x00000000",
 grpl mem rulel)™: "0x00000000",

_grpl mem ruleZ)™: "0x00000000",

APB Bridge Group Memory Rule Register 0 (

"APB Bridge Group 0 Memory Rule Register 1 (apb

"APB Bridge G p 0 Memory Rule Register 2 (apb

"APB Bridge Group 0 Memory Rule Register 3 (apb

"APB Bridge Group 1 Memory Rule Register 0 (apb

"APB Bridge Group 1 Memory Rule Register 1 (apb

"APB Bridge Group 1 Memory Rule Register 2 (apb

"APB Bridge Group 1 Memory Rule Register (apb grpl mem rule3)": "0x00000000",

3
"AHB Peripherals 0 Slave Rule Register 0 (ahb periph0_slave rule0)": "0x00000000",
(ahb_periph0 slave rulel)": "0x00000000",

"AHB Peripherals 0 Slave Rule Register 1

"AIPS bridge 0 Memory Rule Register 0 (al;:ibridgeﬁimemiruleb)”:
"AIFPS bridge 0 Memory Rule Register 1 (aips _bridge0 _mem rulel)":
"AHB Peripherals 1 Slave Rule Register (ahb periphl slave rule0)"

"AIPS bridge 1 Slave Rule Register (aips bridgel slave rule()":
"AIPS bridge 1 Memory Rule Register 0 (aips _bridgel mem rule0)":
"ATPS bridge 1 Memory Rule Register 1 (aips bridgel mem rulel)":

"AHB Peripherals 2

"AHB Peripherals 3 Slave
> GPIO Register 0
GPIO Register

> GPIO Register

beriph2 slawv

Rule Register _periph3

Slave Rule Register

[

: GPIO Register
GPIO Register
= GPIO Regi

i "OxfEfEEFEE",
: GPIO Register

"OxffffEEFF",
"OxffEEEEFE"T,
_reg8)M: "OxfEfffFFf™,

[S2TNNS IRV

Q
i)
=
(e]
rs)
i

ls}
A
w
o

i

=

o =]

"Master Secure Level Register (master
"Master Secure Level Anti-pole Regist
"M33 Lock Control Register (m33 lock r

"

o]
{11

cure Control Duplicate Register (misc

cure Control Register (misc ctrl reg)": "0x00000000000aaaa"

"

o]
[}

9.3.6 rt6xx BO [#] TrustZone-M i % & 1752

"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",

rule0)": "0x0000000O0",

", "0x00000000",

> GPIO Lock Register = g 3 ock)™: "0x00000000000aaaa",

"Oxbfffffff",

ctrl dp reg)": "0x00000000000aaaa",

rtéxx BO [J Json TrustZone-M it & (1, & Frf TrustZone-M ik %5 77 25 L BN (B A0 {H:

"family™: "rtexx",
"revision": "bO",
"tzpOutputFile": "C:/Work/TrustZone/tzFile.bin",
"trustZonePreset": |
"Secure vector table address (vtor_ addr)": "0x00000000",

"Non-secure vector table address (vtor ns addr)™: "0x00000000"

"Interrupt target non-secure

"Interrupt target non-secure

"MPU Control Register (mpu ctrl "0x00000000™

"MPU Memory Attribute Indirection Register 0 (mpu mairO)"
"MPU Memory Attribute Indirection Register 1 (mpu mairl)™

elftosb FIF¥558, % 7hK, 202042 5

ister 0 (nvic itns0)": "0x00000000"

g1
gister 1 (nvic itnsl)™: "0x00000000",
)"

"0x00000000",
"0x00000000",
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"MPU
"MPU
"MPU
"MPU
"MPU
"MPU
"MPU
"MPU
"MPU
"MPU
"MPU
"MPU
"MPU
"MPU
"MPU
"MPU

"Non-secure

Region
Region
Region
Region
Region
Region
Region
Region
Region
Region
Region
Region
Region
Region
Region
Region

"Non-secure
"Non-secure
"Non-secure
"Non-secure
"Non-secure
"Non-secure
"Non-secure
"Non-secure
"Non-secure
"Non-secure
"Non-secure
"Non-secure
"Non-secure
"Non-secure
"Non-secure
"Non-secure
"Non-secure

"Non-secure

Base Address Register

Limit Address Register
Base Address Register

Limit Address Register
Base Address Register

Limit Address Register
Base Address Register

Limit Address Register
Base Address Register

Limit Address Register
Base Address Register

Limit Address Register
Base Address Register

Limit Address Register
Base Address Register

Limit Address Register
MPU Control Register.
MPU Memory Attribute

MPU Memory Attribute

MPU
MPU
MFU
MPU
MPU
MPU
MPU
MFU
MPU
MFU
MFU
MPU
MPU
MPU
MPU
MPU

Region 0
Region 0
Region 1
Region 1
Region
Region
Ragion
Region
Region
Region
Region
Region
Region
Region
Region

Region

(mpu_ctrl ns)

Base Address Register
Limit Address Register
Base Address Register
Limit Address Register
Base Address Register
Limit Address Register
Base Address Register
Limit Address Register
Base Address Register
Limit Address Register
Base Address Register
Limit Address Register
Base Address Register
Limit Address Register
Base Address Register

Limit Address Register

(mpu rbar0)":

(mpu_rlar0)":

(mpu_rbarl)":

(mpu rlarl)":

(mpu_rbar2)":
(mpu_rlarZ)

(mpu_rbar3)":

(mpu rlar3)":

(mpu rbar4)":

(mpu_rlar4)":

(mpu rbar5)":

(mpu rlar5)":

(mpu_rbaré)":

(mpu rlaré)":

(mpu_rbar7)":

(mpu rlar7)":

Indirection Register 0
Indirection Register 1

(mpu_rbar0 ns)™:
(mpu_rlar0_ns)
(mpu rbarl ns)™:
(mpu_rlarl ns)
(mpu rbarZ ns)
(mpu_rlarZ ns)":
(mpu rbar3 ns)™:
(mpu rlar3 ns)":
(mpu_rbar4 ns)":
(mpu rlard4 ns)":
(mpu rbarS ns)™:
(mpu_rlar5 ns)
(mpu_rbaré ns)™:
(mpu_rlaré ns)":
(mpu rbar7 ns)™:

(mpu_rlar/ _ns)

fft=% E: TrustZone-M FBE SC A4 AE Bk

"0x00000000™,

"0x00000000",

"0x00000000™,

"0x00000000",

"0x00000000™,

"Ox00000000",

"0x00000000™,

"0x00000000™,

"0x00000000™,

"0x00000000",

"0x00000000™,

"0x00000000",

"0x00000000™,

"0x00000000",

"0x00000000™,

"Oox00000000™,

"0x00000000™,

"0x00000000",
(mpu mairl ns)": "0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",

(mpu_mair0 ns)":

.

"0x00000000™,
"0x00000000",
"0x00000000™,
"0x00000000",
"0x00000000™,
"0x00000000",
"0x00000000™,

(sau rbar4)":

(sau rlar3)":

(sau_rlar4)":

(sau rbar3)":

(sau rlar3)":

(sau_rbaré)":

(sau_rlaré)":

(sau_rbar7)":

(sau rlar7)":

"

oy

)
p
)
)

"

"SAU Control Register (sau ctrl)": "0x00000000™,
"SAU Region 0 Base Address Register (sau rbar0)":
"SAU Region 0 Limit Address Register (sau_rlar0)":
"SAU Region 1 Base Address Register (sau rbarl)":
"SAU Region 1 Limit Address Register (sau rlarl)":
"SAU Region 2 Base Address Register (sau_rbar?Z)
"SAU Region 2 Limit Address Register (sau rlar2)
"SAU Region 3 Base Address Register (sau rbar3)":
"SAU Region 3 Limit Address Register

"SAU Region 4 Base ARddress Register

"SAU Region 4 Limit Address Register

"SAU Region 5 Base ARddress Register

"SAU Region 5 Limit Address Register

"SAU Region & Base Address Register

"SAU Region € Limit Address Register

"SAU Region 7 Base ARddress Register

"SAU Region 7 Limit Address Register

"ROM Slave Rule Register 0 (bootrom0_slave rule0)

"ROM Memory Rule Register 0 (bootrom0 mem rule(

"ROM Memory Rule Register 1 (bootrom0 mem rulel

"ROM Memory Rule Register Z (bootrom0 mem ruleZ

"ROM Memory Rule Register 3 (bootrom0 mem rule3

"Quad/Octal SPI Slave Rule Register 0

"Quad/Octal SPI 0 Memory Rule

"Quad/Octal SPI 0 Memory Rule

elftosb FI P58/, % 7hX, 202042 H

(gspi slave rulel)”
Register 0 (gspi0_mem rule0

Register 1 (gspi0 mem rulel

"0x00000000™,
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000™,
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
: "0x00000000™,
)": "0x00000000™,
)": "0x00000000™,
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"Quad/Octal SPI
"Ouad/Qctal SPI
"Ouad/Qctal SPI
"Quad/Octal SPI
"Quad/Octal SPI
"Quad/Octal SPI
"Ouad/Qctal SPI
"Ouad/Octal SPI
"Ouad/Qctal SPI
"Quad/Octal SPI
"Quad/Octal SPI
"Quad/Octal SPI
"Ouad/Qctal SPI
"Quad/Octal SPI
"Ouad/Octal SPI
"Quad/Octal SPI
"Ouad/Qctal SPI
"Quad/Octal SPI

> o= = O O

L e . L ¥ I 'S R 'S S B B )

"RAMO Slave Rule Register

"RAMOO Memory Rule
"RAMOO Memory Rule
"RAMOO Memory Rule
"RAMOO Memory Rule
"RAMOl Memory Rule
"RAMOl Memory Rule
"RAMO1l Memory Rule
"RAMOl Memory Rule

"RAM] Slave Rule Register

Memory Rule
Memory Rule
Memory Rule
Memory Rule
Memory Rule
Memory Rule
Memory Rule
Memory Rule
Memory Rule
Memory Rule
Memory Rule
Memory Rule
Memory Rule
Memory Rule
Memory Rule
Memory Rule
Memory Rule

Memory Rule

Register
Register
Register
Register
Register
Register
Register
Register
Register
Register
Register
Register
Register
Register
Register
Register
Register

Register

o = o w

= o W

[N I = I VYRR S T o S VU )

3

(q3pil mem ruleZ)
(gspil_mem rule3)"
(gspil mem rulel)
(gspil_mem rulel)
(q3pil mem rulel)
(gspil mem rule3)
(g3piZ2 mem rulel)
(gsp )
(gspiZ mem ruleZ)
)
)
)
)
)
)
)
)

s A

mem rulel

(gspiZ2 mem rule3)"
(g3pi3 mem rulel
(gspi3 mem rulel

(gspi3_mem ruleZ

(gspi3 _mem rule3)":

(gspi4_mem rule0
(gspid4 mem rulel

(gspid4 _mem ruleZ

(q3pid4 mem rule3)™:

",

",
.
",
",
",

"w.

",
",

"w.

"w.
",

",

"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000™,
"0x00000000™,
"0x00000000™,
"0x00000000",
"0x00000000"™,
"0x00000000",
"0x00000000™,
"0x00000000",
"0x00000000™,
"0x00000000",
"0x00000000™,
"0x00000000"™,
"0x00000000™,
"0x00000000",
"0x00000000",

(ram0_slave rule)™:

Register O

Register 1

Register 2

Register 3

Register 0

Register 1

Register 2

Register 3

(raml slave rule)™:

"RAM10 Memory FRule Register 0

"RAMIO Me
"RAMI1O Me
"RAM1O Me
"RAMI]1 Me

mory Rule
mory Rule
mory Rule

mory Rule

"RAMI1
"RAMI1
"RAMI1

"RAMZ0
"RAM20
"RAMZ0
"RAM20
"RAM21
"RAM21
"RAMZ1
"RAMZ21
"RAM22
"RAM22
"RAM22
"RAM22
"RAMZ3
"RAMZ3
"RAM23
"RAM23

"RAM30
"RAM30
"RAM30
"RAM30
"RAM31
"RAM31

Memory Rule
Memory Rule
Memory Rule
"RAM2 Slave Rule Register
Memory Rule
Memory Rule
Memory Rule
Memory Rule
Memory Rule
Memory Rule
Memory Rule
Memory Rule
Memory Rule
Memory Rule
Memory Rule
Memory Rule
Memory Rule
Memory Rule
Memory Rule
Memory Rule
"RAM3 Slave Rule Register
Memory Rule
Memory Rule
Memory Rule
Memory Rule
Memory Rule
Memory Rule

Register

Register

(ram00 mem rule0)":
(ram00_mem rulel)":
(ram0D0 mem ruleZ2)":
(ram0D0_mem rule3)":
(ram0l mem rule0)":
(ram01 mem rulel)":
(ram0l mem ruleZ)":

(ram01 mem rule3)":

(ram10 mem rule0)":

(raml0 mem rule3)

(ramll mem rule0)

"0x00000000",

"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",
"0x00000000",

"0x00000000",

"0x00000000",

(ram10_mem rule2)"

n

L

3
Register 0
1

Register 2

Register
Register
Register

Register
Register

Register 3

Register 0
Register 1
Register 2
Register 3
Register 0
Register 1
Register 2
Register 3
Register 0
Register 1
Register 2
Register 3
Register 0
Register 1

Register 3

Register 0

=

[V )

Register 0
Register 1

(ram2 slave rule)™:

(ram3 slave rule)":

(ramll mem rulel)"
(ramll mem rule2)"

(ramll mem rule3)"

(ram20_mem ruleO)"
(ram20 mem rulel)"
(ramZ0_mem ruleZ)"
(ram20 mem rule3)"
(ram2]1 mem rule0D)"
(ram2l mem rulel)"”
(ramZl mem ruleZ)"
(ram2l mem rule3)"
(ram22 mem rule0)"
(ram22 mem rulel)"”
(ram22 mem ruleZ)"
(ram2Z mem rule3)"
(ram23 _mem rule0)"
(ram23 mem rulel)"
(ram23 mem rule2)"

(ram23 mem rule3)"

(ram30_mem ruleO)"
(ram30_mem rulel)"
(ram30_mem ruleZ)"
(ram30 mem rule3)"
(ram3l mem ruleO)"

(ram3l mem rulel)"

elftosb FI P58/, % 7hX, 202042 H

Register 1 (raml0 mem rulel)": "0x00000000",

: "0x00000000",
: "0x00000000",
"0x00000000",
: "0x00000000",
: "0x00000000",
: "0x00000000",

"0x00000000",

: "0x00000000",
: "0x00000000",
: "0x00000000",
: "0x00000000",
: "0x00000000",
: "0x00000000",
: "0x00000000",
: "0x00000000",
: "0x00000000",
: "0x00000000",
: "0x00000000",
: "0x00000000",
: "0x00000000",
: "0x00000000",
: "0x00000000",
: "0x00000000",

"0x00000000",

: "0x00000000",
: "0x00000000",
: "0x00000000",
: "0x00000000",
: "0x00000000",
: "0x00000000",
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"RAM31 Memory Rule Register 2 (ram3l mem ruleZ)": "0x00000000",
"RAM31l Memory Rule Register 3 (ram3l mem rule3)": "0x00000000",
"RAM3Z Memory Rule Register 0 (ram3Z mem rule0)": "0x00000000",
"RAM32 Memory Rule Register 1 (ram32 mem rulel)": "0x00000000",
"RAM32 Memory Rule Register 2

"RAM3Z Memory Rule Register 3 (ram3Z mem rule3)": "0x00000000",

(ram3Z mem ruleZ)": "0x00000000",

"RAM33 Memory Rule Register 0 (ram33 mem rule0)": "0x00000000",
"RAM33 Memory Rule Register 1 (ram33 mem rulel)": "0x00000000",
"RAM33 Memory Rule Register 2 (ram33 mem ruleZ)": "0x00000000",

"RAM33 Memory Rule Register 3 (ram33 mem rule3)": "0x00000000",
"RAM4 Slave Rule Register (ramd4 slave rule)": "0x00000000",

"RAM40 Memory Rule Register 0 (ram40 mem rule0)": "0x00000000",
"RAM40 Memory Rule Register 1 (ram40 mem rulel)": "0x00000000",
"RAM40 Memory Rule Register 2 (ram40 mem ruleZ)": "0x00000000",

"RAM40 Memory Rule Register 3 (ram40 _mem rule3)": "0x00000000",
"RAM41 Memory Rule Register 0 (ram4l mem rule0)": "0x00000000",
"RAM41 Memory Rule Register 1 (ram4l mem rulel)": "0x00000000",
"RAM41 Memory Rule Register 2 (ram4l mem rule2)": "0x00000000",

"RAM41l Memory Rule Register 3 (ram4l mem rule3)": "0x00000000",
"RAM4Z Memory Rule Register 0 (ram4Z mem ruleO)": "0x00000000",
"RAM4Z Memory Rule Register 1 (ram4Z mem rulel)": "0x00000000",
"RAM4Z Memory Rule Register 2 (ram4Z mem ruleZ)": "0x00000000",
"RAM4Z Memory Rule Register 3 (ram4Z mem rule3)": "0x00000000",
"RAM43 Memory Rule Register 0 (ram43 mem rule0)": "0x00000000",
"RAM43 Memory Rule Register 1 (ram43 mem rulel)": "0x00000000",
"RAM43 Memory Rule Register 2 (ram43 mem ruleZ)": "0x00000000",
"RAM43 Memory Rule Register 3 (ram43 mem rule3)": "0x00000000",
"RAM5 Slave Rule Register (ram5_ slave rule)": "0x00000000",

"RAMS0 Memory Rule Register 0 (ramd50 mem ruleO)": "0x00000000",
"RAMS0 Memory Rule Register 1 (ram50 mem rulel)": "0x00000000",
"RAM50 Memory Rule Register 2 (ram50 mem ruleZ)": "0x00000000",
"RAMS0 Memory Rule Register 3 (ram50 mem rule3)": "0x00000000",
"RAMS51 Memory Rule Register 0 (ram51 mem rule0)": "0x00000000",
"RAMS1 Memory Rule Register 1 (ramdl mem rulel)": "0x00000000",
"RAMS51 Memory Rule Register 2 (ram51 mem ruleZ)": "0x00000000",
"RAM51 Memory Rule Register 3 (ram51 mem rule3)": "0x00000000",
"RAMSZ Memory Rule Register 0 (ramd5Z mem rule0)": "0x00000000",
"RAMS5Z Memory Rule Register 1 (ram52 mem rulel)": "0x00000000",

"RAM5Z2 Memory Rule Register 2 (ramb52 mem rule2)": "0x00000000",
"RAMSZ Memory Rule Register 3 (ramd5Z mem rule3)": "0x00000000",
"RAM53 Memory Rule Register 0 (ram53 mem rule()": "0x00000000",
"RAM53 Memory Rule Register 1 (ram53 mem rulel)": "0x00000000",
"RAMS3 Memory Rule Register 2 (ram53 mem ruleZ)": "0x00000000",

"RAMO3 Memory Rule Register 3 (ramd3 mem rule3)": "0x00000000",
"RAM6 Slave Rule Register (ramé_slave rule)": "0x00000000",

"RAM60 Memory Rule Register 0 (ram60 mem rule0)": "0x00000000",
"RAM60 Memory Rule Register 1 (ramé0 mem rulel)": "0x00000000",
"RAM60 Memory Rule Register 2 (ramé0 mem ruleZ)": "0x00000000",
"RAM60 Memory Rule Register 3 (ram60 mem rule3)": "0x00000000",
"RAM61 Memory Rule Register 0 (ramél mem rule0)": "0x00000000",
"RAM61 Memory Rule Register 1 (ramél mem rulel)": "0x00000000",
"RAM61 Memory Rule Register 2 (ramé6l mem rule2)": "0x00000000",
"RAM61 Memory Rule Register 3 (ramél mem rule3)": "0x00000000",
"RAM6Z Memory Rule Register 0 (raméZ mem rule0)": "0x00000000",
"RAM6Z Memory Rule Register 1 (ram6Z mem rulel)": "0x00000000",
"RAM6Z Memory Rule Register 2 (ram6Z mem ruleZ)": "0x00000000",
"RAM6Z Memory Rule Register 3 (ram6Z mem rule3)": "0x00000000",
"RAM63 Memory Rule Register 0 (ramé3 mem rule0)": "0x00000000",
"RAM63 Memory Rule Register 1 (ram63 mem rulel)": "0x00000000",
"RAM63 Memory Rule Register 2 (ram63 mem ruleZ)": "0x00000000",

elftosb FI P58/, % 7hX, 202042 H
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"REM63 Memory Rule Register 3
"RAM7 Slave Rule Register

(ram63 mem rule3)": "0x00000000",
(ram7_slave rule)": "0x00000000",

"RAM70 Memory Rule Register 0 (ram70 _mem rule(O)": "0x00000000",

"RAM70 Memory Rule Register 1 (ram70 mem rulel)": "O0x00000000",

"RAM70 Memory Rule Register 2 (ram70 mem ruleZ)": "0x00000000",

"RAM70 Memory Rule Register 3 (ram70 _mem rule3)": "0x00000000",

"RAM71 Memory Rule Register 0 (ram71 mem rule0)": "0x00000000",

"RAM71 Memory Rule Register 1 (ram7l1 mem rulel)": "0x00000000",

"RAM71 Memory Rule Register 2 (ram7l1 mem ruleZ)": "0x00000000",

"RAM71 Memory Rule Register 3 (ram71 mem rule3)": "0x00000000",

"RAM7Z Memory Rule Register 0 (ram7Z mem rule(O)": "0x00000000",

"RAM7Z Memory Rule Register 1 (ram7Z mem rulel)": "0x00000000",

"RAM72 Memory Rule Register 2 (ram72 mem ruleZ)": "0x00000000",

"RAM7Z Memory Rule Register 3 (ram7Z2 mem rule3)": "0x00000000",

"RAM73 Memory Rule Register 0 (ram73 mem rule0O)": "0x00000000",

"RAM73 Memory Rule Register 1 (ram73 mem rulel)": "0x00000000",

"RAM73 Memory Rule Register 2 (ram73 mem rule2)": "0x00000000",

"RAM73 Memory Rule Register 3 (ram73 mem rule3)": "0x00000000",

"RAME Slave Rule Register (ram8 slave rule)'": "0x00000000",

"RAMB0 Memory Rule Register 0 (ram80 mem rule0)": "0x00000000",

"RAMB0 Memory Rule Register 1 (ram80 mem rulel)": "0x00000000",

"RAME0 Memory Rule Register 2 (ram80 _mem ruleZ)": "0x00000000",

"RAMB0 Memory Rule Register 3 (ramB0 mem rule3)": "0x00000000",

"RAMB1 Memory Rule Register 0 (ramB8l mem rule0O)": "O0x00000000",

"RAME1l Memory Rule Register 1 (ram8l mem rulel)": "0x00000000",

"RAM81 Memory Rule Register 2 (ram8l mem ruleZ)": "0x00000000",

"RAM81 Memory Rule Register 3 (ram8l mem rule3)": "0x00000000",

"RAMEZ Memory Rule Register 0 (ram8Z mem rule()": "0x00000000",

"RAMS2 Memory Rule Register 1 (ram82 mem rulel)": "0x00000000",

"RAMSZ Memory Rule Register 2 (ram82 mem ruleZ)": "0x00000000",

"RAMSZ Memory Rule Register 3 (ram8Z mem rule3)": "0x00000000",

"RAM83 Memory Rule Register 0 (ram83 mem rule()": "0x00000000",

"RAM83 Memory Rule Register 1 (ram83 mem rulel)": "0x00000000",

"RAME3 Memory Rule Register 2 (ram83 mem ruleZ)": "0x00000000",

"RAME3 Memory Rule Register 3 (ram83 mem rule3)": "0x00000000",

"HiFi4 DSP Slave Rule Register (pif hifi4 x slave ruleO)": "0x00000000",
"HiFi4 DSP Memory Rule Register 0 (pif hifi4 x mem rule0)": "0x00000000",
"HiFi4 DSP Memory Rule Register 1 (pif hifid4 x mem rulel)”: "0x00000000",
"HiFi4 DSP Memory Rule Register Z (pif hifid4 x mem rule2)": "0x00000000",
"HiFi4 DSP Memory Rule Register 3 (pif hifi4 x mem rule3)": "0x00000000",
"APB Bridge Slave Rule Register (apb bridge slave rule)™: "0x00000000™,

n

"APB Bridge Group 0 Memory Rule Register 0 (apb grp0 mem rule0)": "0x00000000",
"APB Bridge Group 0 Memory Rule Register 1 (apb_grp0 mem rulel)": "0x00000000",
"ARPB Bridge Group 0 Memory Rule Register 2 (apb grp0 mem ruleZ)": "0x00000000",
"ARPB Bridge Group 0 Memory Rule Register 3 (apb_ grp0 mem rule3)": "0x00000000",
"APB Bridge Group 1 Memory Rule Register 0 (apb grpl mem rule0)": "0x00000000",
"APB Bridge Group 1 Memory Rule Register 1 (apb grpl mem rulel)": "0x00000000",
"ARPB Bridge Group 1 Memory Rule Register 2 (apb grpl mem ruleZ)": "0x00000000",
"APB Bridge Group 1 Memory Rule Register 3 (apb grpl mem rule3)": "0x00000000",
"AHB Peripherals 0 Slave Rule Register (ahb periph0 slave rule)": "0x00000000",

"RIPS bridge 0 Memory Rule Register (aips_bridgeO_ slave rule)": "0x00000000",
"AHB Peripherals 1 Slave Rule Register (ahb periphl slave rule)": "0x00000000",

"AIPS bridge 1 Slave Rule Register (aips _bridgel slave rule)": "0x00000000",
"AIPS bridge 1 Memory Rule Register 0 (aips_bridgel mem rule0O)": "0x00000000",
"ATPS bridge 1 Memory Rule Register 1 (aips bridgel mem rulel)": "0x00000000",
"AIPS bridge 1 Memory Rule Register Z (aips_bridgel mem ruleZ)": "0x00000000",
"AIPS bridge 1 Memory Rule Register 3 )": "0x00000000",

"AHB Peripherals 2 Slave Rule Register

(aips_bridgel mem rule3
=

(ahb periph2 slave rule) "0x00000000",

"AHB Peripherals 2 Security Memory Rule Register

(ahb_periph? security mem rule)":

"0x00000000",
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"ARHB Peripherals 3 Slave Rule Register (ahb periph3 slave rule)":

(EAARTES

"0x00000000",

= GPIO Mask Register 0 (: io mask0)": "OxEffffffff™
= GPIO Mask Register 1 (: " "Oxfffffffe"
re GPIO Mask Register 2 ( ": "OxXfEffffff"
re GPIO Mask Register 3 (: " "Oxffffffff"
re GPIO Mask Register 4 (: " "OxffffffEff"
= GPIO Mask Register 5 (: " "Oxfffffffe"
= GPIO Mask Register € ( ": "OxfEffffff"
re GPIO Mask Register 7 ( i " "OxEffffffe"”
re DSP Interrupt Mask Register (sec hifi4 int mask)": "Oxffffffff"
"Secure GPIO Mask Lock Register (sec gpio mask lock)": "0x0000aaaa",

"Master
"Master
"Oxbffffffe",

"M33 Lock Control Register

n

Secure

ure

10 BiTiEx

AR A R A A D SRR

(se
] Level Register (master s
i

Se Level Anti-pole Regi

Control Duplicate Register

Control Register (misc ctrl reg

+ 28. BITEFE

(m33 lock reg)": "0x800002aa",

(misc_ctrl dp reg)":

)
eous TZIM settings (misc_tzm settings)

"0x80000000",

- sec anti pol reg)":

"0x0000aaaa",

"0x0000aaaa",

"0:x00000000"
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