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1.1 XFEXE

KIBRENE T WA MX Android 4 STFNZ 2 INREH T MEES], AT iMX Androidf L £INEE, HER
NEB T NEEENERX LR LINEE.

KRBT LAER AN RISERL 7 8RRk Trusty OSAYRE:, MANHSTrusty OSHEXAIRNBRIERTFER 7 Trusty
OSHIE S,

AERISoCHREE B AL SBAER, AR THEXANEREE. FESoOCHAFRREX TS ZSoCE XN
S5, WRKIPMIEESoCHE, B2 IERTRESoCHIERIREA.

1.2 BEHRELBERN

« BEBEIMXEFINXEPIER T EREELLIP.

« TTERE—FMERNTrusty OSZEmEXRBEMERFNGEXK, FHATrusty OSHIREMSEEMNMRAFIZRD
1858,

- Fitt, BANAREEISENLZEERBEN Trusty OSREEE, IUMEMERIFERE R,

o BEERMTrusty OS, BiEHAndroidTEREER, EAFFRIGRE, MiFEFETeITIMAE.

* ffEfBGoogle AOSP Trusty OSIR{{HEMIERE A Trusty OSIRIE A e MXEEZRFITIRE LT 2K 5
AR,

1.3 895E

AXERTLATAE:

o L EBLACOonsola s E R,

* ${MY ANDROID}Z7~i.MX AndroidjE{{IBIRER.
* ${MY TRUSTY} Z7i.MX Trusty OSIEMCASIRER.

2 i.MX AndroidZ2Ij5Etii4

2.1 BZEHEXWEHHEIRTE

REMEEETL2BEXAE, REREEEH T LIIETERFRrLeilE. BRiELet, RaFRelEx
RRES A EERE LiET, B, XEEERREIRALSEXEHER, IMXTEE LE— LR 2B HHER,
Bfi15Trusty OSthE T/ELMRIER S :

« CAAM: NIEMNEFHRIEEREZER RS (SoC) RI—MEBHAMN, NINE&EE. HiEaIERs=IURE
EIIERERER S RIEF I I0E,

* TrustZone: Arm TrustZonefIEZ T —MEBRIRENE, TRTARGRRMNEMATEMY. SaeBRFA
FEMHEIEERERFINSNERBIENE. SEBTATENTIE (MTrusty OS) RiftLEinRA,

« TZASC: TrustZonettilIt =[EIEFHIZF R — IS B RAIEHIEE S LM (AMBA) HISEAISOCINE. BE—H
=iae. XIFMUaoti=EEHIES, BT RIFaEHTINE PR BB IEUE, MLEETE LiEiThY
BRI Z 2 BT,
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CSU: thRZ LT (CSVU) BRELDELTIREBMEDEMNREZIARNHEHISHIREE, 8BNS EIRRNEZ S
1A,
RDC: HRIEHIZ: (RDC) ZIFEENFMHEIEIE (MNIMRFIFERS) REEIEINZ. BEEREs—A
RIS EIRE.
XRDC: #EiMX 8QuadMaxfliMX 8QuadXPlus £, ¥ ERIREIZHIEE (XRDC) BT Zali.MXALIEESHHY
RDC#TrustZonefH{4 (CSU, TZASCE) .
i.MX 8QuadMaxFli.MX 8QuadXPlus SoCH & Cortex-AfJCortex-M CPURNBE, BIEEEARNELEIR
BETRLAAERIFRIERNIETT. AT XSG IMEZ BAEENHEE TN, SoCEBEXRDCHKEFIRE. XxRDCHIT
EAREITFArmEYTrustZone, RKBFRENEFZSSHBRAFLNGER, RIPREMWMIHEER, HiRizHEZ
BRI S B U [ IEXING [ 126E B8RS ),
TRDC: BI{E&RIREIEHIEE (TRDC) BT ZRi.MXLIREERAIRDCHITrustZoneB{F (CSU, TZASCE) .
TRDCEBSxRDCHRILIAITHEE. it A {ERAEFIRAY SRR HIZRIARL Cortex-AE &, Cortex-MIZFIEE
REFIREZANEMESEINTERLENRE. RGN — N RBIFIR, TieECortex-AFA, Cortex-M
SEEIRRELE, #REILS BRI ARTRHITRIE, STMERPENIRE, FaIIMEERRT LA B RN TR,
TRDCHFZNMKL, WENMHETEEEE R B RIEH].
RFETHE (SM) E—TERSEHIGMESE (SCP) HiEfTAVRKERSThRE, BT SFmIRE. . S0
EREE. SIHSHREIIEE. CEFEECortex-MAIEEE HinfT, HANFSREMEIIRHRMESR. RRAERE
SHNFEENEXFREAESoCHARNZ LETHHM. @I binaEdEIR. . SMFIPMICEX
BERR, FRAXLEEFIRRARPCEO, NMSEIRE. X, RASEERER NXEHSHXERIRRMES
EEE. (hEFIR SRS,
AHAB/HABV4: BRESEEMEF (AHAB) ST EMES) (HABVA) BiShIZRER SSRGS HIGE,
VBB LTS R B shid B HiTaE &k, BXIEERHABRIERGINIFAEE, BEIE2IE,
SCU: ZRFis4I5885T (SCU) (MEATFIMX 8QuadMaxfli.MX 8QuadXPlusEE. ©H—/Cortex-M44hk
BEF—A/ME SEOE/K, AT ERIIMNBPMICHIZHINERFRS. SCU Cortex-M4AZE—NEat A%
IHEE. SCULHT:
- [BohER
- BREE

- B ESNIPMICER TINPEEIREE

- FEFRFENNIEREE
- I NS ETE
- I/ OB BINIZKRER
- BEH KX [ipiazE
SECO: LeIHISEF RS (SECO) (WEATFiMX 8QuadMaxfliMX 8QuadXPlusFEs, BEEHEESNLLEE
&R (CAAM, SNVS. OTP, ADMZE) , LABUTINZEIMMEAFHRENRFENZ L.
ELE: EdgelockZ2 7kl (ELE) FERARLZ L CIBIEM E, BFELLIRES5INSoC, TRLZETTHFERS
EAXFRFIPECS, REPTINEFIZHEEEINEE, MELENIEINTHNETEENRS, WSoCHLFH.
Hidl. SoCEZLIPHINDHXFREAZTERTSER. BLNEIIRESRETREBENAET BB RTSRE.
SUCROERE) (5F) . AIE. EXUSNFImA LR EEIEE.
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* eMMC RPMB: RPMBReMMCEHFRPHEIED K, ENREHIEFMEMIRIT. MRPMBRIEIXILEEET
BSHWIE, ATFENUEE SHOIERERRIPIEEEFERIZ X,
ETrusty OSH, RPMBHXIFARLEFHEXIHMTER, ATEMAIEEEE, WHE/MURES. mRERSI%,

TFFIHTIMX 8QuadMax, i.MX 8QuadXPlus, iMX 8M Minifli.MX 8M QuadiF& ERIER :
#«1 i.MX 8QuadMax, i.MX 8QuadXPlus, i.MX 8M Miniflli.MX 8M QuadE& FryiER

&R i.MX 8QuadMax#ll i.MX 8M Quad, 8M Mini, i.MX 8ULP i.MX 95
8Quad XPlus 8M Nano#/18M Plus
CAAM Y Y Y N
TZASC N Y N N
Csu N Y N N
RDC N Y N N
XRDC Y N Y N
TRDC N N N Y
REEWEE N N N Y
(System
Manager)
AHAB Y N Y Y
HABv4 N Y N N
SCU Y N N N
SECO Y N N N
ELE N N Y Y
eMMC Y Y Y Y

2.2 i.MX 8 SoCHEtE I Trusty OSEZLIRIN

221 F2CSUEH

PREZEHTT (CSU) EESoC EIMRIDRNAEFLZERIE. CSURIFAEIBERSNZEhaREE, 7
BMIMRIRERIRIIREIHENR. CSURIRIERIERBESELSESHADELLZTREFNLEHIANER.
CSUBMNEERIREEXRINRE:

* SMRIHEREE: IBRENMNREEEE SRR EIRENRSD.

« FIRENIRRE: CSUBERETRENIRIEES (R2[/IFRD) .

FEIMXBMES L, Trusty OSHNIEBEIMEM (RIATF, SPLEIRJEEAIU-Boot (MIREZRLIMEFIETT) ) HLA
ipRICSUSFas, AERENBRIMNRIDAMERENIRER. HABRT, 2B (CSURER) TR
BIRLCSURE. NIRERENARER/KiHT-RNLEER, BCSURBNRANIEFRERENARZLERE.

ucloiss AR I SR B IR, ©2024 NXP BV IS,
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« NELIREEFIIMRHITRIBAICSU _CSLNS 1728 iz HI iR B IR RIEAICSU _SASFEE.

« FiBCSUSFasBe ENERESRIIFBIE, LB LEEIZI TR CSUBITIRaIERL.

» CSURJRERERRRIRSEIRNERESE, XEUATI MXFEFIRINFESRFIER.

M

A imx-android-11.0.0_2.2.0 {3, Trusty OSH]ATF B42E5E T—LE2 A9 CSUBIBLIMEE,
« BEXEZEE, BSEN (SoC iIMXZTEEZEFH) FHICSUETBH] TE2E/H" BT,

« BRT (IMXZEMEEFE) , [TFATE, IAFHRR IR E T~

222 ZLTZASCHE

TrustZonelthlit ZSEIEHIES (TZASC) FERIEHTIMNEPRRIFPLESBURAITGTIZEEE, BLEEFE LEThIRE=

FEBERE. i.MX BMEES{ERTZC-3801%H8S.

EiMX SMES £, Trusty OSFIEMfR4BE (MIATF, SPLFIRJAEAYU-Boot (MNIRAELRELIMEDIEIT) ) FTLUA

[BITZASCEf7es, HREHBEFMEXE. ABRT, ZeRBALEGIELRESTIASCEE. MNREREZNFRE

Fr| &R RReERK, BTZASCERBENRANIFZ SR BIEN L e E:

s REFHEXEBIIERELZSEK.

s XIZOMIREANLZE, BLILEIRZFEEELIREFEX.

s FEXIBERESMBIE, LIS THES.

s IRIEEEHNAR, TZASCHREREEBIRIRSHEIRIHTENRECE.

M

« Mimx-android-11.0.0_1.0.0 75, EtUATFEGE Trusty OS AAE X IEIE A SRIFTIASC HISE(LHT,

o« BXREZEE, B4 (SoC iIMXZ2EZEFM) # (Corelink TrustZone it ZS/EHE#IEETZC-380 RS %
FH) .

o JBIRT (IMXZLEEE) , WIFHGE, UGIRRAS I8 /S ET5 R,

2.2.3 TL£OCRAMELE

OCRAM (H_ERAM) ZERATESOC _ERI—VNEUFAEEE, OCRAMBYK/MEIEI.MX SoOCHIARREME/t. SDRAM
—#¢, OCRAMIFAESERTL LB R B HTrustZone{®iR, OCRAMI ¥ TrustZonef1dETrustZoneifjal, FEAILISE
FERBEF{NRTrustZonefifaKig, CSURTATFIZEOCRAMIFMEEERYIAIAIRSRE, HEEETRESIER, LBH
1= TEHE,

EiMX SM¥ES E, Trusty OSFIEHEIRMALBEME (JIATF, SPLAIEIRERIU-Boot (MNRELXRLIMEFIEIT) ) TILIED
BRESINGHRTIEIREIRER, AT, ReMiFLeMSEHaLlhaGPRETZE, NIRERKN AR/ 5K
FRRNZEEK, BOCRAMEENRANIFR R BB AR EERE:

o« BELSCSUBLERIN,

o MR B CSULURINOCRAM,
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« MR BEHENAIGPRETFRE, LUETrustZonegEi{RIFOCRAM,

« PN ABIEMNSIEGPRIICSUSESS, LIRS LEITTAHMEXKL,

Mz

* iiMX 8M Plus, 8M Quad#]8M NanoFATF FERT T IS,

« BXEZEE, 5S4 (SoC iMXZEEZEFH) PRI CSUETF] "T=&E/" EF.
o JBRT (IMXZLEEE) , WL, LUTGIRRAS ™ aa /S EET5 R,

2.2.4 Z2RDCEE

RRHIEHIES (RDC) MIFSGENEMHMEIME (WIMNSFIFIERS) REIRINZ. SEEREH—EHNZINE
S%FigE. RDCIEM T —FWE, AFEHMNEERBEILARNZ. SEERE. IMIIEEXIES BEmRRER
BURRE. RETKRE, BEESSEEN, LIRSIHMNZIER&E RS RENNEZBIMNSFIFERmIE.,
FEiMX BMFEE L, REFELSIMEETLUGIERDCEFEE. NIREREN FEF/RETRIIRESEK, BRDC
BEENKANI FZ SR BN NTEEE:

s BEIAIIER £RDCEERHLRT.

 IRIEENLEERIRERDCEE.

« BRI BASECSUFNIAIPSTZELE fizs,

- FERABIEMBIERDCIZEE, LABHLILEITAHMEHL,

i

« BEXEZIEE, 1BEM (SoC iIMXZE2E5EZFM) #HIRDCEFFH] TE2&EMk" BT,

« BRT (IMXZEMEEFE) , [FATE, IAFHRRS a2 TR,

2.2.5 FRAIPSTZEH

AIPSTZ2—MIME, ATARIFAHBRE&SHBRTRIPIIRE (IPS) RERIIMRZBRITR. AIPSTZHFAEIREM
AMSIRH AT RIZAETRIP. ERITFBEEEIRBINIRAKS, BHEFERBFPERSIR, HaiFgEigsisx/an
EEAEE.

FiMX BMES |, ZeMIFL SN IBERELAABIAIPSTZS7EE, NiRERANARRER/RETRHNEZEEX,
BAIPSTZECEMNENANIF RSB EESNTEEE:

o BEEANIERLAIPSTZE BRI,

« IRIEENLEERIREAIPSTZERE.

. HRIZEASSCSUFIRDCELE e,

o EERAYBIERIBIEAIPSTZIRS, LABSLLE{TAHEX.

Z:

« BXEZIEE, 1BEM (SoC iMXEZEFEM) F (SoC iMXZEEZEFHF) FHIAIPSTIETR,

o JBRT (IMXZEREEE) , WFHTE LUTIRRA ™ aa /S EET5 R,
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2.2.6 SCU[/SCFW

Fi.MX 8QuadMaxF18QuadXPlusE& £, FERFIZTHIEIT (SCU) LinfTHIRFEHIESE (SCFW) 4ERERIR.
A0 284, QIXRDCFITZASC, EEHABHILUEIISCFW APISSCUBITIER.

BIANER T, Trusty OSIE{TERE D XPIET, XEATFHHITIERE. BXEZEE, BSRSCFW APIF.

2.3 Z2HEL

i.MX Android/Android AutomotiveZStEZR L L IEBAIU-Boot, Android/Android Auto. i.MX Trusty
OSFIMEREEH,

LEIERAIU-BootiR it T AndroidIGiE[Famt&ik, BT IRE MR 2 FMERE,

Android¥IFFERIXT SRR FFRIEET %4 18R U-Boot INEFNE SRR, XERARENH, BS
RS RETLATEttps:/ [source.android.com/security/ verifiedboot/avbkZ,

IR IR CHRARPMBEETE. BSHIAIEAIAVBE AT EERE (], XL ATFREERENCRUBRER S,
ZeFEIE (Secure Storage Proxy) ZTrusty OSZE2FHEIRZHNEin. BEETEIESoC IPI5EIRPMBR
LIFEIRE.

Android/Android AutoSEEEF AL, LM T Keymaster HAL, Gatekeeper HALFIRLTEHIE,

Keymaster HALEEATrustySTERIMRA, SZ¥FKeymaster V2F§IKeymaster V3 APl, BxKeymasterfIEZ(EE.,
&£ (d@https:/[source.android.com/security/keystore,

Gatekeeperti{#Trustysxi3Gatekeeper HAL, %GatekeeperfIEZ(ZE., 5517
https://source.android.com/security/authentication/gatekeeper,

i.MX Trusty OSEF AT LI Trusty OS, S TRLMTAMRSS. Trusty OSEiMX Android/Android Auto
FEERAZSHIN— N EEIER,

Trusty OSIE T trusty-ipc, AFELMLZELMENIFLLINEZ [ERYEN. Trusty OSEBMEMECAAMATTELIRE
f2FF, FATkeyblobitEMLZEELINE.

TERRAXEAHZERNZEXR.

-
Android/Android Auto secure enhanced u-boot

'

' Android Keys Provisioning ~ Secure Storage M

B Verified boot Interface Proxy E _______________________________________
i

___________________

i.MX Trusty OS i i i.MX SoC
)

Trusty-IPC
Secure TAs/Services

i
1 ' i
Trusty-IPC  Secure Hardware Driver g T RPMB

Android/Android Auto

Android/Android Automotive
Framework

Secure Storage E
Proxy

e Keymaster  Gatekeeper

:
E Control

Trusty-IPC

E. i.MX AndroidZ£iEZR

ucloiss AR (S AR R R AR, ©2024 NXP BV IS,
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TERTRAI.MX Android/Android AutoZ{={E4E.
Only visible to hardware

Secure Root key

HAB/AHAB verified AVB verified .

» Bootloader - > Linux Kernel
£ DM-Verity verified
HABZPHABELITRE, TEE » Android Filesystem
‘ Key Attestation
» Keymaster -GenLedkeyS» Applications/Userdata

E2.i.MX AndroidZ£&(S(EHE

ZERBEWRSRIMXEFFH—RMERIRIE (OTP) eFuset@td, HAEAMBRAEMIREE. CAAMERTE
SREMETEH. E5(EH5EF, HAB/AHAB. AVBFIDM-VerityfEARRIS 3t BT IS EN SRR INE B E0E.

ELRBE, BEliffER, U-BootflITrusty OSEHROMXEBINE, EAIESCEHROMICIBERHAB/ AHABHITIRIE.
REBETRIEEAEERIT. U-BootiNELinuxmtx, FEBEZILINUXRZZBIERAVBIITIGNE. LinuxPtxiE
#HAndroid X4 ESE. MAndroid 4R GIHIARYEIEGEHDM-Verity BHTIRUE, LAFRERSEEM. XLTHRERZAL
TRk,

3 HENXI.MX AndroidZ£IE

3.1 {SEHABISIEESE

i.MXZRFIR AL ERREE i EROMARIL T HRRTSEMSaN (HAB) IhEE. ROMMASRMEHIRGEHEIITREGZA
X EHTIUE,

HTFHEMNER, BiMX 8/9RFISHEES MNEMIR LSS, BEHENT "B RAGXEEHEE, 1&
FAFi.MX 8Quad. i.MX 8ULPFi.MX 955 HAJAHABEILURE "&es" AEHHIIESRPISHES. XTFiMX 8M
SR, XERGRURTRER (FIT) (OEFE, FEEEISNRGEESR (IVT) &. ERTiIMX 8MAJHABV4
BEISIRBIIXFMMS ISR, BUABRT, BREHABIIEIIAE, FRIMXEELGTHEMER, EItHABIIELK
AL ERE. XAGRE, REERSENGEGT T,

APNETERTFIMX 8Quad, iMX 8ULPFII.MX 95Z&FIik A HIAHABLARIERAFiMX SMZRFE A AIHABVA,

3.1.1 {EFAHABH{TRZL2RBL

AHABS "&=R" BEEMEX. BX "B NFAGERE, BEREXCHISEFM. RIESEFMH, ST EMH
MRS REFEERSRLT. TENRNEREZMERESHPIMA— SRR, AXNERHTESR.
BRI ERRT R EEE=S.

ucloiss AR I SR B IR, ©2024 NXP B. BRI,
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SFFi.MX 8QuadMax MEKFIi.MX 8QuadXPlus MEK, “Z28" FTFHLISECOE . SCUEHE. MCURA,
Arm Trusted Firmware, Trusty OS#JU-Boot, X3FiMX 8ULPFIi.MX 95, "ZFE8" FHFHLRELEE (4.
Upower[@{4, MCUER{H, Arm Trusted Firmware, Trusty OSFJU-Boot,

i.MX 8Quad_FHISECOEN4ERMX 8ULPFI.MX 95 FAYELEEHIALRNM FE— 1 88+, 2U-Boot/SAISPLAY, f&
A AR RARIRR. MRKBASPL, WEAATER. THELIMX 8QuadMax Il MEREINAEM/E.

i.MX 8QuadiEEHJUUU U-BootiRGR/SFESPL, RItLFERTHRNESEE. B B8 S SECOEY, ZEHLL—
BHHEIS AR REHRARSE SR, FNSEEEESCUEE. Arm Trusted FirmwarefJU-Boot, B1EAIFERTS
&, FHEINREIE— N AEsAIKRE. Llu-boot-imx8gm-mek-uuu. imx A, HEEHBEEIUNTERR.

R —

The first container:
SECO firmware

The second container:
SCU firmware
Arm Trusted Firmware
u-boot

— u-boot-imx8gm-mek-uuu.imx

E13. kFaFSPLASRITE RS

5iMX 8QuadA @, i.MX 8ULPFII.MX 95fJUUU U-BootiE&EA T SPL, EItE A3/ A5E,

iMX 8Quad FEIREEFEE R EAYEBU-BootiRREA TSPL, RUIEMRT3TER. F— 1 EREASECOE
. BIANTHREEENEE, HAMINEISE—1FE. ZE5REESPL. FoNFHREEENENEEN, 85
U-BootAS. BUARBIR T, MEIEENMIMERAES. MREATNEISMBRER, WXSPMEFUTAN
MR, YT ERSISMBRERFER, LAREANdroidiREATu-boot ~imx8am. inx9fl, TERTRATRE.

J—

The first container:
SECO firmware

The second container:
SCU firmware
M4 image
spl
The third container:
Arm Trusted Firmware
u-boot proper

E4. B5|SMFEFFERT, ERASPLRINGRSH

TN | EMNEFEFER, LAANdroidE&fNspl -imx8gm-trusty-dual . bin flbootloader-imx8qm-
trusty-dual.imghffl. F— "B -NBREH NI NER, F=1MBREASHIB—NER. TERTR
HBELE,

—  u-boot-imx8gm.imx

ucloiss AR I SR B IR, ©2024 NXP BV RRIRFTE.
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The first container:
SECO firmware

The second container: L spl-imx8gm-trusty-dual.bin
SCU firmware
M4 image
spl

The third container:
Arm Trusted Firmware
Trusty OS
u-boot proper

— bootloader-imx8gm-trusty-dual.img

El5. WS | SMEEFBERT, BASPLENHRELSE
5iMX 8Quad—#, i.MX 8ULPFi.MX 95 FAYEBU-BootiR&BE3NNEES. B5|SINEEFFING | SINEER
SNGRISHE P

EXEZEANdroi R RIS FETIIENESSHTES, BIITUTEER:

1. NEEHENTHRBEZTR (CST) . FRAUTHSREETIES:

$ tar zxvf cst-3.1.0.tgz

2. 4EpKAHAB PKIRY, fREGETEBSS, BEAS(CsT)/keys/BR, FHITUTSHS:

$ ./ahab pki tree.sh

RETRIELH AR RN — LS4, RAIT:

Do you want to use an existing CA key (y/n)?: n

Do you want to use Elliptic Curve Cryptography (y/n)?: y

Enter length for elliptic curve to be used for PKI tree:

Possible values p256, p384, pb52l: p384

Enter the digest algorithm to use: sha384

Enter PKI tree duration (years): 5

Do you want the SRK certificates to have the CA flag set? (y/n)?: n

BT EiRen S, FASAITkeys/BRT, NPIEBUTFcrts/BFET.
3. 4FKAHAB SRKZR,

HAs(csT)/crts/Bx, HHTUTHS:

$ ../linux64/bin/srktool -a -s sha384 -t SRK 1 2 3 4 table.bin \
-e SRK 1 2 3 4 fuse.bin -f 1 -c \

SRK1 sha384 secp384rl v3 usr crt.pem, \

SRK2 sha384 _secp384rl v3 _usr crt.pem,\

SRK3 sha384 _secp384rl v3 _usr_crt.pem, \

SRK4 sha384 _secp384rl w3 _usr_ “crt.pem

LA, XFFHRIMX 8ULPFOI.MX 951X RBE8FSRKIBZZAYF S, 1BEASHA256MASRK 1 2 3 4 table.bin
BH4ERSRK 1 2 3 4 fuse.bin:

BIIHITIZa<E, SRKERIHESHABI2ESHA2EB(EIGERF D BIRIFIES (CST) /crts/ TR,

ucloiss AR I SR B IR, ©2024 NXP BV IS,
FPiEE R4sandroid-14.0.0 _2.2.0—2024£10H18H AR IR
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SRKERIEN B TEBNIREPHMAZSTHm+F. Bt, TEs0EE, BILURTFRIIESSE. IREEEL
SHIIE, NETLUEEREFITIG RGNS B ERICUFE M A EHFIRE. SRKENIEHBEBREREIOTP
eFusef@fh, {EH "L2REH" . ERATRIERAESIFTPIISRKE.
ES{CST}/keys/M${CST}/crts/HPERNEIFEERE. NRSRKIEFHEBEWRRIISHT, RABRCHEMN
FERNSEZ ARG, BBABEIRRBEEIDIFERXENHSZRREE.
BN ARRNERZFIERERNCSTERIR, EALREEER—BRPERRRE.

4. HEANdroid B RLEIEES BHAES.
E(FFAAHABIESPLAIGIF R, BTEU-BootXiBAIMER defconfig {4 /EFCONFIG AHAB BOOTHECE.
FOANBR FAGAXLEHECE, LAlimx8gm mek android trusty dual defconfig/affl:

diff --git a/configs/imx8gm mek android trusty dual defconfigb/configs/
imx8gm mek android trusty dual defconfig
index 7a8a7a3clc5..d441bded80d 100644
--- a/configs/imx8qm mek android trusty dual defconfig
+++ b/configs/imx8gm mek android trusty dual defconfig
@@ -214,3 +214,4 @Q CONFIG ATTESTATION ID MANUFACTURER="nxp"
CONFIG ATTESTATION ID MODEL="MEK-MX8Q"
CONFIG SHA256=y
CONFIG DUAL BOOTLOADER=y
+CONFIG_AHAB BOOT=y

nkimage imx8EATHWERSRNTE. BAEWESSNERERLHPRHERNMBESR. BEAndroid
RGN, REEERFNESER. W, FTATES:

$ ./imx-make.sh —-j12 2>&l | tee make android.txt

EESRES, WERFMHERREFEEnake android. txtH, ERINRAITBEHEGEEZI TS A
P2 : Hnmkimage imx8 BEEEMNBREXEFFHIFHnkinage imx8 BEEMNREXH. HTF
mkimage imx8HEHAMAISHFHHEBEMEER, NRREXFREnkinage imx 8 EEAEMAY, NETLA
EEFATBERSE. IREREGERAkinage imx8EMAIFESHELEMAN, NhBEESHERE
R EIERIE.
WRFATSPL, Bu-boot-imx8qm. imxXEFHIERS | SINEBEFHEGIGFIHNkinage 1mx8 ERAIREN U4
PRAE—E, BLLE, ANGISNEREFBERT, XRNMNEESHFN, MERS|ISNEEFERT, — X
BB LAKBRS AR IR S — N2 fE.

5. KBS AEIImEER.
NBRRHATEENEZEMRER. BAMS, XEXHFIHFNR ST RERER. (BE8 TEFERX
LRBETEX P EMNDE. HREETLAERINIAE I ma ke android.txt FIE, RIBLATER, 7TLL
B S P IREI RSB NS SR mE E.
BIEREIN S B SRR ER UG R E T ARAIU-Boot defconfig34Ha%EEAY, 7ES (MY ANDROID}/
device/nxp/${PLATFORM}/$ {BOARD}/BoardConfig.mkFFAJLIFKEIEBAREU-Boot defconfigsZid
IR FhU-Bootd®iFB R, LLi.MX 8QuadMax MEKFDi.MX 8QuadXPlus MEK9f5ll, U-BootEtEUNT, FEk
B—LERE,

# bootloader-imx8gm.img and spl-imx8gm.bin

TARGET BOOTLOADER CONFIG := imx8gm:imx8gm mek androidauto trusty defconfig
# bootloader-imx8gm-secure-unlock.img and spl-imx8gm-secure-unlock.bin

ucloiss AR I SR B IR, ©2024 NXP BV IRIXATA.
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TARGET BOOTLOADER CONFIG += imx8gm-secure-

unlock: imx8qgm mek androidauto _trusty secure unlock defconfig

# bootloader-imx8qgxp.img and spl-imx8gxp.bin

TARGET BOOTLOADER CONFIG += imx8gxp:imx8gxp mek androidauto trusty defconfig
# u-boot-imx8gxp-c0.imx

TARGET BOOTLOADER CONFIG += imx8gxp-

cO: 1mx8qxp mek androidauto _trusty defconflg

# bootloader-imx8qgxp-secure-unlock.img and spl-imx8gxp-secure-unlock.bin
TARGET BOOTLOADER CONFIG += imx8gxp-secure-

unlock:imx8gxp mek androidauto trusty secure unlock defconfig

# u-boot-imx8gm.imx

TARGET BOOTLOADER CONFIG := imx8gm:imx8gm mek android defconfig

# u-boot-imx8gxp.imx

TARGET BOOTLOADER CONFIG += imx8gxp:imx8gxp mek android defconfig

# bootloader-imx8gm-dual.img and spl-imx8gm-dual.bin

TARGET BOOTLOADER CONFIG += imx8gm-dual:imx8gm mek android dual defconfig
# bootloader-imx8qgxp-dual.img and spl-imx8gxp-dual.bin

TARGET BOOTLOADER CONFIG += imx8gxp-dual:imx8gxp mek android dual defconfig
# u-boot-imx8gm-hdmi.imx

TARGET BOOTLOADER CONFIG += imx8gm-hdmi:imx8gm mek android hdmi defconfig
# u-boot-imx8gxp-c0.imx

TARGET BOOTLOADER CONFIG += imx8gxp-c0:imx8gxp mek android defconfig

# u-boot-imx8gm-md.imx

TARGET BOOTLOADER CONFIG += imx8gm-md:imx8gm mek android hdmi defconfig

# bootloader-imx8gxp-cO-dual.img and spl-imx8gxp-c0-dual.bin

TARGET BOOTLOADER CONFIG += imx8gxp-c0-
dual:imx8gxp mek android dual defconfig

# u-boot-imx8dx.imx

TARGET BOOTLOADER CONFIG += imx8dx:imx8dx mek android defconfig

# u-boot-imx8dx-mek-uuu.imx

TARGET BOOTLOADER CONFIG += imx8dx-mek-uuu:imx8dx mek android uuu defconfig
# bootloader-imx8gm-trusty-dual.img and spl-imx8gm-trusty-dual.bin

TARGET BOOTLOADER CONFIG += imx8gm-trusty-

dual:imx8gm mek android trusty dual defconfig

# bootloader-imx8gxp-trusty-dual.img and spl-imx8gm-trusty-dual.bin

TARGET BOOTLOADER CONFIG += imx8gxp-trusty-

dual: 1mx8qxp mek android _trusty dual defconfig

# bootloader- 1mx8qm trusty-secure-unlock-dual.img and spl-imx8gm-trusty-
secure-unlock-dual.bin

TARGET BOOTLOADER CONFIG += imx8gm-trusty-secure-unlock-

dual: 1mx8qm mek android _trusty secure unlock dual defconfig

# bootloader-imx8gxp-trusty-cO-dual.img and spl-imx8gxp-trusty-c0-dual.bin
TARGET BOOTLOADER CONFIG += imx8gxp-trusty-cO0-

dual: 1mx8qxp mek android _trusty dual defconfig

# bootloader- 1mx8qxp trusty-secure-unlock-dual.img and spl-imx8gxp-trusty-—
secure-unlock-dual.bin

TARGET BOOTLOADER CONFIG += imx8gxp-trusty-secure-unlock-

dual:imx8gxp mek android trusty secure unlock dual defconfig

# u-boot-imx8gm-mek-uuu.imx

TARGET BOOTLOADER CONFIG += imx8gm-mek-uuu:imx8gm mek android uuu defconfig
# u-boot-imx8gxp-mek-uuu.imx

TARGET BOOTLOADER CONFIG += imx8gxp-mek-uuu:imx8gxp mek android uuu defconfig

AJLAERAdefconfig B R EMN BN HBER. ENIRIEMNInake android. txt P ZRdefconfig
XHE. —iTiEmizdefconfig MR RIEE LM, SIS AR RBEIUEZITZEIRL
THEREl,
HEHTXHHERSHZMBEER. NTESEBNR G Ankinage imxsEREMRAIIER
imx8gm mek android uuu defconfigfdefconfigyZ{FfiJu-boot-imx8gm-mek-uuu. imxfIS2E1H/E
SRAILAEREHHE, TR,

UGI0158 AR R B AR AR, © 2024 NXP B, KR
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MMEXRRTIERFRERSET.

CST: CONTAINER 0 offset: 0x400
CST: CONTAINER O: Signature Block: offset is at 0x590

Finish building imx8gm-mek-
uuu:imx8gm mek android uuu defconfig

HEXHBEETHEimx8qn _mek android trusty dual defconfigfdefconfigiZffibootloader-
imx8gm-trusty-dual.imgFlspl-imx8qm-trusty-dual.binNAResmBEEE, W TFR=. BIMTHM
B{ERiEHETbootloader-imx8gm-trusty-dual . img, & FEREMITIERF spl-imx8gm-trusty-
dual.bin,

CST: CONTAINER 0 offset: 0x0
CST: CONTAINER 0: Signature Block: offset is at 0x190

CST: CONTAINER 0 offset: 0x400
CST: CONTAINER 0: Signature Block: offset is at 0x610

Finish building
imx8gm:imx8gm mek android trusty dual defconfig

REF_F%%%E’ﬂ%{%*%ﬂﬂmkimage_imx8ET%QEEEE’:]T%)R, LB imx8gm mek android defconfighy
defconfig 3 fFRJu-boot-imx8qm. imx . LA TMMERMNEEBERTEFIETE. BIRmITRTENG
u-boot-atf-container.img, WIXHEEEArmM Trusted FirmwareflU-BootlUE =158, B TEH
MITHBEERATE —IMHEXHE, ZXEESE-NAEE. WPBEXEHFIEFREKBIIFLR, AR5
u-boot-atf-container.img#EFiINEILEIZH. FHLL, ERITHLAERMER, MaiMiTEENN L RBEE.
79388KB, +7\itHlH0x61000, AREREMIu-boot-imx8am. imx =N EEHRIB(EI0x61000,
BIESFF IR Z mEE/I0x61000+0x190=0x61190,

CST: CONTAINER 0 offset: 0x0
CST: CONTAINER 0: Signature Block: offset is at 0x190

CST: CONTAINER 0 offset: 0x400
CST: CONTAINER 0O: Signature Block: offset is at 0x610

append u-boot-atf-container.img at 388 KB

Finish building imx8gm:imx8gm mek android defconfig

TR T BRERERNREELE
F2. BBRBES

BEEFERRR XrhrYE=R R E BREBRBOREE
u-boot-imx8gm-mek-uuu.imx 0x400 0xb90
bootloader-imx8gm-trusty-
dual.img 0x0 0x190
spl-imx8gm-trusty-dual.bin 0x400 0x610
: . 0x400 0x610
u-boot-imx8gm.imx
0x61000 0x61190
uGl10158 AR B E R AR R EIILIER. © 2024 NXP B.V. hiFiH.
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BEFRRNEERTFHREBR, E—AIFISNEiMX 8ULPHII.MX 95RJUUU U-BootBHRERTSPL, EIH
FRECE imx8ulp evk android uuu defconfigfllimx95 evk android uuu defconfighiBfES
u-boot-imx8qgm. imxFEEIHIFNI,
6. NEBEHFER.

BESENEHEFHZMBERZ TR (CST) BRPMinuxed/bin/BRP, FEHBNcstHTHFINUE
XL R TER. PUTcsth), FTEE—NCSFHEARSIHEABNAIS. CSFRBIRIT
S{MY ANDROID}/vendor/nxp—opensource/uboot—imx/doc/imx/ahab/csf_examples/Ei&#h
cst_uboot atf.txtiHEREULIBERTE (CST) Mlinux64/bin/BFRH.
EEEBRRGEININIEHRcst_uboot_atf. txtBHT—EEH, MNFESEBNHEEHnkinage imx8
BEEERRER, Llu-boot-imx8gm-mek-uuu. imx9F, MEOT™ER:

@@ -4,9 +4,9 @@ Version = 1.0

[Install SRK]

# SRK table generated by srktool
-File = "../crts/SRK 1 2 3 4 table.bin"

+File = "../../crts/SRK 1 2 3 4 table.bin"

# Public key certificate in PEM format on this example only using SRK key
-Source = ./crts/SRK1 sha384 secp384rl v3 usr crt.pem"

+Source = "../ ./crts/SRK1 sha384 secp384rl “v3 usr crt.pem"

# Index of the public key certificate within the SRK table (0 .. 3)
Source index = 0

# Type of SRK set (NXP or OEM)

@@ -16,6 +16,6 @@ Revocations = 0xO0
[Authenticate Data]

# Binary to be signed generated by mkimage

-File = "u-boot-atf-container.img"
+File = "u-boot-imx8gm-mek-uuu.imx"
# Offsets = Container header Signature block (printed out by mkimage)

-Offsets = 0x0 0x110
+0ffsets 0x400 0x590

AaPiTLATSS:

$ ./cst -i cst uboot atf.txt -o signed-u-boot-imx8gm-mek-uuu.imx

ERIIHIT LIRSS E, Eisigned-u-boot-imx8gm-mek-uuu. imx, FEEFHIEFmHEBER, FERLED
—HERHEBIR, EHuuu imx android flashfiARIBRGHNBIRRIREERER.
RIEXFu-boot-imx8gqm-mek-uuu . imxEZHHHAIFIEHE-Hnkinage imxsEFENIRGHITER,
fflgloootloader-imx8gm-trusty-dual.img, spl-imx8gm-trusty- dual.bin%, FHIEH
mkimage imxSEIERERMAIBREGENEZREREAR, EEEEEMIR. Llu-boot-imx8qm. imnxAH, XI
[R¥Rcst uboot atf.txtBITLATEN:

@@ -4,9 +4,9 @Q Version = 1.0

[Install SRK]
# SRK table generated by srktool

-File = "../crts/SRK 1 2 3 4 table.bin"

+File = "../../crts/SRK 1 2 3 4 table.bin"

# Public key certificate in PEM format on this example only using SRK key
-Source = ./crts/SRK1 sha384 secp384rl v3 usr crt.pem"

+Source = "../ ./crts/SRK1 sha384 secp384rl v3 usr crt.pem"

# Index of the public key certificate within the SRK table (0 .. 3)
Source index = 0

# Type of SRK set (NXP or OEM)
@@ -16,6 +16,6 QQ@ Revocations = 0x0

UGI0158 AR HHIFTE R RIS AR RS PNLTR. © 2024 NXP BV. hRIXFFE.
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[Authenticate Data]
# Binary to be signed generated by mkimage
-File = "u-boot-atf-container.img"
+File = "u-boot-imx8gm.imx"
# Offsets = Container header Signature block (printed out by mkimage)

-Offsets = 0x0 0x110
+0ffsets = 0x400 0x610

REHUTLA T @S

$ ./cst -i cst uboot atf.txt -o first signed u-boot-imx8gm.imx

Apply the following change on the "cst uboot atf.txt" as below to do the
second sign

@@ -16,6 +16,6 @@ Revocations = 0xO0

[Authenticate Datal]

# Binary to be signed generated by mkimage

-File = "u-boot-imx8gm.imx"
+File = "first signed u-boot-imx8gm.imx"
# Offsets = Container header Signature block (printed out by mkimage)
-Offsets = 0x400 0x610
+0ffsets = 0x61000 0x61190
FHITLA TG

$ ./cst -1 cst uboot atf.txt -o second signed u-boot-imx8gm.imx

ERZHHIT A SE, Eﬁﬁsecond_s igned u-boot-imx8gm.imx, BEHEHRMEER, FHEUEI—
HENHEBR. AFIFHnkinage_inx8 EREMBREGE I LIER LRSEER, XEWERERATSPLAY
55 | SRR RETLIERILTTEER.
NERGEER. EEASENREENR, ARG PRISRERATNERTIIE. JHERARISRK
FRAGIENETHIERERT. BHREEIMXTH EHRIRSEIOTP eFused, RIWLARHHEEIIERN. #UT
AT RFRIRRSRKIGHRE.

7. HEfESRKIAFHE.
EBERIR (CST) PREERELIcrts/, XWFiMX 8QuadiFa, HUTLAT IS ESRKIGR(E:

S od -t x4 SRK 1 2 3 4 fuse.bin

0000000 d436ccdo6 8ecccda9 b89%e1601 S5fada3db
0000020 d454114a bocd51f4 77384870 c50eedb2
0000040 a27e5132 eba887cf 592cle2b bb501799
0000060 ee702e07 cf8ce73e fb55e2d5 ebabbbd2

1Ei.MX S8ULPFOI.MX 95, SRKIAZ{EEFISHA-256FH4EME8=FIR24

S od -t x4 SRK 1 2 3 4 fuse.bin

0000000 db2959f2 90dfc39c 53394566 e0b75829
0000020 85e6f3bl af00983d e5e804fe 7a451024

8. {#FU-Boot fusefp SEBIRHEFRFEISH .
EFMANdroid AutofzfRAIU-Boot#BIR T fusem < LAZEREBEIATE], FEFRUUURBUUUFERRIU-Boot
IIEEIRAMA, SAfS{ERfusem<.
BEREIRERARITIEER, FHITUTHSEU-Boot FHEIRAMA, R AfastboottR(,
XFFiMX 8QuadMax, INTErR:

$ sudo ./uuu_imx android flash.sh -f imx8qgm -1

ucloiss AR I SR B IR, ©2024 NXP BV IRIXATA.
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$ sudo ./uuu_imx android flash.sh -f imx8gxp -1i

IFFi.MX 8QuadXPlus, W TFRT=:

$ sudo ./uuu_imx android flash.sh -f imx8ulp -1

XJFi.MX 8ULP, SNFA7R:

$ $ sudo ./uuu_imx android flash.sh -f imx95 -1i

SFFiMX 95, SNTRFr7=:
BT A SE, UUUELSRIT/EB R MERANU-Booti N ZEIiRERAMS, FhH \fastbootizz,
FU-Bootiz#lae L, EBRU-BootdbFfastbootiED,, & “"CTRL+C" jEHifastbootiEzl, HAU-Bootass

LB

IFFi.MX 8QuadMax, fEU-Bootiz4la FHTUTSS:

=> fuse
=> fuse
=> fuse
=> fuse
=> fuse
=> fuse
=> fuse
=> fuse
=> fuse
=> fuse
=> fuse
=> fuse
=> fuse
=> fuse
=> fuse
=> fuse

prog
prog
prog
prog
prog
prog
prog
prog
prog
prog
prog
prog
prog
prog
prog
prog

(@]

cNoNololoNoNoNoNoloNoloNoNoNe)

122
723
724
725
726
727
728
729
730
731
732
733
734
735
736
737

Oxd436ccdo
0x8ecccda9
0xb89e1601
0x5fada3db
0xd454114a
Oxbo6cd51f4
0x77384870
O0xc50eedb?2
0xa27e5132
Oxeba887cft
0x592cle2b
Oxbb501799
Oxee702e07
Oxcf8ce73e
Oxfb55e2d5
Oxebabbbd?2

SFFi.MX 8QuadXPlus, fEU-BootiHl& FHATIAT®S:

=> fuse
=> fuse
=> fuse
=> fuse
=> fuse
=> fuse
=> fuse
=> fuse
=> fuse
=> fuse
=> fuse
=> fuse
=> fuse
=> fuse
=> fuse
=> fuse

prog
prog
prog
prog
prog
prog
prog
prog
prog
prog
prog
prog
prog
prog
prog
prog

(@}

[eNoloNoNoNoNolNoNololNoNoNeoNoNe)

730
731
732
733
734
735
736
737
738
739
740
741
742
743
744

745

Oxd436ccdo6
0x8ecccdad
0xb89%e1601
0x5fada3db
0xd454114a
Oxbo6cd51f4
0x77384870
Oxc50eedb?2
0xa27e5132
Oxeba887cf
0x592cle2b
0xbb501799
Oxee702e07
Oxcf8ce73e
0xfb55e2d5
Oxebabbbd?2

XJFi.MX 8ULP, fEU-Bootf=Hl&a EHUTLATE<:

=> fuse prog 15 0 0xdb2959f2

=> fuse prog 15 1 0x90dfc39c

=> fuse prog 15 2 0x53394566

=> fuse prog 15 3 0xe0b75829

=> fuse prog 15 4 0x85e6£f3bl

=> fuse prog 15 5 0xaf00983d

=> fuse prog 15 6 0xe5e804fe
ucloiss AR SRS AR E B, © 2024 NXP B. HRINFFE.
BRiER kA android-14.0.0_2.2.0—2024£10818H AR RIR
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=> fuse prog 15 7 0x7a451024

X3Fi.MX 95, FEU-BootizHlE EHUTIA TS

=> fuse prog 16 0 0xdb2959f2
=> fuse prog 16 1 0x90dfc39c
=> fuse prog 16 2 0x53394566
=> fuse prog 16 3 0xe0b75829
=> fuse prog 16 4 0x85e6f3bl
=> fuse prog 16 5 0xaf00983d
=> fuse prog 16 6 Oxe5e804fe
=> fuse prog 16 7 0x7a451024

WE, RECER, SRKIEHEEHRR. JLBREREIIBERRLE, SXNEREIMX Androidiz,
15208 (AndroidiEA15eBE) (RN0O0201)

CRIAELT "FR" R, BIEKWASHEILEHRE. A THRSRKISHERERRESR, FENREGHT
FRER, BREEMEIEEARSECOSE 4., EU-BootfidefconfigZ /S ACONFIG AHAB BOOT/G, {FF
U-Boot@n $EESECOH, EXNREHITEBHXISRKISHEHTRRE, BalBEERIEA\U-Bootin S
. fEU-Bootizhla EHITIAT <!

=> ahab status

IR EirapSHILHSECOSM, NIFEALUTBIEEEES SAHABRIEEX,

0x0087EE00 = The container image is not signed.
0x0087FA00 = The container image was signed with wrong key that is not
matching the OTP SRK hashes.
g, INRSEFFSRKIEFEHITITIRG, BHRERESR, BATEHITahab_statusfz, EHELESERLA
™R

=> ahab status

Lifecycle: 0x0020, NXP closed

SECO Event[0] = 0xO0087EEQ00

CMD AHAB AUTH CONTAINER REQ (0x87)
IND AHAB NO AUTHENTICATION IND (OxEE)
SECO Event[l] = 0x0087EEQO0

CMD AHAB_AUTH_CONTAINER_REQ (0x87)
IND AHABiNoiAUTHENTICATIONilND (OXEE)

ez fﬁl)\SRKﬂA?E{EE',IETJ%P%EK%E’J SEASSEAHABIEXSECOEMH]S, EU-BootizHla LITLA s
2, LAIXEAE

=> ahab close

F: MKITERIEXTEF BT, HFAHABIZIFEI, KIDHI R AT 2 /550,
E: Uts), FELEBEMTERE LiRamSEX.

3.1.2 {§FAHABVARITEZ LB
HABVARTHEGEEER (IVT) MIREERER (FIT) RIEEE&. BOEGIEIFAERUEREXCFHNSE
FithkEl, RIESEFMH, TEBEANSZAEERBERTEERNGSFYING (CSF) SAZIRZER
. CSFRTFESEAREIFRER.

B3R, TELUIMX 8M MiniABINMBRENAEME,
Ue10158 AR R R RO, ©2024 NXP BV, RIS
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i.MX 8M¥EEHIUUU U-Booti= G FHSPLAIFITAIE, FITEEMEEArm Trusted Firmwaref]U-BootA g, BEEH
ERTIIERY, FBIMNRISPLRGHIERE. LAu-boot-imx8mm-evk-uuu. imx A, HERHBEEINTEFR.

SPL ¢ SPL
Image
Arm Trusted Firmware FIT
u-boot Image
u-boot-imx8mm-evk-uuu.imx

STFERS | SINEFFEFAIBER, .MX 8MAJU-BootiB{RELM E5UUU U-BootiBI&iIREESI, REREEEGA
@, Llu-boot-imx8mm.imx 9, FERR T HAEBEX.

Image
Arm Trusted Firmware FIT
u-boot Image
u-boot-imx8mm.imx

SFXE | SINEFERAIER, Ispl-imx8mm-trusty-dual.binfloootloader-imx8mm-trusty-dual.img
Al XMERT, U-Boot#ifa ASPLAIFITHE. TEFRAHMEEE.

SPL
SPL
Image
spl-imx8mm-trusty-dual.bin
Arm Trusted Firmware
T 0S FIT
rusty Image
u-boot
bootloader-imx8mm-trusty-dual.img

ZHIMX MR ERRGEER, BHTUTELFRSE.

3.1.2.1 FRENCSTIEMZAticE
1. NEEHEMTFHAREZTIE (CST) .

ERL T < ESE TEE:
$ tar zxvf cst-3.1.0.tgz

2. HEREHABVA PKIf,
BEGTIRBRE, BHAs{CsT)/keys/BR, HHUTUT®S:

./hab4 pki tree.sh
RERELRAN R HEBA—ESE, ~™MIaNT:

Do you want to use an existing CA key (y/n)?: n
Do you want to use Elliptic Curve Cryptography (y/n)?: n

ucloiss AR I SR B IR, ©2024 NXP BV IS,
FPiEE R4sandroid-14.0.0 _2.2.0—2024£10H18H AR IR
18/76



https://www.nxp.com.cn/webapp/sps/download/license.jsp?colCode=IMX_CST_TOOL&appType=file2&location=null&DOWNLOAD_ID=null&ang_cd=en

BEiEES UG10158

i.MX AndroidZ2B ISR

Enter key length in bits for PKI tree: 2048

Enter PKI tree duration (years): 5

How many Super Root Keys should be generated? 4

Do you want the SRK certificates to have the CA flag set? (y/n)?: y

3. &AKAHAB SRKZEFeFuselsFE{E.
BHAS{CsT}/crts/BR, HHITUATHS:

S ../linux64/bin/srktool -h 4 -t SRK 1 2 3 4 table.bin -e \

SRK 1 2 3 4 fuse.bin -d sha256 -c \

SRK1 sha256 2048 65537 v3 ca crt.pem, \
SRK2 sha256 2048 65537 v3 ca crt.pem,\
SRK3 sha256 2048 65537 v3 ca crt.pem, \
SRK4 sha256 2048 65537 v3 ca crt.pem

ERRIINIT EiA G STE, D BIERMSRKERESHA256(E, FIEEIRFIES (CST)/crts/BFE PRI,
SRKZRERNFECSFeR, FAtt, EEZIHAE, SARATRIEESE, SRKENSHA2S6EEREREIOTP eFuset@4
R, EA "ZeREH" . AFRIECSFHRISRKE.

1ES{CST} /keys/Ml/release/crts/FERMIINAAEFEEE., WNERSRK HASHERIRREIGHS, ARG
M TR RER A KA KT, BBARBIR RSB FREX Y GEBARGIA TR,
WRIEFRSEERILMX 8QuadFli.MX 8MiGFH, BN BIAXENRSERLLCSTIHRNEIAR, RALGRESTE
E—HRPERERE NG, FEEAER XS R EE.

4. LRfESRKISH{E.

FERBERETITER (CST) PEEREX Ncerts/, PUTLATHSLUEESRKISEE:

hexdump -e '/4 "0x"' -e '/4 "$X""\n"' SRK 1 2 3 4 fuse.bin

0x20593752 T = -

0x6ACE6962

0x26E0D06C

0xFC600661

0x1240E88F

0x1209F144

0x831C8117
0x1190FD4D

5. {#FU-Boot fusefp SRR ERREITH L.
BRINSERGRERIBER L, REBNHAU-bootipSER,, HHITULTHS, LURRSRKIEHE.
XXFFiMX 8M Mini, i.MX 8M Nano, i.MX 8M QuadffJi.MX 8M Plus2—#£RY,

fuse prog -y 6 0 0x20593752 0x6ACE6962 0x26E0D06C 0xFC600661
fuse prog -y 7 0 0x1240E88F 0x1209F144 0x831C8117 0x1190FD4D

3.1.2.2 M5|SMEEFREEITESR

1. HEEANdroidBIGIAERES BRI,
EXFFHABIEE, 151EU-BootiBHRYtEN defconfigi i+ EREcoNFIG_1MX HABELE. ENABRT,
XEFEAHER. LL.MX 8M Mini EVKFIi.MX 8M Nano EVK i, AT :
imx8mm evk android defconfig

imx8mm_evk android dual defconfig
imx8mm evk android trusty secure unlock dual defconfig

ucloiss AR I SR B IR, ©2024 NXP BV RRIRFTE.
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imx8mm evk android trusty dual defconfig
1mx8mm evk android uuu defconfig

EEBERFRFERLZU-BootiHRIIMBES. WEAndroidiRZgE, REWERFNBTER. Fla0,
PATLA T8
$ ./imx-make.sh —-j12 2>&l | tee make android.txt

Rt WERGRHHERERFEMake_android.txtH,
2. FEREERHNHRIMEER.
RRHIU-BootiE g X2 FEAARRIAIU-Boot defconfigSTAAERkAY, LA.MX 8M Miniafll, #HBARRRIU-
Boot defconfig3Z{4AIZFhU-BootiRiE BFRAILATES (MY ANDROID}/device/nxp/imx8m/evk 8mm/
BoardConfig.mkF#E. WA=, FAME—LER.
TARGET BOOTLOADER CONFIG := imx8mm:imx8mm evk android defconfig
TARGET BOOTLOADER CONFIG += imx8mm-dual: 1mx8mm evk android dual defconfig
TARGET BOOTLOADER CONFIG += imx8mm-trusty-secure- unlock-
dual: 1mx8mm evk android _trusty secure unlock dual defconfig
TARGET BOOTLOADER CONFIG += imx8mm- trusty—

dual: 1mx8mm evk android _trusty dual defconfig
TARGET BOOTLOADER CONFIG += imx8mm-evk-uuu:imx8mm evk android uuu defconfig

ERIRIEREImake android. txt HEF#E Rdefconfigii4®, FHkiRRizdefconfig X RIZE 5T
RY1T. BREEPFENMEEETLUEZITRIN/LITHIXE. mREREERIERE R TNEISMmE
BEHITHE, BFEE "dudl” FHERIdefconfiglHEA TG ISMNERERF. R, &8 "duadl” F
BRI NSRS RIS | SINEFER.

SIFES | SINEHEFBE R, LAimx8mm evk android uuu defconfig A, EHERMAYEIHIAAu-boot
-imx8mm-evk-uuu.imx, FHEFIHTSHEEXXERBESEREXNT, FMEXATUHEETRES
SFT

Loader IMAGE:

csf off 0x2eal0

spl hab block: 0x7e0fc0 0x0 0x2eall
Second Loader IMAGE:

sld header off 0x57c00

sld csf off 0x58c20

sld hab block: 0x401fadc0O0 0x57c00 0x1020
fit-fdt csf off 0x5ac20

fit-fdt hab block: 0x401fadc0 0x57c00 0x3020

0x40200000 0x5CC0O00 0x108548
0x40308548 0x165148 OxESES
0x920000 0x173730 OxA8EOQ

Finish building imx8mm-evk-
uuu:imx8mm evk android uuu defconfig

SFFE | SHNEFEF BN, LAimx8mm evk android trusty dual defconfig/affl, EABNAYEIHIE
ﬂ'ﬂspl—immem—trusty—dual.binﬂ]bootloader—imx8mm—trusty—dual.img° W:Eﬁﬁjﬁfoﬁﬁtﬁﬂﬁ
X BEREERIBXRENMT, MMEXIITUHEEHBERSER.

Loader IMAGE:

csf off 0x34600

spl hab block: 0x7e0fc0 0x0 0x34600
ucloiss AR SRS AR E BN, © 2024 NXP B. HRINFFS.
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FIT IVT IMAGE:

fit csf off 0x1020
fit hab block: 0x401fadc0 0x0 0x1020
fit-fdt csf off 0x3020
fit-fdt hab block: 0x401fadcO 0x0 0x3020

0x40200000 0x5000 0x11CA50
0x4031CA50 0x121A50 OxESFO
0x920000 0x130040 0xDB30
0xBE000000 0x13DB70 0x191A00

Finish building imx8mm-trusty-
dual:imx8mm evk android trusty dual defconfig

MEHBEENGETRTHEEBR.

3. XWHREMHHITER.
BESZIXESHEIRBER TR (CST) BRPMI1inux6d/bin/BRP, FRENcs TSRS
XEHHITER. T cstht, FEIEGCSFHRRHENBINAIY. CSHERSERAIIT
${MY ANDROID}/vendor/nxp-opensource/uboot-imx/doc/imx/habv4/csf examples/mx8m/HR
th, #osf fit.txt, csf spl.txtHlesf fit fdt.txtEHFIRBEEIE (CST) AYlinux64/bin/
BRY, ANESENHEEESHEIZBERT. B5|SMBERIERIINE | SNEEFRERNSZRER
B, ABNETXAEMERR, BESEFF, RAEU-BootBiryHRIZIREBIA TS BE—&E,
FHBinx8mm_evk android uuu defconfig defconfig:FHIES|SINFEFREI, EXEFIRY
csf fit.txt,csf spl.txtflcsf fit fdt.txt, TR,

diff --git a/csf fit.txt b/csf fit.txt
index d9218ab..dfd0ded 100644

--- a/csf fit.txt

+++ b/csf fit.txt

@@ -8,12 +8,12 @a

[Install SRK]
# Index of the key location in the SRK table to be installed

= File = "../crts/SRK 1 2 3 4 table.bin"
+ File = "../../crts/SRK_1 2 3 4 table.bin"
Source index = 0
[Install CSFK]
# Key used to authenticate the CSF data
= File = "../crts/CSF1 1 sha256 2048 65537 v3 usr crt.pem"
+ File = "../../crts/CSF1l 1 sha256 2048 65537 v3 usr crt.pem"

[Authenticate CSF]

Q@ -23,14 +23,14 @@
# Target key slot in HAB key store where key will be installed
Target index = 2
# Key to install
= File = "../crts/IMGl 1 sha256 2048 65537 v3 usr crt.pem"
File = "../../crts/IMGl 1 sha256 2048 65537 v3 usr crt.pem"

[Authenticate Datal]
# Key slot index used to authenticate the image data
Verification index = 2
# Authenticate Start Address, Offset, Length and file
= Blocks = 0x401fcdcO0 0x057c00 0x01020 "flash.bin", \

ucloiss AR I SR B IR, ©2024 NXP BV IRIXATA.
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= 0x40200000 0xO5AC00 0x9AAC8 "flash.bin", \

= 0x00910000 0x0F56C8 0x09139 "flash.bin", \

= 0xFE000000 OxOFE804 0x4D268 "flash.bin", \
0x4029AAC8 0x14BA6C O0x06DCF "flash.bin"

Blocks = 0x401fadcO0 0x57c00 0x1020 "u-boot-imx8mm-evk-uuu.imx", \
0x40200000 0x5CCO0 0x108548 "u-boot-imx8mm-evk-uuu.imx", \
0x40308548 0x165148 OxES5E8 "u-boot-imx8mm-evk-uuu.imx", \

4 0x920000 0x173730 0xA8EQ0 "u-boot-imx8mm-evk-uuu.imx"

diff --git a/csf fit fdt.txt b/csf fit fdt.txt

index dd88843dee..21498de8b9 100644

--—- a/csf fit fdt.txt

+++ b/csf fit fdt.txt

@@ -8,12 +8,12 @@

+ + +

[Install SRK]
# Index of the key location in the SRK table to be installed

= File = "../crts/SRK_1 2 3 4 table.bin"
File = "../../crts/SRK 1 2 3 4 table.bin"
Source index = 0

[Install CSF}
# Key used to authenticate the CSF data
= File = "../crts/CSF1l 1 sha256 2048 65537 v3 usr crt.pem"
File = "../../crts/CSF1 1 sha256 2048 65537 v3 usr_crt.pem"

[Authenticate CSF]

@@ -23,10 +23,10 @d@
# Target key slot in HAB key store where key will be installed
Target index = 2
# Key to install

= File = "../crts/IMGl 1 sha256 2048 65537 v3 usr crt.pem"

+ File = "../../crts/IMGl 1 sha256 2048 65537 v3 usr crt.pem"

[Authenticate Data]
# Key slot index used to authenticate the image data
Verification index = 2
# Authenticate Start Address, Offset, Length and file
= Blocks = 0x401fadcO 0x57c00 0x3020 "signed-flash.bin"
+ Blocks = 0x401fadcO0 0x57c00 0x3020 "u-boot-imx8mm-evk-uuu.imx"
diff --git a/csf spl.txt b/csf spl.txt
index 3%9adf7a..80165a8 100644
--—— a/csf spl.txt
+++ b/csf spl.txt
@R -8,12 +8,12 @@

[Install SRK]
# Index of the key location in the SRK table to be installed

= File = "../crts/SRK 1 2 3 4 table.bin"
File = "../../crts/SRK 1 2 3 4 table.bin"
Source index = 0

[Install CSFK]
# Key used to authenticate the CSF data
= File = "../crts/CSF1 1 sha256 2048 65537 v3 usr crt.pem"
File = "../../crts/CSF1l 1 sha256 2048 65537 v3 usr crt.pem"
[Authenticate CSF]
[Unlock]

AR AR AR REFPILAR, © 2024 NXP B.V. RIS,
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# Leave Job Ring and DECO master ID registers Unlocked
Engine = CAAM
- Features = MID
Features = MID, MFG

[Install Key]

# Key slot index used to authenticate the key to be installed
@@ -28,10 +28,10 @@

# Target key slot in HAB key store where key will be installed

Target index = 2

# Key to install
= File = "../crts/IMGl 1 sha256 2048 65537 v3 usr crt.pem"
+ File = "../../crts/IMGl 1 sha256 2048 65537 v3 usr crt.pem"

[Authenticate Data]
# Key slot index used to authenticate the image data
Verification index = 2
# Authenticate Start Address, Offset, Length and file
= Blocks = 0x7e0fc0 0x1a000 0x2a600 "flash.bin"
+ Blocks = 0x7e0fc0 0x0 0x2eal0 "u-boot-imx8mm-evk-uuu.imx"

FHBinx8mm _evk android trusty dual defconfig defconfig:FAINNE | SINEIEFRAI,
EEENEFIRcst fit.txt, csf spl.txtflcsf fit fdt.txt, AT

diff --git a/csf fit.txt b/csf fit.txt
index d9218ab..dfd0ded 100644

--- a/csf fit.txt

+++ b/csf fit.txt

@@ -8,12 +8,12 @@

[Install SRK]
# Index of the key location in the SRK table to be installed

= File = "../crts/SRK 1 2 3 4 table.bin"
+ File = "../../crts/SRK 1 2 3 4 table.bin"
Source index = 0
[Install CSFK]
# Key used to authenticate the CSF data
= File = "../crts/CSF1l 1 sha256 2048 65537 v3 usr crt.pem"
+ File = "../../crts/CSF1l 1 sha256 2048 65537 v3 usr crt.pem"

[Authenticate CSF]

@@ -23,14 +23,14 @d
# Target key slot in HAB key store where key will be installed
Target index = 2
# Key to install
= File = "../crts/IMGl 1 sha256 2048 65537 v3 usr crt.pem"
File = "../../crts/IMGl 1 sha256 2048 65537 v3 usr crt.pem"

[Authenticate Data]l
# Key slot index used to authenticate the image data
Verification index = 2
# Authenticate Start Address, Offset, Length and file
= Blocks = 0x401fcdcO0 0x057c00 0x01020 "flash.bin", \
= 0x40200000 0x05AC00 0x9AAC8 "flash.bin", \
= 0x00910000 0xO0F56C8 0x09139 "flash.bin", \
= 0xFE000000 0xOFE804 0x4D268 "flash.bin", \
= 0x4029AAC8 0x14BA6C 0x06DCFEF "flash.bin"
Blocks = 0x401fadcO0 0x0 0x1020 "bootloader-imx8mm-trusty-dual.img", \

ucloiss AR I SR B IR, ©2024 NXP B. BRI,
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+ 0x40200000 0x5000 0x11CA50 "bootloader-imx8mm-trusty-dual.img",

\
+ 0x4031CA50 0x121A50 O0xES5FQ "bootloader-imx8mm-trusty-dual.img",

\
+ 0x920000 0x130040 0xDB30 "bootloader-imx8mm-trusty-dual.img", \
+ 0xBEOO0000O 0x13DB70 0x191A00 "bootloader-imx8mm-trusty-—
dual.img"

diff --git a/csf fit fdt.txt b/csf fit fdt.txt
index dd88843dee..21498de8b9 100644

--- a/csf fit fdt.txt

+++ b/csf fit fdt.txt

@@ -8,12 +8,12 @@

[Install SRK]
# Index of the key location in the SRK table to be installed

= File = "../crts/SRK_1 2 3 4 table.bin"
File = "../../crts/SRK 1 2 3 4 table.bin"
Source index = 0

[Install CSFK]
# Key used to authenticate the CSF data
= File = "../crts/CSF1 1 sha256 2048 65537 v3 usr crt.pem"
File = "../../crts/CSF1 1 sha256 2048 65537 v3 usr crt.pem"

[Authenticate CSF]

@@ -23,10 +23,10 @@
# Target key slot in HAB key store where key will be installed
Target index = 2
# Key to install
= File = "../crts/IMGl 1 sha256 2048 65537 v3 usr crt.pem"
File = "../../crts/IMGl 1 sha256 2048 65537 v3 usr crt.pem"

[Authenticate Datal
# Key slot index used to authenticate the image data
Verification index = 2
# Authenticate Start Address, Offset, Length and file
= Blocks = 0x401fadcO0 0x57c00 0x3020 "signed-flash.bin"
A Blocks = 0x401fadcO0 0x0 0x3020 "bootloader-imx8mm-trusty-dual.img"
diff --git a/csf spl.txt b/csf spl.txt
index 39%adf7a..80165a8 100644
-—— a/csf spl.txt
+++ b/csf spl.txt
@@ -8,12 +8,12 @@

[Install SRK]
# Index of the key location in the SRK table to be installed

= File = "../crts/SRK 1 2 3 4 table.bin"
File = "../../crts/SRK 1 2 3 4 table.bin"
Source index = 0

[Install CSFK]
# Key used to authenticate the CSF data
= File = "../crts/CSF1 1 sha256 2048 65537 v3 usr crt.pem"
File = "../../crts/CSF1 1 sha256 2048 65537 v3 usr crt.pem"

[Authenticate CSF]

[Unlock]
# Leave Job Ring and DECO master ID registers Unlocked

AR AR AR REFPILAR, © 2024 NXP B.V. RIS,
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Engine = CAAM
= Features = MID
+ Features = MID, MFG

[Install Key]
# Key slot index used to authenticate the key to be installed
@@ -28,10 +28,10 Q@
# Target key slot in HAB key store where key will be installed
Target index = 2
# Key to install
File = "../crts/IMGl 1 sha256 2048 65537 v3 usr crt.pem"
+ File = "../../crts/IMGl 1 sha256 2048 65537 v3 usr crt.pem"

[Authenticate Data]
# Key slot index used to authenticate the image data
Verification index = 2
# Authenticate Start Address, Offset, Length and file
= Blocks = 0x7e0fc0 0x1a000 0x2a600 "flash.bin"
+ Blocks = 0x7e0fc0 0x0 0x34600 "spl-imx8mm-trusty-dual.bin"

PATLAT <, (ERCSHEIRSHERLCSF., XTS5 |ISIIBAEFING [ SINEIER, ERNG<SEEEN.

$ ./cst —-i=csf spl.txt --o=csf spl.bin
$ ./cst --i=csf fit.txt --o=csf fit.bin

PATLAT S, 1BCSFERAZIU-BootiE &+,

# For the single bootloader example with "imx8mm evk android uuu defconfig"
defconfig file

$ dd if=csf spl.bin of=u-boot-imx8mm-evk-uuu.imx seek=$ ((0x2ea00)) bs=1
conv=notrunc

$ dd if=csf fit.bin of=u-boot-imx8mm-evk-uuu.imx seek=$ ((0x58c20)) bs=1
conv=notrunc

# For the dual bootloader example with

"imx8mm evk android trusty dual defconfig" defconfig file
$ dd if=csf spl bin of=spl-imx8mm-trusty-dual.bin seek=$((0x34600)) bs=1
conv=notrunc

$ dd if=csf fit.bin of=bootloader-imx8mm-trusty-dual.img seek=$((0x1020))
bs=1 conv=notrunc

PUTLAT @<, EFFDTARLAICSFREARSHAERLCSF. ST RS ISMEIRFNG I SINERER, FRANGS
EEERY,

./cst -1 csf fit fdt.txt -o csf fit fdt.bin

BITFLATES, BCSFHEAZIU-BootE g,

# For the single bootloader example with "imx8mm evk android uuu defconfig"
defconfig file

$ dd if=csf fit fdt.bin of=u-boot-imx8mm-evk-uuu.imx seek=S$((0x5ac20)) bs=1
conv=notrunc

# For the dual bootloader example with

"imx8mm evk android trusty dual defconfig" defconfig file

$ dd if=csf fit fdt.bin of=bootloader-imx8mm-trusty-dual.img seek=$ ((0x3020))
bs=1 conv=notrunc

ERIIHIT EASGSRE, BT u-boot-imx8mm-evk-uuu. imxBspl-imx8mm-trusty-dual.binf]
bootloader—lmx8mm—trusty—dual.imgﬁgﬁgo F’fﬁﬂ% % IL*EEEI_-H *iﬂﬁgﬁﬁf%\ ‘_‘L%
UGI0158 AR TS I AR A UL, © 2024 NXP B. HRAXF.
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REINEEER., AEAERREGEM, MAEREXGTRISRCGEATIRIEE S, JHRARISRKERAYIIE
WETFHIRFHEHT, BHREEIMISR EHRIREEIOTP eFuserd, EILAZHEHEREREREAIFIM.

3.1.2.3 YMCUBE4HRITESR

i.MX 8M_EHIMCURE4ECortex-AtZEE1. HEZIEHHABVAAE, THRM T —LHAEIMCURHH{TE RN
BH, BIXEHAERER1inux64/bin/BR.

1. BUECSFEMR,
REFLATCSHEIRHEHERB Incucsf_template, XEMCURBUHHAICSFIZIE,

[Header]
Version = 4.3
Hash Algorithm = sha256
Engine Configuration = 0
Certificate Format = X509
Signature Format = CMS
[Install SRK]

File = "../../crts/SRK 1 2 3 4 table.bin"
Source index =0 T
[Install CSFK]
File = "../../crts/CSF1l 1 sha256 2048 65537 v3 usr crt.pem"

[Authenticate CSF]
[Install Key]

Verification index = 0

Target index = 2

File = "../../crts/IMGl 1 sha256 2048 65537 v3 usr crt.pem"
[Authenticate Datal

Verification index = 2

Blocks = %ddr addr% 0x0 %auth len% "mcu-pad-ivt.bin"

2. BUFBIVTAERIER,
RELUTIVIIERFSEE G Hgenivt template, MHIABEITFERIV,

#! /usr/bin/perl -w

use strict;

open (my Sout, '>:raw', 'ivt.bin'
print $Sout pack("V", 0x402000D1)
print Sout pack("V", $jump addr$

) or die "Unable to open: $!";
8 # Signature
( ); # Jump Location
print Sout pack("V", 0x0); # Reserved
print Sout pack("V", 0x0); # DCD pointer
print S$out pack ("V", 0x0); # Boot Data
(
(
(

CSF Pointer
Reserved

print Sout pack("V", %$self ptr%); # Self Pointer
print Sout pack("V", %csf ptr%);

print Sout pack("V", 0x0);
close ($Sout) ;

e

3. BiEfIAnhabmcugen template,
RELUMENRFIEE SR Jhabncugen_template, HHIAEETFESEMAVER.

#! /bin/bash

echo "extend mcu image to %pad len%..."

objcopy -I binary -O binary --pad-to %pad len% --gap-fill=0x5A mcu.bin mcu-
pad.bin

echo "generate IVT"

./genIVT

echo "attach IVT..."

ucloiss AR I SR B IR, ©2024 NXP BV RRIRFTE.
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cat mcu-pad.bin ivt.bin > mcu-pad-ivt.bin

echo "generate csf data..."

./cst --o mcu_csf.bin --i mcu.csf

echo "merge image and csf data..."

cat mcu-pad-ivt.bin mcu csf.bin > mcu-signed.bin

echo "extend final image to %sig len%..."

objcopy -I binary -O binary --pad-to %sig len% --gap-fill=0x5Amcu-signed.bin
mcu-signed-pad.bin

4. BUEEMIAmk secure mcu imx8m,
RELATHAFEHEERRE AInk_secure mcu_ imx8m, WHAREBRE LAMAHERREZSEZIIMCU
&5,

#! /bin/bash
let ddr addr=$1

if [ ! -f mcu.bin ]

then
printf "File \"mcu.bin\" does not exist.\n"
exit 1

fi

# Calculate the size

let pad len=$((0x20000)) # padding mcu image to 128KB

let auth_len=$ (pad_len + 0x20)) # +0x20 "IVT"

let sig len=$ ((auth len + 0x2000))

let self ptr=$((ddr_addr + pad len))

let csf ptr=$((ddr_addr + auth len))

let jump addr=$ ((ddr addr))

# change value to hex string

pad len="printf "O0x%X" ${pad len}"

auth len="printf "0x%X" ${auth len}"

sig len="printf "O0x%X" ${sig len}"

ddr addr="printf "0x%X" ${ddr addr}’

self ptr="printf "0x%X" S${self ptr}"°

csf ptr="printf "0x%X" ${csf ptr}’

jump addr="printf "O0x%X" ${jump addr}’

# Create habUimagegen

sed -e s/%pad len%/S{pad len}/g -e s/%sig len%/S${sig len}/g
habmcugen template > habmcuGen

chmod +x habmcuGen

# Create mcu.csf

sed -e s/%ddr addr%/${ddr addr}/g -e s/%auth len%/${auth len}/g
mcucsf template > mcu.csf

# Create genIVT

sed -e s/%jump addr%/${jump addr}/g -e s/%$self ptr%/${self ptr}/g -e s/
$csf ptr$/${csf ptr}/g genivt template > genIVT

chmod +x genIVT

# Generate secure boot

. /habmcuGen

# OK

printf "mcu image with Signature \"mcu-signed-pad.bin\" is ready to use.\n"

5. AREZBRIMCUREH,
BAREZBHUMCUREIHEFIEI1inux64 /binFHEHEEME Ancu. bin, PUTUATHS, EMRESEHIMCU
E{#mcu-signed-pad.bin:

—~ o~~~

./mk_secure mcu_ imx8m <mcu-firmware-load-address>

BHFAndroid¥EE ERTEFHTCMIZETMCUREYE, mcu-firmware-load-addressMaITCMARAINNE L,
4N0x7e0000,
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3.1.2.4 XHATH

B AL, REHER, FESRKIERESHRR. BRTORLT "FE" MR, WIEXMASELLEE
e, ERSRKISHREEMRRABRRKRIERSE, FLIEU-BootHEHEFHABSEY, REEEBRGFT
B EaNE|U-BootiEHlE, AEHATIATHS:

=> hab status

HRARIREHABE Y, TESPLIERHABIIEFITERDZRI, EERIECSF. FEMREEMNBEFIRKBLLTSCSF
EXAYEIR,

Error: CSF header command not found
EIASRKIS FH ER ERIRFHESBMIRERS I KHABEHS, TEU-Bootizfla EHITLAT®S, LUKFASH:

=> fuse prog -y 1 3 0x2000000

EERITHRIERS S R 2R TER, WNSRHABVARIEAN, XANS R ETEEE.

3.1.3 {HFHAHABIKITINZ R

EERAHABRRE RGN, NENEMREFELIENZER (DEK) blob, AHABREBEISEHMAEJgelockzE
Kite (ELE) BUSECOSMDIRIEINRERMERGE R, RELMACSTINE, FHEEMIDEK AR RHLEE
BEREZRP, ENIFIMX 8ULP. iMX 8QuadFliMX 95EFE FIVREHEIHITES, BIRIBLITEBIRIE,

3.1.3.1 S|SmEFEFIRGRRE

ERMENEGREM, LAlink8ulp evk android trusty defconfigAfl, EXIRAYEIE X4 Hu-boot-
imx8ulp-trusty.imx, NEFRABHIGEE.,
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*start —»

1st Container header
and signature

Padding for 1kB alignment

*start + 0x400 —»
2nd Container header
and signature

Padding Authenticated

at ELE ROMFW
ELE FW Level
Padding

uPower FW (8ULP)

Cortex-M Image

SPL Image ¥

3rd Container header
and signature

Authenticated

Padding at SPL Level

U-Boot Proper IMG

ARM Trusted FW (ATF) ¥

u-boot-imx8ulp-trusty. imx

El6. 5 3Tt L5Ha

Ly\imx8ulp_evk_android_trusty_dual_defconfig?ﬂ{ﬁﬂ, E*ﬁ}l“lﬂ’ﬂﬁﬁﬁflﬁﬂjspl—imx8ulp—trusty—
dual.binfllbootloader-imx8ulp-trusty-dual.img, NERZAMEIHIERIE,
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*start —»
1st Container header
and signature

Padding for 1kB alignment

*start + 0x400 —»
2nd Container header
and signature

Padding

ELE FW

Padding

uPower FW (8ULP)

Cortex-M Image

SPL Image

spl-imx8ulp-trusty-dual bin

3rd Container header
and signature

Padding

U-Boot Proper IMG

ARM Trusted FW (ATF)

7. fchi 342

bootloader-imx8ulp-trusty-dual img

Authenticated
at ELE ROM/FW

Level

Authenticated
at SPL Level

3.1.3.2 fECSTHREBMZERBhEIF

CST 3.0.0KR LAUGRAENASRINEIIEE. MNRERAERIMNA, WRENSRAINEIEE.

X$F3.0.0ZFIRICSTHRA, CST/Fim

WIREHRF. PUTLATHS, BRCSTHRINNEF:

sudo apt-get install libssl-dev openssl
cd <CST install directory>/code/back end/src
gcc -o cst encrypted -I

S
$
$
$ cp cst _encrypted ../../../linux64/bin/cst

../hdr -L ../../../1linux64/1ib *.c -1frontend -lcrypto

3.1.3.3 i Androidisls, e

XFFi.MX 8ULPFi.MX 95 FIiEx
* Defconfig

, EEIMIMYU-BootTH, FALITIIRE:

CONFIG_CMD DEKBLOB=y
CONFIG_AHAB BOOT=y
CONFIG_IMX ELE DEK ENCAP=y

SFFiMX 8Quad&RFIt ., BRELLTINEE:

UG10158
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» Defconfig

CONFIG_CMD_ DEKBLOB=y
CONFIG_AHAB BOOT=y
CONFIG_IMX SECO_DEK ENCAP=y

A TIXEEXE, U-BootiE N RERRIE.

3.1.3.4 ﬂ3§%ﬂ§£§Eﬂuﬂ, Xﬁﬂl?ﬁﬁﬁﬁﬁﬁa
FEEERmERER, BRRU-BootiE GBS E., WEANdroidE &, (REHERANETER.
mkimage AEAENE F‘EJJJJEEPEH:_F@JEW LFHIXM (CSF) .
« B5|SINEERER
TS| SMNEFERFIER, inx8ulp evk android trusty defconfigAffl, FEAIHE T SittiaH 4
NABEREEEXT, MMEXATUEERFABKRSER.

CST: CONTAINER 0 offset: 0xO0
CST: CONTAINER 0: Signature Block: offset is at 0x190

CST: CONTAINER O offset: 0x400
CST: CONTAINER 0: Signature Block: offset is at 0x590

append u-boot-atf-container.img at 317 KB

« W5 ISMBFEFER
STFXE | SINEFERFIER, bAinx8ulp evk android trusty dual defconfig/affl, TEAIH T St
HXHRBREREREEXAT, AMEXNTUHERHABRSES.

CST: CONTAINER 0 offset: 0x0
CST: CONTAINER 0: Signature Block: offset is at 0x190

CST: CONTAINER O offset: 0x400
CST: CONTAINER 0O: Signature Block: offset is at 0x590

======Finish building imx8ulp-trusty-
dual:imx8ulp evk android trusty dual defconfig =======

3.1.3.5 GUiESPLIZISAICSFIEIRIZ{E

BESZNHSHEIRBERZTE (CST) BREM1inuxed/bin/BRH, FABRAICSTH #HHISU4TIXLL
MHHITER, FUTILCSTRY, FEGCSHEASMHHENBANIF, CSFREASXHRHIRIT S (MY_ANDROID}/
vendor/nxp-opensource/uboot-imx/doc/imx/ahab/csf examples/BEFRH. & NEFEIXEGEH!
E|ICST linux64/bin/BHR:

csf enc boot image.txt

BB AOTESHEILERF. B5|SMERFEIANE I SNEREFERNSERRERR. LINBo#A
TIXFFMERAYR, (BESCR, AEAJU-Boot BRI MHMIZIRIRU TS BE—&E,
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« B5|SINHERFER
SFHHinx8ulp evk android trusty defconfig defconfig{HAVES |SINEREF=AI, TIZUWT
FHUERCSHEIRS Y, SE—IRNNEU-BootiR B4 Rdek_spl.binX . ERINFERIREERirst-u-boot-
imx8ulp-trusty.imx, FITLATARSEHICSFHEIASA:

$ cp csf enc boot image.txt csf enc spl image.txt
RIGEENRSHI M, BTFE— 1 SRCHEEHES, WCSHERHNATEZ SR, RERARS
NEA B

[Authenticate Datal]
# Binary to be signed generated by mkimage

File = "u-boot-imx8ulp-trusty.imx"
# Offsets = Container header Signature block (printed out by mkimage)
Offsets = 0x400 0x590

[Install Secret Key]

Key = "dek spl.bin"

Key Length = 128

#Key Identifier = 0x1234CAFE
Image Indexes = OxXFFFFFFFE

« X5 |SINEERFER
S FmHBimx8ulp evk android trusty dual defconfig defconfigS{4HINE |SINEERTA, H
RS8R | SMEEFERER. R TATUERCSHERS Y, AREMIMNERISPLEERspl-imx8ulp-

trusty-dual-enc.bin,

[Authenticate Data]
# Binary to be signed generated by mkimage

File = "spl-imx8ulp-trusty-dual.bin"
# Offsets = Container header Signature block (printed out by mkimage)
Offsets = 0x400 0x590

[Install Secret Keyl]

Key = "dek spl.bin"

Key Length = 128

#Key Identifier = 0x1234CAFE
Image Indexes = OxXFFFFFFFE

3.1.3.6 YSPLEEGHITINZINER

FERREES TAEMEGHTINE. ZTEERINFREH— randon dek_spl.binX{4, ERTAERMCSF i
BISZ45,
- B5|SMBEFER

$ ./cst -1 csf enc spl image.txt -o first-u-boot-imx8ulp-trusty.imx

The DEK BLOB must be inserted at offset 0x7c0 (its expected size is 72 bytes)

CSF Processed successfully and signed image available in first-u-boot-imx8ulp-
trusty.imx

* W3 ISIHIERER

$ ./cst -1 csf enc spl image.txt -o spl-imx8ulp-trusty-dual-enc.bin
The DEK BLOB must be inserted at offset 0x7c0 (its expected size is 72 bytes)

UG10158 AR AR AR REFPILAR, © 2024 NXP B.V. iEtlFrA.
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CSF Processed successfully and signed image available in spl-imx8ulp-trusty-
dual-enc.bin

it BRSPS R AT 1SDEK blobfENEIEZ R,

3.1.3.7 gUES|ISNEERRFICSFRIAN Y
« S |SINEERE
5sSPLgG—, BUTLAT S EHICSHEAS 4 :

$ cp csf enc boot image.txt csf enc bl image.txt

imx-mkimage BFTEDEMIINAYu-boot-atf-container. imgfY{RBE, W FEIR:

imx-mkimage output:
append u-boot-atf-container.img at 317 KB

B¥filu-boot-atf-container. imgAURIEASI7KB, +7\BHIA0x4F400, HB=ANERFKAIRIBESIIED
790x0, ERRAYRBEFTENA0XI90. RERETE=NERELRRIRBET LRI TARHE:

Container header = 0x0 + 0x4f400 = 0x4£f400
Signature block = 0x190 + 0x4£f400 = 0x4£f590

ARERIERNINIEFIAISI . LWCSHEARMATE=1588, B IRINZEU-BootigEg, FHERdek bl.binX{F,
S RINZ SRR second-u-boot-imx8ulp-trusty. imx,

[Unlock]
# Leave Job Ring and DECO master ID registers Unlocked
Features = MID, MFG

[Authenticate Data]
# Binary to be signed generated by mkimage

File = "first-u-boot-imx8ulp-trusty.imx"
# Offsets = Container header Signature block (printed out by mkimage)
Offsets = 0x4£400 0x4£590

[Install Secret Key]

Key = "dek bl.bin"

Key Length = 128

#Key Identifier = 0x1234CAFE
Image Indexes = OxFFFFFFFE

* WEI1SMNBFEFER
FEXMBERT, THREXBIHEREE, EATHIMT M RIRRIEF, RINTHVENCSH-IAN M, £k
I &boot Loader- imx8ulp-trusty-dual-enc.img,

[Unlock]
# Leave Job Ring and DECO master ID registers Unlocked
Features = MID, MFG

[Authenticate Data]

# Binary to be signed generated by mkimage

File = "bootloader-imx8ulp-trusty-dual.img"

# Offsets = Container header Signature block (printed out by mkimage)
Offsets = 0x0 0x190

[Install Secret Key]
Key = "dek bl.bin"
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Key Length = 128
#Key Identifier = 0x1234CAFE
Image Indexes = OxFFFFFFFE

3.1.3.8 M5|SMEEFREHTMENER

 B5|ISHERER
TS |SIMEFEFER, FUTLA T e SERMINEREN— MEldek_blob bl.bin3f4, RRFEMCSF#H
B34

./cst -1 csf enc bl image.txt -o second-u-boot-imx8ulp-trusty.imx

The DEK BLOB must be inserted at offset 0x4f7c0 (its expected size is 72
bytes)

CSF Processed successfully and signed image available in second-u-boot-
imx8ulp-trusty.imx

* X5 |ISIHAERE
TG ISMEREFER, YT T3S

./cst -1 csf enc bl image.txt -o bootloader-imx8ulp-trusty-dual-enc.img
The DEK BLOB must be inserted at offset 0x3c0 (its expected size is 72
bytes)
CSF Processed successfully and signed image available in bootloader-
imx8ulp-trusty-dual-enc.img

3.1.3.9 &HREDEK blob

DEKIA/MESEERICAAM blobA, LUEESHERLZRIINE —i#H %JSZFFEF' U-Bootigft T —/ & Hgenerate-
dek-blobfifastboot®p<, ZmMm<SITAMELEESECO blobfi%API, IS NEEBFISEENERHSRE
iR EBW. SWELDENRTEENRGEHIERXABER. LA TS TEE | SIIEREFFNE | SI0EE
FEREERN.

BosiEiRFFH N fastbootiEz,, MEHPCHITLA TGS

fastboot stage dek spl.bin

fastboot oem generate-dek-blob
fastboot get staged dek blob spl.bin
fastboot stage dek bl. bin

fastboot oem generate-dek-blob
fastboot get staged dek blob bl.bin

3.1.3.10 AENMNZEE
EHIESEDARIIDEK blobRhZIFEAEISEESZ R,
o H5|SNINEERFBIT

LA FCSFEERTFHRES _1MNAS28HHIDEK blob{RiBE:

The DEK BLOB must be inserted at offset 0x7c0 (its expected size is 72 bytes)
CSF Processed successfully and signed image available in first-u-boot-imx8ulp-
trusty.imx

1EDEK bIObIEABE _NFEEE 7R

dd if=dek blob spl.bin of=second-u-boot-imx8ulp-trusty.imx bs=1 seek=
S ((0x7c0)) conv=notrunc
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LITCSFEEATHRESR =& HIDEK blob{wi(E:

The DEK BLOB must be inserted at offset 0x4f7c0 (its expected size is 72
bytes)

CSF Processed successfully and signed image available in second-u-boot-
imx8ulp-trusty.imx

2. 15DEK blobfEANFE =N ERRERIRH:

dd if=dek blob bl.bin of=second-u-boot-imx8ulp-trusty.imx bs=1 seek=
S((0x4f7c0)) conv=notrunc

o X5 | ShEEFIE)
LARCSFRERTFHESPLRERE N A5 FHIDEK blob{Ri(E:

The DEK BLOB must be inserted at offset 0x7cO0 (its expected size is 72 bytes)
CSF Processed successfully and signed image available in spl-imx8ulp-trusty-
dual-enc.bin

1. J5DEK blobfEAB_/NBEEZH:

dd if=dek blob spl.bin of=spl-imx8ulp-trusty-dual-enc.bin bs=1 seek=
$((0x7c0)) conv=notrunc

2. LURCSFRERATHRES I SINSREFRENE— N SEFHIDEK blob{RiBE:

The DEK BLOB must be inserted at offset 0x3cO (its expected size is 72
bytes)

CSF Processed successfully and signed image available in bootloader-imx8ulp-
trusty-dual-enc.img

3. J4DEK blobEAFE— MBS

dd if=dek blob bl.bin of=bootloader-imx8ulp-trusty-dual-enc.img bs=1 seek=
$((0x3c0)) conv=notrunc

3112 REMZBEMER

BIIAT Eiran</a, ERERTNENRS. BXERGEEFEEEER, GUBI—HFERCNNER, K5
BHEIRSIMEMAIS X, NR—INR(EER, FBIERISHRINEE.

3.1.2 {EFHABVAHITINESEN

L{EAHABVARREREGR, NESHRGEFEEAYEINEER (DEK) blob, DEK blobfffReR, BI—XMER]
fWIEEEH (OTPMK) KSDEKITEAMEFMEE TS, OTPMKESRIENEHERERE—R. EX.MX M ISR
GHITINEMER, BIRBIATSRIEF.

3.1.21 S|SmMEEFIRGRRE

BT EoRGEN. L\)\imx8mm_evk_android_trusty_defconfig?ﬂ{ﬁﬂ, BV H S8 Su-boot -
imx8mm-trusty.im, NEFRABHIAEIEND,
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8. it 3 Ean

*Signed HDMI/DP FW
Padding
IVT - SPL
Signed
Data | Enc _
DataI u-boot-spl.bin + DDR FW SPL
Image
CSF - SPL + DDR FW
DEK Blob
Padding
SjgnedI FDT - FIT 4
Data
Signed IVT - FIT
Data CSF - FIT
IVT - FIT FDT
CSF - FIT FDT FIT
u-boot-nodtb.bin Image
Signed and
Encrypted u-boot.dtb
Data

bl31.bin (ATF)

tee.bin

DEK Blob

u-boot-imx8mm-trusty.imx

Plimx8mm evk android trusty dual defconfigAffl, EXIMAYEIH A Aspl-imx8mm-trusty-
dual.binfllbootloader-imx8mm-trusty-dual.img, NEFFZ~/%HH SR,
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*Signed HDMI/DP FW

Padding

IVT — SPL

Signed E
nc
Data I u-boot-spl.bin + DDR FW SPL

Data
Image

CSF - SPL + DDR FW

DEK Blob

spl-imx8mm-trusty-dual.bin

Signe
Data

dI FDT - FIT

Signed IVT - FIT

Data CSF - FIT

IVT -FITFDT

CSF - FITFDT FIT

u-boot-nodtb.bin Image

Signed and
Encrypted
Data bl31.bin (ATF)

u-boot.dtb

tee.bin

DEK Blob v

bootloader-imx8mm-trusty-dual.img

9. fth 345192

3.1.2.2 {£U-BootHij5 ANNZEEZHF
ERBNTENRSE, FEMMIU-BootTH, BRLATINEE:

» Defconfig

CONFIG IMX HAB=y
CONFIG_CMD PRIBLOB=y
CONFIG_CMD DEKBLOB=y

3.1.2.3 ECSTHRERAMZERZF
CST v3.0.0R LAIRRIMRAZIA S INZEIIRE, WRFERERINRE, Ww/nEEAEnEThEE.
STFEFV3.0.004CSThRA, CSTRImMNEMNMRIF. HITUATES, BRECSTHAINNE !

$ sudo apt-get install libssl-dev openssl
$ cd <CST install directory>/code/back end/src
$ gcc -o cst encrypted -I ../hdr -L ../../../linux64/1ib *.c -lfrontend -lcrypto
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$ cp cst_encrypted ../../../linux64/bin/cst

3.1.2.4 {3iEAndroidifl§, E£REXZAN

#N0$ {MY ANDROID}/vendor/nxp-opensource/uboot-imx/doc/imx/habv4/guides/mx8m secure

boot . txtHfR, imx-mkimage TFEATIIEMBRHER.

fE£S{MY ANDROID}/vendor/nxp-opensource/imx-mkimage/iMx8MBIE—NEEHIDEK blob:

$ dd if=/dev/zero of=iMX8M/dek blob fit dummy.bin bs=96 count=1 && sync

T:T:L?‘._FLZ%EEQD, U-BootiRIGMAREFTRIE. BHTH TR EIMSUY, MEMAR LA Eu-boot . 1 tsHZRIN—
MNdek blobTm, FHmkimage imx8BJLAEBRNEFHdek blobTREZT(E],

3.1.25 ﬁ3§§FQ£EE3u», 355!*555ﬁ§5§

EEZMINELRES, FEREZU-BootEEINMBER. TEANdroidE &R, (RFEERFNEHTER.
mkimage B E&EENZEEBH AT REm<SFFINE (CSF) .
- BE|SNEERFIE.
SIFES | SINEEFBE R, LAlimx8mm evk android trusty defconfigAffl, FEAIHT Sttt 4t
N BEREREEXANT, FEXNTUHERTAEKESRR.

Loader IMAGE:

header image off 0x0

dcd off 0x0

1mage_off 0x40

csf off 0x33e00

spl hab block: 0x7e0fcO0 0x0 0x33e00
Second Loader IMAGE:

sld header off 0x57c00

sld csf off 0x58c20

sld hab block: 0x401fadcO 0x57c00 0x1020

fit-fdt csf off 0x5ac20

fit-fdt hab block: 0x401fadcO0 0x57c00 0x3020

0x40200000 0x5CC0O00 0x11C918
0x4031C918 0x179518 OxESES
0x920000 0x187B00 0xDB30
0xBEO0O0OO0OO 0x195630 0x191A00

Finish building imx8mm-
trusty:imx8mm evk android trusty defconfig

- W3 | SIS ER
ST I SAEFERFAEN, bimxsmm_evk_android trusty dual defconfig)offl. TEFUHT SIS
ST B SR EEERET, MEXT IR AERSET.

Loader IMAGE:

header image off 0x0

dcd off 0x0

image off 0x40
uGloiss AR (S AR R R AR, ©2024 NXP BV. RIS,
[T IRFandroid-14.0.0_2.2.0—2024¢F10518H AR
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csf off 0x34600
spl hab block: 0x7e0fc0 0x0 0x34600

FIT IVT IMAGE:

fit csf off 0x1020
fit hab block: 0x401fadc0O0 0x0 0x1020
fit-fdt csf off 0x3020
fit-fdt hab block: 0x401fadc0 0x0 0x3020

0x40200000 0x5000 0x11CA50
0x4031CA50 0x121A50 OxESFO
0x920000 0x130040 0xDB30
0xBEO0O0OOOO 0x13DB70 0x191A00

Finish building imx8mm-trusty-
dual:imx8mm evk android trusty dual defconfig

3.1.2.6 BIiESPL+DDR FWS{SAICSFHHAIZ{

BESZHSHEHRIRBEZTA (CST) HEM1inuxe4/bin/BRHP., FHREBACSTH SHEISUEX XL
X{FHITER. PITCSTIVEREEGCSHEIAS I ENBNI . CSHIASN A RFIRIT
${MY_ANDROID}/vendor/nxp—opensource/uboot—imx/doc/imx/habv4/csf_examples/mx8m/Eﬁ%

T, BTIEFHASHEFIZICST 1inux64/bin/HR:

csf spl enc.txt
csf spl sign enc.txt
csf fit enc.txt
csf fit sign enc.txt
csf fit fdt.txt

EXBNNHOFESHEILERT. B5|SINEEFFNG |SINEEFERIISEREARR, UTEHONET
XFRMERARAE, BELlRF, AERIU-Boot BRI RIZIZIRIA TS BRIZ—&A.
SRINCSTI A ZRR RS RGHITINEME S, Eit, SEAHABRY, FEMIMCSFIXY.
« 5| SNBFERFIER
F A imx8mm evk android trusty defconfigdefconfig3{4BIEas | SNNEEFTG, IEXNINIE
ﬁ%UE]'\Jcsf_spl_enc.txtf[lcsf_spl_sign_enc.txt°
BRI AERE— N csf spl enc.txt, XISPLHIDDR FWHEHITINE, F&ERdek spl.binX
&, ERIIZAISPLFIDDR FWiE{fu-boot - imx8mm-trusty-spl-enc. imx,
1. AIOMFGIARE, LUBRENELRIFATE (MPPUBK, HHCAAMIRIRAERK) #IZFR.

[Unlock]
Engine = CAAM
Features = MID, MFG
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2. %0 "Authenticate Data”  (3RUFEERE) m<, (NEEESPL IVTHISohETE:

[Authenticate Datal]

# Blocks = Authenticate Start Address Header Image Off SPL header (fixed
value)
Blocks = 0x7e0fcO0 0x0 0x40 "u-boot-imx8mm-trusty.imx"

2 XERIE 1A REES LM A H AR,
Authenticate Start AddressiZspl hab blockIiHHGE— N AHEEL:

spl hab block: 0x7e0fcO 0x0
0x33e00

Authenticate Start Address Header Image Off
SPL Image length

3. N “Install Secret Key” (LHEHIH) @<, LUERdek spl.binXHHf&iEblob, BlobititEURTF
BEME, AL ARITE:

[Install Secret Keyl]

Key = "dek spl.bin"

# Blob Address = Authenticate Start Address + SPL Image length +
CSF_Padding (fixed value)

# = 0x7e0fcO0 + 0x33e00 + 0x2000 = 0x816dcO

Blob Address = 0x816dc0

i#: CSF_PaddingE—TNEIEE, EHCSFIRENIZIHE,

4. ¥ "DecryptData”  (HBEHUE) &<, XIXHHEINE, MFSPUBEITLTANE, HRITAR
ek
iRttt =Authenticate _Start_Address+SPL_header (EiE{E) =0x7e0fc0 + 0x40 = 0x7e1000
{miE{E=image_off = 0x40
R A/\=SPL_Ilmage_length - SPL_header (ExE{E) =0x33e00 - 0x40 = 0x33dcO0

[Decrypt Data]

Blocks = 0x7e1000 0x40 0x33dcO0 "u-boot-imx8mm-trusty-spl-enc.imx"

i#: SPL_headerZ—1\E[E/E, HSPLERLLEIHIANRE.,
RN T ATEBEE X rcsf_spl_sign_enc.txt, WXHRATFIIZRIEMRIINESPLRE (u-
boot-imx8mm-trusty-spl-enc.imx) H{TEZ,

5. HANIMFGINEE, LAEFRMPPUBKARIRER,

[Unlock]
Engine = CAAM
Features = MID, MFG

6. “Authenticate Data” (IGIEEUE) SN B=RESPLAIDDR FWiE&, NXEHSEAMZE G-

boot-imx8mm-trusty-spl-enc.imx:

[Authenticate Data]l

# Blocks = Authenticate Start Address Header Image Off SPL Image length
Blocks = 0x7e0fcO0 0x0 0x33e00 "u-boot-imx8mm-trusty-spl-enc.imx"

7. 0 “Install SecretKey” (Z%Z$H) @<, LIERMENIDEK blob3 {4, blobitbiti S
csf spl enc.txt(ERARHBLIER:

[Install Secret Key]

Key = "dek spl dummy.bin"
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Blob Address = 0x816dcO

8. N "Decrypt Data” (fREHUE) <, XWNHHITINIE, HTFREGEAELIACSFHINEN, FEINE
— RIS, blobitlitN Scsf_spl_enc. txtHP{ERARTMELIER

[Decrypt Data]

éiécks = 0x7e1000 0x40 0x33dcO0 "u-boot-imx8mm-trusty-spl-enc-dummy.imx"
« W ISIHIEFER
Xﬂ'ﬂ:%ﬁimXSmm_evk_android_t rusty dual defconfig defconfigflﬁiﬂ’\]?&g |SNBFERFGI, &2
RINISHIA9csf spl enc.txtflcsf spl sign enc.txt,
BRI ATVERE— M esf_spl_enc.txt, LAIIZESPLAIDDR FWIREFERdek spl.bin3f4, R
INZZSPLANDDR FWES{&spl-imx8mm-trusty-dual-enc.bin,
1. IMFGIIREE, LAEESEMPPUBKAHERRR :
[Unlock]

Engine = CAAM
Features = MID, MFG

2. 00 “Authenticate Data” (3GIFEHE) a5, (NBESPL IVTHISEIEERE:

[Authenticate Datal]

# Blocks = Authenticate Start Address header image off SPL header (fixed
value)

Blocks = 0x7e0fc0 0x0 0x40 "spl-imx8mm-trusty-dual.bin"
2 XERIE 1 H R FEB UM ITE H S5,
Authenticate Start Addressigspl hab blockIFHFIE— T NHFEK

spl hab block: 0x7e0fc0O 0x0
0x34600

Authenticate Start Address header image off
SPL Image length

3. N “Install Secret Key” (LHEHEIH) @<, U&Akdek spl.binXHHf&EEblob, blobitItBURTF
B5ME, RINTHHITE:

[Install Secret Key]

Key = "dek spl.bin"

# Blob Address = Authenticate Start Address + SPL Image length +
CSF_Padding (fixed value)

# = 0x7e0fcO0 + 0x34600 + 0x2000 = 0x8175c0

Blob Address = 0x8175c0

4. %00 "DecryptData” (fRE#HRE) <, XXMHEHITINE., HFSPURERLTENE, BN TAR
TTER:
itk =Authenticate _Start_Address + SPL_header ([EE{#) = 0x7e0fc0 + 0x40 = 0x7e1000
{miE{E=image_off = 0x40
fRZA/\=SPL_Ilmage_length - SPL_header ([ExE{E) =0x34600 - 0x40 = 0x345c0

[Decrypt Data]

Blocks = 0x7e1000 0x40 0x345c0 "spl-imx8mm-trusty-dual-enc.bin"

BT ATIERSE N tcsf spl sign enc.txt, SZBEIEMAINIZESPLEER (spl-imx8mm-
trusty-dual-enc.bin) H{T8E.,
UGI0158 AR HHIFTE R RIS AR RS PNLTR. © 2024 NXP BV. hRIXFFE.
FPFiEE KR4 android-14.0.0_2.2.0—2024£10518H AR RS
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5. NIIMFGIARE, LUEHBMPPUBKAIZRMR :

[Unlock]
Engine = CAAM
Features = MID, MFG

6. “Authenticate Data” (IRIEEHE) SN BEEENSPLFIDDR FWiES, XI4HSENIN=E&spl-

imx8mm-trusty-dual-enc.bin:

[Authenticate Data]

# Blocks = Authenticate Start Address header image off SPL Image length
Blocks = 0x7e0fcO0 0x0 0x34600 "spl-imx8mm-trusty-dual-enc.bin"

7. 70 “Install SecretKey” (L&E3H) <, LAEREEHIDEK blob3{4, blobitsiiti 5
csf spl enc.txtFFRAIHELIER:

[Install Secret Keyl]

Key = "dek spl dummy.bin"
Blob Address = 0x8175c0

8. /AN "DecryptData” (FFZEGE) <, XNMHHITINE., BTREZEE DACSFHRIIER, FENE
— RIS, blobitN Scsf spl_enc. txtH{ERAENER:

[Decrypt Data]

Blocks = 0x7e1000 0x40 0x345c0 "spl-imx8mm-trusty-dual-enc-dummy.bin"

3.1.2.7 Y¥SPL+DDR FWiS{EHITINSEES

CSTRT GG TINEHEFEMMEYDEK, EILITES, ERFNCSFHEISE, BERZEEGETRE5—
ANCSFTIHISTAL,
- H5|SINEERFBER

STFRS|SNEREFER, PTATHS, UAETE CSHERHIICSF,

— YFSPL+DDR FWE{SHHTINES :

$ cp u-boot-imx8mm-trusty.imx u-boot-imx8mm-trusty-spl-enc.imx
$ ./cst -i csf spl enc.txt -o csf spl enc.bin

— XFHNZESPL+DDR FWES{EH1TEE :
$ cp u-boot-imx8mm-trusty-spl-enc.imx u-boot-imx8mm-trusty-spl-enc-dummy.imx
$ ./cst -1 csf spl sign enc.txt -o csf spl sign enc.bin
« X5 |SMEFERFEIR
TG |1 SIBARFER, FUTLATaS, LUERHH CSHERU4HICSF,
— XJSPL+DDR FWSR{GIFHTINE :

$ cp spl-imx8mm-trusty-dual.bin spl-imx8mm-trusty-dual-enc.bin
$ ./cst -i csf spl enc.txt -o csf spl enc.bin

— YJINZFSPL+DDR FWE(SH1TER

$ cp spl-imx8mm-trusty-dual-enc.bin spl-imx8mm-trusty-dual-enc-dummy.bin
$ ./cst -1 csf spl sign enc.txt -o csf spl sign enc.bin

ucloiss AR I SR B IR, ©2024 NXP BV IS,
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3.1.2.8 EIESPLEIRIIRLZCSF il HI3T4

RTFRASEGEIRES—NCSF#HISH, FEEENonce/MACcesE spl_enc.binify
csf spl sign _enc.bin, LATNEEBXSTES|SINEFEFFINE | SIIEEFE R EERE.
1. TRIECSFHREIMACEREITENonce/MACK/N:

Nonce/MAC size = Nonce size + MAC bytes + CSF header for Nonce/Mac = 12 + 16
+ 8 = 36 bytes

2. itECSFHINonce/MACIRIE(E:

MAC offset = csf spl enc.bin size - Nonce/MAC size = 3980 - 36 = 3944 Bytes

3. Mcsf spl enc. bin?—i‘:ﬂXlNonce/MAC :

$ dd if=csf spl enc.bin of=noncemac.bin bs=1 skip=3944 count=36
4. BB FmiRERAUMELEFEHics £ spl sign enc.binAIMACHELE:

$ dd if=noncemac.bin of=csf spl sign enc.bin bs=1 seek=3944 count=36

3.1.2.9 SEEFITHRIRAICSFEIRY (Y
 B5|SNIHERER
5sPLEG—E, WFTREHTINENSESZTEMNCSIXt. WTFHE5|1SMBEFER, U TERERRIES

BPal#EAJu-boot -imx8mm-trusty-spl-enc. imx&&. EXNINIEHIECcsE fit enc.txtfl
csf fit sign enc.txt,

AT ATERE— 1 cst fit enc.txt, XFITREHTMEHEMdek fit.bindi4,
1. {82 “Authenticate Data” (3RUEEHE) @<, FE(NBEFITHRGEFDTIRL:
[Authenticate Data]

# Blocks = Authenticate Start Address sld header off sld csf off -
sld header off

Blocks = 0x401fadcO0 0x57c00 0x1020 "u-boot-imx8mm-trusty-spl-enc.imx"
F: XERIHE A NH A FE AL MIE HiS55 15,
Authenticate Start AddressiEsld hab blockIFHBIE—TNNHHIE:

sld hab block: 0x401fadcO 0x57c00
0x1020

Authenticate Start Address sld header off
sld csf off - sld header off

2. ¥I0 “Install Secret Key” (L3E5H) <, LAERdek fit.binXHHLREblob, blobititZE
iMX8M/ soc . makX{4Himx-mkimage Ti2HE X B EEHBLE :

DEK_BLOB_LOAD ADDR = 0x40400000

3. 12MBlobitbilt:

[Install Secret Key]

Key = "dek fit.bin"
Blob Address = 0x40400000

4. 00 "DecryptData” (FRZEUE) <, XIHHITINE.

ucloiss AR I SR B IR, ©2024 NXP B. BRI,
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CSTHRENIEBFHXITFAYRSR. HTu-boot-nodtb.binflu-boot . dtbHREISFTIRITF, BAINIZRE

print_fit_habdRHAIBIRITIA— MR,

imx-mkimagetgit :
0x40200000 0x5CCO0 0x11C918----+----Total length = 0x11c918 + Oxebe8 =
0x12af00
0x4031C918 0x179518 OxXE5E8 ——-- +

0x920000 0x187B00 0xDB30
0xBE0O00000 0x195630 0x191A00

fEcsf fit enc.txtHRREEEEE:

[Decrypt Datal

Blocks = 0x40200000 0x5cc00 0x12af00 "u-boot-imx8mm-trusty-fit-enc.imx",

0x920000 0x187b00 0xdb30 "u-boot-imx8mm-trusty-fit-enc.imx", \
0xbe000000 0x195630 0x191a00 "u-boot-imx8mm-trusty-fit-enc.imx"

RINTARBREBE N cst fit sign enc.txt, XWZRIEMBIINZEFITHRE (uv-boot-imx8mm-
trusty-fit-enc.imx) HTEZ,
5. "Authenticate Data” (WilF#HRE) srSMBREANFITEHG:

[Authenticate Datal]

Blocks = 0x401fadcO0 0x57c00 0x1020 "u-boot-imx8mm-trusty-fit-enc.imx" \
0x40200000 0x5cc00 0x12af00 "u-boot-imx8mm-trusty-fit-enc.imx",

0x920000 0x187b00 0xdb30 "u-boot-imx8mm-trusty-fit-enc.imx", \
0xbe000000 0x195630 0x191a00 "u-boot-imx8mm-trusty-fit-enc.imx"

6. AN “Install SecretKey” (L&EiH) <, LEMEEHIDEK blob3 {4, blobithiti5
csf fit enc.txt A {FRAIHEIIERE:

[Install Secret Keyl]

Key = "dek fit dummy.bin"
Blob Address = 0x40400000

7. %N "DecryptData” (fFZEUE) <, MNXHHTINE. ATIRGRELIACSFHINERN, FTENE
—NESE, blobiBltN Scsf fit enc.txt {ERRYMBIER:

[Decrypt Datal]

Blocks = 0x40200000 0x5cc00 0x12af00 "u-boot-imx8mm-trusty-fit-enc-
dummy . imx", \
0x920000 0x187b00 0xdb30 "u-boot-imx8mm-trusty-fit-enc-
dummy . imx", \
0xbe000000 0x195630 0x191a00 "u-boot-imx8mm-trusty-fit-enc-

dummy . imx"
* 5| SINBAER B
XTFXE | SINBAZFEIR, CSFXHRETbootloader-imx8mm-trusty-dual. imgZERHY. EXRIRISH
BUcsf fit enc.txtfllcsf fit sign enc.txt,
BT ARERE— N fost_fit_enc.txt, XFITEEHITIMEFEMdek_fit. binX,
. {EX "Authenticate Data” (IIFEUE) S, FEENBEFITHEEFDTIRL:

[Authenticate Data]

ucloiss AR I SR B IR, ©2024 NXP BV IRIXATA.
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# Blocks = Authenticate Start Address fit header off fit csf off -
fit header off
Blocks = 0x401fadcO0 0x0 0x1020 "bootloader-imx8mm-trusty-dual.img"

F: XERIFE A NH AT MIE Hi55 15,
Authenticate Start Addressigspl hab blockIFHRGE—T1NH#E:

fit hab block: 0x401fadcO 0x0
0x1020

Authenticate Start Address fit header off
fit csf off - fit header off

2. 0 "Install SecretKey” (Z#E%H) @<, L&ERdek fit.binX{4HZ%Eblob, blobitbitE
iMX8M/ soc . makX{4FHimx-mkimage Ti2HE X B EEM B :

DEK_BLOB_LOAD ADDR = 0x40400000

3. {8XBlobitbil:

[Install Secret Keyl]

Key = "dek fit.bin"
Blob Address = 0x40400000

CSTRAEMNZ6FHIITFHIESR. BT u-boot-nodtb.binflu-boot . dtbHB6FFHIITF, BAINIZ

Borint_fit habFRMEAIBIRITIIA— R,
imx-mkimage#it :
0x40200000 0x5000 0Oxllcab50----+----Total length = 0x1lca50 + 0xe5f0 =
0x12b040
0x4031cab50 0x121a50 Oxeb5f0 ——- +

0x920000 0x130040 0xdb30
0xbe000000 0x13db70 0x191a00

4. 70 "DecryptData” (FREEUE) <, XIHHITINE.

[Decrypt Data]

Blocks = 0x40200000 0x5000 0x12b040 "bootloader-imx8mm-trusty-dual-
enc.img", \
0x920000 0x130040 0xdb30 "bootloader-imx8mm-trusty-dual-
enc.img", \
0xbe000000 0x13db70 0x191a00 "bootloader-imx8mm-trusty-dual-
enc.img"

AT ATERE N fcst_fit_sign_enc.txt, LAXFTZREIEMRIMNEZFITERE (bootloader-
imx8mm-trusty-dual-enc.img) H{TELZ,
5. “Authenticate Data” (IRIEEUE) o MNBEENFITEG:

[Authenticate Data]l

Blocks = 0x401fadcO 0x0 0x1020 "bootloader-imx8mm-trusty-dual-enc.img"
\

0x40200000 0x5000 0x12b040 "bootloader-imx8mm-trusty-dual-
enc.img", \

0x920000 0x130040 Oxdb30 "bootloader-imx8mm-trusty-dual-
enc.img", \

0xbe000000 0x13db70 0x191a00 "bootloader-imx8mm-trusty-dual-
enc.img"
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6. %0 "Install SecretKey” (LEEIH) S, LULRENADEK blob3Xf4F, blobitiiti S
csf fit enc.txtHPERAAIHELIER:

[Install Secret Key]

Key = "dek fit dummy.bin"
Blob Address = 0x40400000

7. 7NN "Decrypt Data” (fREEURE) <, XIUHHITINE. ATFREZE LACSFHINEZERN, FE
IEE— RIS, blobiBlitR Scsf fit enc. txtHPERAAIHELIER:

[Decrypt Datal

Blocks = 0x40200000 0x5000 0x12b040 "bootloader-imx8mm-trusty-dual-enc-
dummy.img", \
0x920000 0x130040 O0xdb30 "bootloader-imx8mm-trusty-dual-enc-
dummy.img", \

0xbe000000 0x13db70 0x191a00 "bootloader-imx8mm-trusty-dual-enc-
dummy . img"

3.1.2.10 }IFITERGHITINZFNE R
CSTHTFINZEGHEHRERMAIDEK, FEIITFET, £RFNCSFEINXMH, (ERZEGTRES— i
T,
- B5|SNNEEFER
SFES |ISMEREFER, HUTUTHS, WEGHTINZNSSE. B4R CSHERE,
1. SHFITES G TN :

S cp u-boot-imx8mm-trusty-spl-enc.imx u-boot-imx8mm-trusty-fit-enc.imx
$ ./cst -1 csf fit enc.txt -o csf fit enc.bin

2. WNNEFITREGHITER:

$ cp u-boot-imx8mm-trusty-fit-enc.imx u-boot-imx8mm-trusty-fit-enc-dummy.imx
$ ./cst -i csf fit sign enc.txt -o csf fit sign enc.bin

« X5 | SINEFER1E!
TG SIEREFER, PITLATSHS,
1. WFITREGHITINGE
S cp bootloader-imx8mm-trusty-dual.img bootloader-imx8mm-trusty-dual-enc.img
$ ./cst -i csf fit enc.txt -o csf fit enc.bin

2. MINEFITHREHITER:

S cp bootloader-imx8mm-trusty-dual-enc.img bootloader-imx8mm-trusty-dual-
enc-dummy . img

$ ./cst -i csf fit sign enc.txt -o csf fit sign enc.bin

3.1.2.11 EEEFITHRIGRIREECSF KX

HTFRZHGETFREE—NCSFIHFINM, FEENonce/MACcst _fit_enc.bindfhy
csf_fit_sign_enc.bin, LATNSEBNT RS |SINEEFFNE | SINBEFERLEERA,
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RIECSFHRIMACEREITENonce/MACK/:

Nonce/MAC size = Nonce size + MAC bytes + CSF header for Nonce/Mac = 12 + 16
+ 8 = 36 bytes

2. i8cs f fit enc. bindfINonce/MACRIB(E :
MAC offset = csf fit enc.bin size - Nonce/MAC size = 3996 - 36 = 3960 Bytes

3. Mcsf _fit enc. binf2ENonce/MAC:

$ dd if=csf fit enc.bin of=noncemac.bin bs=1 skip=3960 count=36
4. i+8cs f fit sign _enc. binqﬂﬂ’\JNonce/MAC{}ﬁsz :

MAC offset = csf fit enc.bin size - Nonce/MAC size = 4020 - 36 = 3984 Bytes
5. FEiRERIBH B icsf fit sign enc.binBIMACHEL:

$ dd if=noncemac.bin of=csf fit sign enc.bin bs=1 seek=3984 count=36

3.1.2.12 4RkDEK Blob

DEKIAZRET4EEICAAM blobs, LUEEESTERZMINNE ZHFINGH. U-BootfRt T —NME Ngenerate-
dek—blobﬁﬁfostbootnpv, Zan S Trusty OSHEERICAAMELIL, HSREEGASRENERIER
RIEBEEIR LB, SWE32TEMRERENEGHIERATBER. UTEESTE5 |1SINEEFINE S0
HiEFIE RmffEHE’J

[EaEREsRFIFE N fastbooti®T,, MEHPCHUTLAT &R :

fastboot stage dek spl.bin

fastboot ocem generate-dek-blob
fastboot get staged dek spl blob.bin
fastboot stage dek fit.bin

fastboot oem generate-dek-blob
fastboot get staged dek fit blob.bin

ur 0 0> Uy Ur

SRfE, FENPCERdek spl blob.binflldek fit blob.bin,

3.1.2.13 $EA CSFXZ{4FIDEK blob
- B5|SMBEFER
1. YFERSISINERERER, NENPCHATLATSRS:
$ cp u-boot-imx8mm-trusty-fit-enc.imx encrypted-u-boot-imx8mm-trusty.imx

2. imx-mkimagefE BIRXMHHNCSF THFISHTE 7 =a), BEEWEHS. SPLAYCSF M mipET]
EDT_csf of RS, Bcst _spl sign_enc. blnﬁEAencrypted u-boot-imx8mm-trusty.imx

F, {m(E/90x33e00:

$ dd if=csf spl sign enc.bin of=encrypted-u-boot-imx8mm-trusty.imx seek=
S ((0x33e00)) bs=1 conv=notrunc

3. CSFIB=EAIAR/NH0x2000FTS, dek blobRLRMIIEETH, Fdek spl blob.biniEA
encrypted-u-boot-imx8mm-trusty.imx, {RIH{EHI0x33e00 + 0x2000:

$ dd if=dek spl blob.bin of=encrypted-u-boot-imx8mm-trusty.imx seek=
S ((0x35e00)) bs=1 conv=notrunc
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4. FITRICSF AFIMHmIEITENEs1d csf of fiR&ZfG. Hesf fit sign enc.binfBAZE
encrypted-u-boot-imx8mm-trusty.imx®, {REEHIO0x58c20:

$ dd if=csf fit sign enc.bin of=encrypted-u-boot-imx8mm-trusty.imx seek=
S ((0x58c20)) bs=1 conv=notrunc

5. DEK blobEAZIFITREGENIRE—MEEIF. ATLMERprint_fit hab BirESRENRE—T:

0x40200000 0x5CCO0 0x11C918

0x4031C918 0x179518 O0xE5ES8

0x920000 0x187B00 0xDB30

0xBE00O000OO 0x195630 0x191A00 -> Last line in print fit hab log

6. 1%dek_fit_blob.bin?ﬂi)\encrypted—u—boot—imx8mm—trusty.imXEF', RI(ESN
0x195630 + 0x191a00:

$ dd if=dek fit blob.bin of=encrypted-u-boot-imx8mm-trusty.imx seek=
$((0x327030)) bs=1 conv=notrunc

« W3 ISIHAEFER
1 XWFNEISMEFEFRER, NENPCHATLAT GRS

S cp spl-imx8mm-trusty-dual-enc.bin encrypted-spl-imx8mm-trusty-dual.bin
S cp bootloader-imx8mm-trusty-dual-enc.img encrypted-bootloader-imx8mm—
trusty-dual.img

2. 555 |SINEERER—E, SPLICSF _#HHINHRBEITENEcst of FiREfR. 1B
csf spl sign_enc.binffilencrypted-spl.bind, {R#B{E/90x35200:

$ dd if=csf spl sign enc.bin of=encrypted-spl-imx8mm-trusty-dual.bin seek=
S ((0x34600)) bs=1 conv=notrunc

3. CSFIBZIAMIAINAOX20005%5, dek blobRIRIIEEEE, fdek _spl blob.binfEAE
encrypted-spl.bin®, {R{EI0x35200 + 0x2000:

$ dd if=dek spl blob.bin of=encrypted-spl-imx8mm-trusty-dual.bin seek=
$((0x36600)) bs=1 conv=notrunc

4. 555|SNEEFERAENE, FITRCSFTHEINHRREITENEfit csf offin&EZiE. B
csf fit sign enc.binffAFlencrypted-fit.bin™H, {R#E{E/F0x1020:

$ dd if=csf fit sign enc.bin of=encrypted-bootloader-imx8mm-trusty-dual.img
seek=$ ((0x1020)) bs=1 conv=notrunc

5. DEK blob@EANRIFITIR ARG —MEGRITP. AJLERprint_fit_habBirAERHIIRE—T:

0x40200000 0x5000 0x11CA50

0x4031CA50 0x121A50 OxE5FO0

0x920000 0x130040 0xDB30

0xBE0O0O00OO 0x13DB70 0x191A00 -> Last line in print fit hab log

6. ¥dek fit blob.binffAElencrypted-fit.bind, {RHEEIOX13db70 + 0x191000:

$ dd if=dek fit blob.bin of=encrypted-bootloader-imx8mm-trusty-dual.img
seek=§ ((0x2cf570)) bs=1 conv=notrunc
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3.1.2.14 REMZEIRE

BINHIT Eidan<fa, EREERBMNENRSG. BXERGEEFREREER, GUR—EFERNSIINER,
FHRENRERMENAS X, NR—IRMFIER, BERIREHMINE.

3.2 TEELHECE

3.2.1 ATFHRTFEXISES

TEE IS4 FRSPLINELEIDRAMAYSBL32 BASEHBIE, BUABRT, MiEtbitsBL32 BASEHEN S
OXFEO00000, BRMEEMimx-mkimagedpks | SINERFRENIEFTIEEN. Hlan, EefLiE

${MY ANDROID}/vendor/nxp-opensource/imx-mkimagegi.MX 8QuadMaxFi.MX 8QuadXPlusigxE
INEgHbHEAI0xFFO00000, Y1 TRFR:

diff --git a/iMX8QM/soc.mak b/iMX8QM/soc.mak
index 35585le..fe70191 100644
--- a/iMX8QM/soc.mak
+++ b/iMX8QM/soc.mak
@@ -82,7 +82,7 @@ u-boot-atf-container.img: bl31.bin u-boot-hash.bin
fi
if [ -f "tee.bin" ]; then \
if [ $(shell echo $(ROLLBACK INDEX IN CONTAINER)) ]; then \

- ./$(MKIMG) -soc QM -sw_version $(ROLLBACK INDEX IN CONTAINER) -rev B0 -
c —ap bl31l.bin ab53 0x80000000 -ap u-boot-hash.bin a53 0x80020000 -ap tee.bin ab3

0xFE000000 -out u-boot-atf-container.img; \

+ ./$ (MKIMG) -soc QM -sw _version $ (ROLLBACK INDEX IN CONTAINER) -rev B0 -
c —ap bl31l.bin a53 0x80000000 -ap u-boot-hash.bin a53 0x80020000 -ap tee.bin ab3

0xFF000000 -out u-boot-atf-container.img; \
else \

./$ (MKIMG) -soc QM -rev BO -c -ap bl3l.bin a53 0x80000000 -ap u-
boot-hash.bin a53 0x80020000 -ap tee.bin a53 O0xFE000000 -out u-boot-atf-
container.img; \
fi; \
diff --git a/iMX8QX/soc.mak b/iMX8QX/soc.mak
index 56422e0..d917dc3 100644
-—— a/1iMX80Q0X/soc.mak
+++ b/1iMX80X/soc.mak
@@ -73,7 +73,7 Q@ u-boot-atf.itb: u-boot-hash.bin bl31.bin
u-boot-atf-container.img: bl31l.bin u-boot-hash.bin
if [ -f tee.bin ]; then \

if [ $(shell echo $(ROLLBACK INDEX IN CONTAINER)) ]; then \

- ./$(MKIMG) -soc QX -sw_version $(ROLLBACK INDEX IN CONTAINER) -rev BO -
c —ap bl31l.bin a35 0x80000000 -ap u-boot-hash.bin a35 0x80020000 -ap tee.bin a35

0xFE0O00000 -out u-boot-atf-container.img; \

+ ./$(MKIMG) -soc QX -sw version $(ROLLBACK INDEX IN CONTAINER) -rev BO -
c —ap bl31l.bin a35 0x80000000 -ap u-boot-hash.bin a35 0x80020000 -ap tee.bin a35

0xFF000000 -out u-boot-atf-container.img; \
else \

./$ (MKIMG) -soc QX -rev BO -c -ap bl3l.bin a35 0x80000000 -ap u-
boot-hash.bin a35 0x80020000 -ap tee.bin a35 0xFE0O00000 -out u-boot-atf-
container.img; \

fi; \

BTEE S IIEZIDRAMSS, ATFESRTESBL32 BASEMIE (K/NASBL32 s1zE) BT, X

${MY ANDROID}/vendor/nxp-opensource/arm-trusted-firmware/plat/imx/$ (PLAT)/include/

platform def.hfEN, EUABRT, $BL32 BASETENIO0XFEO00000, $BL32 SIZEHIENMA

0x02000000, {BEAILURIEREHITEE.
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lgn, X$FiMX 8QuadMaxFlli.MX 8QuadXPlus, $BL32_BASERJLAECEI0XFF000000, $BASE_SIZERJLA
ELE90x03000000, W TFAR:

diff --git a/plat/imx/imx8qgm/include/platform def.h b/plat/imx/imx8qgm/include/
platform def.h

index b305bfc..6£9f7d4 100644

--- a/plat/imx/imx8gm/include/platform def.h
+++ b/plat/imx/imx8gm/include/platform def.h
@@ -37,8 +37,8 @@

#define BL31 LIMIT 0x80020000

#ifdef TEE IMX8

—-#define BL32 BASE 0xfe000000

—-#define BL32 SIZE 0x02000000

+#define BL32 BASE 0xff000000

+#define BL32 SIZE 0x03000000

#define BL32 SHM SIZE 0x00400000

#define BL32 LIMIT 0x100000000

fendif

diff --git a/plat/imx/imx8gxp/include/platform def.h b/plat/imx/imx8qgxp/include/
platform def.h

index 24eacc2..cfc0717 100644

-—- a/plat/imx/imx8gxp/include/platform def.h
+++ b/plat/imx/imx8gxp/include/platform def.h
@@ -33,8 +33,8 @

#define BL31 LIMIT 0x80020000

#ifdef TEE IMX8

-#define BL32 BASE 0xfe000000

-#define BL32 SIZE 0x02000000

+#define BL32 BASE 0xff000000

+#define BL32 SIZE 0x03000000

#define BL32 SHM STZE 0x00400000

#define BL32 LIMIT 0x100000000

#define PLAT TEE IMAGE OFFSET 0x84000000

TFRIIHTiIMX 8QuadFEE EARIR JDRAMEYHEFF $BL32 BASEFI$SBL32 SIZE:
3. DRAM{YIETF$BL32_BASEFf1$BL32_SIZE

DRAMRIX (GB) $BL32_BASE $BL32_SIZE
6 OxFEO00000 0x02000000
4 OXFEO00000 0x02000000
3 OxFEO00000 0x02000000
2 OXFEO00000 0x02000000
1 OXBEO00000 0x02000000

3.2.2 Trusty OSRIEAR RIS

i.MX Trusty OSJJAndroidE&F1Android AutomotiveSFSIRIt T REMAAE. CIMRET—EFKAPI,
HEFFRECHITA,

Trusty OSETFLittleKernel, iMX Trusty OSEBLITEASU4LEN,

ucloiss AR I SR B IR, ©2024 NXP BV IS,
FPiEE R4sandroid-14.0.0 _2.2.0—2024£10H18H AR IR
50/76




BEHESS UG10158

i.MX Android&Z 2B F{gR
#+=4.i.MX Trusty OSEIE A4S
XHREMR X{4Fi5iE
trusty/device/nxp/imx8 SRR BRI, NS ASHEEEIL P EY, BETEEE
X4,
MakefileficE. FEIERACEF IR SRR,
trusty/hardware/nxp/app BEHERNTARARBR M. BRI Isctkh. #iteeIhggihwerypto

TAIKERTFiMX SOCHE4,

trusty/hardware/nxp/target EEBESEBIRIRNSE IR, P ENX T IS i g sl
rules.mk. EEZFRFUARTEE.,

trusty/hardware/nxp/platform/ | EEREEETrusty OSEISOCERNRARTE. FiEI.MX SOCHHEREARTD, BIFET

e SRR, UARTIRGIEFF IS FesiRETE Mo

trusty/kernel/lib Trusty OSIZOMES, BEREIRNESEREE. T|PC/QL‘T|PCWJ‘B\&£°

external/lk LittleKerne{t8, BiEFTALittleKerneiER, WZEHAIE,. PUTEE. (FSFEE
FISMP3Z#,

trusty/user/app Trusty OSEITARETEILAL, EIEAVB, GatekeeperfllkeymasterfiFZSiElE
(A%ER

BXTASSH, £MGoogle Trusty OSE&EMI: https://source.android.com/security/trusty/trusty-ref,

3.2.3 7ETrusty OSHIRIFFRAIIIEERISR

INERT, BEHTSEIMX Trusty OSHIEMATIMX 8QuadMax/8QuadXPlusfl i.MX 8M Mini/8M QuadZ
FtEHR, EETFiMX 8QuadMax/8QuadXPlusali.MX 8M Mini/8M Quad/8M PlusiilEFiFEEe, EERINSIE
BULAT S EIARIR,

fE${MY TRUSTY}/trusty/device/nxp/imx8/projectd, imx8-inc.mkBEEEENEE, FIMICPUZ
FIBEWRAVER, inx8-inc. mkAJLMFAEEXIRAIMKSUS (1imx8am.mk) B,

fian, EHRIN—NETFi.MX 8QuadMax SoC. B imx8aqm-abcHIFHAERIISR, 1ZXI5HE 61 CPUF11024"RPMB
R, {BES{MY TRUSTY}trusty/device/nxp/imx8/project PIRE—E Himx8qgm-abe . mkAIFT . mk X
., RBNT:

TARGET := imx8q

# imx8g/x use lpuart for UART IP
IMX USE_LPUART := true

SMP_MAX CPUS := 6
STORAGE RPMB BLOCK COUNT := 1024

include project/imx8-inc.mk

FTrusty OSHIBHIRERF, HiTsmake list, AFERinx8gm-abe,

3.2.4 fETrusty OSHFRINSTIHFHRMCAAMBELE

Trusty OSZFEFRMERITN, LAWK Trusty IPC (TIPC) FICAAMAIINEE. XLMRNATERXER, A5
FHRETTUR—ER75., XIFIMX 8QuUadMaxFliMX 8QuadXPlus, BEAXEETIR, BB
${MY TRUSTY}/trusty/device/nxp/imx8/projectFHITIATEN:

diff --git a/project/imx8-inc.mk b/project/imx8-inc.mk
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index 681la223..e7dcfdb 100644

-—- a/project/imx8-inc.mk

+++ b/project/imx8-inc.mk

@@ -70,6 +70,7 @@ GLOBAL DEFINES += APP_STORAGE_RPMB_BLOCK_COUNT:$(STORAGE_RPMB_BLOCK_COUNT)
GLOBAL DEFINES += \

WITH LIB VERSION=1 \

F WITH CAAM SELF TEST=1 \

# ARM suggest to use system registers to access GICv3/v4 registers
GLOBAIL,_DEFINES += ARM GIC USE_SYSTEM REG=1

@@ -98,6 +99,8 Q@ TRUSTY ALL USER TASKS := \
trusty/user/app/keymaster \ N

trusty/user/app/gatekeeper \

trusty/user/app/storage \

+ trusty/user/base/lib/tipc/test/main \

+ trusty/user/base/lib/tipc/test/srv \

# This project requires trusty IPC

WITH TRUSTY IPC := true

EFEETrusty OS, FHE@mHE THBISMEEHIZIS (MY ANDROID} /vendor/nxp/fsl-proprietary/
uboot-firmware/imx8q car, BHTLATER, MEtrusty-ut-ctrl “HHEISHE:

diff --git a/imx8qg/mek 8qg/mek 8g.mk b/imx8qg/mek 8qg/mek 8qg.mk

index f34f38el..ea64ed94 100644

--- a/imx8g/mek 8g/mek 8qg.mk

+++ b/imx8qg/mek 8qg/mek 8q.mk

@@ -277,7 +277,8 Q@ PRODUCT PACKAGES += \
android.hardware.gatekeeper-service.trusty \
storageproxyd \
imx dek extractor \

= imx dek inserter

+ imx dek inserter \
4+ trusty-ut-ctrl
endif

ifeq ($(PRODUCT IMX TRUSTY),true)

BEHPEANdroid T2, trusty-ut-ctrl TIHHIS4IF$ (MY ANDROID}/out/target/product/
mek 8g/vendor/bin/trusty-ut-ctrl,

BEGIRERIBRIR E, Trusty OSTEHIIRCAAMETIZITCAAMERTTILE, WNERCAAMIERE{IMRL, LATHEE
£7FU-BoothE7s:

hwsecure: 22: hwsecure init.

caam drv: 2425: caam hwrng test PASS!!!

caam drv: 2458: caam blob test PASS!!!

caam drv: 969: dek blob decap succeed!

caam drv: 2482: caam dek blob test PASS!!!

caam drv: 2565: caam gen kdf root key test PASS!!!
caam drv: 2515: caam AES enc test PASS!!!

caam drv: 2524: caam AES enc test PASS!!!

caam drv: 2552: caam hash test PASS!!!

caam drv: 2645: AES CBC encrytion test passed!
caam drv: 2653: AES CBC decrytion test passed!
caam drv: 2596: AES ECB encrytion test passed!
caam drv: 2604: AES ECB decrytion test passed!
caam drv: 2703: AES CTR encrytion test passed!
caam drv: 2711: AES CTR decrytion test passed!
caam drv: 2775: AES GCM encryption test passed!
caam drv: 2784: AES GCM decryption test passed!
caam drv: 2820: DES EDE ECB encrytion test passed!
caam drv: 2828: DES EDE ECB decrytion test passed!
caam drv: 2899: DES EDE CBC encrytion test passed!
caam drv: 2907: DES EDE CBC decrytion test passed!

ETLUATSS, MK Trusty#HEEER (IPC) :

mek 8q:/ # trusty-ut-ctrl com.android.ipc-unittest.ctrl
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IERRRYEEERAN T AR :

ipc-unittest-main: 2778: first free handle index: 3
ipc-unittest-main: 2762: retry ret 0, event handle 1000, event Ox1l
ipc-unittest-main: 2765: nested ret -13, event handle 1000, event 0x1l

[ RUN ] ipc.wait negative
[ OK ] ipc.wait negative
[ RUN ] ipc.close handle negative
[ OK ] ipc.close handle negative
[ RUN ] ipc.set cookie negative
[ OK ] ipc.set cookie negative
RUN ipc.recv handle
OK ipc.recv handle
RUN ipc.recv handle negative
OK ipc.recv handle negative
RUN ipc.send handle bulk
OK ipc.send handle bulk
RUN ipc.echo handle bulk
OK ipc.echo handle bulk

OK ipc.tipc connect
RUN ipc.tipc send recv 1
OK ipc.tipc send recv 1
RUN ipc.tipc send recv hdr payload
OK ipc.tipc send recv hdr payload
RUN ipc.dup is different
OK ipc.dup is different

1
1
1
1
1
1
1
1
RUN ] ipc.tipc connect
1
1
1
1
1
]
1
1

7777777777 42 tests ran.
PASSED ] 42 tests.
DISABLED ] 2 tests.

3.2.5 (€M Trusty OSphiEflainO

TR, FRUARTETEEA R, LMX Trusty OSEHIBIT MR BRIER R RMUARTIAT,

I UARTHBIF t rusty/hardware/nxp/platform/imx/soc/$SOC_NAME/include/imx-regs.hAAEN.
Blan, WNERIFFiMX 8QuadMaxFE IR fEFLPUARTITIIELPUARTO, MIEEEinx-regs . nF#HTLATIER:

diff --git a/platform/imx/soc/imx8q/include/imx-regs.h b/platform/imx/soc/imx8q/
include/imx-regs.h
index 3cbcce2..0235e69 100644
-—- a/platform/imx/soc/imx8qg/include/imx-regs.h
+++ b/platform/imx/soc/imx8qg/include/imx-regs.h
@@ -40,7 +40,7 Q@@
#define CONFIG LPUART3 BASE 0x5A090000
#define CONFIG_LPUART4 BASE 0x5A0A0000

-#define CONFIG CONSOLE TTY BASE CONFIG LPUARTO BASE
+#define CONFIG CONSOLE TTY BASE CONFIG LPUART1 BASE

#define CONFIG CONSOLE TTY VIRT (OxXFFFFFFFFO00000000 +
CONFIG CONSOLE TTY BASE)

3.2.6 ECEHHEXATAIRS
EISEFHER (TA) BISERSIERETIRA. ETrusty OSHIETESATA, FERRTENZENXE.
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Storage

Hardware Crypto

KeyMaster

EN0. TAZIAIXER

 AVBTA: JIAndroid3®IF/EE] (AVB) HAIAFRREIRIRMIIERURIE, WERZES|. P/ BEURSHvbmeta
NN

o TRHETA: IRMEMZFBEXFME, LURIPREER, WMAVBTA, FiBENEZEFEXINRFEREESMN.

o TRUEINEETA: IRMEEEAINE, FHINEETCAAMAYRNE, WRNGAERFISHAI/SHA256M571TE.,

« Keymaster TA: IREFTELEZIAERIE, HRRAEZEME, WIERH LB IREEHISRG.

» Gatekeeper TA: XRAPERHITEMHINIE, FEMSHIIESH, BTFMAKeymaster TAUEBBESFEREIR
XHFER T T SO IIE,

3.2.7 {EENAMEERFINSEME RN

Trusty OSHRRYRI{SRFERER (TA) ALANEZRITrusty THFISEF, BATLWSRARTINEER, TETAEERS
AIIIEERAIER T, MERASIERFTIIENES, RRESELIIEMMT.
1. {EEN FAINEFERINE A,
WNSAETE T IEBZAME, Trusty OSHIRRFIEII T IIEAERHAITING (fEFIAES-GCMIRR) . INEEH
AILURHIERNEENFR. mOIIIEEBLT: ${MY TRUSTY}/trusty/device/nxp/imx8/
project/keys/aeskey.bin,
£
openssl rand 16 -out aeskey.bin
2 T B B R RE ha Bl EE N A,
o, SZHRIRMIIEER, BTFARNRER, £RIIEZAR, HS(MY_TRUSTY}/trusty/device/nxp/
imx8/project/imx8-inc. mkHHEEMZEEH, WTER:

APPLOADER ENCRYPT KEY O FILE := <path-to-encryption-key-0>
UGI0158 AR HHIFTE R RIS AR RS PNLTR. © 2024 NXP B.V. {ia.
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APPLOADER ENCRYPT KEY 1 FILE := <path-to-encryption-key-1>

BN AREFHITING, EEENARERrules . nkPIREHENIITE, W FAR:

# choose encryption key 0
APPLOADER ENCRYPT KEY ID FOR $ (MODULE) := 0

1

# choose encryption key 1
APPLOADER ENCRYPT KEY ID FOR $ (MODULE)

Il
=

2. IEENFMEREFREEEH,
Trusty OSHIER RFLXI A IFAERIFI TE B FHFNHELEMECDSAE S, ECDSAEZEHXIAIREINIT
${MY TRUSTY}/trusty/device/nxp/imx8/project/keys. BEfiJHH{MY TRUSTY}/trusty/user/
base/app/apploader/generate ecdsa keys. shARAYRIARSERY; :

./generate ecdsa keys.sh <private key file> <public key file>

2 XA B AR RE i B B E N BT EHE,
SNZZER—F, SILMRBNER A, BTFARBR, £RE|FRXNE, S (My_TRUSTY}/
trusty/device/nxp/imx8/project/imx8-inc.mkHIEEZIAUE, W TFFAR:

134 PROJECT KEYS DIR := trusty/device/nxp/imx8/project/keys
135

136 APPLOADER SIGN PRIVATE KEY 0 FILE := \

137 $ (PROJECT KEYS DIR) /privateKeyO.der
138

139 APPLOADER SIGN PUBLIC KEY 0 FILE := \

140 $ (PROJECT KEYS DIR) /publicKeyO.der
141

142 APPLOADER SIGN PRIVATE KEY 1 FILE := \

143 $ (PROJECT_KEYS_DIR) /privateKeyl.der
144

145 APPLOADER SIGN PUBLIC KEY 1 FILE := \

145 $ (PROJECT KEYS DIR)/publicKeyl.der
147

150

151 APPLOADER SIGN KEY ID 2= 0

ANRKABHISEN AINEIEFER %A, Trusty OSISERAPPLOADER SIGN PRIVATE KEY 0 FILEXIE]
INEAERFITER (EJ9 "APPLOADER_SIGN_KEY_ID" /0) . E(EARERIZERXYNAEFHITES,
FEENAREFNrules . mkPIREHEMNAYEE, WA

# sign with key O
APPLOADER_SIGN KEY ID FOR_$ (MODULE)

Il
o

&

# sign with key 1
APPLOADER SIGN KEY ID FOR_$ (MODULE)

Il
—

3.2.8 EEERIMNE ISR AR FRIEIRRE

HETrustydh, NFIINEAERA ARG LERTANETARTRINGE.

1. RIS MTARSBERFIRENERINA, HNZEFEXPIRENTARIR/E— N stored version, HVEIXH
MEA. INRTARNHEBIRAS T E Fstored version, NIMEKTA,
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2. MTARYBEAH3REImin version, ¥1BRmin versionf@Fstored version, Mstored versionfEfE
RPMBZEFEXFEH Amin version,
fign, eIanEcTARYELRIRA AT LABIELA T di £ £330,

diff --git a/manifest.json b/manifest.json
index 653201c..2be563c 100644
--- a/manifest.json
+++ b/manifest.json
@@ -1,5 +1,10 @@
{

"uuid": "7dee2364-c036-425b-b086-df0f6c233clb",
"min heap": 524288,
"min stack": 65536

+ "min stack": 65536,
s "version": 1,
+ "min version": 0

}
M versionfNEEFmin version, BRIFEEIFFEN,

3.3 U-BootHfiZ2ftE
U-BootFISPLINEL, FH@ITHABHTIIE, ATFREEIU-Boot, U-BootfEE B HEIMEFIIIEANdroidiE R,

3.3.1 U-BootILZLINEENLA

i.MX Android &5 EA T AndroidiGiF 251 (AVB) ., AVBHERET—MNIMYvbmetafElg, XM vbmeta
BEREATHEHTRE IS, U-BootlFRZHEENESMETEAndroidE&HTHMINIE. HEEET
vbme t a G TEMNIGIINSEEIERT "Ba)" . "dtbo” . "R&E" f "HNE SXAESG. NREE
He8SHTREBHESR, IR, BiItEETFvonetaBEPHEIERTEMHIIE, ITEXEEGHNISHE,
TR F#E T vonetaif B, TERR T XEHERZEIXR.

vbmeta
Hash for boot
Hash for dtbo

Hashtree metadata for system boot dtbo SEIE | R

payload  payload
hashtree  hashtree

Hashtree metadata for vendor | payload payload
Rollback index: 42

(signed by RSA key)

EN. vbmetaiR R SIEXRG ZAXT

HNTHRvometaiBGEREN, FERRSAESANEAITER, AFERZEGTPIHIERIIECHE&RZE, TR
IS Fvome t afE{GAVEZ

ATHIEERE, vometafRGHEFET —MEIRERSIE. SFHRRGRTE, XPEIRERS ESENIEEN.
ERTERGHIIENTEHME, %vbnetaREFHEIRRS EHRARFEeMMCHRPMBO X,
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SNRvbme taREFRIBIRES HE/NTFHEeMMCRIRPMBD X HTFHERYE, U-BootRR(EFREXEREGE. TEA
X5 I SINEFZFRIBR T, SPLAIU-BootASAER—1XM4H, EitU-BootAFBER—MEIREKSHE.

ATHIEGHTEOTARBIERE R, 1R4ET o/ biEiEIEE. —LRTFERBENIRERHCHFERIEIR, &
79 "iEtEa" 1 "1EED" . REEFVEMNRE—MEE. BERAUASRIES—EE.

3.3.2 &£REflEReMMC RPMBE3EH

eMMCHIRPMB XA LAEFA256U R EHHRR. TeBARBRE R, tLZeTHRERTEIME (TEES
SPL) iA1d), BRTXIeMMC RPMBFITEEZ [ERAIREMmHTERFISIE.
BRFRPMBERER AT, : CAAM/ELERRMASRERBFINASISERE. XM AN S CAAMBRELERX, f#
Flefusef@thay(E. MNREEESRKISFHEIREZlefuselHXAN R, SEHTIHHRIE, A ABEXIRPMB
FHHTIRG.
* CAAM/ELERE4ERERA
RPMBZARTLAMCAAM/ELERE Sk, ZZRSEMHEE, BENGHRE—. TEEESRENESM
CAAM/ELEREHIXMEHLPERSE, FEBTIZEHESCAAM/ELEEHEEEE, FAEEFHELEHRI— I EIE.
XMERLs, BACERE. FLL.
iRt Tfastbootdss, MCAAM/ELERBAERERIRIRERPMBEEH

$ fastboot oem set-rpmb-hardware-key

R T B—R75iE, IIMCAAM/ELETREAIRPMBEAHTIRG , XM IARAEHABRIAIRIRBERIR B, LA
i.MX 8MPFFA MR/, {Edefconfigsfd, W ™E7R:

diff --git a/configs/imx8mp evk android trusty dual defconfigb/configs/
imx8mp evk android trusty dual defconfig

index 4e2238d789..b05627¢c255 100644

--- a/configs/imx8mp evk android trusty dual defconfig

+++ b/configs/imx8mp evk android trusty dual defconfig

@@ -229,3 +229,4 @@ CONFIG ATTESTATION ID DEVICE="evk 8Smp"
CONFIG_ATTESTATION ID PRODUCT="evk 8mp"

CONFIG ATTESTATION ID MANUFACTURER="nxp"

CONFIG ATTESTATION ID MODEL="EVK 8MP"

+CONFIG AUTO SET RPMB KEY=y

B 1SNEFEFHEE), RPMBESATEHABXKIARIB IR EEMEE.
» N ESIEERH

HNEITLAET B CAAMEEHRITE S LIEEEEBEXHIRPMBES, BXMAXAERFIFELERNFE
(flaniMX 95) . ZSRRI— N EIARRBCAAMENEE, £ RRIZBblob#{RFEIeMMC BOOTIH KEVEG— MR

f, 7FiMX 8QuadMax MEKFDi.MX 8QuadXPlus MEK L, eMMC BOOTI& X AK/NASMB, fEi.MX 8M Mini

EVK. iMX 8M Plus EVKFi.MX8M Nano EVK_ERI94MB, AT BIERSE TR Eblob#EEK, BOOTIHX

RE 7 HBIEREET SR,

RIEEREIRAVIRIT, ZiAblobMIRIERErRIREREE M. BN AATIEHIZEBbIobRIE. XM AT

i.MX 8QuadMax MEKF0i.MX 8QuadXPlus MEKEHEER. HEENWT:

#define KEYSLOT HWPARTITION ID 2
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#define KEYSLOT BLKS Ox3FFF

MXFFi.MX 8M Mini EVKFII.MX 8M Nano EVK, ENIITF:

#define KEYSLOT HWPARTITION ID 2
#define KEYSLOT BLKS Ox1FFF

KEYSLOT HWPARTITION_ IDZFR/NeMMC7X, O0FR/RUSERDATAZX, 13R7"RBOOTO07 X, 25%R/~BOOTIHKX,
KEYSLOT_BLKSZRIMFEZE HHbIObARIIR,

XJFi.MX 8QuadMax MEK, BAIMFLATXEH, MTFREFS, WLTFE—XE4RPIEEBIRIRERL
X4,

/* Android Automotive */

${MY ANDROID}/vendor/nxp-opensource/uboot-imx/include/configs/
imx8gm mek android auto.h

/* Standard Android */

${MY ANDROID}/vendor/nxp-opensource/uboot-imx/include/configs/
imx8gm mek android.h

BHEXRPMBEHN AN LABEAT "RPMB” FFk, BEERFIAEHR. UTNERER T IMAEMBOAZRN G

rpmb_key test.bin:

$ touch rpmb key test.bin

$ echo -n "RPMB" > rpmb key test.bin

$ echo -n -e
"\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00

\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00"'>> rpmb key test.bin

\xHEFRRSNFRF, HEAH/SHEE "HH" . ST RSEERENEEZ® AR "00” ,
HRBENRPMBEIRNHfE, RILAEALL Ffastbootip$iRERPMBER:

$ fastboot stage rpmb key test.bin
$ fastboot oem set-rpmb-staged-key

eI —YIRPMBEFIHITIRE /R, EEHBIR. Trusty OSHRRIRPMBARSSRE/EMIH#IAIL.

3.3.3 ERATFRIGERMISIERIZA

FEXFEANDroid FERXRGHITER, LIRHRETEM, —XIEFREE (AVBEH) ATFXvbme tafF gAY
vbme t afEHIIHITE S, ERERIANdroidFE L, FE—XIENTREE (AVBE&NER) . BTEHE&THN
vbme ta I TE R, ZEPBHITEN "EAOK" . BRERSXNESER, BEL
https://android.googlesource.com/platform/external/avb/+/master/README.md,

KINBRT, BFXvonetafE EHiIvbme t a S TR BAIAVBFATERI T

S${MY ANDROID}/device/nxp/common/security/testkey rsad4096.pem
HYIMNAIAEA:

${MY ANDROID}/device/nxp/common/security/testkey public rsad4096.bin.

BT EMREERIEIAAVBEIFARAIT

${MY ANDROID}/external/avb/test/data/testkey rsa2048.pem
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ZFASART LAERIOpenSSLAE . a0, LATar< R LAERRSA-4096FAftest rsad096 private.pem:

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
custom rsa4096 private.pem

FERAI AR LAEIT avbtool WFASBHIEEY., avbtoolBJLAFES (MY ANDROID}/external/avbdikE], HITLL
T, MNFABHIREAE:

avbtool extract public key --key custom rsad4096 private.pem --output
custom rsa4096 public.bin

HEF(FRsEA256 RSA4094F0SHA256 RSA2048EENY.MX 8QuadFliMX 8Mits F YR GHTER, EINZN0
EFIRIERER (CAAM) BTLAVEEIINEITEIRAE. HIITLUSEEARANRE

RI{EFRBEE X EREF-REHTER, REBENXAVBE R vone t aB B TERAIRAIINT :

diff --git a/imx8g/mek 8qg/BoardConfig.mk b/imx8qg/mek 8q/BoardConfig.mk
index 8e367bb..el385f9 100644

--- a/imx8g/mek 8g/BoardConfig.mk

+++ b/imx8g/mek 8qg/BoardConfig.mk

@@ -207,7 +207,7 @@ BOARD AVB ENABLE := true

ifeq ($(PRODUCT IMX CAR),true)

BOARD AVB ALGORITHM := SHA256 RSA4096

# The testkey rsa4096.pem is copied from external/avb/test/data/
testkey rsa4096.pem

-BOARD AVB KEY PATH := device/nxp/common/security/testkey rsa4096.pem
+BOARD AVB KEY PATH := ${your-key-directory}/custom rsa4096 private.pem
endif

TARGET USES_MKE2FS := true

REBENAVBEMNZ A ENREGEHITERARAINT:

diff --git a/imx8g/mek 8qg/BoardConfig.mk b/imx8g/mek 8g/BoardConfig.mk
index dbfb2821..744c2086 100644

--- a/imx8g/mek 8g/BoardConfig.mk

+++ b/imx8qg/mek 8g/BoardConfig.mk

@@ -253,7 +253,7 @@ BOARD AVB ALGORITHM := SHA256 RSA4096
BOARD AVB KEY PATH := device/nxp/common/security/testkey rsa4096.pem
ifneqg ($ (PRODUCT IMX CAR),true)

-BOARD AVB BOOT KEY PATH := external/avb/test/data/testkey rsa2048.pem
+BOARD AVB BOOT KEY PATH := ${your-key-directory}/custom rsa2048 private.pem
BOARD AVB BOOT ALGORITHM := SHA256 RSA2048

BOARD AVB BOOT ROLLBACK INDEX := 0

BOARD AVB BOOT ROLLBACK INDEX LOCATION := 2

AVBERFvbme t a R RATIE B AFTIAVBATE, FIttEATrustyly, AVBAIHNMTFMETETEESIFAIRPMBH,
EEREEIRA N fastbootiEs,, HHITLATHS:

$ fastboot stage custom rsa4096 public.bin
$ fastboot oem set-public-key
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custom_rsad096_public.binZNINIERAIAVBLRIE. WMNRERBAIAVBERHITRIXER, FEERUT
LREEAREA:

$ fastboot stage testkey public rsa4096.bin
$ fastboot oem set-public-key

3.3.4 Eidvbmeta/lockiSELLHITFFE

Kidvometal/locki@BEIFEHEAATIIE. BEERSRAAEEEEMHEIIGH, SEBIHRIRIFAANroid Ul,
7 RE" NAEFTEHE "AARAREIR |, & "FAARSEI" TFIFF "OEMAEH" , AEEZEIRIREN
fastboott®z{, HATLA TS

$ sudo fastboot oem unlock

FBREIRREIE, BEOLUFERfastbootmPIRE. BLEIvbnetalt®E, FE(FfastbootiBid--disable-
verityiglESvbmetaimi®, LU.MX 8QuadMax MEKARI, HITLATRS:

$ sudo fastboot flash vbmeta a vbmeta-imx8gm.img --disable-verity
$ sudo fastboot flash vbmeta b vbmeta-imx8gm.img --disable-verity

3.3.5 EXRIRPAIEIRZESIE

HRRAS RINMEIRERS B : SISIBEFREIRRS]. BaEIRES I vbmeta ERZES]. 5ISIMERFEIRER
SIATFRLLS ISMERFEIRKE, (MEERWS ISMEFEFINENT A, EHRRRS fEEREME N
SXEATA, (HREANroid FETIHZES|. vbnetaBIRERS |IEMEFA LHE. BABR T, SHER
R |iHmREE AE.

HBERAE— MR RERES L —RAPHbught, SRIIBERIRESFEIRE, BIEEIRRS B E—
IRAIEIN—, BXERES FRNESER, B2 Whttps://android.googlesource.com/platform/
external/avb/+/master/README.md,

FEUCRRARYIMX AndroidSF& E, XFAndroidiTERFFHIT 7 — 8K, RHT —PEHinx-make . shishell
AR, LI FAndroid R GiaiRid FERI072 U-Boot FINIZLIE. AT BIIERRIE, BTRrEEGEILARA
—ip I, imx-make . sh{EU-BootFIIZISE G FIatEEEAndroidiR g, EHITimx-make. shfIARRS, B
LUEE—1ME/9BOOTLOADER RBINDExHIshellZE, LAEXE|SIIEHEFRIZRZRS], IEE— 1N _8A

AVB BOOT RBINDEXMishellZT&E, BFEXEMMEIRRS|, EAILUEE— 8 HAvB RBINDEXHIshell R,
LAE M vbmeta[BiZZ5].

fIan, eILAITLA TS REHERERS{E. S (bootloader rbindex}. ${avb rbindex}Fl
${avb boot rbindex}BXAERENE:

BOOTLOADER RBINDEX=${bootloader rbindex} AVB RBINDEX=${avb rbindex}
AVB BOOT RBINDEX=$5{avb boot rbindex} ./imx-make.sh -j4

WNERU-BootFINZ B A MEBILEHTEH, JLMEAnakef@vbmetofIEEEEFTFHBRER. KUT
THIEKXEIRERSE. FS{avb rbindex}F1${avb boot rbindex}BXAEIRENE.

make -j4 AVB RBINDEX=$ (avb_ rbindex) AVB BOOT RBINDEX=S${avb boot rbindex}
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3.3.6 REIAEA

NIEZSAEU-BootHIRE, ZHERIHALEEEMEIENTREEN SR HE S E, BHaHaEY, UREH
AERLYER,
BIHRALAIE "Z5858" . HPEAFA5E (RSAFIECDSA) FIFERAGIESHE, HAndroid&{ELkEERT% (APFE)
ETEKEEER. NATIRERE] B8 5, WHEBTHEN, HESRNEPTGERZeFHEX, ZHEFE
PEROZERAT X oSN (DER) #H1T4RES.
PR AER AR ERFBEIES
o BN ZHEIMERHI T,
o LAAES-ECBINZHE{XIZHFHERHTTULIE, REBEHBEZNIAN, BEAREFEX.
HETNRZ AT, BHRTrusty OSHIRLTFEX S IEHWIAKL.
1. DA XIS AFIE B TTabIE,
Rftfastboot@m<, LAAXIEIUEANERHFNERRERIC Y. XMAXEESR, (BIHERANXRHE
K. BEhEEER, #H\fastbootiEz, FHFEALUTHS.
« IZERSATALE:

$ fastboot stage ${path-to-rsa-private-key}
S fastboot oem set-rsa-atte-key

o IREECDSAFAH:

S fastboot stage ${path-to-ecdsa-private-key}
$ fastboot oem set-ec-atte-key

o BANRSAMEF4E:

$ fastboot stage ${path-to-rsa-atte-cert}
$ fastboot oem append-rsa-atte-cert

BN TREREZIRINT, LBFINE/MIERHE.
* MYINECDSAMERYE:

$ fastboot stage < path-to-ecdsa-cert >
$ fastboot oem append-ec-atte-cert

FETANDOTREEESIRIT, LAMTINEEMERE.
2. LAAES-ECBINZE I B EAFIIE R HTIRbE.,
1RfftFastbootii<, FFAES-ECBIRBEBIINEBIRSRIS . XEEATLARS LB i #EHEE. EFMPPUBK
IFSFANEBHHTING, TEEEHBARLEFEX R, 1ETrusty OSHISEMRE AP, XFAT{NEEIEHAB
KIAEBEENR . TIERET.
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Extract MPPUBK

Key provision

EN2. 15AES-ECBRIBHATIEBRSEICH £

Host Device

[BEhEREEHR, B\ fastboottExl, HHUTIATEE:
a. $KEYMPPUBK:

S fastboot oem get-mppubk
$ fastboot get staged mppubk.bin

b. {#FFAMPPUBKIJRESG AN SEFIERHITING,

TNIEZSEFIIE B RERERAIMPPUBKLAAES-ECBIETINEE., LA 22— MERAYINZE pythonfiiA

gen_secure atte.py:

from Crypto.Cipher import AES
import struct
import argparse

parser = argparse.ArgumentParser (description='Secure Provision encrypt

tool.")
parser.add argument ('key', type=file)
parser.add argument ('plaintext', type=file)

parser.add argument ('blob', type=argparse.FileType('w'))

args = parser.parse_args ()

data = args.plaintext.read()

data len = len(data)

written len = struct.pack('I', data len)
#AES need 16 bytes align, so pad the data it

data += '"\0' * (((len(data)+15)/16 * 16) - len(data))

key2 = args.key.read()

key = key2[0:16]

magic = "!AT"

pad0 = struct.pack('B', 0)

cipher = AES.new(key, AES.MODE ECB)
blob = cipher.encrypt (data)
args.blob.write (magic)
args.blob.write (pad0)
args.blob.write (written len)
args.blob.write (blob)

#blob structure describe as below:
#1{

# char magic[4] = "!AT";

# uint32 t len = plaintext length
# uint8 *encrypted data

#1
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EEN EXSFRIMER R TING

$ python gen secure atte.py mppubk.bin < path-to-plaintext-keys-or-
certificates > < encrypted-keys-or-certificates >

c. RENNZRSAFATH:

$ fastboot stage ${path-to-encrypted-rsa-private-key}
S fastboot oem set-rsa-atte-key-enc

d. IRENNZECDSAFATH:

$ fastboot stage ${path-to-encrypted-ecdsa-private-key}
S fastboot oem set-ec-atte-key-enc

e. PIANERSAIEHHE:

$ fastboot stage ${path-to-encrypted-rsa-atte-cert}
$ fastboot oem append-rsa-atte-cert-enc

BTG REEEZIXNT, LTI/ MIERHE.
f. BANANZRECDSAMER4E:

$ fastboot stage < path-to-encrypted-ecdsa-cert >
$ fastboot oem append-ec-atte-cert-enc

B SHREESIRHT, LIINE MESE.

3.3.7 IRSETRS

IDINEAFS H IR E B RRTANERE. BXIDNENESER, B2l
https://source.android.com/security/keystore/attestation, FrETRAMBIIEHHRRGN SIEXR AR
1HICES, TR T ISRORRAF RSB RN R R,

IR EiEEE

ATTESTATION ID BRAND ro.product.brand
ATTESTATION ID DEVICE ro.product.device
ATTESTATION ID MANUFACTURER ro.product.manufacturer
ATTESTATION ID MODEL ro.product.model
ATTESTATION_ ID_ PRODUCT ro.product.product.name
ATTESTATION ID SERIAL ro.serialno

AP RRAHES | SRR TTNE, FETLBSREHTIRE. LIiMX 8QMAf, EEFRRFFE
{UBOOT PATH}/configs/imx8gm mek android trusty defconfigh#{TiIRE:

CONFIG ATTESTATION ID BRAND="Android"
CONFIG_ATTESTATION ID DEVICE="mek 8q"
CONFIG_ATTESTATION ID PRODUCT="mek 8g"
CONFIG_ATTESTATION ID MANUFACTURER="nxp"
CONFIG ATTESTATION ID MODEL="MEK-MX8Q"

BEE, 8NCRNFFISEHEE—N, RICEERSISEERPEIMEN.
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RIEREERTRN, AEREEMNSISNEERRSR, FEsIBERiENastbootiRI, ZTIATRS, X
PRRFFEH TR :

S fastboot oem set-device-id

3.3.8 i IBWidevine L1Z34A%5

Widevine2—M 2 EBIEFMRINEE (DRM) A, BEERERRFEEFHMNEFRD K. WEIMX 8M
Plus EVKiFfEiRSz#FLIKWidevine, 7EELIKWidevinelz{TZRl, AP EESXIWidevine BTN,

SINEZEFIER—#, 1REFTPWidevineZiEAETMER T, —F RS ZRME s Tt
B, 5—FhRLAES-ECBINEIEAXI B _HEIX TR, REESAREFEX ZaIEERE A,
o LABBSTH& I BRERRE ZHHI ST FRA
Ritfastboots, LB REREREIG S, XMARERER, (EHEZHIXEHBELX,
EBEhEEimE N\ fastbootiE=, FHIETFIUTHS:

$ fastboot stage ${path-to-keybox-binary}
$ fastboot oem provision-wv-keybox

o LAAES-ECBINEERXI B EA%E IS T Tab 18
iRfftfastboot®<, IGAES-ECBRIBERARSEITC . XERTLABG LA MESIHE, XA ER
MPPUBK (#i&RIPAE, HCAAMIERRARL) XNERBEHTINE, AEEBESAREFHEXZH, &
Trusty OSHISINZEN MR A, XS (XEEEHABXARIERERIR EEFA (FIERIPINEEEI.MX
SULP_L ki, EILLIEINRETEI.MX BULE#EZERT) .
PATUUTER, WEEEHTINE, FEEGERIS R
1. $KEXMPPUBK,

$ fastboot oem get-mppubk
$ fastboot get staged mppubk.bin

2. {EFAMPPUBKXYRRS AT TINE,
A SRS I SN (R FRAE ARAIMPPUBKLAAES-ECBIRZINEE, {EMApythonfilAgen secure atte.py
HITINZR, aN5E3.3.6TFMA.

$ python gen secure atte.py mppubk.bin ${path-to-plaintext-keybox}
$S{encrypted-keybox}

3. ¥JWidevineZ$REH{TTIAME,

$ fastboot stage ${path-to-encrypted-keybox}
$ fastboot oem provision-wv-keybox-enc

3.3.9 ENFHEMERSH/HERRS ISR

SIFBEATTEERHE, SIEIRSHEIRZES [{BEFMEERPMBA, AVBHIEIRZES [{EH TEES ARPMBEMRPMBIE
B, (BEN/iZBREHU-BootkiE. X TEEWN3|ISINEIZFINEEI.MX Android, B—NET3ISINERER
HEFRZES|, %5 |SINEFEFNEIRZS {EHSPLE ARPMBELMRPMBIEEY,

ERZFS EMMERSTLMMTFAARBTEZMER, AMIBRTEIMX AndroidfUiBh{ER. LR, BUETHE
WEISHIEIRES (B RN AFEER R LAY,
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XTFTEBWS | SINHAZFINEERI.MX Android, 5| SINEAERFRIEIRES IEMRPMBIZEY, LUESS|SIIHERER
GHPEHTHER. NRIZERRS EATEFEERPMBHRIEEREIINEARE6), WES |ISINEEFREGT
AEIRZSHES ARPMB, IBHEELA FRE 5T

static int spl verify rbidx(struct mmc *mmc, AvbABSlotData *slot,
struct spl image info *spl image)

LA 4

${MY ANDROID}/vendor/nxp-opensource/uboot-imx/lib/avb/fsl/fsl avb ab flow.c
MNTFRINIRS T REGAFERER, 5 XEaH, SEUTREPEEANRIRZRES S ARPMB:

int rpmb init (void)
LA

${MY ANDROID}/vendor/nxp-opensource/uboot-imx/lib/avb/fsl/fsl avb ab flow.c
N EEFHRIREFEILEL, 5ISIMERERNRIRES BB — M kblb_hdr t typefStIEETENL, 24
B—1PmagiclH. —PREAkblb tag tHEERTIEERIRESE.

IE, HEiMX Android Autodr, 5|SNIEEFRRIEIRZERS BN RBER—1% JBOOTLOADER RBIDX START
AUZ=TH), 2093 BIARTIMX 8QuadMax MEK#.MX 8QuadXPlus MEKAIRINSUARFTE N

${MY ANDROID}/vendor/nxp-opensource/uboot-imx/include/configs/
imx8gm mek android auto.h
${MY ANDROID}/vendor/nxp-opensource/uboot-imx/include/configs/
imx8gxp mek android auto.h

BOOTLOADER_RBIDX STARTAYE/IOx3FF000, EEERPMBZXKimB4KBRIRHZ.
AVBHIEIRZRS [{EANEEUARFEAHU-BootE LA FREIF &S :
FbLockState fastboot get lock stat (void)

LA

${MY ANDROID}/vendor/nxp-opensource/uboot-imx/drivers/usb/gadget/
fastboot lock unlock.c

MNTEATTEERRS, WEREAERLITERL. SERTIPCSTEERTEN, LERENZE.

int trusty read lock state(uint8 t *lock state)

AVBRIELRERS [BRYB NitFEHU-BootE LA N EREIF RIS :

int fastboot set lock stat (FbLockState lock)
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FELAT S

${MY ANDROID}/vendor/nxp-opensource/uboot-imx/drivers/usb/gadget/
fastboot lock unlock.c

MNTFERATTEERNRE, LERERRLITRE, BEATIPCSTEEHITER, LURFZE.

int trusty write lock state(uint8 t lock state)

EENAVBHELIRERS B, SvbmetaZERHFRIEHITILR, WBLVE, BvbnetaREFAHERFEIRPMBE, It
BRI TR

AvbABFlowResult avb flow dual uboot (AvbABOps* ab_ ops,

const char* const* requested partitions,

AvbSlotVerifyFlags flags,

AvbHashtreeErrorMode hashtree error mode,
AvbSlotVerifyData** out data)

LA e
${MY ANDROID}/vendor/nxp-opensource/uboot-imx/lib/avb/fsl/fsl avb ab flow.c
AT REHERA, LUSEAIF M vome t a B [ERER S| :
AvbIOResult fsl read rollback index rpmb (AvbOps* ops, size t rollback index slot,
uint64 t* out rollback _index)

AvbIOResult fsl write rollback index rpmb (AvbOps* ops, size trollback index slot,
uint64 t rollback 1ndex)

ENIRESTEERHTEMN, ShkI{F.

3.3.10 FEIFRINFERNIGIE

ERNMEERRE TRENER T, JLUSRE—MFEEE, UFHEMHTHA. BalEBiREAfastboot
BRI\, FHITAT®<S, N "fEtEa” B "fEEb" Bah:

$ sudo fastboot set active a
$ sudo fastboot set active b

3.3.11 ZfHU-BootrHy A& iEIR

NTEFHE, HU-BoothigE 7T —EHKIEN, XAIRESHREENZERE. ERIEREmIAl, XYk
D2 S SR
* EEhEER
EIANBIR T, U-BootfRER2FVME[HAT, LAFSEIFF R ARAU-BootZIEFImiT—LU-Bootiap<, WINRERTLUBIE
$BCONFIG BOOTDELAY&E?J 23k2EF, XJFiMX 8M Plus EVK, EEHTLATENR, EEREEERANEEE
B8 LR EHTEIRIER.
diff --git a/configs/imx8mp evk android trusty defconfigb/configs/
imx8mp evk android trusty defconfig
index 80a4d45a5e..0ea%3b9fc 100644
--—— a/configs/imx8mp evk android trusty defconfig

+++ b/configs/imx8mp evk android trusty defconfig
@@ -185,3 +185,4 @@ CONFIG ATTESTATION ID DEVICE="evk 8mp"
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CONFIG ATTESTATION ID PRODUCT="evk 8mp"
CONFIG_ATTESTATION ID MANUFACTURER="nxp"
CONFIG_ATTESTATION ID MODEL="EVK_ 8MP"
+CONFIG_BOOTDELAY=-2

* BootargspfiinThaE
bootargstEF RIS EH ] BET BN E L, ,E\%%'?;%U-Booti?#J%U-Boot’*’“aappend bootargsHiNZIEAIA

bootargs, XBEBLENZ. ﬁ'ﬁ I IhRERTRE B EFI AR E S /. BRI ER R P ER R KL
EXMbootargsiinIge, & ﬁHCONFIG_APPEND_BOOTARGSO X4FiMX 8M Plus EVK, BEHITIUTE

M. HEEERE @E%E’JE5$‘*J:TB ATV,

diff --git a/configs/imx8mp evk android trusty defconfigb/configs/
imx8mp evk android trusty defconfig

index 80a4d45abe..62abd4afaal 100644

--— a/configs/imx8mp evk android trusty defconfig
+++ b/configs/imx8mp evk android trusty defconfig
@@ -171,7 +171,6 @@ CONFIG CMD_ BMP=y

CONFIG LZ4=y

CONFIG FLASH MCUFIRMWARE SUPPORT=y
—-CONFIG APPEND BOOTARGS=y

CONFIG SPL MMC_ SUPPORT=y

CONFIG AVB WARNING LOGO=y
CONFIG_AVB WARNING LOGO COLS=0x320

. %”éFH%'J‘i EFFATHIRE
FIEEFNAERLER R LUBEINE 2R, HEEARStER RSN,  "FEE A IR
IJJ MHREER, LMEEEIRG. X3TiMX 8M Plus EVK, AJLA# UU\TEEQ HEEEEERINHEERE LhFE
ﬁ%Mﬁ’JEEﬂI

diff --git a/configs/imx8mp evk android trusty defconfigb/configs/
imx8mp evk android trusty defconfig
index 80a4d45abe..6lbe3f5ebe 100644
--— a/configs/imx8mp evk android trusty defconfig
+++ b/configs/imx8mp evk android trusty defconfig
@@ -185,3 +185,4 @@ CONFIG ATTESTATION ID DEVICE="evk 8mp"
CONFIG ATTESTATION ID PRODUCT="evk 8mp"
CONFIG ATTESTATION ID MANUFACTURER—"nXp"
CONFIG_ATTESTATION ID MODEL="EVK_ 8MP"
+CONFIG GENERATE MPPUBK=n

3.3.12% &R

R SENIEREFNEN. CRERUEIE. B EREERHEENINBRIEIEREZ 88 7.
T — R, ZBIERTHEFFISFHIMPPUBK (HIERIFATE, HCAAMIRIRARY) RURRBIEIE. BB
L EARITNRE, E.E-'%%)‘—“‘JEHCONFIG _ SECURE_UNLOCK, XJFi.MX 8M Plus EVK, T#{TLATEN., EEEEFER
NEEES EBFEEHTELNEN:

diff --git a/configs/imx8mp evk android trusty defconfig b/configs/
imx8mp evk android trusty defconfig

index 80a4d45ab5e..b3daS5c6eal3 100644

--- a/configs/imx8mp evk android trusty defconfig

+++ b/configs/imx8mp evk android trusty defconfig
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@@ -185,3 +185,4 @R CONFIG ATTESTATION ID DEVICE="evk 8mp"
CONFIG_ATTESTATION ID PRODUCT="evk 8mp"

CONFIG ATTESTATION ID MANUFACTURER="nxp"

CONFIG ATTESTATION ID MODEL="EVK 8MP"

+CONFIG SECURE UNLOCK=y

PTUUTER, DRIFRSRHINeE. XL ERBEEHABXKARIBIEMR LT (FIERIFTIREEIMX 8ULP L1
KR, LEMIUTHEEFEMPPUBKSZRy, BLLLLINEEEIMX 8ULEHEERA) -
1. ¥KEXMPPUBK,

$ fastboot oem get-mppubk
$ fastboot get staged mppubk.bin

2. SREUFHIS,

$ fastboot oem get-serial-number
$ fastboot get staged serial.bin

3. EREEIE. EEN EEAnppubk. bindfserial .bin#{TINE. BXRINERE, FSH%E3.3.65.
$ python gen secure atte.py mppubk.bin serial.bin serial-enc.bin
4. WIFRLRRHINEE.

$ fastboot stage serial-enc.bin
S fastboot oem unlock

MRS H B TRIRE, TREREAMET .

3.3.13Z2EHINEksE

Fi.MX 8QuadMaxfiMX 95k, Widevine LIBEA. ELt, ATHRIPVPUEIY, T2E4INEZFEHE. E
(RO EAEFI AESYIFREREANNER, SATS{HEOPENSSLARAVAENIFREMEH TR . NEEMFHIZELRT, BE
BEAIEETrusty OS, HEM4INEES TSR FITE R TIUERNRE

FAANER T, BTFEEGHITIENERAT

${MY ANDROID}/device/nxp/common/security/firmware encrypt key.bin

AT B TERRIFARAT

${MY ANDROID}/device/nxp/common/security/firmware private key.der
RPMBZ XN RRATIRIEES, BT :

${MY ANDROID}/device/nxp/common/security/firmware public key.der
XEZPMEERFESoUT/ firmware test keys/. FAPAILURIEREEREL].
BR3P E AT LB T LA MIERNRBIB A E R

${MY ANDROID}/device/nxp/common/tools/generate key.sh
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XEFHALUSE L T apSER:

./${MY ANDROID}/device/nxp/common/tools/generate key.sh firmware private key.der
firmware public key.der firmware encrypt key.bin

HNTIRIPEZINS BTSSR, EEEAFIIINEZRREEIRPMBLX, AiETrusty OSIBId L 278X
MRPMB% XERBIX IR,
EERERIRIF N fastbooti®Ez,, REHITUUATHS, LUREHZ=H:

$ fastboot stage firmware encrypt key.bin
$ fastboot oem provision-firmware-encrypt-key

{ERREEtRIE N fastboott&z(, AFHATUATHS, LURGIRIEER:

$ fastboot stage firmware public key.der
S fastboot oem provision-firmware-sign-key

Himx-make . shAIFHERRIZEIRAY, package tool BFXHEERIVPURHHHITIIE ISR, SRS,
vpu_fw_imx8_dec.bin.signed{E${MY_ANDROID}/vendor/nxp/linux—firmware—imx/firmware
/vpu/BHR AR,

3.3.14 iZENZEBEOTA
INEZEIOTARHEHABKIARYE A _LIRH B AINEEIE A KRR E.

3.3.14.1 FR4IEDEK blob

FEINZEIIFEFIRSAIDEK blobIHEFFISRHPEU AT PN, BEIBFHdek_blob_spl.binfll
dek blob bl.bin, L TS ATIEDEK blobsTMER|LeFMEX T,

fastboot stage dek blob spl.bin

fastboot oem provision-spl-dek-blob
fastboot stage dek blob bl.bin

fastboot oem provision-bootloader-dek-blob

U U U Ux

3.3.14.2 ig&bootargs, BMEINSEOTA
IIZEFIOTARGAE R FARH. JLiRNbootargsskEAE. I TARIRE S Fbootargs:

=> setenv append bootargs androidboot.encrypted boot ota=true
=> saveenv

INFRIRE T Hbootargs, RERMASINEINES | SIBIEFHERZKIGdek blob, RARGEBARIIERRINE.
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3.4 Linux/Android EERIRLhEEER S
3.4.1 DM-Verity5vbmetafiJxx

Device Mapper verity (DM-verity) PZINEESHRIIRAVERTREMGE, IWINRER#EIAndroid B HHIRTER
g, RELCTSHREIHHERARTS., vonetaBEBZ— AT Hsysten. ingiREDM-veritylIRIZan <
1THARRF, AR T system. imgHlvendor . ingHIIETHMIEARF, vomet G PRIEHERIEATTRSRIGH.
BEMEHENNREE, XENTH KR M "HUE" SXHTDM-verityltBEEXEE,

HA "RE" M OHNE 2XSRADM-veritylt, {Ha# Asystem. img, vendor. imgflvbmeta . img—E4%
AR EEP S SHDM-verityi&BLM, NTISHEFFaNEM.

3.4.2 Trusty OS Linux3REhiEFECE

Trusty OSX#HEHEMHEIUARTETIPCHEBIE, Trusty OS Linux3KshfE sz HBid TIPCIBEE MK Trusty
OSHIEZE. HIABR T, HWINEEESEREPHEH.

fETrusty OS Linux3RzfEFrtrusty-logd, HIkIHEEMERART, Trusty OSEXMFUARTHILH H&I®A. Trusty OS
FHUARTIRIERELRIHFR, XS AENIORE,

trusty-logIRFIiEFEIRENPEE, WTFA:

trusty-log {
compatible = "android, trusty-log-vl";
bi

3.4.3 EF Trustyfilkeymaster, gatekeeperflZ£Ffit(LIE

ETF TrustyfJkeymaster HALR— ISR INEAIEE, R IREEIRSS FsKIRMLRE A SUSHIINERSS. EAERF
TRIEERNZT AR IERERE. TESURRFEEITATrusty OS (REMIR) HhHIkeymaster TA, K&
LIRNE

NON-SECURE WORLD SECURE WORLD

Shared K .
I . eymaster wire Kernel
Client Int::::::'y format interface Keymaster

El13. keymaster HALFlkeymaster TAZ[EIfIXER

Trustysz#5fIkeymaster HAL 3.02Android Pie 9skLUShRAIRITHHY, ABEAFAndroid Oreo 8.1, Android
Oreo 8.1iz17Trustysz#FHkeymaster HAL 2.0,

GatekeeperFRAHUTIREHER [BHRENWIE, CEITHFEZENHMACEMFIIERZS. sr, Gatekeeper
PRELLIGIFEIAAMUREL, FHIRIBA BRI IESE SN AMUREUERIRSIEK. TrustysziFfIgatekeeperd
FrB X BR(ERIEL TrustyFRIgatekeeper TA,
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REFEREELNUIRIETT, STrusty RIEHETARTIER, WTREFHEXIE/BIRE, flal, MeMMCEE
HHIRPMBS X IERBERE M E S NEGE.

Trusty3z#Ffkeymaster, gatekeeperflIZE2FEREEHEKHTLZE2EFHX, MEEFHEX R B Trustym]LAK
ia), (EAFTEEAMEERIRELREFEX (WIRPMBIEEE) , AAEREERT, ZeMHAILEE, EEM
LAZRS, EXFER T, keymasterflgatekeeperffSiREBIASIFRA, FHEBNZBSITHN

androidboot . keystoreZLEiEIE,

LTrusty R EABFEMIRIERIFERER (flkeymaster TARIstorage TA) IEFE¥IMAILIS, U-Bootig
androidboot.keystoreil@BAtrusty, BUIRE Asoftware, RGEIWZBSITHEEERLEARZ.
androidboot.keystoretfE#iNro.boot . keystore Android/@tE, AEVIRHIERRIEREKeymasterf]
gatekeeperhiRAs (EFTrustysi@kit) , HRBELEMEHTSFENIE. TERAIIERE,

Start secure storage proxy
Load trusty backed keymaster
Load trusty backed gatekeeper

RPMB key androidboot.keystore = trusty

v,

set

RPMB key | androidboot.keystore = software Load software keymaster

Load software gatekeeper

A

not set

Bootloader Android

EN4. TEERTAYIIRIC S TIETE

3.4.4 2 FHGPULHEMET

MGPUEHEMETHER, BEXTRSTIRSNIFIEX, CPUTEHMESIEEANS R FTEEAN, BRFRTLLIED R
DibootargsskZERHE, W TFR:

galcore.baseAddress=<dram-base-address> galcore.physSize=0
galcore.mmuException=0

AEF¥E LM dran-base-address&AEE, ZEMNBIBRENFEEHRE. LALMX 8M Plusafl, FAFPATLUET
ya MY ANDROID}/imx8m/evk 8mp/BoardConfig. mk':F',,J\JJ[]L)\-FbOOtCII’gSEEiMf}EHGPU$EB%§j

diff --git a/imx8m/evk 8mp/BoardConfig.mk b/imx8m/evk 8mp/BoardConfig.mk
index 4732374b..83089631 100644

-—- a/imx8m/evk 8mp/BoardConfig.mk

+++ b/imx8m/evk 8mp/BoardConfig.mk

@@ -119,6 +119,9 @R BOARD KERNEL CMDLINE := init=/init
androidboot.console=ttymxcl androidboot.hardw

BOARD KERNEL CMDLINE += transparent hugepage=never

BOARD KERNEL _CMDLINE += swiotlb=65536

+# disable GPU flat mapping

+BOARD KERNEL CMDLINE += galcore.baseAddress=0x40000000 galcore.physSize=0
galcore.mmuException=0
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+

# display config
BOARD KERNEL CMDLINE += androidboot.lcd density=240
androidboot. primary display=imx-drm

4 KFFXRFEEIRYRER

AR ARG L TARILFIBSD-3-ClauseFal:

2024FREBIRINATE; FEREUTHRHRIERT, FLUREM SESISHRI A EH o R AERARAE
(FiERBRIEN)

1. BT RIBBL/RRE IARAER, XERMEFILI T RERR.

2. AT SIS ER D AR, DRESAEF/ BB D AR Rt R h S DA ARE. XA
LI RERR,

3. RESFSHPEITH, NMEERRNATEENSRNSSENER ARRERITEF M TE B,

RGBT ENSSE "REE" B, ARBEUPRSETIHEREE, SEEFRTIERIERE
ERBERMRERRIL. EETERT, TeRAMRRSIRBTINERES, R ERE 5B E
ERRARMMSHRTIER. B, B, 594 EAMEEREHRE (BEEFRTRUENBEERS,
(ERRIRL. HUEMRAEFBIRAEN ST FERE, TEREGE. MEREERENTH (BERREHE
fbfRE) JERKHY, BMERIR S A LISSRERIRT R ARG,

5 {EiJH%E

{EiThse
H4ID b2 =) 588
UGI10158 v.android-14.0.0_2.2.0 20245108180  |-MX 8M Mini, i.MX 8M Nano, i.MX 8M Plus, iMX 8M

Quad, iMX 8ULP, iMX 8QuadMax. i.MX 8QuadXPlus
GA kR, i.MX 95 (Al15x15) AlphakizZ<#0i.MX 95 (Al
19x19) BetakR A,

UG10158 v.android-14.0.0_2.0.0 20245889H i.MX 8M Mini, iMX 8M Nano. iMX 8M Plus, i.MX 8M
Quad. i.MX 8ULP, iMX 8QuadMax. iMX 8QuadXPlus
GAKRAFII.MX 95 AlphahRA,

B3 7 34D,

ASUG v.android-14.0.0_1.2.0 202454819H i.MX 8ULP EVK, i.MX 8M Mini, i.MX 8M Nano, i.MX 8M
Plus. i.MX 8M Quad. i.MX 8QuadMax#i.MX 8Quad
XPlus GARRZR,

ASUG v.android-14.0.0_1.0.0 20245286H i.MX 8ULP EVK, i.MX 8M Mini, i.MX 8M Nano, i.MX 8M
Plus. i.MX 8M Quad. i.MX 8QuadMax#i.MX 8Quad
XPlus GARRZR,

ASUG v.android-13.0.0_2.2.0 2023%F10824H |i.MX 8ULP EVK, i.MX 8M Mini, iMX 8M Nano, i.MX 8M
Plus. i.MX 8M Quad. i.MX 8QuadMax#i.MX 8Quad
XPlus GARRAS.,
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H4ID bz =) 588

ASUG v.android-13.0.0_2.0.0 2023478 i.MX 8ULP EVK Betahax, i.MX 8M Mini, i.MX 8M Nano,
i.MX 8M Plus, i.MX 8M Quad. i.MX 8QuadMax#Fl]i.MX 8
QuadXPlus GARRZS,

ASUG v.android-13.0.0_1.2.0 2023438 i.MX 8ULP EVK Betahgax, i.MX 8M Mini, i.MX 8M Nano,
i.MX 8M Plus, i.MX 8M Quad. i.MX 8QuadMaxFli.MX 8
QuadXPlus GARRZS,

ASUG v.android-13.0.0_1.0.0 2023F1H i.MX 8ULP EVK BetahigZ<. i.MX 8M Mini, i.MX 8M Nano,
i.MX 8M Plus, i.MX 8M Quad. i.MX 8QuadMax#i.MX 8
QuadXPlus GAkRZAN,

ASUG v.android-12.1.0_1.0.0 20224104 i.MX 8ULP EVK BetahZx. i.MX 8M Mini, i.MX 8M Nano,
i.MX 8M Plus, i.MX 8M Quad. i.MX 8QuadMax#[i.MX 8
QuadXPlus GARRZN,

ASUG v.android-12.0.0_2.0.0 20224E7H i.MX 8ULP EVK Betahg4x, i.MX 8M Mini, i.MX 8M Nano,
i.MX 8M Plusfi.MX 8M Quad GARRZN,

ASUG v.android-12.0.0_1.0.0 2022%E3H8 i.MX 8ULP EVK BetahigZ. i.MX 8M Mini, i.MX 8M Nano,
i.MX 8M Plusfi.MX 8M Quad GARRZN,

ASUG v.android-11.0.0_2.6.0 2022418 BEIE 7 E3.3. 27— MEBEER,

ASUG v.android-11.0.0_2.6.0 2022418 i.MX 8ULP EVK Betalfg4s, i.MX 8M Mini, i.MX 8M Nano,
i.MX 8M Plusfi.MX 8M Quad GAlRZS,

ASUG v.android-11.0.0_2.4.0 2021€E108 i.MX 8ULP EVK Alphoﬁﬁﬁ& i.MX 8M Mini, i.MX 8M
Nano. i.MX 8M Plusfi.MX 8M Quad GAiRZS,

ASUG v.android-11.0.0_2.2.0 2021E78 i.MX 8M Mini, i.MX 8M Nano, i.MX 8M Plusf]Ji.MX 8M
Quad GARRZN,

ASUG v.android-11.0.0_2.0.0 2021F48 i.MX 8M Mini, i.MX 8M Nano, i.MX 8M Plusf]Ji.MX 8M
Quad GARRZN,

ASUG v.android-11.0.0_1.0.0 2020128 i.MX 8M Plus EVK BetahitAs, LARFIEHETEI.MX 8 GARA,

ASUG v.android-10.0.0_2.3.0 20205 7H i.MX 8M Plus EVK BetalhRA, LARETEHEEIMX 8 GAIR
7,

ASUG v.android-10.0.0_2.0.0 2020558 i.MX 8M Mini, i.MX 8M Nano. i.MX 8M Quad, i.MX
8Quad Max#li.MX 8QuadXPlus GAkRZN,

ASUG v.android-10.0.0_2.1.0 2020448 i.MX 8M Plus Alpha#]i.MX 8QuadXPlus Betahr4x,

ASUG v.android-10.0.0_1.0.0 20204341 & T Android 10551&,

ASUG v.android-10.0.0_1.0.0 202052H i.MX 8M Mini, iMX 8M Quad. iMX 8QuadMaxFi.MX 8
QuadXPlus GARRZ,

ASUG v.P9.0.0_2.0.0-ga 2019484 EI T SCFWBE T EEMME,

ASUG v.P9.0.0_2.0.0-ga 2019448 i.MX 8M. iMX 8QuadMax, i.MX 8QuadXPlus GARRZ,

ASUG v.P9.0.0_1.0.0-ga 2019418 i.MX 8M. iMX 8QuadMax, i.MX 8QuadXPlus GARRZA,

ASUG v.P9.0.0_1.0.0-beta 2018£E11H ERET

UG10158
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Definitions

Draft — A draft status on a document indicates that the content is still
under internal review and subject to formal approval, which may result
in modifications or additions. NXP Semiconductors does not give any
representations or warranties as to the accuracy or completeness of
information included in a draft version of a document and shall have no
liability for the consequences of use of such information.

Disclaimers

Limited warranty and liability — Information in this document is believed
to be accurate and reliable. However, NXP Semiconductors does not give
any representations or warranties, expressed or implied, as to the accuracy
or completeness of such information and shall have no liability for the
consequences of use of such information. NXP Semiconductors takes no
responsibility for the content in this document if provided by an information
source outside of NXP Semiconductors.

In no event shall NXP Semiconductors be liable for any indirect, incidental,
punitive, special or consequential damages (including - without limitation -
lost profits, lost savings, business interruption, costs related to the removal
or replacement of any products or rework charges) whether or not such
damages are based on tort (including negligence), warranty, breach of
contract or any other legal theory.

Notwithstanding any damages that customer might incur for any reason
whatsoever, NXP Semiconductors’ aggregate and cumulative liability
towards customer for the products described herein shall be limited in
accordance with the Terms and conditions of commercial sale of NXP
Semiconductors.

Right to make changes — NXP Semiconductors reserves the right to

make changes to information published in this document, including without
limitation specifications and product descriptions, at any time and without
notice. This document supersedes and replaces all information supplied prior
to the publication hereof.

Suitability for use — NXP Semiconductors products are not designed,
authorized or warranted to be suitable for use in life support, life-critical or
safety-critical systems or equipment, nor in applications where failure or
malfunction of an NXP Semiconductors product can reasonably be expected
to result in personal injury, death or severe property or environmental
damage. NXP Semiconductors and its suppliers accept no liability for
inclusion and/or use of NXP Semiconductors products in such equipment or
applications and therefore such inclusion and/or use is at the customer’s own
risk.

Applications — Applications that are described herein for any of these
products are for illustrative purposes only. NXP Semiconductors makes no
representation or warranty that such applications will be suitable for the
specified use without further testing or modification.

Customers are responsible for the design and operation of their
applications and products using NXP Semiconductors products, and NXP
Semiconductors accepts no liability for any assistance with applications or
customer product design. It is customer’s sole responsibility to determine
whether the NXP Semiconductors product is suitable and fit for the
customer’s applications and products planned, as well as for the planned
application and use of customer’s third party customer(s). Customers should
provide appropriate design and operating safeguards to minimize the risks
associated with their applications and products.

NXP Semiconductors does not accept any liability related to any default,
damage, costs or problem which is based on any weakness or default

in the customer’s applications or products, or the application or use by
customer’s third party customer(s). Customer is responsible for doing all
necessary testing for the customer’s applications and products using NXP
Semiconductors products in order to avoid a default of the applications
and the products or of the application or use by customer’s third party
customer(s). NXP does not accept any liability in this respect.
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Terms and conditions of commercial sale — NXP Semiconductors
products are sold subject to the general terms and conditions of commercial
sale, as published at https://www.nxp.com.cn/profile/terms, unless otherwise
agreed in a valid written individual agreement. In case an individual
agreement is concluded only the terms and conditions of the respective
agreement shall apply. NXP Semiconductors hereby expressly objects to
applying the customer’s general terms and conditions with regard to the
purchase of NXP Semiconductors products by customer.

Export control — This document as well as the item(s) described herein
may be subject to export control regulations. Export might require a prior
authorization from competent authorities.

Suitability for use in non-automotive qualified products — Unless

this document expressly states that this specific NXP Semiconductors
product is automotive qualified, the product is not suitable for automotive
use. It is neither qualified nor tested in accordance with automotive testing
or application requirements. NXP Semiconductors accepts no liability for
inclusion and/or use of non-automotive qualified products in automotive
equipment or applications.

In the event that customer uses the product for design-in and use in
automotive applications to automotive specifications and standards,
customer (a) shall use the product without NXP Semiconductors’ warranty
of the product for such automotive applications, use and specifications, and
(b) whenever customer uses the product for automotive applications beyond
NXP Semiconductors’ specifications such use shall be solely at customer’s
own risk, and (c) customer fully indemnifies NXP Semiconductors for any
liability, damages or failed product claims resulting from customer design and
use of the product for automotive applications beyond NXP Semiconductors’
standard warranty and NXP Semiconductors’ product specifications.

HTML publications — An HTML version, if available, of this document is
provided as a courtesy. Definitive information is contained in the applicable
document in PDF format. If there is a discrepancy between the HTML
document and the PDF document, the PDF document has priority.

Translations — A non-English (translated) version of a document, including
the legal information in that document, is for reference only. The English
version shall prevail in case of any discrepancy between the translated and
English versions.

Security — Customer understands that all NXP products may be subject to
unidentified vulnerabilities or may support established security standards or
specifications with known limitations. Customer is responsible for the design
and operation of its applications and products throughout their lifecycles

to reduce the effect of these vulnerabilities on customer’s applications

and products. Customer’s responsibility also extends to other open and/or
proprietary technologies supported by NXP products for use in customer’s
applications. NXP accepts no liability for any vulnerability. Customer should
regularly check security updates from NXP and follow up appropriately.
Customer shall select products with security features that best meet rules,
regulations, and standards of the intended application and make the
ultimate design decisions regarding its products and is solely responsible
for compliance with all legal, regulatory, and security related requirements
concerning its products, regardless of any information or support that may be
provided by NXP.

NXP has a Product Security Incident Response Team (PSIRT) (reachable
at PSIRT@nxp.com) that manages the investigation, reporting, and solution
release to security vulnerabilities of NXP products.

NXP B.V.— NXP B.V.is not an operating company and it does not distribute
or sell products.

Trademarks

Notice: All referenced brands, product names, service names, and

trademarks are the property of their respective owners.
NXP — wordmark and logo are trademarks of NXP B.V.
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3137 G ISR RERAICSHIIASI . ..o 33 3313  LEMHINEEE 68
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3146  GUEESPL+ DDR FWESERHICSFRHRSIME ..o 39 5 {EiTmE 72
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Please be aware that important notices concerning this document and the product(s)
described herein, have been included in section 'Legal information'.
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