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NXP S32 Safety Software Framework.
The same SAF API, slightly different functionality.
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S32 TEIHEIRRM TS T2 BV HER | 2IE 2 frr. RARTEEHARRIN RS :

BIST Manager——NEBE10ETE88 , jf5= Logic BIST ( LBIST ) 1 Memory BIST
( MBIST)

o eMCEM—J BRI HIE8 R ETEE8 ( Microcontroller Error Manager )

e Mode Selector— &1 1%1%38

o sBoot—%£J35f) ( Safety Boot )

e SquareCheck——Square Check ( EE 103088 ( Checker) )

e SW Recovery— {4 E
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Functional
Safety Layer

Service
Safety Layer

HW Safety
Layer

LBIST | MBIST A

sTCU M7

FlexCAN QuadSPI

CACHE

ERM FCCU

Flash
CMU ECC Controller

SWT
HW Safety Computational Shell Communication

Microcontroller

NXP

Measures + 10 Peripherals + 10 Peripherals

2. BEBRENHERASE

8T  WBFPEFAAECHNZEERASE , nIFHAE S BIST Manager 1 eMCEM [y S32 &2
AMERIRENRER ( SPD ) =5, B4Mt S S32 SLRYIRENF= G , AR EIMSIEHIR MRS 15,

S32 REMMHEREBMERH. IETHRNSIEREMEHSIR. BHS5BRNE 3 Fim.
XERHATIRETR | TEAERINARS FHRTIEREUEIEAL,
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Standby/Off-mode entry

Boot to Normal
Operation

Execute
SguareCheck Start
up Tests and Bist
Analyze
SquareCheck eMcem(Statistical
(shut-down) SwW Analysis).
v Recovery SquareCheck
A and Bist Faults
odeSelector
- Store sCheck
results and ModeSelector
ds""‘:";nczl\m'ﬁ“ 5 = Normal mode
Sl & - Degraded mode
& +  SWReco
User Device Config
%
%
&
i HW counter
L)) HSE boot
Z,
%
%a
S, % %
Jr/o'?
o POR
,
7
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Safety
Context
Start

Transparent
Recavery

Transp.
Reca.

Normal

Operation

SquareCheck
(runtime}

HW SMs

Recovery

Degraded
Operation™

Degraded App SW

SquareCheck

HW SMs

eMCEM
FCCU Handler

Local
Recovery

3. 532 RLWIHELIR(EE

Il

SW transil
HW transition
SW operation

S32K3 SAF
Component
HW operation

Global
Recovery

SW Recovery (only if NMI)
= Store fault information

- Initiate recovery through
functional reset

* SCST provided via separate installation packages
** Degraded mode available in SW
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S32 REPHELRY THRIE S32 IR asst LN AREEXEE , HEBSFHUI T

o aEMMHRENE , FINEBEESTERT
o BIST EEMEE , LMRIESEIRAM

o W55 |SEIFERMERED

o MBIRSIMHFIEIRIRE | SSBSIEL2INEE
o XPHOMIERIEPEHI TR N XS

o IIFAHANZBIRE TR

o 144 1S0 26262 R

BIST Manager ( HEBSESIEE )

o MBIST #1 LBIST FE{4-+& AR ENFERE
o JEENH4T LBIST #1 MBIST FE{HAELRH DTSR
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RERE

eMCEM ( i Rz hlzRtE R =1 )

RIEHIESAISFEETE (FCCUHW IP)

HEEMMNEE (847, F2Z IRQ. NMI. TR )

BRI IR

FFAEA FCCU B F A R E AR

NERE SquareCheck MHFENLZENNFIEZEF , NXSHIERMNHITEEM
BRI SR NSCE SRR

o HIREAN
o RFEHIRIRS
boot I Normal/degraded operation fault not
: recovered
reset Devi : fault detected T
—- o Application eMCEM S
oot recovery
: fault recovered
!
: Iy
! reset
T

ModeSelector ( {&Ez{i%iFe2 )

FIF iR R IE SR a P R AR TR YRR

pRARETVEIL IR E I ER SR A M EAY IEIR NMEFe R RS e T At
ERET FCCU ZE. SquareCheck 582, AJ1%A MBIST/LBIST £58RLAK SW
Recovery IFERNZEH SR,

AELEEREEREEINERT |, BAILUEAA SW Recovery , ZARHITIIRES L
( Functional Reset )

HREFUTLRSH |, #5158 (Ba)) MEST

SR X AR & AN S el isR T T S SRR AU RER
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— BcotROifl - HSE )

Custom Bootloader/
Startup Code
mSel_SelectMode()
Fault Analysis (+ Statistical Analysis)

eMcem - FCCU sCheck — Safety
(+ERM/SRAMC) mechanism
checkers

Functional Reset

BIST- STCU2

Mode Selection

jooq

Mode
Selected

sReco
(func. reset)

User Initialization User Initialization
Normal Mode Degraded Mode(s)

a Nonnab’Degradec?

Q
5
Application .-g-

' =N
SW Recovery
sBoot ( Z£/3al )

o ATHERMESENZIZERERRGEMH
o EEMVTE ETNZAEN, ENAERAITIFRIT
o WIS ERERAZEFM (SM) BIRIR

Kyajeg

SquareCheck
o FTEESFENAYEGEM
o N Z2HE PR
o RMER). 1ETRIFOXE API
o 1RIE ISO 26262 IRHAFIFRINZIIERE , &R=1)1K ASIL D 4%
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SquareCheck API
Atomic Atomic Atomic
test test test
SW Recovery ( ¥41%S )

o BT2RIKEREAEN

o Y8R MCU ZENTHIKE TFIBIEFEPIRE |, BiE Mode Selector FoiRIEF(E(TR(F
&, NIEREY

o 7Ff% Mode Selector FUIZHHER

o I MCULTZREISHIHIT

Local Recovery Failed
SW Recovery

Store diagnostic information for
Meode Selector

Initiate functional reset

Functional Reset
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S32 R R(HIELR AT R EMRIERS 1SO 26262, Automotive SPICE. IATF 16949 #1 1SO
9001 FRERBE G A Rie &89,
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