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FBIEF , AAKHIMXRT FEH OTA hEE , MEFN T RMABIFANER , £ B RFHERE—ET,
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3. BIRRRIRE(3)

ERFmEEZE , FHENTR TOEEENRE , INHMEZYERNFEETTHRORE BTN ESYERMNF AN
B-AHIGIRBENTRERENRE, ZRRMNEL2E THT IMXRT REEZMER IOT PAFEEEN=T4H :
ProductKey. DeviceName # DeviceSecret,

3.2 BEi%%FIw C-SDK

BIBRFFRMREZE , RINEERMEZYERMEAM Link SDK BEZIRMNWRE RSP, B OHXE P , REEMK TR
‘XHEETR”, BERFEN SDK'HESDK EH]" , LM TEBIT SDK EH. [REFFHRER" T C-SDK,
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4. BERE¥w C-SDK (1)

B THKN C-SDK BF EEMAEIM core. OTA XHRLLRK external XHKHAHIIEF ali_ca_cert.c, portfiles XHRAF K
freertos_port.c fl demos XX HH) fota_basic_demo.c AN FH AR ARH TP EES S, core XHRAFHA = C-SDK
WZOER |, TEGET MQTT LZWETMRE  HASERZETAN (WRRAFTEEZTEEMFNW OTANEMEES ) ;
OTA XHREEREBME=YBEMFEANEMIIEE , REERT C-SDKHH OTARELE , AR UERH AT LEFHEH , HEH
BAPEEHIEAEE , REDATELAR. FFEBH , OTA ARWREEM T AR,
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T

1. BRESEM SRR

2. FAPEESISRNTHR
3. TEFHREURL B, MRERETHRIFK

4. WURLTEFHRE

5. @& HRFHRHE BROTAFHEHE
6. SZREOTA, _HIBSRIERA SROTAFHE I

5. BERZ I C-SDK (2)

external X #KH Y ali_ca_cert.c J3FKRIIE MQTT RS WIVARIES ; portfiles X4k #Y freertos_port.c I —4 C B SEIW
BORYK , 43045 10T RENEERREHERRATEA |, & C-SDK HBERZTTE OS WHARNIEE Lt , EEXH#
THRIRVIE DR ; AR OTA ThEEERBRFI A C-SDK R K fota_basic_demo.c (EHIRE , THREBNE—EEZBRHHT,

3.3 OTAHEGRER
£ OTA ThEERE S , BN EEIEN T
. MFEHMIRAS

. _ P AT e e gL r e —
cur wersion = "1. [1. o"; 'y, _%"_"f?;—;, EEE OGRS, Z71.1.0

;g i — . e ek e FT o = - e o % § . T Sl A YL o e —f— T L
S PEAMoTTEFE T EFT S, AL FFE LR ESTARE T T A/

S ol e P 4 = oJ

res = alot_ota_report_version(ota_handle, cur_version);
if (res < STATE SUCCESS) {

PRINTF ("report version failed, code is —-0x%04X\r\n", -res);
}

EOTAALRMERF , ZHFERBLAFEHRAEAS , MEREEARNEMHRE , 72T ERLEEARBERUARARE
URL , OTA AR FBEME T &,
s BEMH—IRETHREK
| uint:‘?:'Z;tig_gd 4=‘;-,T

EE AR user_ota_recv_handler() ¥ , 2B THEHZHIWER TEEEMN , MEX C-SDK RIAMN TH AR AFERTE ,
EBEREFEANIBHEAMBEXNTEFRE , IUAELLREN —AETHZENEH , THRI.

. flash BB

VBB RS0, fCE—E TR A, EEAFE T, Tl firmvare size / Z;

* JEEE AL, ZEsize total ANETEE. FAsfw flash erass#FE—TF */

aj

status_t status;
volatile uint32 t primask;

primask = DisableGlobalIRQ();
status = sfw_flash erase(dstAddr, FLASH AREA IMAGE 1 SIZE);
EnableGlobalIRQ(primask) ;
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EIRZWWKE T OTAARMN MQTT EEE , 2 THRFNEH , A EFRRFRREEIEEMN flash B , 26 , FEL
BZXEE—-T,

« RETHWEHE flash £, 7ERTEH , 8—R—KRFF

status_t status;
volatile uint22 t primask;

primask = DisableGlobalIRQ();
status = sfw_flash write(dst2ddr, packet—>data.buffer, packet—>data.len);
if (status)
{
ainjt_dn:wnlDad_repn:rt_prn:gress{handle, —4);
}
dsthddr += packet->data.len;
EnableGlobalIRQ (primask) ;

ETHM—LANEHNT , TRFAEDEMER C-SDK,

4 OTAETR
THEHMXER—TE SBL IEEATHMER OTAARIRE , FEN .MXRTI1064EVK , FIFA AR TREERE (AFE
BITEELLERBITEN )

1. IBHBIRAS £ bin X4

cur version = "l.q.D";

cur version = "1.4.0";

£ IAR FIEHBIARAS 1.0.0 F 1.4.0 , H BERAERAK bin X4 ( LA ELIAR TEAH ) .
2. £ SBL IEHFAZEMAIIT bin XHHI ML LR BRE,
¥ £ —SE BT bin XN B SBL TR sbliicomponent/secure/mcuboot/scripts XK , R PowerShell 447

A bin XHEA :
python imgtool.py sign --key sign-rsa2048-priv.pem --align 4 --version "1.0.0" --header-size
0x400 --pad-header --slot-size 0x100000 --max-sectors 32 sfw 1064 100.bin 1064 ali 100.bin
python imgtool.py sign --key sign-rsa2048-priv.pem --align 4 --version "1.4.0" --header-size

0x400 --pad-header --slot-size 0x100000 --max-sectors 32 sfw 1064 140.bin 1064 ali 140.bin

3. Bl OTA£5.
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EomBEHERE , AAXPTHEEEET , 5% OTA AR REFNAREBRBUFNARE , AAARBER , &
BANNARIED , 5, ARBRAFENLEB bin XHHPRA -2, BUELH OTA TEKS.
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NFHERE X
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" FHREER
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* FiEr-mm

sfw_ota_1 A
C FrRaEt

default A

+ ERIEER

" AREEES
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- EREE

MD5 hd

EEEE

Bt

@ 1064 ali_140bin (266.21 KB) x

® = =
FRaEs
Ea AT aER
0/1024
v AR aEEiilES

4. FFHRIE1T OTA Ii8,
a. A MCUBootUtlity T B INZH) 1064_ali_100.bin FHBIRFHE—NBIX |, ZRIART slot1 A
flash_offset+0x100000 ~ flash_offset+0x200000 , AN XiE K/ R 1MB,
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B || NXP MCU Boot Utility v2.3.0 o o x
File Edit View Tools Window Help

Target Setup Secure Boot Type | pEy Unsigned Image Boot “|  All-In-One Action

(]
"~

MCU Series: LMXRT
Image Generation S€uence Image Loading Sequence ~eFuse Operation Utility Boot Device Memory 2

MCU Device: i.MXRT1064 SIP v Start / Offset Byte Length (For Read/Write): | 02000 Bin File: I CA\Users\nxf65135\D) RiowaE I

Boot Device: FLEXSPI NOR v
Read Erase || 3 Execute From Start

Boot Device Configuration

Device Configuration Data (DCD)

Port Setup
DUART @ USB-HID

Vendor ID: Ox15A2 v
Product ID: 0x0073 P
. [ One Step
Reset device
Device Status View Bootable Image Clear The Screen [ Saveimage/data file to Browse
OCOTP->MISC_CONFO[31:00] = Ox40 -~
FlexRAM Partion =0000 - 128KB ITCM, Log
128KB DTCM, 256KB OCRAM
........ FlexSP| NOR memory-------- Executing C:\Users\nxf65135\Desktop\tools\NXP-MCUBootUtility-2.3.0\tools\blhost2_F\win\blhost -t 5242 N Clear
Page Size = 256 Bytes 0x15A2,0x0073 - -- write-memory 1880096768 C:\Users\nxf65135\Desktop\tools\NXP-MCUBootUtility-2.3.0\
5 LEE user_file\user.dat 9
Sector Size = 4KB vy Save
Block Size = 64 KB
v 00:05.202 |

b. i=1T Secure Bootloader.

£ SBL IR , # N ZB| sbltarget/evkmimxrt1064 & , $TFF env.bat B4 , ¥ Enable single image function FI
Enable mcu isp support It £k , RE4EMK i.MX RT1064 Y SBL T2 , BB FTHEF AR+ , W ES TS

BPTERK o

EFEREBAUAMMLE |, 2T reset BF1HZ1T TR , £ 0.8 R The image now in PRIMARY_SLOT slot”#
“Getting IP address from DHCP” , RR7E slot1 EHMEFELKINE1T. “IPv4 Address:”Hl“version:1.0.0"&R <M
BEERIHEMEZZHERE YL RZWRENR 1.0.0

hello sbl.
Bootloader Versi 0.0.1
Remap type: '

The image now in PRIMARY SLOT slot

Bootloader chainload address offset: 0x100000

Reset Handler address offset: 0x100400

Jumping to the first image slot

hello sfw.

host init done

This example to demonstrate how to use U-Disk to implement ota.
Hello worldl.

This example to demonstrate how to use AliCloud to implement ota.
Initializing PHY...

Hello world2.

This example to demonstrate how to use SD card to implement ota.
Please plug in a u-disk to board.

Hello worldl.

Hello worldl.

Hello worldl.

Getting IP address from DHCP ...

ilt'--L-Ll_I wui LLI‘L N
Please insert a card into board.
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IPv4 Address: 192 8.109
vnur U
[17.999]1[LK MQTT user calls aiot_mqtt_connect api, connect
[17.999] [LK-0317] SFW_K_1&a1X3jdyVAyF
[17.999] [LK 8] 988FDFB6E4D 726D63867DA18EDCFDBOE1BSDFA9A41D4BOAAG6BOF98EG127
unknown option
unknown option

establish tcp connection with server(host='alX3jdyVAyF.iot-as-mgtt.cn-shanghai.aliyuncs.com', port=[443])
Hello world2.

Hello worldl.

to establish tcp, fd=@
[18.222] [LK-8313] MQTT connect success in 264 ms
ATOT_MQTTEVT_CONNECT
[18.222][LK-6309] pub: /ota/device/inform/alX3jdyVAyF/SFW_K_1

20 22 70 61
69 6F 6E 22

Hello world
Hello worldl.

|OTA &R |

EELEARBHEMR  ATERETRERTARERIE , NEZRBERILSITRAERE  FEBHITRIERME,

EEEHEQERIERE  AEFERARNRES , HFEFRLARNRE,

FUEFAERE

SHERAE

© ERERE

IREFHREETE (58

HE BB

1.00 X v

SFW K 1 X e

BRFZE2BINEOETAREEE , JUEE OTA BIRRARN 140, KNNMEEBLETR,
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[21.888][LK-0309] pub:

[LK-03€ 22
[LK-©
[LK-0:
[LK-0:
[LK-©:
[LK-©:
[LK-0:

7B
64

50 !
71 3¢
4A ¢
79
52
6A 36

WAAAMAAANAAMAAAMAAANAAMAMAMAAMAMAMAAMAA

<
<
= .
<
<
<
<
<
_
<
-

comuLn SOy

17475726
32 42 7
: 5A 59 25

AAAAAANAAA

O0TA target firmware version:

WITRITOWIT up i

1.4.0,

establish tcp connection with server(host="iotx-ota.oss-cn-shanghai.aliyuncs.com',

2ss to establish tcp, fd=1

[22.222] [LK-040B] >

lTuWwﬁlrnhAzHHfL 3e&Signature
- > Host:

I h9. b+c J——"
Y] b

size:

> Accept: text/html,

Range: bytes=0-
ntent-Length:

[¢]

31 30 30
69 65
65 7:

( b4 59 6

3 22

272600 Bytes

GET /ota/ff5

application/xhtml+xml,

W?Eﬁﬂﬁ#TEﬂf“¢n4La<1<§ﬁﬁ§ﬂiEié%ﬁilbﬁiﬁé?Fif%é?tékumizo

/ota/device/upgrade/alX3jdyVAyF/SFW K 1

0 22

1d1.

37
61 3¢
6E 2:
3A 2
74
61

"Md5" , "md5"
:"SZESCOZEETEde
dc53b8cf6 ]
4d"}, "i
5735708, "message
II:II I}

d9e3

iotx-ota.oss-cn-shanghai.aliyuncs.com
application/xml;q=0.9,
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{"code":"1000","
data":{"size":27
2600, "digestSign
": "E4EOrBmL7wUFk
Ax9fnWgb9530g/7Q
dHx01Q121LcznFEOD
FLbXZ fBOXvvOUwc j
szeuVkfrw808bkvC
1WqRJX1/mqjﬁP6T
E3b
lehz?kpuDXHmYPf
57kjI2TSBejQwPgn
X/ /DYSV+vIxc7/mn2
qWs5jCIik7ABr31X
zZ4gH6UWS1i+SPbrv
J2HNTI1L0CKL7YWU
ae8vQXaCbVPsr/0y
PdhZKQRb9JbxT8ra
OUCdR77hW9eEmkPG
h/jPW79EPOomS83K
TIJTg4VmEKNDrZIiM
qthJEy8TYqrFyYFZ
dnwycHPNSdAN77qM
kfZRTONINTLU9x]3

gn":"52a5c02ae7a
fcddc53b8c f64bad
6144d", "version"
1"1.4.0","url":"
https://iotx-ota
.0ss-cn-shanghai
.aliyuncs.com/ot
a/ff5d9 47931
97ea’clbfdab718d
09/ckoma3m5q0000
3a8ed4e50w88k.bin

port=[

*/*,0=0.8

| OTAER |

801)
Hel

93197ea7c1bfda6718de9/ckoma3m5qR0003a8ed
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download renewal request has been sent s
.BBB| [LR-04ul] < ATI1P/L. 1 Zdb Partial
2.888][LK-040D] < Server: Aliyun0SS
.888] [LK-046D] Date: Thu, 13 May 2021 03:15:46 GMT
2.999] [LK- 04OD] Content-Type: application/octet-stream
2.999] [LK Content-Length: 272600
999] [LK Connection: keep-alive
999] [LK x-0ss-request-id: 609C99E21B27 36E1E89F
999] [LK Content-Range: bytes 0-272599/272600
999] [LK Accept-Rang
999] [LK ETag: "52A
999] [LK Last-Modified: Thu, 13 May 2 P2:34:39 GMT
2.999] [LK-0¢ x-0ss-object-type: Normal
,099] [ LK -04¢ x-0s5s5-hash-crc6decma: 5693646425570967251
2.999] [LK x-0ss-storage-class: Standard
2.999] [LK Content-MD5: UgXAKuevzdxTuM9kukYUTQ==
.999][Lh X-055-server-time: 13

AANAANAMAMAMMAMMAAMAAMA

oad % done, +2048 bytes
666] [LK-0309] pub: /ota/device/progress/alX3jdyVAyF/SFW K 1

20 - 172 "id":4, "params
22 . 35 22 2( :{"step":"5","d
7D | escll:llll}}

Hello worldl.

Hello world2.

download done, +2048 bytes

EL‘I-. ‘I-LI-LI'] ELI\'UJUE] |_iL1i_ii fuLays Li.ﬂ\fJ..Lﬂ)‘ HITUYyressys GJA.:IjLiyVHyr} arw_n 1

20 22 70 61 72 61 6D 73 | {"id":5, "params
22 3A 22 31 30 22 2C 22 | ":{"step":"10","
7D | desc":""}}

[39.66611LK-09011 digest matched
download 1 done, +216 bytes
[3Y.bbb|[LK-U30Y] pub: /ota/device/progress/alX3jdyVAyF/SFW K 1

16D | {"id" "param
30 2. s"i{" ctep :"100"
| , Ilciescll: " II}}

irite update type = 0x4

Irite maaic _numher nffset = Axffffa

Down finished all.SystemReset Now...hello sbl.
Bootloader Version 0.0.1

Remap type: test

The image now in SECONDARY_SLOT slot
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THRERBLAAOERNT , ABFBHTREER  CERAERRE 2B slot2 FWARBREF , TUERY
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« sfw_1064_140 ==

FHReesE f) FRass 52a5c02ae7afcddc53b8cf6dbade144d TR
EBEEE MD5 BRER default
Bimg&s ® BRI ® SimEHE EREGES

HRER  REFE FAREES

Eansipiia) HEFR EEAR 1D Q

R ID joresiic) FHREERR K& @ el B
er22NB4dPVVFBFAG... RS BTR ® BExm 2021/05/13 11:13:46 =E

5 B&

AXNBTHEIMXRT FALBTHE=N OTA AR, BERRAERFMBEMNMASHIER , EREIAXTUMEEET i.MXRT
B 10T R ZEHTEGHAREN , FEEHTRENBFTEBHLE  FEHFRAEEHTIIERBARNRN , L EXHE OTA A
B4 BN R AAfE BOFT 2 S B S & B TR Z N E S A Ko

6 &%

fE = C Link SDK

7 8iTid%

BAES A L

0 2021 £ 8 A31H B IR
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