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About This Book

The ZigBee Application User's Guide for ZigBee 2007 explains how to install and run the ZigBee Feature
Set example applications that are included in Freescale’s BeeKit Wireless Connectivity Toolkit for ZigBee
2007 compliant applications.

Audience

This document is the operator’s manual for the ZigBee example applications in BeeKit. Anyone needing
to demonstrate the applications or to become familiar with their behavior should read this manual. ZigBee
application developers should read this manual along with the ZigBee Application Development Guide for
ZigBee 2007 to understand what the applications do and how they do it.

Organization

This document is organized into the following chapters.

Chapter 1 Introduction — introduces the Freescale implementation of ZigBee wireless sensor
networks.
Chapter 2 Freescale Development Boards — provides detailed installation and device configuration in-

formation using the Freescale BeeKit Wireless Connectivity Toolkit tools.

Chapter 3 BeeKit and CodeWarrior — provides a simple home lighting control network to introduce
users to simple ZigBee applications.

Chapter 4 Starting and Running a Simple ZigBee Network — provides a quick tutorial to form a Zig-
Bee network using code built and loaded into two development boards in previous chapters.

Chapter 5 Creating a Wireless UART Application - shows how to create a Freescale Wireless UART
application using the Freescale BeeKit Wireless Connectivity Toolkit.

Chapter 6 Creating a Smart Energy Network Application - shows how to create a Smart Energy Net-
work consisting of three different applications using the Freescale BeeKit Wireless Con-
nectivity Toolkit.

Chapter 7 Example Applications — provides several examples to allow users to configure and run
ZigBee wireless applications.

Chapter 8 Creating a BeeStack BlackBox Binary — shows how to create a BeeStack BlackBox binary
using the Freescale BeeKit Wireless Connectivity Toolkit, how to download the image to
the target board and how to use the BeeStack BlackBox.

Chapter 9 Creating a ZigBee BlackBox Host Application — shows how to create the ZigBee BlackBox
Host Application using the Freescale BeeKit Wireless Connectivity Toolkit.

Chapter 10 Using the Over the Air (OTA) Upgrade Cluster- shows how to use the OTA programming
cluster to update a firmware image over the air on an OTA cluster client node from a
ZTC-based OTA server node.
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Conventions

This document uses the following conventions:

Courier Is used to identify commands, explicit command parameters, code examples,
expressions, data types, and directives.

Italic Is used for emphasis, to identify new terms, and for replaceable command
parameters.

All source code examples are in C.

Definitions, Acronyms, and Abbreviations

APS Application Support sub-layer, a ZigBee stack component
APL Application Layer, a ZigBee stack component
BDM Background Debug Mode: The HCS08 MCUs used here have a BDM port that

allows a computer to program its flash memory and control the MCU's operation.
The computer connects to the MCU through a hardware device called a BDM pod.
In this application, the pod is the P&E USB HCS08/HCS12 Multilink

BeeKit Freescale Wireless Connectivity Toolkit networking software

Binding Associating two nodes in a network for specific functions (e.g., a light and switch)

Cluster A collection of attributes accompanying a specific cluster identifier (sub-type
messages.)

EVB Evaluation Board, a Freescale development board.

GUI Graphical User Interface: BeeKit and CodeWarrior, the two Windows tools
discussed here, each uses a GUI

HCSO08 A member of one of Freescale's families of MCUs

IDE Integrated Development Environment: A computer program that contains most or
all of the tools to develop code, including an editor, compiler, linker, and debugger

MAC IEEE 802.15.4 Medium Access Control sub-layer

MCU Micro Controller Unit: A microprocessor combined with peripherals, typically
including memory, in one package or on one die

NCB Network Coordinator Board, a Freescale development board

NN 1322x Network Node, a Freescale development board

Node A device or group of devices with a single radio

NWK Network Layer, a ZigBee stack component

OUI Organizational Unique Identifier (The IEEE-assigned 24 most significant bits of
the 64-bit MAC address)

PAN Personal Area Network

Profile Set of options in a stack or an application

Freescale ZigBee™ Application User’s Guide for ZigBee 2007, Rev. 1.8
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1320x-QE128EVB

SARD
SN
SMAC

SRB
SCI

SPI

SSP
Stack
Toggle

UART

Ul

7C

ZED

ZR
802.15.4

1320x-QE128 Evaluation Board, a Freescale development board with an
MC1320x transceiver and an MC9S08QE128 MCU

Sensor Application Reference Design, a Freescale development board
1322x Sensor Node, a Freescale development board

Freescale Simple MAC, a very simple, very small proprietary wireless protocol
that uses the Freescale IEEE 802.15.4 radios

Sensor Reference Board, a Freescale development board

Serial Communication Interface. This is a hardware serial port on the HCS08.
With the addition of an external level shifter, it can be used as an RS232 port

Serial Peripheral Interface. This is a serial port intended to connect integrated
circuits that are together on one circuit board

Security Service Provider, a ZigBee stack component
ZigBee protocol stack

A toggle switch moves from one state to its other state each time it is toggled. For
instance, if the first toggle takes the switch to Off, the next toggle will be to On,
and the one after that will be to Off again. In the applications this document
describes, the switches are momentary push buttons with no memory of their
states. The HCS08 maintains each switch's state

Universal Asynchronous Receiver Transmitter, an MCU peripheral for access to
devices not on the same circuit board. With level shifting, the UART implements
RS-232

User Interface

ZigBee Coordinator: one of the three roles a node can have in a ZigBee network
ZigBee End Device: one of the three roles a node can have in a ZigBee network
ZigBee Router: one of the three roles a node can have in a ZigBee network

An IEEE standard radio specification that underlies the ZigBee specification
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Chapter 1
Introduction

The Freescale BeeKit Wireless Connectivity Toolkit includes a set of example applications for the ZigBee
Feature Set using the Home Automation and Health care application profiles, supplemented by
Accelerometer and Wireless UART example applications. This guide also describes the ZigBee Pro
Feature Set that uses the Smart Energy application profile. This user’s guide describes how to:

» Configure the applications in BeeKit for any of the Freescale development boards that BeeKit
supports

» Export the configured applications from BeeKit

» Import the configured applications into either Freescale CodeWarrior or IAR Embedded
Workbench

* Build the applications in CodeWarrior or Embedded Workbench Integrated Development
Environments (IDEs)

* Load the applications into Freescale development boards using either a BDM or JLink pod
* Run the applications on the boards

These applications require the installation of the BeeKit Wireless Connectivity Toolkit, including the
BeeStack Codebases, and either CodeWarrior for the HCSO08 version 10.1 for HCSO08 based development
or JAR Embedded Workbench version 5.20 for Codebases supporting only ARM7 MC13224/MC13225
based development or version 5.40 or 5.50 for codebases supporting both ARM7 MC13226 and
MC13224/MC13225. They also require a P&E Multilink Background Debug Mode pod for the HCSOS or
a JLink JTAG pod for ARM?7 to program the development boards. This document assumes that all of these
are correctly installed.

This user’s guide assumes familiarity with the purpose and major features of ZigBee Wireless Networks.
It explains only enough of BeeKit and the IDEs to get the applications loaded to the development boards.
These much larger topics are explained in the appropriate reference manuals and ZigBee/802.15.4
specifications.
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Freescale Semiconductor 1-1



Introduction

1.1 What This Document Describes

This document explains how to:
» Get the example ZigBee applications in BeeKit into Freescale development boards

* Run the applications

1.2 What This Document Does Not Describe

This document does not explain how to:
» Install BeeKit or the IDEs
* Understand or modify the application code
» Port the applications or BeeStack to a platform that BeeKit does not already support

» Learn about ZigBee. For a tutorial on ZigBee, go to www.freescale.com/zigbee and click on Online
Training

Freescale ZigBee™ Application User’s Guide for ZigBee 2007, Rev. 1.8
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Chapter 2
Freescale Development Boards

2.1 HCS08 MCU Development Boards

The following development boards are based on the Freescale HCS08 based ZigBee transceivers:

* Evaluation Board for QE128 MCUs (1320x-QE128EVB)

* Network Coordinator Board (MC1321x-NCB)

» Sensor Reference Board (MC1321x-SRB)

* 1323x-RCM (Remote Controller Motherboard) with a 1323x-MRB (Modular Reference Board)
plugged in

* 1323x-REM (Remote Extender Motherboard) with a 1323x-MRB (Modular Reference Board)
plugged in

NOTE

The MC1321x and MC1323x based boards have a limited flash memory
capacity compared to the 1320x-QE128EVB. Application developers
should use the MC1321x and MC1323x boards for ZigBee End Device
applications instead of ZigBee Coordinators, Routers, or Combo Devices.
See the BeeStack Application Development Guide for details about how to
reduce application FLASH size.

Table 2-1. Freescale HCS08 Development Boards

Board Number Device Type Serial Interface Board Features
MC1321x-NCB MC13213 (SiP using USB and RS232 LCD with two 16-character rows, PWM-driven speaker
MC68HCS908GT60)
MC1321x-SRB MC13213 (SiP using USB 3-axis accelerometer, temperature sensor,
MC68HCS908GT60) PWM-driven speaker

1320x-QE128EVB | MC13202 and socket |[USB and RS232 LCD with two 16-character rows
for QE128 MCUs such
as Flexis 8-bit

MC9S08QE128
1323x-RCM + MC13233 (PiP using a | USB MCU and IR CMT connector are on the MRB daughter
1323x-MRB MC9S08 QE core) card; LCD with two 16-character rows; 3-axis
accelerometer; PWM-driven speaker; matrix remote
control-style keyboard; touchpad
1323x-REM + MC13233 (PiP using a |USB MCU and IR CMT connector are on the MRB daughter
1323x-MRB MC9S08 QE core) card

Freescale ZigBee™ Application User’s Guide for ZigBee 2007, Rev. 1.8
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Freescale Development Boards

211 HCS08 MCU Board Details

Each of these boards has:
» aFreescale HCS08 MCU:

— 60KB flash for MC1321x MCUs, 82KB for MC13233, or 128 KB flash for MC9S08QE128

— 4KB static RAM for MC1321x MCUs, SKB for MC13233 or up to 8KB for MC9S08QE128

— Two Serial Communication Interface (SCI) ports for MC1321x boards and 1320x-QE128EVB
— If a board has an RS232 connector, it uses SCI 1
— Ifaboard has a USB connector or a 2”4 RS§232 connector, it uses SCI 2

— One Serial Communication Interface (SCI1) port for MC1323x boards

— One Serial Peripheral Interface (SPI) port connected to the ZigBee radio for MC1321x boards
and 1320x-QE128EVB

* Four push button switches (S1-S4 for MC1321x boards or SW2-SW5 on 1320x-QE128EVB) on
MCU input pins. Pin assignments are not identical across all boards

* Matrix Remote Control Keyboard for MC1323x boards; BeeStack ZigBee applications use only
switches SW1-SW4 and the MCU Reset Switch on the 1323x-MRB.

* Four LEDs (LED1-LED4) on MCU output pins. Pin assignments are not identical across all boards
* A six-pin Background Debug Mode (BDM) connector for programming the flash and using the
debugger

The applications use the four switches and the four LEDs identically on all boards even though the pin
assignments differ, as explained in the next chapter.

The MC1323x-RCM, MC1323x-REM, 1320x-QE128EVB, EVB, NCB, and SRB have a USB-UART
translator circuit. That does not affect the code on the MCU (the USB port looks like an RS232 port), but
the USB port can power the board, and it is easier to connect more than a few boards to a computer if they
use USB. The boards are shown in the following figures.

Freescale ZigBee™ Application User’s Guide for ZigBee 2007, Rev. 1.8
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Freescale Development Boards

USB

Connector
" , Qe r
B s L
. PORT 8 pzZioo PORT C H PORT A =< POAT 0/6 BDM

cSerlalt - |ERTE ‘ _J i Connector

onnector. 2 2 e e 7 -3

Power : ;
Connector

On/Off Reset LED1 LED2 LED3 LED4
Switch Button SW1 Sw2 SW3 Sw4

Figure 2-1. MC1321x-NCB

BDM
Connector

@

On/Off Reset LED1 LED2 LED3 LED4
Switch Button SW1 Sw2 SW3 Sw4

Figure 2-2. SRB Evaluation Board
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Freescale Development Boards
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Figure 2-3. 1320x-QE128EVB
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Freescale Development Boards
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Figure 2-4. 1323x-RCM with 1323x-MRB Plugged In
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2.2

Freescale Development Boards

MC1322x (ARM7) MCU Development Boards

The following development boards are based on the Freescale ARM7 based ZigBee transceivers:

2.3

MC1322x Network Node (MC1322x-NN)
MC1322x Sensor Node (MC1322x-SN)
MC13226 Network Node (MC13226-NN)
MC13226 Sensor Node (MC13226-SN)
MC1322x Low Power Node (MC1322x-LPN)
MC1322x USB Dongle (MC1322x-USB)

NOTE

The MC1322x Network Node is available with either the MC13224 or the
MC13226. The MC13226 version is identified by exception from the
MC13224 version. For the MC13226, the node PCB has a special
“13226-NCB” label located between the lower part of the LCD and the push
button switch array.

The MC1322x Sensor Node is available with either the MC13224 or the
MC13226. The MC13226 version is identified by exception from the
MC13224 version. For the MC13226, the node PCB has a special
“13226-SRB” label located over the F-antenna on the left side of the PCB.

The MC13226 version of the SRB does NOT contain the XYZ tri-axis
accelerometer.

Available Devices

The MC1322x family is available as two part numbers. These device types differ only in their ROM
contents, all other device hardware, performance, and specifications are identical:

MC13224V - this is the original version and is the generic part type.

— The MC13224V is intended for most IEEE 802.15.4 applications including MAC-based,
ZigBee-2007 Profile 1, and ZigBee RF4CE targets.

— It has a more complete set of peripheral drivers in ROM.

MC13226V - this is a more recent version and is provided specifically for ZigBee-2007 Profile 2

(Pro) applications. Only the onboard ROM image has been changed to optimize ROM usage for
the ZigBee Pro profile and maximize the amount of available RAM for application use.

— The IEEE MAC/PHY functionality has been streamlined to include only that functionality
required by the ZigBee specification. The MAC functionality is 802.15.4 compatible.

— For a typical application, up to 20 kbytes more of RAM is available versus the M13224V

— Some drivers present in the MC13224 ROM have been removed and these include the ADC,
LCDfont, and SSI drivers. These drivers are still available as library functions, but now
compile into the RAM space.

— The Low Level Component (LLC) functionality has also been streamlined for the ZigBee
specification
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2.31

NOTE

When running the Freescale IEEE 802.15.4 MAC (or a related stack) on
the MC1322x platform, neither beaconing or GTS are supported.

See the MC1322x Reference Manual (Document No MC1322xRM), for
information on using applications on these devices.

Development Board Features

Table 2-2. Freescale ARM7 Development Boards

Board Number Device Type Serial Interface Board Features

MC1322x-NN MC13224/MC13226 USB 128x64 graphic monochrome LCD, on-board speaker,
2.5mm audio jack, 4-directional joystick

MC1322x-SN MC13224/MC13226 USB on-board speaker, 2.5mm audio jack, 4-directional
joystick, pressure sensor, temperature sensor, 3-axis
accelerometer (MC13224 only)

MC1322x-USB MC13224/MC13226 USB USB dongle form factor

MC1322x-LPN MC13224 JTAG Small form factor and low power usage.

The boards have the following common features:

e A Freescale MC1322x MCU:

— 128KB serial flash
— 96KB static RAM
— 80KB ROM

— Hardware Acceleration for IEEE 802.15.4

*  Push button switches: 4 (SW1-SW4) for MC1322x-NN and MC1322x and 2 (SW1, SW2) for
MC1322x-LPN

* 1 Reset switch for MC1322-NN, MC1322x-SN and MC1322x-USB and 1 Reset jumper switch for
MC1322x-LPN

1 (MC1322x-USB), 2 (MC1322x-LPN) or 4 LEDs (MC1322x-NN, MC1322x-SN) for application

purposes

* A JTAG connector for general purpose debugging (add-on socket needed for MC1322x-USB).

The boards are shown in the following figures:
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Chapter 3
Using BeeKit to Create BeeStack Applications

The Freescale BeeKit Wireless Connectivity Toolkit is a comprehensive package of wireless networking
libraries, application templates, and sample applications. The BeeKit Graphical User Interface, part of the
BeeKit Wireless Connectivity Toolkit, allows users to create, modify, and update various wireless
networking configurations.

After users have configured a networking project, BeeKit can generate an XML file that can be imported
by an IDE such as Freescale’s CodeWarrior, used for HCSOS projects, or the IAR Embedded Workbench
(IAR EWB) used for ARM7 based projects. Once the IDE has the project contents, users can build the
target files and load them into the appropriate Freescale development boards.

3.1 Creating a BeeKit Project

Perform the following tasks to create a Home Automation network project and configure the individual
devices.
NOTE
The tasks outlined in this chapter are valid for both the HCS08 and ARM7
based BeeStack Codebases. However, because the ARM7 based BeeStack
Codebase also supports the ZigBee Pro Feature Set (Stack Profile 2),
configuration options as shown in some the figures, may be different than
those of the HCS08 based Codebase.
1. Start BeeKit.
2. If another Codebase (MAC, SMAC or Synkro) is selected, perform the following:
a) Select File -> Select Codebase... or click the “Select Other Codebase...” link.
b) Select the BeeStack Codebase version to use from the codebase list.
c) Click Set Active.
3. From the menu, create a new project to configure a new device by selecting the following:
a) File -> New Project...

The New Project window appears as shown in Figure 3-1.
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New Project |Z‘
Project types: Templates:
P 7 Ha GenericApp
- Smart Energy Applications Ha onoOffLight
i Other ZigBee Applications Ha D_HOﬁS“"@
= Other Praject Types Ha DimmableLight
: Ha DimmerSwitch
- Solutions Ha Thermostat
Ha TempSensor
Ha RangeExtender
Ha ConfigurationTool
Ha Combined Interface
Project Name: | |
Solution Name: |My’ Solution |
Location: |C:\Documems and Settings'User\My Documents ‘ B

Figure 3-1. BeeKit New Project Window

Select the ZigBee Home Automation Applications project type from the left side of the window.
5. As shown in Figure 3-2, select the HaOnOffLight template.
For the small network being built in this guide, fill in the text boxes for the template application as

follows:
Project Name: ZcHaOnOffLight

Solution Name: HaLightingSolution

Location: BeeKitSolutions (sub directory on host PC)

New Project
Project types:

. ZigBee Home Automation Applications
%--Smart Energy Applications
i Other ZigBee Applications
= Other Project Types
- Solutions

Templates:
Ha GenericApp
Ha OnOfflight

Ha OnOffSwitch

Ha DimmableLight

Ha Dimmerswitch

Ha Thermostat

Ha TempSensor

Ha RangeExtender

Ha ConfigurationTool
Ha Combined Interface

Ha OnOffLight Template application

Project Name: |2:Ha0n0f'ﬁ.\ght

Solution Mame: |HaLighﬁngSaIunon

Location: |C:\BeEthSnluunns

(]

Figure 3-2. Project/Template Select
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Using BeeKit to Create BeeStack Applications

6. Click the OK button to create the project for the first device.

3.11 Basic Options

After the New Project window closes, the BeeKit Project Wizard Welcome window opens as shown in
Figure 3-3.

* Freescale BeeKit Project Configuration: ZcHaOnOffLight

-
#,  Freescale

::‘ =] eeKit"" Welcome to the BeeStack configuration wizard

BeeStack Configuration Overview Using the wizard you can make configuration changes to the default settings of the
= application.

Select Hardware T: t
R Currently the main default settings of the ZcHaOnOffLight application are:

Select Platform Modules
» Target Board: MC1322x Sensor Node

+ ZigBee Device Type: Coordinator
# BeeStack Configuration: No security without mesh routing - Stack profile 1

Set UART Parameters
Select ZigBee Device Type

Choose BeeStadk Network Type
Select BeeStack Configuration Click <Next> to start making configuration changes.

Tz R Click <Finish> at any time to close the wizard and save the modified configuration.

G . Click <Set Defaults> at any time to close the wizard and discard any modifications.

Back I Next ] ’ Finish ] ’ Set Defaults

Figure 3-3. BeeKit Project Wizard Welcome Page

Review the current project settings. In this example, the board is a MC1322x Sensor Node, the ZigBee
node type is coordinator, and there is no security or mesh routing enabled. The selected stack profile is
Stack profile 1 which is the default setting for HCSO08 BeeStack codebase (The default settings depend on
codebase platform and the project type).
There are four ways to proceed from the Wizard welcome window.

» Ifusers accept all of these settings, they can select Finish now without any more configuration

» Ifusers know the settings they want to change, they can go directly to them and select them from
the choices on the left

» Ifusers do not know what choices are available, they can click on the Next button. This is the
choice described in Section 3.1.2, “Custom Configuration Options”

» Ifusers wish to discard the modification they have made to the default configuration and close the
wizard, they can click the Set Defaults button.
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3.1.2

Custom Configuration Options

Users can modify the device configurations by clicking on the Next button in the Welcome window. The
Hardware Target selection page appears as shown in Figure 3-4 (ARM?7 codebase version) and Figure 3-5
(HCSO08 codebase version).

':, Freescale o
> BeeKit
BeeStack Configuration Overview
Select Hardware Target
Select Platform Modules
Set UART Parameters
Select Zigbee Device Type
Choose BeeStadk Network Type
Select BeeStack Configuration
Set Extended Address and PAN ID
Set Channels

Figure 3-4

-~
-, Freescale
"

- ™
>” BeeKit
BeeStack Configuration Overview
Select Hardware Target

Select Platform Modules:

Set UART Parameters

Select ZigBee Device Type

Choose BeeStadk Metwork Type
Select BeeStadk Configuration

Set Extended Address and PAN ID
Set Channels

,-': Freescale BeeKit Project Configuration: ZcHaOnOffLight

,-‘: Freescale BeeKit Project Configuration: ZcHaOnOffLight

Select the hardware target board for your project

& MC1322x Sensor Node

O MC1322x Network Node

O MC1322x Low Power Board
O MC1322x USB Dongle/Zniffer
) User Defined Target

[ Back ] l MNext ] [ Finish ] [ Set Defaults

. Hardware Target Page for ARM7 BeeStack Codebase

Select the hardware target board for your project

O MC1323x-RCM

O MC1323x-REM

O MC1321x-SRB

© MC1321x-NCB

® MC1320x-508QE128-EVB

O user defined target configuration

[ Back ] [ Next l l Finish ] [ Set Defaults

Figure 3-5. Hardware Target Page for HCS08 BeeStack Codebase
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Using BeeKit to Create BeeStack Applications

1. Change the device to a specific platform. This example uses the MC1322x Sensor Node for ARM7
codebases and the MC1320x-QE128-EVB for the HCS08 codebases.

2. Select the MC1322x Sensor Node or MC1320x-QE128-EVB radio button and click on the Next
button. The Platform Modules page appears as shown in Figure 3-6.

(X
-7 Freescale BeeKit Project Configuration: ZcHaOnOffLight
oot WD lect platf dules to be enabled
> =y Select platform modules to be enable
>~ BeeKit
BeeStack Configuration Overview LEDs
Select Hardware Target Keyboard
Select Platform Modules Joystick
Set UART Parameters Buzzer
Select ZigBee Device Type [] Hon-Volatile Memory
Choose BeeStadk Network Type
Select BeeStadk Configuration
Set Extended Address and PAN ID
Set Channels
[ Back ] l Mext ] [ Finish ] [ Set Defaults ]

Figure 3-6. Platform Modules Page

4. Leave the default platform modules settings unchanged. LEDs and Keyboard modules on the board
will be enabled. Click Next to go to the UART Parameters page shown in Figure 3-7.

_* Freescale BeeKit Project Configuration: ZeHaOnOffLight

Freescale

BeeKit"‘ Select UART communication settings

BeeStack Configuration Overview Select UART modules to be enabled
Select Hardware Target Enable UART on USB

Select Platform Modules

Set UART Parameters Enable ZTC over the UART

Select ZigBee Device Type [ Enable ZTC

= % 7 Zigbee Test Client (ZTC) allows target testing and BeeStack message inspection over
Cliine Hect Lt BE AR e the UART using PC software.

Select BeeStack Configuration

Set Extended Address and PAN ID
Set Channels

[ Back ] [ MNext l [ Finish ] [ Set Defaults ]

Figure 3-7. UART Parameters Page
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Using BeeKit to Create BeeStack Applications

6. Leave the default UART settings as is. The UART module will be enabled on the USB port of the
board and ZTC will be disabled. Click Next to go to the ZigBee Device Type Selection wizard page

shown in Figure 3-8.

,-'—' Freescale BeeKit Project Configuration: ZcHaOnOffLight

“», Freescale

=2 — . .
P BeeKlt Select the ZigBee device type of the target

BeeStack Configuration Overview & Coordinator
Select Hardware Target O Router
Select Platform Modules O End device

Set UART Parameters ) Combo device

Select ZigBee Device Type

Choose BeeStadk Network Type
Select BeeStadk Configuration

Set Extended Address and PAN ID
Set Channels

[ ea J[ vex ][ e ||

Set Defaults

Figure 3-8. ZigBee Device Type Selection Page

7. Make sure the Coordinator is selected as Device type.

NOTE

Each network requires only one coordinator. When repeating these steps for

additional devices select the correct Device type (End Device) being
configured.

8. Click the Next button. The BeeStack Network Type page appears as shown in Figure 3-9 (ARM?7

codebase version).
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-* Freescale BeeKit Project Configuration: ZcHaOnOffLight

-,
o  Freescale

::t B e eKit"' Select the BeeStack network configuration of the target

BeeStack Configuration Overview & MNo security without mesh routing - Stack profile 1

Select Hardware Target O Mo security with mesh routing - Stack profile 1

Select Platform Maodules ( standard security without mesh routing - Stack profile 1
SetUART Parameters ( standard security with mesh routing - Stack profile 1
Select ZigBee Device Type O No security with mesh routing - Stack profile 2

Choose BeeStadk Network Type ) standard security with mesh routing - Stack profile 2

S S AT O High security with mesh routing - Stack profile 2
Set Extended Address and PAN ID

Set Channels [] Use a manufacturer specific stack profile ID:

[ Bk || v |[ Fmen ][ setpefurs |

Figure 3-9. BeeStack Network Type Selection Page Codebases

9. Make sure the “No security without mesh routing - Stack Profile1” option is selected as the
BeeStack network configuration.

10. Click Next.
11. The window as shown in Figure 3-10 displays additional BeeStack configuration options.
12. Click Next to keep these default options and move to the next window.

- Freescale BeeKit Project Configuration: ZcHaOnOffLight

2,
#»  Freescale

P B eeKit"" Select BeeStack Configuration Parameters

-

BeeStack Configuration Overview [] Enable packet fragmentation
Select Hardware Target Enable PAN ID conflict resolution
Select Platform Modules [] Enable Inter-PAN communication
Set UART Parameters

Select ZigBee Device Type

Choose BeeStadk Network Type

Select BeeStack Configuration

Set Extended Address and PAN ID

Set Channels

[ Bk [ wet [ Fnish [ setDefaits

Figure 3-10. BeeStack Configuration Parameters Codebases
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2, Freescale
>* BeeKit"
BeeStadk Configuration Overview
Select Hardware Target
Select Platform Modules
Set UART Parameters
Select ZigBee Device Type
Choose BeeStadk Network Type
Select BeeStadk Configuration
Set Extended Address and PAN ID
Set Channels

- Freescale BeeKit Project Configuration: ZcHaOnOffLight

Set the Extended Address of the target and the PAN ID

Set the Extended (MAC) Address

mse |00 | oo oo oo oo oofoo]o0] Lss

Set the Extended Address to all 00s to generate a random address

Set the Personal Area Network (PAN) ID

MsE LSB

Default PAN 1D for the target network. The valid range is 0x0000-0x3FFF. Set to al

FFs to generate a random PAN ID

14. The Extended address and PAN ID page appears as shown in Figure 3-11.

[ o [ ven

I

Finish

] [ Set Defaults

Figure 3-11. Extended Address and PAN ID Selection Page

,-‘—' Freescale BeeKit Project Configuration: ZcHaOnOffLight

-,
", Freescale
o

P g TM
> BeeKit
BeeStack Configuration Overview
Select Hardware Target

Select Platform Modules

Set UART Parameters

Select ZigBee Device Type

Choose BeeStack Network Type
Select BeeStadk Configuration
Set Extended Address and PAN ID

Set Channels

Select the channels allowed for RF operation

[] Channel 11 [ Channel 19
[] channel 12 [7] Channel 20
[] channel 13 [] Channel 21
Channel 14 [] Channel 22
[] Channel 15 [] Channel 23
[] Channel 16 [] Channel 24
[] channel 17 [7] Channel 25
[] Channel 18 [] Channel 26

Back

Mext

15. For this example, leave the Extended Address option with all zeros. BeeStack automatically
generates a random (but not guaranteed unique) address. Alternatively, enter the full MAC address
from the label on the development board. Also leave the default PAN ID set to Ox1AAA.

16. Click Next. The Channels page appears as shown in Figure 3-12.

l

Finish

] [ Set Defaults

Figure 3-12. Channels Page
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WARNING

The channel and PAN ID must be the same for all devices on the network.
If users set the channel to something other than the default, verify in the
setup for subsequent devices that the channel is the same one selected for
this initial device. If users select a PAN ID, a colleague might assign the
same value to another PAN later. Expect odd behavior. If users choose
OxFFFF for their PAN ID, the coordinator selects one when it forms its
network. The nodes that join this network must be able to identify the
correct network by some method that does not involve a known PAN ID.
This is not a BeeStack issue; this is a real-world ZigBee issue. User products
must be able to cope with this.

17. Click on the Finish button.

The setup concludes when BeeKit returns to the main Project window.

3.1.3

Creating Additional Devices

To set up a ZigBee wireless network, the coordinator needs other devices to communicate with and control.
Create additional devices by performing the following steps:

1.
2.
3.

From the main menu, Select Solution -> Add Project...
This opens the Add Project window.

Select ZigBee Home Automation Applications the same as was done for the coordinator. This time,
select the HA OnOffSwitch.

Repeat the steps as described in Section 3.1.1, “Basic Options” and Section 3.1.2, “Custom
Configuration Options”. Adjust the settings to suit the application. Note that the current settings
for the switch are different than the light.

After selecting Finish for the switch application, the BeeKit main window appears as shown in
Figure 3-13.
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<+ Freescale BeeKit
file  Solution  Project Help
00 S e 23 B | 5 . | v | End: e

| Start Page | Property List | Search Results |

|‘ ii [=Rr=] H.aLighﬁngSaluht.)n (ARM?7 BeeStack Codebase 3.0.0)
=) {5 ZcHaonOffLight
=[] BeeStack
= |_] Freescale BeeApps
=] Endpaints
|] Ha OnOffLight Endpoint
) Ha onOffLight application
[ MacPhy
[ software Suppart Modules
[ Platform
(5] ZedHaONOFfSwitch
=[] BeeStack
= |_] Freescale BeeApps
=] Endpaints
|] HA OnOffSwitch Endpoint
] HA OnOffswitch application
[ MacPhy
[ Software Support Modules
[ Platform

Help

Error List |E[m_uz|
Error Descripton Origin

Project added 'ZedHaOnOffSwitch'

Figure 3-13. BeeKit Main Window

When users click on a component in the Solution Explorer area, useful information about that item appears
under the Property List tab. Users can also change their settings there. For example,

* To change the development board:
— Select the Platform component in the Explorer window
— Select the Hardware Target property in the Property List
— Use the pull-down menu to select the board
» To change the device type:
— Select the MacPhy component in the Explorer window
— Select the Device Type property in the Property List
— Use the pull-down menu to select coordinator, router, or end device
» To change the BeeStack default configuration regarding routing and security:
— Select the BeeStack component in the Explorer window
— Select the Stack Library Configuration in the Property List
— For HCS08 BeeStack codebases use the pull-down menu to select the configuration

— For ARM7 BeeStack codebases use the BeeStack Configuration Editor by clicking on the [...]
button on the right of the property and use the options in the Editor window to change
configuration

Freescale ZigBee™ Application User’s Guide for ZigBee 2007, Rev. 1.8
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3.1.4 Exporting Created BeeKit Projects

Once all the devices to be used in the network have been created as BeeKit Projects and saved as a BeeKit
Solution, the files must be exported into a format for importing into either the IAR Embedded Workbench
or CodeWarrior IDE used for compiling and debugging.

To export the saved solution:

1. From the Solution menu, select Export Solution. BeeKit verifies the internal consistency of the
configuration, looking for such errors as two endpoints with the same number. If the verification
succeeds, the window that opens will display all the created devices, each with a checked box as
shown in Figure 3-14.

Export Solution E|
Select Projects to be included in the Bxport.
Waming: Exsting files will be overaritten!

Select Project(s):
Include . Project Name Project State

ZcHa0nOff Light Mot Exported
ZedHaOnOff Switch Mot Exported

[ QK H Cancel ]

Figure 3-14. Export BeeKit Project Solution Window

2. Click on the OK button to start the export process. While BeeKit executes this, it displays the
window shown in Figure 3-15, and the steps it takes scroll by in the Messages window pane.

Export Solution

Exporting - Please wait.

Figure 3-15. Please Wait — Exporting Project Window

3. When BeeKit finishes exporting, the Wait window disappears. The Messages window still contains
the export steps, which can be scrolled through. The export process is now complete.

4. Exit BeeKit by choosing File -> Exit from the menu bar.

Freescale ZigBee™ Application User’s Guide for ZigBee 2007, Rev. 1.8
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3.2 Automatically Importing Projects into an IDE

The project files created in BeeKit and saved as Solutions must be imported into CodeWarrior or
Embedded Workbench to build the binary output file suitable for programming into each MCU’s FLASH.

The export and import option is available only for Embedded Workbench.

To export and import the solution into Embedded Workbench automatically perform the following task

From the BeeKit tool bar, click on Solution -> Export -> Open Solution in AR EWB
Or

Click the IDE icon in the toolbar as shown in Figure 3-16 and export the solution in AR EWB.

# Freescale BeeKit

i |4r=~-|"|'=md Q|2
PWDe'ty tist | Search Results |

Export and Open Solution in IAR EWB

Source files are copied from Codebase to solution folder,

solution settings are configured, the IAR Embedded Wcrkbend'1 XML project files are created and
Stack library conficfiEs projects are opened automatically in IAR Embedded Workbench.

Figure 3-16. Exporting and Opening the Solution in Embedded Workbench

BeeKit exports the solution as shown in Section 3.1, “Creating a BeeKit Project”, automatically opens the

IDE and loads the selected projects that were exported. Figure 3-17 shows the projects of the solution
previously created and imported into the [AR EWB.

# IAR Embedded Workbench IDE

File Edit View Project Tools Window Help

Dedd &4 B o] Sy e .®-§4§I§>|@‘“"ﬁ&|&

x
- e B HRRRRRR.,
IZCH alnOfiLight - Debug vl
Files EHE
B [ElHaLightingSolution

[m=)E |Z2cHaOnOffLight - Debug --
L@ () ZedHa0n0tSwitch - Debug

Overview | ZeHaOnOifLight | ZedHaOn0S witch |

Ready

\ | [ w4
Figure 3-17. Solution Projects Imported in IAR Embedded Workbench
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3.3 Manually Importing Projects into an IDE

When BeeKit exports the projects of a solution it creates a *. xm1 file in the exported project folder that can
be used to manually import and open the projects in the corresponding IDE (IAR Embedded Workbench
or CodeWarrior).
To open the projects manually in [AR Embedded Workbench go to the exported project folder and launch
the *.eww workspace file created during solution export.
To open the projects manually in CodeWarrior, follow these steps:

1. Start CodeWarrior, which opens to a blank window or to a start page with the menu at the top.

2. Select File -> Import... as shown in Figure 3-18.

2 €/C++ - CodeWarrior, Development Studio
SN Edit Refactor Havigate GSearch Project Rum  Profiler Processor Expert  Window  Help

New ARESHIEEN Y L g se s e @ e 3 3 g
(RS R R R C AN R P R - I R oo+
open Path... Ctrkbshift+a ® % &

OpenFile...
1] = O 5% outin 52~ @ make | = O

An outline is not available,

& Refresh F5
Convert Line Delimiters To »

Switch Warkspace v
Restart

g Import...
% Export...

Exit

[Zi Problems 52 . | Tasks | ] Console | = Praperties | 48 Remate Systems mY =0
items
Description Resource Path Locsk.. | Type

Figure 3-18. CodeWarrior Import Project...

3. Select Existing Projects into Workspace as shown in Figure 3-19.
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2 Import

Select
Create new projects from an archive file or directary. | E - E I

Select an import source:

| type filker text |

== General
[, Archive File

[3‘ Filg System
L preferences
B2 CiC++
ﬁ' MCU Executable
[=1-[= CodeWarriar
CodeMarrior Classic Project Importer
= s
= RunjDebug
(= Team
(= Cther

‘:':7:' < Back. Finish
Figure 3-19. CodeWarrior Import Existing Project into Workspace

4. Click Next.

5. Navigate to the directory created in the BeeKit export procedure. This directory contains a
directory for each device created earlier in BeeKit. This example uses the directories
ZcHaOnOffLight and zedHaonoffswitch. Users can import both projects simultaneously by selecting
the parent directory of zcHaonoffLight and zedHaonoffswitch directories.

6. In this example as shown in Figure 3-20, it is:

C:\BeeKitSolutions.

2 Import |
Import Projects
Select a direckory ko search for existing Eclipse projects. / ]
-
(%) Select roct directary: | C:\BeekitSolutions | [ Browse,.. |
() Select archive file: | | Browse. ..
Projects:
Ha OnoffLight {C:\BeekitSolutions ZcHaOnOFFLight) Select Al
Ha OnoffSwitch {C:\BeekitSalutions|ZedHa0nOFFSwitch)
Deselect All
|:| Copy projects inko workspace
@

Figure 3-20. CodeWarrior Select Project
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7. Click Finish.

8. The first time you import an MC1320x-QE128-EVB project into the current workspace the
Remote System Missing window opens and displays a warning as shown in Figure 3-21.

ik Remote System Missing le

The project 'ZcHaOnOFfLight' refers to a Remote System ™MC9S0SQE128" that
' does not exist in your current workspace, Do you want to add the Remote
Syskem to your workspace?

MC95080E128
Hardware or Simulakor
MoteRSE Launch Configuration
Address

Confiqure Merge Settings...

Figure 3-21. Remote System Missing Warning

9. Click Yes to add the Remote System from the current project to your workspace.
10. CodeWarrior loads the project files as shown in Figure 3-22.

2 CIC++ - CodeWaryrior, Development Studio

Ele Edit Refactor MNavigate Search Project Run  Profiler Processor Expert  Mindow Help
{03+ | S AR A AENRRCE N C RN N "R R v R N I e = %% Debug | Mg Cic+ |
B Bl ko
2| CadeWarrior Projects 53 =0 = 85 ouwdi 52 @Mk = 0O
=2 =
|E_§| 18 P pe An outline is not available.
File Mame Size | Typ

125 ZedHaOnOfFSwitch : ZedHaOnOFFSwit

= ZigBee
\=| ZeHaonOffLight.Jaunch 17 KB
(= ZcHaCnoOffLight
E startup.crd 1KB
(2= 55M
reset.cmd 1KB
E preload. crd 1KB
postlaad.crd 1KB
= PLM
= MacPhy
[rl Includes
=] beekit.hwl 1KB
=] beekit.hwe OKB

(= BeeApps

&Prublsms = E.Tasks El Console El Propertie JERsmuts € Progress q@TargetT QnSearch u Memary =8
0 items "

Descripkion

|~
|
|~
|

J2eHaCnOffLight

Figure 3-22. CodeWarrior Project Window
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3.4 Building a Code Image Using the IDEs

3.41 Building a Code Image Using Embedded Workbench

To build the application binary in IAR Embedded Workbench:
1. In the Workspace panel, select the Overview tab.
2. Right click on the project to build.
3. Select “Set as Active” from the menu.
4. Build the binary in one of three ways:
a) Press the Make hot key F7
b) Click the “Make” icon
c) From the menu select Project -> Make

Embedded Workbench reports the build progress in the Build Messages panel as shown in Figure 3-23.

/2 1AR Embedded Workbench IDE
File Edit VWiew Project Tools Window Help

DEHE &S 2R «| A4yl pabh BRS D

x | - x
|ZeHa0r0ffLight - Debug ~|
Files EE]

B E]HaLightingSolution

Ha EI--

L@ [ ZedHaOnOfSwitch - Debug

Dverview | ZeHa0n0fLight | ZedHaOnOKSwitch |

x

| Messages
Building configuration: ZeHaOnOffLight - Debug
Updating build tree...
ASL Userinterface.c
ASL_Zdpinterface.c
ASL_zclinterface.c
AppStackimpl.c

i | &

[Errars 0, Warnings 0 [ [ om0 2
Figure 3-23. IAR EWB Showing the Build Messages Panel
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3.4.2 Building a Code Image Using CodeWarrior

Build the application binary in CodeWarrior in one of three ways:
1. Click the “Build” icon (Looks like a hammer.)
2. From the menu select Project -> Build Project
3. Right click on the project -> Build Project

CodeWarrior reports the build progress in a window it opens and then closes as shown in Figure 3-24.

2 Build Project

& Building project...
1)

( ]

Invoking Command: C:iProgram Files\Freesc, .0, 1ignutbinimake pre-build main-build

[Run in B_ackground” Cancel H Details == ]

Figure 3-24. CodeWarrior Build Window

3.5 Loading the Code Image into a ZigBee Device

3.5.1 Loading the Code Image into a MC1322x Board via JLink

Perform the following steps to load the code image into a MC1322x, ARM7 based evaluation board from
within Embedded Workbench using the JLink JTAG debugger pod.

1. Connect the JLink pod to the computer using a USB cable.
2. Turn on the MC1322x evaluation board.

3. Connect the JLink ribbon cable to the JTAG pins on the evaluation board. Align pin 1 of the JTAG
port which is marked with a white dot with the blue ribbon wire of the JLink.

4. Download the compiled image to the board in one of three ways:
a) Press the Debug hot key Ctrl+D.

b) From the Project menu select Download and Debug (Embedded Workbench 5.20 (no later) or
Debug (previous versions).

c) Click the Debug icon (a green triangle icon) in the main toolbar.

5. Wait until the board’s FLASH memory is written. When this is complete, the IAR EWB debugging
window appears as shown in Figure 3-25.
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3.5.2

# 1AR Embedded Workbench IDE fExK
File Edit View Project Debug Disassembly Jdink Tools Window Help
O U@ = A ¥
= Za LB XK
x | PR3 Disassembly x
|zeHa0n0tiLiaht - Debug | j Goto | ~|
Files e SECTION .vect: CODE .-

__iar section$$root

2 @ HsLightingSalution R L o L R L =7 00400000 EAD0396
|-@ (8 ZcHaOnOfLight ... v
B ZedHa0n0fSwitch - v CODE32 00400004 EAD0393
_start_vector_ 00400002 EA00399
B __start_ 3 A/ reset J

0040000C EA00393
#ifdef NO_USE_EXCEPTIONS
B

Feserved_ s /7 reserved 00400010 EADO399

B _reserved_ 3 // reserved 00400014 EA00338

B __reserved_ 3 /7 reserved

& __reserved_ S /7 reserved 00400018 EAFO3CE
#else

B __UndefInstructionHndlr_ 3 /7 undefined instr 0040001C EAFD3CE

B __SupervisorHndlr_ 3/ supervisor Next label i= a Thu

B __PrefetchAbtHndlr_ ; A/ prefetch abort RP_Vector_Thumb_0:

B __DataAbtHndlr_ 3 // dota abort __lar_section$Sroot
#endif 00400020  EB410 a

. J/ reseru hd 00400022 4cos
Dverview [ZetaDn0iLign] Zeaaon « [+ | 1o ﬁ‘ reserved i1 reserved ﬁ ¢ 3

= Messages File Li... n

Building configuration: ZcHaOnOffLight - Debug
Updating build tree..

PWR.c

Flatforrminit.c

Flatforminterrupts.c

SeProfile c

Sound.c

T5_kermelc

DebugLog  Build *

Ready Errors 0, Warnings 0 NUM

Figure 3-25. IAR EWB Debugging Window

Stop the debugger by pressing Ctrl+Shift+D or by choosing “Stop Debugging” from the Debug
menu.

Right click on the HaOnOffSwitch application in the Workspace Overview panel and select “Set
as Active” from the context menu.

Repeat the steps as shown in Section 3.5.1, “Loading the Code Image into a MC1322x Board via
JLink” to load the code for the other application into another board.

Loading the Code Image into a HCS08 Board via P&E BDM

To load the code image into a MC1323x/MC1321x/MC1320x HCS08 based evaluation board using the
P&E BDM pod perform the following steps:

1.

Connect the P&E BDM pod to the host computer using the USB cable. A lighted blue LED
indicates the BDM has power and a successful USB connection.

Connect the BDM pod to the device. Align pin 1 of the BDM port connector with the red wire of
the flat cable connector

— 1321x-NCB: The connector is marked “BDM?”, and pin 1 has a white dot beside it
— 1320x-QE128EVB: The connector is labeled J9, and pin 1 is the one next to the label
— 1323x-MRB: The connector is labeled J4 BDM and pin 1 is marked with ‘1’

Turn on the board.

The amber LED on the BDM will now light up, and the LED on the development board will also
light up. If not, switch the power off and on again on the board. Recheck the connection to the BDM
port. Check the power adapter connection to the board or verify that the batteries are charged.

Select the project for which you what to download the image.
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6. Download the compiled image to the board in one of three ways:
a) Press the Debug hot key F11
b) Click the “Debug” icon (Looks like a bug.)
c) From the menu select Run -> Debug

CodeWarrior switches to the Debug perspective as shown in Figure 3-26.

2 Debug - CodeWarrior Development Studio

File Edit Mavigate Search Project Run  Profiler PEMicro - Processor Expert  Window Help
C = = = ] F o F 2 = : TR
I mie TR SN SRS AR AN < R I MR : B 35 Debug | FEcrces
%5 Debug 52 = O | 69 variables 2 O Breakpaints | [J Cache | 8 Registers =0
i m~- v <5 B[ EH-|§ -
= [£] 2eHaonoFfLight [CodetWarrior Downlaad] Marme Yalue Location
HES08, ZeHatnOFfLight. abs (Suspendsd)
B CriBeekitSolutions\ZcHaOnOFfLightl ZcHa0nOffLight ZcHaonOFFLight abs (5{16/11 12:26 F
< >
= [ || =2 Disassembly &2 EE Outline =0
Mo debug context, hd
El console £2 &2 Tasks | [0 Memory JERemote Systems @Target Tasks [S_Prob\ems {2 Executatles | [0 Memary Brawser 4 x of | ™ B-r5-=0
ZcHaonOfFLight
Info: Module has been erased. ”~
Info: CHMD:>PM
Info: Prograpmning and Verifying.
Info: Processing Chject File Data ...
v
i Launching ZeHaOnOffLight: (100%) (=) &

Figure 3-26. CodeWarrior Debug Perspective

7. Close the debugger by selecting Run -> Terminate.

WARNING

Exit the debug mode to avoid multiple debug appearances; having multiple
appearances while setting up boards can produce unexpected results.

8. Disconnect the board and exit the CodeWarrior project, leaving CodeWarrior running.
9. Power cycle the board or press the reset button to get the board ready for use.
10. Repeat these steps to put the ZedHaOnOffSwitch code into another board.
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Chapter 4
Starting and Running a Simple ZigBee Network

This chapter goes through the steps to establish a small Home Automation network using the two nodes
programmed in the previous chapters. The network consists of the HA OnOffLight and the HA
OnOffSwitch.

4.1

1.

NOTE

Referring to switches SW1-SW4 in this chapter refers to the four
push-buttons present on most of the Freescale development boards. For
example, on the 1320x-QE128EVB, the four buttons are actually labeled
SW2-SW5.

If using the MC1322x-LPN board, only two buttons and two leds are
available. Restrictions and changes related to this board are mentioned in
the corresponding steps if needed. See Section 2.1.1, “HCS08 MCU Board
Details” for more information.

Starting the Network

Turn on the power for the OnOffLight.

LED1 will flash to indicate that the board is not on a network (if a ZR or ZED) or that a network
has not been formed (ZC).

Press SW4 to select a channel other than the one selected in BeeKit (optional - not available if a
MC1322x-LPN board is used for one of the nodes).

With each key press, the four LEDs will light up briefly to indicate the channels from 11 to 26. The
LEDs display the offset from channel 11 in binary: 0000 is channel 11, and 1111 is channel 26.

. Repeat steps 1 and 2 for the OnOffSwitch. The network will not form if the two nodes are on

different channels after step 2, because the example applications are configured to look on only one
channel for a network.

Start the network with the following steps:

1.

Press SW1 on the OnOftfLight, which is configured as the ZC.

The LEDs 1-4 will light up in sequence and then go out until only LED1 remains lighted. This is
the first step in creating a small network, since this step serves to form the network.

Press SW1 on the OnOffSwitch, which is configured as the ZED.

All the LEDs on this board will flash in a series, and finally only LED1 will light to indicate that
ZED has joined the network that the OnOffLight has formed.

Press SW3 first on one board, then within ten seconds, press SW3 on the other board, to bind the
devices.
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4.2

A i e

LED3 starts flashing, then goes solid when binding completes. If LED3 flashes, but then goes out
(unlighted), binding failed. Turn off the boards and try again.

If using the MC1322x-LPN board, press SW2 instead of SW3 and monitor LED2 instead of LED3.

Long press SW1 to go into run mode on both boards. Holding a switch down for more than one
second is a long press.

Running the Network: Remotely Controlling a Light
Press SW1 on the board defined as the ZED (OnOffSwitch) to toggle the light.
LED2 on the ZC (OnOffLight) changes state: it turns on.

Press SW1 on the ZED again to toggle the light.

LED?2 on the ZC changes state again: it turns off.

SW1 on the ZC can also toggle the light. Press it and ZC’s LED2 changes state
Press SW1 on the ZED again to toggle the light again.

This completes setting up and using a small Home Automation Lighting Control network. For additional
example applications, see Chapter 5, “Creating a Wireless UART Application”.
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Chapter 5
Creating a Wireless UART Application

This chapter shows how to create a Freescale Wireless UART application using the Freescale BeeKit
Wireless Connectivity Toolkit. The Freescale Wireless UART application is not part of the ZigBee
Alliance Home Automation (HA) profile and is not part of any other ZigBee public profiles. The Wireless
UART application is considered by the ZigBee Alliance (www.zigbee.org) as a “Manufacturer Specific”
profile, in that these applications are only meant to function with devices from a single manufacturer.

The Wireless UART runs in a fully buffered interrupt driven mode and is well suited for large file transfers.
However, the example used in this chapter only sends a small amount of text to show Wireless UART basic
functionality.

The following scenario is based on using a HCS08 BeeStack codebase. Exceptions are noted where there
are differences when using an ARM7 BeeStack codebase.

5.1 Creating the Wireless UART BeeKit Project

Follow these steps to create a BeeKit project and configure the Coordinator and Router devices.
1. Start the BeeKit Wireless Connectivity Toolkit.

2. If another Codebase (MAC, SMAC, BeeStack Consumer (RF4CE) or SynkroRF) is selected,
perform the following:

a) From the tool bar select File -> Select Codebase... or
click the “Select Other Codebase...” button.

b) From the Codebase list, select a BeeStack Codebase version.
c) Click the Set Active button.

3. From the menu, create a new project to configure a new device by selecting File -> New Project...
The New Project window appears as shown in Figure 5-1.
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New Project [Z|
Eroject bypes: Templates:

ZigBee Home Automation Applications Ha zenericApp

ZigBes Smart Energy Applications Ha OnCiffLight

Other Zighee Applications Ha OnCFFSwitch

Ha DimmablzLight

Ha DimmerSwitch

Ha Thermostat

Ha TempSensor

Ha RangeExtender

Ha ConfigurationTool
Ha Combined Interface

ZigBee Health Care Applications
- Other Project Types
Solutions

Project Mame: | ‘

Salution Mame: |My Solution ‘

Location: [Do{Profiles|ser|My Documents| | E]

Figure 5-1. BeeKit New Project Window

>

If using the HCSO08 codebase, select the Other ZigBee Applications project type from the left side
of the window.

As shown in Figure 5-2, select the Wireless UART template.

For the small network being built in this guide, fill in the text boxes for the template application as
follows:

Project name: ZcWirelessUART
Solution Name: WirelessUART Solution
Location: c:\WirelessUART (or other sub directory on host PC)

SN

Project kypes: Templates:
ZigBee Home Automation Applications GenericApp
ZigBee Smart Energy Applications WirelessUART
Other Zighee Applications ;FSth;DF'IB 2
ZigBee Health Care Applications ack Hox
(= Other Praject Types
Saolutions
WirelessUART Template application
Project Name: |ZciirelessUART |
Solution Name: |W|re\essUART Solution |
Location: |c:\W|re\essUART ‘ B

Figure 5-2. Project/Template Select
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7. Click the OK button to create the project for the first device.Basic Options

After the New Project window closes, the BeeKit BeeStack Configuration Overview window appears as
shown in Figure 5-3.

* Freescale Beskit Project Configuration: ZowirelessUART

Freescale

B e eKit"" Welcome to the BeeStack configuration wizard

Using the wizard you can make configuration changes to the default settings of the application,
Currently the main default settings of the ZowirelessUART application are:

» Target Board: MC1323%-RCM
» ZigBee Device Type: Coordinator
» BeeStack Configuration: No security without mesh routing - Stack profile 1

Click =Mext= to start making configuration changes.

Click =Finish= at any time to close the wizard and save the modified configuration,
Click <Set Defaults= at any time to close the wizard and discard any modifications,

Back, [ ek l ’ Finish ] ’ Set Defaults

Figure 5-3. BeeKit BeeStack Configuration Overview Window

There are three ways to proceed from this window.

Review the current project settings. In this example, the board is a MC1320x-S08QE128-EVB, the ZigBee
node type is coordinator, and there is no security or mesh routing enabled. (The default settings depend on
the project type.)

» Ifusers accept all of these settings, they can select Finish now without any more configuration

» Ifusers know the settings they want to change, they can go directly to them and select them from
the choices on the left

» Ifusers do not know what choices are available, they can click on the Next button. This option is
described in Section 5.1.1, “Custom Configuration Options”

Freescale ZigBee™ Application User’s Guide for ZigBee 2007, Rev. 1.8

Freescale Semiconductor 5-3



Creating a Wireless UART Application

5.1.1

Custom Configuration Options

After clicking the Next button in BeeKit BeeStack Configuration Overview window, the Select Hardware
Target window appears as shown in Figure 5-4.

1. Change the device to a specific platform.

NOTE

This example uses the MC1320x-S08QE128-EVB for the HCS08 codebase.

If using an ARM?7 codebase, the equivalent choice is the MC1322x Sensor
Node.

"7 Freescale Beekit Project Configuration: ZowirelessUART

Select the hardware target board for your project

) MC1323%-RCM

) MC1323%-REM

& MC1320%-5080E128-EVE
) MC1321%-5RB

) MC1321x-NCB

[ Back ] [ Next ] l Finish _| [ Set Defaults

Figure 5-4. Hardware Target Page

Select the MC1320x-S08QE128-EVB option and click on the Next button. The Select Platform
Modules window appears as shown in Figure 5-5.

" Freescale Beskit Project Configuration: ZowirelessUART
Freescale

BeeKit"

Select platform modules to be enabled

LEDs

Keyboard

[] LCD Display

[] Non-Volatile Memory

[ Back ] l Mext J [ Finish ] [ Set Defaults

Figure 5-5. Platform Modules Page
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4. Leave the default platform modules settings unchanged. (LEDs and Keyboard modules on the
MC1320x-S08QE128-EVB board enabled.) Click the Next button and the Set UART Parameters
window appears as shown in Figure 5-6. Leave the default UART settings unchanged. (The UART

module enabled on the USB port of the MC1320x-S08QE128-EVB and the ZigBee Test Client
(ZTC) disabled.)

"¢ Freescale Beekit Project Configuration: ZoWirelessUART

':': Freescale o | . . .
= BeeKlt Select UART communication settings
Select UART modules to be enabled

Enable UART on USB

Enable ZT< over the UART
[ Enable 2TC

Zigbee Test Client (ZTC) allows target testing and EeeStack message inspection over the UART
using PC softwara,

l Bark. I L Mext ] [ Finish ] l Set Defaults

Figure 5-6. UART Parameters Page

6. Click the Next button and the Select ZigBee Device Type window appears as shown in Figure 5-7
Ensure that the “Coordinator” option is selected.

"¢ Freescale Beskit Project Configuration: ZowirelessUART

Freescale

Select the ZigBee device type of the target

@ coordinator
O Router

O End device

O comba device

[ Back ] l Mext ] [ Finish ] [ Set Defaults ]

Figure 5-7. ZigBee Device Type Selection Page for Coordinator Device

7. Click the Next button and the Choose BeeStack Network Type window appears as shown in
Figure 5-8. Select the “No security without mesh routing” option.
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"2 Freescale Beekit Project Configuration: ZowirelessUART

Freescale
g™ Select the BeeStack network configuration of the target
BeeKit g 2

(% No security without mesh routing - Stack profile 1

> No security with mesh routing - Stack profile 1

> Standard security without mesh routing - Stack profile 1
> Standard security with mesh routing - Stack profile 1

> No security with mesh routing - Stack profile 2

> Standard security with mesh routing - Stack profile 2

> High security with mesh routing - Stack profile 2
and PAN ID

[] use a manufacturer specific stack profile ID:

[ Back ] [ Next J l Finish I [ Set Defaults

Figure 5-8. BeeStack Network Type Selection Page

8. Click the Next button and the Select BeeStack Configuration window appears as shown in
Figure 5-9. Leave the default settings (PAN ID conflict enabled).

3
"7 Freescale Beskit Project Configuration; ZowirelessUART
Freescale | 2 f
ol Select BeeStack Configuration Parameters
BeeKit 2
[] Enable packet fragmentation
Enable PAN ID conflict resolution
[] Enable Inter-PAN communication
I Back. l L MNext ] [ Finish ] I Set Defaults

Figure 5-9. BeeStack Configuration Page

9. Click the Next button and the Set Extended Address and PAN ID window appears as shown in
Figure 5-10. For this example, leave the Extended Address option with all zeros. BeeStack
automatically generates a random (but not guaranteed unique) address. Alternatively, enter the full
MAC address from the label on the development board. Leave the default PAN ID set to Ox1AAA.
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-7 Freescale Beekit Project Configuration: ZowirelessUART

Freescale

Be eKit"' Set the Extended Address of the target and the PAN ID

Set the Extended (MAC) Address

wseé (00 [ 00 [oo [oo [oo oo oo o0 Lse

Set the Extended Address to all 00s to generate a random address

Set the Personal Area Network (PAN) ID

WsE LB

Default PAN ID for the target network, The valid range is 0x0000-0x3FFF. Set to all FFs to
generate a random PN ID

[ sak  J[ et |[ moeh ][ setoeraus |

Figure 5-10. Extended Address and PAN ID Selection Page

WARNING

The channel and PAN ID must be the same for all devices on the network.
If users set the channel to something other than the default, verify in the
setup for subsequent devices that the channel is the same one selected for
this initial device. If users select a PAN ID, a colleague might assign the
same value to another PAN later. Expect odd behavior. If users choose
OxFFFF for their PAN ID, the coordinator selects one when it forms its

network. The nodes that join this network must be able to identify the

correct network by some method that does not involve a known PAN ID.
This is not a BeeStack issue; this is a real-world ZigBee issue. User products

must be able to cope with this.

10. Click the Next button and the Set Channels window appears as shown in Figure 5-11. Select

‘Channel 14°.

-7 Freescale Beekit Project Configuration: ZowirelessUART

Freescale

Hyl Select the channels allowed for RF operation
BeeKit 2

[] Channel 11 [] Channel 19
[J] channel 12 [] Channel 20
[] Channel 13 [ ] Channel 21
Channel 14 [] Channel 22
[J] channel 15 [] Channel 23
[[] Channel 16 [ ] Channel 24
[J] channel 17 [] Channel 25
[] Channel 18 [ ] Channel 26

[ Back ] Mext [ Finish J [ Set Defaulks

Figure 5-11. Channels Page
11. Click the Finish button.
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5.1.2 Adding a Project for the Router

Now that the coordinator is added, users need to add a project for the Router. To add a project for the
Router using BeeKit, perform the following tasks.

1. From the BeeKit main window, select Solutions -> Add Project. The Add Project window appears
as shown in Figure 5-12.

Add Project ]
Project types: Templates:

- Zighee Home Automation Applications GenericApp

- ZigBee Smark Energy Applications WirelessUBRT

- Other ZigBee Applications Test Profile 2
: Black Box

- Zigkee Health Care Applications
(= Other Project Types
- Solutions

‘wirelessUBRT Templats application

Project Name: |ZrW|rEIessUART |

Solution Name: | |

Location: | ‘ -

Figure 5-12. Add New Project Page

2. Select “WirelessUART” and name the project ZrWirelessUART as shown in Figure 5-13.

3. Continue clicking the Next button until reaching the “Select ZigBee Device Type” window as
shown in Figure 5-13. Select the “Router” option and click on the Next button.

¢ Freescale BesKit Project Configuration: ZrwirelessUART

Freescale

BeeKit“‘ Select the ZigBee device type of the target

O coordinator
@ Router

O End device

© combo device

I Back. l I Mext l [ Finish J [ Set Defaults

Figure 5-13. Selecting “Router” as the Device Type
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4. Click the Next button and the Choose BeeStack Network Type window appears. Select the same
network type using the same settings used for the Coordinator as shown in Figure 5-8. (No security
without mesh routing).

5. Click the Next button and leave the default BeeStack Configuration as for the Coordinator as
shown in Figure 5-9.

6. Click the Next button and set the Extended address and PAN ID the same as it was for the
Coordinator as shown in Figure 5-10.
. Click the Next button and select the same channel as the Coordinator as shown in Figure 5-11.
8. Click on the Finish button.
This completes the steps needed to create a solution/project for the Wireless UART application for

a Coordinator and a Router. The solution is now ready for export for use in CodeWarrior. The
BeeKit main window should appear as shown in Figure 5-14.

# Freescale BeeKit E@E‘

Eile  Solution  Project  Help

S 23 B sy e | v | Find: Q|2

Start Page | Property List | Search Results

FE]

Solut
= ZcWirelessUART
=] BeeStack
=] Freescale Beedpps
=+ Endpaints
|1 twirelessUART Endpoint
] wirelessUART application
|1 MacPhy
|1 Software Suppart Madules
|1 Platform
=] j ZrwirelessUART
=] BeeStack
=] Freescale Beedpps
=1 Endpaints
|1 twirelessUART Endpaint
|1 wirelessUART application
1 MacPhy s
< >

Help

[ Find k|
- @ Besstack 2007/Pro Documentation
HCS08 Transceiver and MCU Documentation
- @ HCS08 Evaluation Boards and Kits Documentation
- @ BesKit Documentation

Error List | Qutput

Error Description Qrigin

< 2 |[|Pocumentation Yiew:  Codebase Documentation

Project added 'ZriwirelessUarRT

Figure 5-14. Main Wireless UART Project Page

5.1.3 Exporting and Importing the BeeKit Projects to an IDE

After the solution is created, export it to an IDE (CodeWarrior or Embedded Workbench) to be built and
loaded to the evaluation boards.

The export and import option is available only on Embedded Workbench.

Freescale ZigBee™ Application User’s Guide for ZigBee 2007, Rev. 1.8
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To export the solution to Embedded Workbench, perform the following tasks:

1.

From the BeeKit main window menu bar, choose Solution -> Export and Open Solution in
Embedded Workbench. Before exporting, BeeKit verifies the internal consistency of the
configuration and looks for errors such as two endpoints with the same number. If verification

succeeds, the window that appears displays the created solution and the IDE that will be used for
building as shown in Figure 5-15.

Open Solution x|

Select Projects to Open.

Select Project(s]:

Include | Project Name Froject State
ZetwirelessUART  Exported
ZivfirelessUART  Exported

Choose builder. ||l

Farce Export Projects before Importing in IDE

Figure 5-15. Export BeeKit Project Solution Window

Click on the OK button to start the export process. BeeKit displays the steps it takes during the
export process in the Messages display area of the BeeKit main window.

When BeeKit completes the export, it launches the IDE and imports the projects in a new
workspace.

Figure 5-16 shows the projects imported in Embedded Workbench.

/# 1AR Embedded Workbench IDE

Fle Edit View Project Tools Window Help o
DwH@ &% 2R | A4yl pdBH BUERS|S
= v x
ZcHaOn0OffLight - Debug A
Files i m
B [@]HaLightingSolution

[Z/7cHa0nOfiLight - Debug v | ]
(9 ZedHa0nOfSwitch - Debug v

Overview | ZcHaOn0fLight | ZedHa0n0fSwitch |
Ready [ [ [ oM g
Figure 5-16. Projects Imported in Embedded Workbench

The export process is now complete.
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4. Exit BeeKit by choosing File -> Exit from the tool bar.

To export and open the projects manually in CodeWarrior, follow the steps presented in Section 3.3,
“Manually Importing Projects into an IDE”.

51.4 Building the Wireless UART Code Image

To build a project in the solution, select the tab corresponding to the project in the IDE workspace then
proceed to build the application binary in one of three ways:

1. Click the “Build” icon (Looks like a hammer.)
2. From the menu select Project -> Build Project
3. Right click on the project -> Build Project

CodeWarrior reports the build progress in a window it opens and closes as shown in Figure 5-17. IAR
Embedded Workbench displays the progress in the Build Messages panel.

2 Build Project

& Building project...
1)

( ]

Invoking Command: C:iProgram Files\Freesc, .0, 1ignutbinimake pre-build main-build

[Run in B_ackground” Cancel H Details == ]

Figure 5-17. CodeWarrior Build Window

51.5 Loading the Wireless UART Code Image into a ZigBee
Device

5.1.5.1 Loading the Wireless UART Code Image Using CodeWarrior

To use the Wireless UART application, the code images must be loaded into the Coordinator board and the
Router board. This section describes how to load the Coordinator code image to the board, but the steps to
load the code image to the Router board are the same.

Connect the P&E BDM pod to the host computer using the USB cable. A lighted blue LED indicates the
BDM has power and a successful USB connection.

1. Connect the BDM pod to the board. Align pin 1 of the BDM port connector with the red wire of
the flat cable connector.

— For the SRB, the connector is J101, and pin 1 is marked with a ‘1’
Turn on the board.

3. The amber LED on the BDM lights up and the LED on the board also lights up. If not, switch the
power off and on again on the board. Recheck the connection to the BDM port. Check the power
adapter connection to the board or verify that the batteries are charged.

4. Select the project where the image will be downloaded.

Freescale ZigBee™ Application User’s Guide for ZigBee 2007, Rev. 1.8
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5. Download the compiled image to the board in one of three ways:
a) Press the Debug hot key F11
b) Click the “Debug” icon (Looks like a bug.)
c) From the menu select Run -> Debug

CodeWarrior switches to the Debug perspective as shown in Figure 5-18.

£ Debug - CodeWarrior Development Studio [9](=1]E5]
Ble Edt Navigate Search Project Run Profler PEMcro sor Expert Window  Help
r @B P % £ im0 Q- ECRCRg [ |35 pebug | @ clct+
%5 Debug 52 = O [ 09= variables 57 9 Breakpoints| [J cache | 8 Registers =8
it m=- #£E|H-|§F -
=1 [C] 2cWirelessUART [Codetwiartior Dowrload] Hame Value Location
&% HC08, ZcwrelessUART. abs (Suspended)
] CriwirelessUBRT| WirelessUART Solution| ZcWirslessUARTIZcirelessUARTIZCWirelessUIAR'
< >
= B |22 pisassembly 52 - 5F outline =8
o debug context <
< >
Bl Console 53 ] Tasks | 48 Remote Systems | 8] Target Tasks | [2 Problems | (3 Execitables| O Memory Browser X BBl =t B-r5-70
ZeWirelessUART
Info: Module has heen erased. o
Info: CMD»PN
Info: Programming and Verifying.
Info: Processing Chject File Data ...
-
o Launching ZewirelessUBRT: (100%) (70 )& ©

Figure 5-18. CodeWarrior Debug Perspective

6. Close the debugger by selecting Run -> Terminate.

WARNING
Exit the debug mode to avoid multiple debug appearances; having multiple
appearances while setting up boards can produce unexpected results.
Disconnect the board and exit the CodeWarrior project, leaving CodeWarrior running.
8. Power cycle the board or press the reset button to get the board ready for use.
This concludes the steps needed to load the code image for the Coordinator.
10. Go to Step 1 and repeat the steps to load the code image to the Router board.

5.1.5.2 Loading the Wireless UART Code Image Using IAR EWB
To load the code image into a MC1322x evaluation board from within Embedded Workbench using the
JLink JTAG debugger pod perform the following steps.

1. Select the Coordinator (ZcWirelessUART) project tab in the Workspace panel.

2. Connect the JLink pod to the computer using a USB cable.
3. Turn on the MC1322x Sensor Node board.
4

Connect the JLink ribbon cable to the JTAG pins on the evaluation board. Align pin 1 of the JTAG
port which is marked with a white dot with the blue ribbon wire of the JLink.

Freescale ZigBee™ Application User’s Guide for ZigBee 2007, Rev. 1.8
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5. Download the compiled image to the board by choosing one of three ways:
a) Press the Debug hot key Ctrl+D.

b) From the Project menu select Download and Debug (Embedded Workbench 5.50 or Debug
(previous versions).

c) Click the green triangle icon in the main toolbar.

6. Wait while the flash of the board is written. When this is complete, the debugging view of
Embedded Workbench will launch as shown in Figure 5-19.

4 IAR Embedded Workbench IDE

Fle Edit Vew Project Debug Disassembly Jiink Tools Window Help

D& i@ | 2 TR B W [ ob ol
= 22 LELZ|X
| [Workspace x E | B Disassembly x
S
Debug | IMPORT RP_Vector_Thumb_3 Z' Goto | |
] A ~
Files sl ot #ifndef NO_USE_INTERRUPTS -
B [P ZcSrbWirelessUART -De... v IMPORT IrgHandler =
DﬁeeApps IMPORT FigHandler )
@ (1 MacPhy #endif 00400004 EADD363
-8 I PLM #ifndef NO_USE_EXCEPTIONS 00400008  EAQD364
@ ssm ;imported from TtcDriver.c
FmazigBee IMPORT mExceptionHandlerPrefetchAbort 0040000C  EADD364
Outeut IMPORT mExceptionHandlerDatadbort
W0 IMPORT mExceptionHandlerUndefined U0200010 EA0DI6Y
IMPORT mExceptionHandlerSupervisor ey wee
#endif

00400018 EAF03CE
SECTION .vect: CODE

0040001C EAF03CE
Next label is a Thu
RF_Vector Thumb _0:
CODE32 __lar_section$Sroot
00400020 B410
00400022 4COS
00400024 SDE7
00400026 2F00
00400028 D004
00400024 OOBF
0040002C  4C03
a8/) mesehued 0040002E 59E7
= 5 s Eresenved 00400030 EC1O0

= s ; // reserved - 00400032 4738 L]
Overview  ZeSibwielessART | ZréibwirelessIaRT MJ" hl » <0l >

hMessages File e
Building configuration: ZcSrbWWirelassUART - Debug E
Updating build tree

ASL_Userinterface.c

ASL_Zdpinterface.c

ASL_zclinterface.c

AppStackimpl.c
g AppToMC13226ADC £

<
Debuglog Buld =

Ready Errors 0, Warnings 0 NUM

Figure 5-19. IAR Embedded Workbench Debugging View

A EMErY POTAT == m s s mme s

_start_vector_
B __start_ ; // reset
#ifdef NO_USE_EXCEPTIONS
B reserved_ 3 /7 reserved
B
B

_reserved_
__reserved_
__reserved_

x

7. Stop the debugger by pressing Ctrl+Shift+D or by choosing “Stop Debugging” from the Debug
menu.

8. Select the Router (ZrWirelessUART) project tab in the Workspace panel

Repeat the Steps 3-7 to put the code for the second application into another MC1322x Sensor Node
board.
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5.2 Wireless UART Setup and Operation

The following sections show how to identify and setup the UART/USB virtual COM ports, set up
Hyperterminal, start the Wireless UART application, form the network, and use the Wireless UART
application.

5.21 Setting up the UART/USB Virtual Com Ports

1. To determine which COM ports is being used by both nodes, plug a USB cable attached to a host
PC into each device and power on the boards.

2. Inthe Windows Device Manager, under the Ports (COM & LPT) option, two devices labeled either
“Freescale ZigBee/802.15.4 MAC COM Device” or “USB Serial Port” appear as shown in
Figure 5-20. (The COM ports shown in Figure 5-20 will be different on every PC).

5 Computer Management |_'. ||I:| |&|
Q File  Action View Window Help ;IilJ
@& S 2 =
Computer Management {Local) + rj Computer ~
- m System Tools +] g0 Disk drives B
+ Event Viewer +] § Display adapters
+ % Shared Folders +- i DVDJCD-ROM drives
+ Local Users and Groups + {28 Human Interface Devices
+-#4 Performance Logs and Alerts +-i=) IDE ATA/ATAPI controllers
E;. Device Manager +- 8 Jungo
= @ Storage + & Keyboards
+ Remavable Storage +- ") Mice and other pointing devices
Disk Defragmenter +- @ Monitors
Disk Management +- B8 Network adapters
+ & Services and Applications =] F\f Ports (COM & LFT)
ry Communications Port (COM1)
5 ECP Printer Port (LPT1)
ry Freescale Zigbee /802, 15.4 MAC COM Device (COM105)
(y Freescale Zighee /802, 15,4 MAC COM Device (COM33)
+- %% Processors
+ @), Sound, video and game controllers
+- ¢ System devices
+ % Universal Serial Bus controllers =

Figure 5-20. COM Ports in Device Manager
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3. Using Hyperterminal, set up a Virtual COM Port for each of the two nodes. Figure 5-21 shows the
correct COM Port settings to run the Wireless UART application.

NOTE
Flow control is enabled on both nodes.

COM33 Properties

Bits per second: |334I}D v|
Data bits: |B v|
Parity: |None v|
Stop bits: | 1 W |
How control: | Hardware w |

[ ok |[ cancel [ fppy |

Figure 5-21. Default BeeStack RS-232 Settings

Figure 5-22 show correct ASCII Setup configuration used to run the Wireless UART application.

ASCII Setup

ASCII Sending
Send line ends with line feeds
Echo typed characters locally

Line delay: D milliseconds.
Character delay: EI milliseconds.

ASCIl Receiving

[v]: Append line feeds to incoming line endsi
[] Force incoming data to 7-hit ASCII
Wrap lines that exceed terminal width

| ok || Cancel

Figure 5-22. Additional Terminal Program Settings
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5.2.2

5.2.3
. Press SW1 on the Wireless UART node that is configured as the Coordinator.

Starting the Wireless UART Application
Connect both the Coordinator and Router to a host PC using USB cables.

2. Open up each of the Hyperterminal programs for each virtual COM port using the Hyperterminal

settings set up in Section 5.2, “Wireless UART Setup and Operation”.

. Turn on the power for the Wireless UART Coordinator and Router.

LED1 flashes to indicate that the board is not on a network or that a network has not been formed
ZigBee Coordinator (ZC).

. As an option, on each node, press SW4 to select a channel other than the one selected in BeeKit.

This is only needed if there are interference issues.
With each key press, the four LEDs light up briefly to indicate the channels from 11 to 26. The
LEDs display the offset from channel 11 in binary: 0000 is channel 11, and 1111 is channel 26.

NOTE

The network will not form if the two nodes are on different channels after
Step 2, because the example applications are configured to look on only one
channel for a network.

Forming and Starting the Network

LEDs 1-4 light up in sequence and then go out until only LEDI is on. This is the first step in
forming this small network.

. Press SW1 on the Wireless UART node that is configured as the Router.

All of the LEDs on this board will flash in a series, and finally only LED1 stays lit to indicate that
the Router has joined the network that the Coordinator has formed.

To bind the devices, press SW3 first on one board, then within ten seconds, press SW3 on the other

board.

LED3 starts flashing, then goes solid when binding is complete. [f LED3 flashes, but then goes out,
the bind process failed. Turn off the boards and try again by repeating Steps 1-3 of this section.

On both boards, perform a long press (more than one second) of SW1 to bring both boards into run
mode.
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5.24 Using the Wireless UART Application

Once the Wireless UART application is loaded to boards, the application is started, and the network is
formed and running, the Wireless UART application is ready to use.

1. Type some text in one of the Hyperterminal windows as shown in Figure 5-23.

“& COM33 - HyperTerminal |:||§|r>__<|
File Edit View Call Transfer Help

0O & a5 hEH

(3

First Text Typed

|

< | >
Connected 0:03:25 Auto detect Auto detect UM

Figure 5-23. Text Typed in First Hyperterminal Window

2. The typed text is displayed as output in the second Hyperterminal as shown in Figure 5-24

“& COM92 - HyperTerminal |Z||E|E|
File Edit Wiew Call Transfer Help

|

First Text Typed_

<

< | >
Connected 0:02:08 Auto detect 38400 8N-1 UM

Figure 5-24. Text Echoed in Second Hyperterminal Window
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Chapter 6
Creating a Smart Energy Network Application

This chapter shows how to create a Smart Energy Network consisting of three different applications using
the Freescale BeeKit Wireless Connectivity Toolkit. The Freescale Smart Energy applications are part of
the ZigBee Alliance Smart Energy (SE) profile. While this chapter describes how to use the Smart Energy
application, it does not describe the projects in great detail.

6.1

Software and Hardware Requirements

Before performing any of the steps in this chapter, users must ensure the following:

6.2

Chapter 3 and Chapter 4 of this guide have been read, the steps performed and understood
The Freescale Test Tool is installed and running on the PC

The Freescale Test Tool User’s Guide, Section 2.5 has been read, the steps performed and
understood

One 1322x Sensor Node board is available to be used as the Energy Service Interface (ESI)
One 1322x Sensor Node board is available to be used as the MeteringDevice
One 1322x Network Node is available to be used as the InPremiseDisplay

Creating a BeeKit Project

Follow these steps to create a BeeKit project and configure the Coordinator, End Device and Router
devices.

1.

Start the BeeKit Wireless Connectivity ToolKkit.

2. If another Codebase (BeeStack Consumer, MAC or SMAC) is selected, perform the following:

a) From the tool bar, click on File -> Select Codebase... or click the “Select Other Codebase...”
button.

b) From the Codebase list, choose the appropriate BeeStack Codebase version.
c) Click the OK button.

From the menu, create a new project to configure a new device by selecting File -> New Project...
The New Project window appears as shown in Figure 6-1.
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10.

New Project g|
Project bypes: Templates:

ZigBee Home Automation Applications Se Energy Service Inkerface

ZigBee Smart Energy Applications Se MeteringDevice

Other ZigBee Applications Se InPremiseDisplay
Se LoadControlDevice

ZigBee Black Box Binary o e PCT
ZigBee Health Care Applications Se PrePayment Terminal
BlackBio: Host Home Automation Applications Se Smark Appliance
BlackBox Host Smart Energy Applications
BlackBaox Host Other Applications
BlackBox Host Healthcare Applications
= Other Project Types
Solutions

Praoject Mame:
Solution Mame: [My Solution

Location: ctise_demo', E

Cancel

Figure 6-1. New Project Window

Select the ZigBee Smart Energy Applications project type from the left side of the window.

Select the “Se Energy Service Interface” (ESI) template and create the project by entering the
following information into the appropriate field:

Project Name: ZcEnergyServicelnterface
Solution Name: SE Demo Solution
Location: c:\se_demo (or other sub directory on host PC)

Use the default settings and only change the hardware settings if a board other than a 1322x Sensor
Node or 1322x Network Node are used.

Add an “SE MeteringDevice” to the Solution from the BeeKit main window by selecting Solution
-> Add Project.

Select the ZigBee Smart Energy Applications project type from the left side of the window.

Select the “Se MeteringDevice” template and create the project by entering the following
information into the appropriate field:

Project Name: ZedMeteringDevice

Use the default settings and only change the hardware settings if a board other than a 1322x Sensor
Node or 1322x Network Node are used.

Freescale ZigBee™ Application User’s Guide for ZigBee 2007, Rev. 1.8

6-2

Freescale Semiconductor



Creating a Smart Energy Network Application

11. Add an “Se InPremiseDisplay” to the Solution from the BeeKit main window by selecting Solution

-> Add Project.

12. Select the ZigBee Smart Energy Applications project type from the left side of the window.

13. Select the “Se InPremiseDisplay” template and create the project by entering the following
information into the appropriate field:

Project Name: ZrInPremiseDisplay

14. Export the solution, compile the projects and program the boards using the [AR Embedded
workbench for ARM as follows:

— Program the Network Node as the InPremiseDisplay.

— Program one Sensor Node as the MeteringDevice.

— Program the other Sensor Node as the ESI.

Figure 6-2 shows the completed project.

Z Freescale BeeKit

file  Solution  Project  Help

LIS H R s | v Q)9

| Start Page | Property List | Search Results \

HwK: Charinel list

200 PAN ID

(100004000

1]

(xaa,0xla

HWK: Extended address

DAA,ORAR, D AR, 0xAA, DXAR,0XAR,TRAA, 0XAR

200 Extended PanlD

000, 000,000,250, 010, 000, D00, 000

20 Netwark discovery attempts 0
ZD0: Netwark discovery scan attempts 3
ZD0: Metwark formation attempts 0
ZD0: Orphan join atkempts 0
200 sean Inkerval 100
200 Discovery attempts timeout 0
ZD0: Netwark Formation attempts Hmeout 0
2D Orphan join attempts interval 1]
20 Netwark rejoin interval 2
ZD0: Netwark Maximum rejoin inkerval 3600
200 End Device Authentication Foll Inkerval 200
ZD0: End davice canfirmation poll Interval 200
200 End Device Poll rate 3000
200 Authentication time out duration 5000

S3P Metwark key

000, 000, Cex00, 050, 010, 000, D0, 000, <0, 000, €00, 0200, 000, 00, £, e

S5P: Trust Center Master key

000, 000, Cex00, 050, 510, 000, D0, 000, <0, 0500, €00, D320, 000, 00, D50, O

S3P: Trust Center Link Key

0x22,0122,0122,0%22,0%22, 122, 0522, 0822, 0822, 022, 0%22,0%22,1%22,0%22,0

53P: dpplication Key Type

2

35P: Trust Center [eee address

(xaa,0xaa,0xaa,0xaa, 0xaa,0xaa, 0xaa, 0xaa

(ARM7 BeeStack Codebase 3.0.11)
cEnergyServicelnterface
BieeStack

] Endpoints

] SE Energy Service Interface application
] Mackhy
~+ ] Software Support Modules
~ ] Platfarm
= 1; ZedMeteringDevice
=+ ] BeeStack

(=] Freescale Beedpps

] Endpoints

-] SE In Metering Device Endpoint

- | SE Metering Device application

g PP
] Mackhy
~+ ] Software Support Modules
~ ] Platfarm
B@ ZrInPremiseDisplay
=] BeeStack
(=] Freescale Beafpps
] Endpoints
“ ] SE In Premise Display Endpoint

+ | SE InPrermise Display application
w ] Mackhy
|| Software Suppart Madules

pp:

«] Platform

; d SE Energy Service Interface Endpoint

Help -

3¢ |apwords fo fing i documentation Find 0\

The BeeApps application example code is integrated into the codebase as templates. Using this, the user can create applications on top of the - Beestack 2007/Pro Documentation

stack without having deep knowledge about ZigBee. The BeeApps source code is as hardware (and MCU) independent as possible to simplify ¢4 HCS0 Transceiver and MCU Dacumentation

porting it to new HCS08 circuit hoards and even change to a different MCU with a minimal effort. - HCS08 Evaluation Boards and Kits Documentation
Q Beekit Documentation

|| Error List | Output
Figure 6-2. Complete Smart Energy Project
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6.3 Controlling a Smart Energy Network

This section describes how to use the Energy Service Interface (ESI) to control a Smart Energy Network.

6.3.1 Board Connection and Network Startup

After creating and downloading the projects to the appropriate boards, perform the following tasks.
1. Connect the appropriate power source to all boards.

2. Connect the Sensor Node being used as the Energy Service Interface (ESI) to a PC using the USB
port on the board. The Freescale Test Tool must already be installed and running on the PC.

3. Configure Test Tool so that it can communicate with the board. See the Freescale Test Tool User s
Guide for more information on board communication.

4. From Test Tool, start the Command Console and ensure that the zigeeeprro.xm1 file is selected.
5. Configure the ZTC-ModeSelect.Request command as shown in Figure 6-3.

& Freescale Test Tool 12

& Command Console :J SCripk Server i Prokocal Analyzer ﬁCoexistence Tool % Firmware Loaders - % Radio Test S" OTA Update - E Beekit 5 Settings @ Help \:’.)

Start Page - Command Consale 3 l Scripk Server

Device List ax
i ¢ Open _iSettings =5 1§

- UARTTxElacking:
e AT Loaded Command 5et | ziggeepro.ml v
OMZ0 [ All Commands. .. [ Add Shorteut ] il =
MLME: DisableMade | gyne Flibyeei] =u02
comM19 o , Oplrow [l byte | = A%
s T . Diabltiode v e o
audrate: 38400 ASP: DisableMode &
e ZTC-\WriteExtaddr. Request OpCode [1 byce | = 00
B gt 30400 ZTC-StarthiwkEx Request LEEE Length [1byte ] =0E
ZTC-Restarthwk Request HLME: DisableMode v UARTTxBlocking [l byte ] = 01
ZTC-StopMNwkEx Request - uCces [1 byce ] =00
ZDP-IEEE_addr_req.Request APSDE: MonitorMode (DizableMode)
| ) . MIME [l byte 1 =00
ZTC-CPU_Reset.Request
R H APSME: MonitorMode % ABP [l byce ]| =00
ZTC-SetChannel.Request {DisahleMode)
ZTC-ReadExtaddr . Request ZDP: MaritarMode NIDE [1byce | = 00
Readatribute HealthCare: (IizableMode)
ZclSimpleMetering_FastPolModeRec NIME [1 byce ] =00
iDisableMode)
APEDE [1 byte 1 =02
(MonitorMode)
AFDE [l byte 1 =02
(MonitorMode)
LDEME [1 byte 1 =02
({MonitorMade)
ZDF [1byte ] =02
(MonitorMade)
HealthCare [1 byte 1 = 0Z
(MonitorMode)
CRC [1 byte ]| = AE
» B¥: ETC-ModeSelect Confirm 0F A4 00 O1
00 A
Enter Command |ZTC-MDdeSeIect.Request A3 00 0B 01 00 000000000202 02 02 02 W

Figure 6-3. ZTC-ModeSelect.Request Command (Confirm Communication)
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6. Select the Device/ComPort used by the ESI board and send the ZTC-ModeSelect.Request
command to ensure that the board connection is working.

7. Send the ZTC-WriteExtAddr.Request command which sends the IEEE address of the ESI as shown
in Figure 6-4.

& Freescale Test Tool 12

& Command Consale EJ Scripk Server & Pratocol Analyzer {@Coexistence Toal %Firmware Loaders ~ %Radio Test g"OTA Update ~ EBeeKit 2 Setkings @Help \"‘J

Skark Page - Command Consale 3¢ ‘ Scripk Server M

Device List 1 x

i ¢ Open - iSettings =5 i | ! @ RecordMacra m | > | W !
| Loaded Command Set [opasprone 9] | 01O DXARRRRAAARALAR A

Active devices , T ETC-ModeSelect.Request 02 A3 00 OB 01 00 00

Urugll [ All Commands[ #dd Shortcut ] 00/00E00302202 00z Do-ab
Syme [l byce 1 =02
& g?uzlrla?e: 38400 ZTC-ModeSelect Reques OpGroup [l byte | = A3
i Reqguest OpCode [l byte ] = 00
F ggﬂé{e: 35400 ZTC-StarthwkEx Request Length [l byte ] = 0B
LTC-Restartiwhk Request UARTTxBlocking [1 byte ] = 01
ZTC-StophwkEx. Request MCPE [1 byte ] = 00 (DisableMode)
ZDP-IEEE_addr_req.Request MIME [l byte ] = 00 (DisahleMode)
ZOP-MWK_addr_req.Request ASP [1byte | = 00 i(DisableMaode)
ZTC-CPU_Reset.Request NIDE [1byte ] = 00 (DisableMode)
ZTC-SetChannel Request NIME [1byte | =00 (DisakleMode)
ZTC-ReadExtaddr Request APSDE [l byte ] = 02 (MonitorMode)
Readatribute AFDE [l byte ] = 02 {MonitorMode)
ZelSimpleMetering_FastPoliModet APZME [1byte ] =02 (MonitorMode)
ZDP [1byte ] = 02 iMonitorMode)
HealthCare [1 byte ] = 02 (MonitorMode)
CRC [1byte | = 4B

ZTC-ModeSelect . Confirm 0Z A4 00 01 OO0 AL

Syme [1 byte ] = 02
OpGroup [1 byte ] = A3
OpCode [l byte ] = LB
Length [1 byte ] = 08
Address [2 bytes] = AL AA MM MM AR AD DD AR
CEC [1 byte ]| = 70

b B¥: ETC-WriteExtlAddr. Confirm 02 A4 DE 01 00 7E

Enter Command |ZTC-writeExtAddr Request A3 DB 05 A4 A4 A8 A4 A4 AA AK A4 v
Figure 6-4. ZTC-WriteExtAddr.Request Command (Send IEEE Address)

8. Send the ZTC-StartNWK.Request to form a network as shown in Figure 6-5.
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& Freescale Test Tool 12

&| “ommand Console :J Scripk Server ~‘°_— Protocol Analyzer m Coexistence Tool % Firmware Loaders - % Radio Test g" OTA Update - E BeeKit 7 Settings @ Help \3)

# Start Page @ Command Console 3 <

Device List UESS) COMZ0

x
i open aSettings =5 @ ! @ RecordMacro & | » | | !
A GETEE Loaded Cornmand Set ZigBeePro.um v

y T¥: ZTC-ModeSelact. Recuest 02 A3 00 OB 0Ol

H i v
= gur\;z? 5400 [ al Commands.[ dd Shartout ] Startupset |U58W0f|ﬂn958t | 00 00 00 00 00 02 02 02 02 0F AR
audrate: Startupcontrolmode: , B ETC-ModeSelect.Confirm 0Z A4 00 OL 0D
ZTC-ModeSelect. Request A%

P TH: ETC-WriteExthddr. Pecuest 0Z A3 DE 08
2 4
ZTC-WriteExtaddr Request oo

CoMz1
& Baudrate: 33400

zZ equest
= y B ETC-WriteExtiddr.Confirm 0Z A4 DE O1
ZTC-Restarttwk. Request oo 7E

ZTC-StophwkEx Request
ZDP-IEEE_addr_req.Request 0o 3
ZDP-NWK _addr_req.Request Sync [1 byte

1 =02
ZTC-CPU_Reset.Request Oplroup [1 byte ] =43
ZTC-SetChannel Request OpCode [1 byte 1 = E7
ZTC-ReadExtaddr Request Length [l byte ] =03
Readatribute Devicelype [l byte ] =C0
. . (DeviceaszlC)
ZclSimpleMetering_FastPoliModeR
Startupset [l byte ] =10
(Useworkingset)
Startupcontrolmode [1 byte ] = 00
{Association)
CERE [l byte ] = 37
p B ETC-StartMukEx. Confirm 02 A4 E7 01 00
4z
y Ex: ZD0 EvertOcouwrred Indication 02 A0 E6
oL 00 47
p B EZD0 EventOcocwred.Indication 02 A0 E6
Ol 01 42
p B EDO EvertOcocwrred.Indication 02 A0 E6
0L 032 44
4 e ZD0 EvercOcourred. Indication 02 A0 E&
oL 10 E7
Fyme [1 byt ] = 02
OpGroup [1 byce 1 = A0
OpCode [1 byce ] = E&
Length [l byce 1 = 0L
EventStatus [1 byte ] = 10

(DeviceinCoordinstorPmningstate)

. Gl

Enter Command |ZTC-StarthkEx.Request AZEFO3CO1000 hd

Figure 6-5. ZTC-StartNWK.Request Command (Forming the Network)

9. Press SW1 on the Sensor Board used as the InPremiseDisplay. This joins the board to the ESI.
10. Press SW1 on the Sensor Board used as the MeteringDevice. This joins the board to the ESI.

11. After the InPremiseDisplay and the MeteringDevice are joined, set the user interface to application
mode by performing a long button press on SW1. The board serving as the InPremiseDisplay
shows the time acquired from the ESI on its LCD display and the board serving as the
MeteringDevice has its LED4 blink to indicate simulate that power consumption is ongoing.
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Creating a Smart Energy Network Application

Figure 6-6 shows a working Smart Energy Network containing the ESI, an InPremiseDisplay and
a MeteringDevice.

%% Sensor Network Analyzer <01112004 - Freescale 802.15.4 Analyzer> M

File \“iew Capture Protocols Fikers Settings ‘Window Help

Lﬁ Y E | @ | Source: IQ 01112004 - Freescale 802.15.4 Analyzer j ,O |Channe|:| 14 {0x0E) - 2420 MHz j| ,@| I W Replay: I 1 j| [ ] |
b
Visual Device Tree Packet Decode
itiew: | Application &= [y = | = |m W ¥ scalToFt |pan: m | % |
o
ESP ®

. [ )
DaintreeMNetworks

InPremise Display = MeteringDevice

r w . |
Measurements ® Packet Timeline >

Wign: I Crverview j =& | 7 | Wigw bt I MAC Source
MAC Tx MAC |~ Source ’Igl
Measurement Name H
ReTx Cum. Cw -l Channel Summary 1]
= Channel Jumwmary 0.00 63 M =/ PAN ID: 0Oxlaaa IR RN RN NN NNENEEE RO =
— TART TTia 1 mmm LB Tyl =T MarPAMEFE I OMe Clle o~ e n L} . | ]
<1 1 | Y | 5
@acket L mEX)
Filter: IA" Packets| j Ll &y L | = ||7 Auta Scroll Packets | W= | ®? |
Se... /|Channel | Tine | Tine Delta |mac src | MAC Dest | MK Src |HNWE Dest Ipmto;l
63 14 14:153:22.574 +00:00:00.002 IEEE &£
64 14 14:15: 25,407 +00:00:00.533 Ox796E O=0ooo0 IEEE &£
65 14 14:135: 25,407 +00:00:00.001 IEEE &£
=13 14 14:15: 25,412 +00:00:00.004 Ox0o000 Ox796E Ox000L OxE££Ef Zighee
a7 14 14:153:253.414 +00:00:00.002

IEEE £

l=lel

For Help, press F1

| Session File: default codebase setting.xml |—| Devices: 3 | Frames: 67 O v

Figure 6-6. Working Smart Energy Network
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6.3.2 Sending Commands
Use the Test Tool Command Console to send various text information and commands to the display with
user confirmation required.

1. From Test Tool Command Console tool bar, click on All Commands -> ZigBee Cluster Library
commands and select the ZcIMessaging DisplayMessageReq command.

2. Set the parameters in the Request as follows (also shown in Figure 6-7):
— DestAddress — To the address of the InPremiseDisplay (0x0000000000000001)
— ClusterID — As the message cluster (0x0703)
— MessageControl — To 0x80 (To require a Confirmation)

— Choose a desired message length and message text

Dievice List
: ¢ apen : @ RecordMacro m | > | | & )
EIGETHED lorerldl G St DestAddressiode:

CLIEICERIEED . , TH: ZclMessaging DisplayMessageReq 0Z 70 81 LE 0Z 01 00 00 00 00 00 00 00
CoM20 ald add shortat DestAd 0:0000000000000001 02 02 07 03 01 05 A5 01 00 00 00 S0 00 00 00 00 OL 00 0Z 46 52 DF
Baudrate: 38400
e DestEndraint: Syne [l bye 1 = 02

ZTC-ModeSelect.Reques N, pry OpGroup [1 byte ] =70
prsensn ZTC-riteExtaddr Reque : OpCade [l byte | = 81
B o e se400 ZTC-StarthwkEx Reques|  SrcEndPoint: Length Il byte ] = 1E
ZTC-Restartiwk REQUES | Tyoptione: DestiddressMode [1 byte | = 02
ZTC-StophwkEsx Request : Destiddress [& bytes] = 00 00 00 00 00 00 00 01
ZDP-IEEE_addr_reqReg Fodus DestEndPoint [1 byte | = 08
ZDP-MVWK_addr_reqReq|  ZdTransactionD: Clusterld [z bytes] = 07 03
- g grcEndPoint IL byte 1 = 08
ZICORL ResBtReg el essaneD: 0%00000001 reindboin the
ZTC-SetChannel Reques: Txlptions [1 byte ] = 01
ZTC-ReadExtaddr Reque|  MessageCantrl: Radius [1 byce 1 = 05
Readattribute StartTime: 00000000 ZelTransactionID [1 byte ] = AS
ZelSimpleMetering_Fasth ) MessagelD [4 bytes] = 00 00 00 OL
ZciMessaging_DisplayMe bl Ll MessageComtrol [l bywe 1 = 80
MessageLength: StarcTime 14 byces] = 00 00 00 0O
- Duration [ bytes] = 0001
Message: FR. " Lenath (L pyre 1 = 02
Mazzage [Z2 bytes] = 4& EZ
CRC [1 byte 1 = DF
BX: APSDE-DATA. Reruest 0Z 5C 00 23 02 0L 00 00 00 00 00 00 00 0% 02 01 03
» 07 0% 11 0% A5 00 0L 00 00 00 80 00 00 00 00 01 OO 02 46 52 01 05 04 00
00 00 00 90
g Confirm 02 70 81 01 00 FO I
, X APSDE-DATA.Confirm 02z 5D 00 11 0Z DL 00 00 00 00 00 00 00 08 08 00 00
00 00 00 04 8B
y I APSDE-DATA.Indicarion 02 9D OL 21 0Z 00 00 08 0Z 01 00 08 0% OL 03 07
0F 12 A5 OB 00 00 00 00 03 DS 00 00 00 00 00 00 00 00 00 00 00 D3
EX: APSDE-DATA. Indicaticn 0Z 9D Ol 27 0Z 00 00 0% 0Z 0L 00 0% 09 01 03 07
Y 0B 11 45 0L 0L 00 00 00 27 49 02 70 00 00 02 D9 00 00 00 00 00 00 00 00
00 00 00 Z4

Figure 6-7. ZclMessaging_DisplayMessageReq Command Configuration

The InPremiseDisplay now shows the message in its LCD display and LED2 blinks to indicate that
a Confirmation is required.
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3. Press SW2 on the InPremiseDisplay board to send a confirmation back to the ESI.

NOTE

The MeteringDevice does not have mandatory commands that can be used
to request consumption information. However, it does use attribute
commands. A read attribute command can be sent to the MeteringDevice to
acquire its consumption data.

4. From Test Tool Command Console tool bar, click on All Commands -> ZigBee Cluster Library and
select the ReadAttribute request command.

5. Set the parameters in the Request as follows (also shown in Figure 6-8):
— DestAddress — To the address of the MeteringDevice (0x000000000000796F)
— ClusterID — As the message cluster (0x0702)
— Attribute list — To contain the ID of the “CurrentSummationDelivered” attribute (0x000)
The response will be received as an APSDE-DATA.Indication.

& Freescale Test Tool 12

#8| Command Consale :J SCript Server i Protocol Analyzer {ﬂCoexistence Tool %Firmware Loaders % Radio Test g" OTA Update = E Beekit - 3 Settings @Help \:’.)

@ Start Page @& Command Console 3
Device List 1 X
Open 3 5ettings == @ Record Macro = >
?. -uj 2 Loaded Command 5&t | 7jqpasp | DestAddresshode: | | H
Active devices R T N P———— TX: Readittribute 0z 70 00 12 0Z 6F 79
-2 Fess! x
g LOM20 [ Al Commands...[ 4 Shorbedt ] 4 00 00 00 00 00 00 08 OZ 07 08 00 O OL
Baudrate: 3&400 i o0 oo 77
DestEndPaint:
. COM19 2 Sync [1 byte 1 = 02
* Baudrate 0 e Clusterld 0x0702
" Baudrate: : : 0pi 1b = 70
T ZTC-WriteExtaddr Request pEroup [ybytes]
- OpCod 1b = oo
[ ZTC-StarthiwkEx Request SrcEndPoint: e [Libymei]
; L h 1b = 1z
ZTC-Restarthhwk, Request TxOptions: 000 S e
i DestiddressMode [1 b S
ZTC-StophiwkEx Request _ sehddeesstinge Lopyeer
ZDP-IEEE_addr_req.Request Radius: gssggdggegg o [3 bytes] = 00 00 O
ZDP-Mywk_addr_req.Request Count; bertmnapiiar [l byse 1 = 08
ZTCGRYL [Reseii et AttributesList: 00000 ClusterId [2 bytes] = 07 02
ZTC-SetChannel.Request SrcEndPoint 1 byte 1 = 08
ZTC-ReadExtaddr Request F bt ians [l byse 1 = 00
ReadAtiribute Radius [1 byte 1 = 08
ZclSimpleMetering_FastPolModeRes Count Il byse 1 = 01
AtcributesList [2 bytes] = 00 00
3 [1 byte 1 = 77

I3{: APSDE-DATA. Pequest OZ 3C 00 1C 0OZ
&F 75 00 00 00 OO OO OO OS5 09 0Ol 02 O7
02 05 00 4Z 00 00 00 0O OF 02 00 OO0 OO
00 e

B PBeadAttribuce 02 70 00 01 00 71

Bx: ZDP-APSME-
IrocessSecureFrame Confirm 0Z A0 CC 01
0& &B

-

-

-

I3{: APSDE-DATA. Comfirm OZ 5D 00 11 OZ
&F 75 00 00 00 OO 0O 0O OS5 05 00 00 00
00 00 02 SE

-

BEX: ZDP-APSME-
IrocessSecureFrame Confirm 0Z A0 CC 01
0& &E

-

Enter Command |Readattribute 70 00 12 02 00 00 00 00 00 00 79 6F 05 07 02 03 00 05 01 00 00 w

Figure 6-8. ReadAttribute Request Command Configuration
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As an option, the MeteringDevice consumption data can be set to automatically report to the ESI
based on a fixed time interval using the Configure reporting command. To obtain an Attribute
report, set up a binding on the originator as follows.

1. From Test Tool Command Console tool bar click on All commands -> ZDO Layer commands and
choose the ZDP-Bind.Request command.

2. Set the parameters in the Request as follows (also shown in Figure 6-9):
— DestAddress — To the short address of the MeteringDevice (0x796F)
— SrcAddr — To the IEEE address of the MeteringDevice
— Clusterld — As the Simple Meter Cluster ID (0x0702)
— DestAddrMode — To 0x03 (IEEE Address)
— Destination address — To the IEEE of the ESI (0XAAAAAAAAAAAAAAAA)
— Both SrcEndpoint and DstEndpoint to 0x08 (default endpoint of the demo applications)
EBX

| Command Console :J Script Server ﬁ Protocol Analyzer ﬁ@existence Tool %Firmware Loaders - %Radio Test S"OTA Update - EBeeKit -2 Settings @Help \:’.)

Command Consale 3

Device List I x
i @ open _Aseftings =5 §

i @ RecordMacra ® | » | A !
~ - sk Garmrers S | Destaddress: 0x796F
Active devices — e —— T¥: ZDP-BIND. Reequest 02 AZ 21 17 6F 79 EB BE BB
FC [ k4 »
COMzZ0 [ al CDIT[ add Shorkeut ] EE EE EE EE BE 05 0Z 07 03 A& AL AR AR AR AR AR

: AL 02 84
Baudrate: 35400 SrcEndPaint:

coM21 o B APEDE-DATA. Request 02 3C 00 20 0z &F 73 00 00
& g odote: 38400 ZTC-ModeSelectRequest | 00702 , 00 00 00 0D 00 00 00 21 00 00 16 04 EE EBE EE EB
ZTC-WWriteExtaddr Request EE EE EBE BE 02 0Z 07 03 Ak A& AR AR AR AR AR AR

ZTC-StartNwkEx Request DstaddrMode: 0% 02 0OA OE 00 00 00 00 93

it B: EDP-APSME-P b1 F =G £i 02 AD CC
ZTCRestarthlwk Request | popadar, DeAAAAAAAABAAAABAA b e racessSecurelrans; Confirn

ZTC-StopMwhkEx Request

Unplugged devices

=] =]
= =
=1 o
@ @

DstEndPaint: 0x05 ) EX: APEDE-DATA.Confirm 0Z SD 00 11 02 6F 79 00 00
ZDP-IEEE_addr_req.Reques - 00 00 00 00 00 00 00 00 OO0 00 00 OB 53
ZDP-MWyK_addr_req.Reques IX: APSDE-DATA. Indication 0Z SD 01 1E 02 00 00 00
ZTC-CPU_Reset.Request P 0z 6F 79 00 00 00 21 80 02 04 00 00 00 01 DE 00

00 00 00 00 00 00 00 OO0 00 00 Ed
ZTC-SetChannel Request

p E¥: ZDP-APSME-ProcessSecureFrame. Confirm 02 AOD CC

oo

ZTC-ReadExtaddr Request 01 06 B
Readattribute ) z A4l 01 00 00
ZclSimpleMetering_FastPoll Sync [1 byte 1 = 02

OpGroup [1 byte ] = 40

OpCode [l byte ] = Al

Length [l byte ] = 01

Status [l byte ] = 00 (SUCCESE)

I =

CERC [1 byte

Enter Command |ZDP-BIND.Request AZ 21 17 79 6F BE BB BB BB BB BE BB BB 05 07 02 03 A& A4 A4 AL AA AR AN AR 05 b

Figure 6-9. ZDP-Bind.Request Command Configuration
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Use the Configure Reporting command to configure a report after setting up the binding as follows:

1. From Test Tool Command Console tool bar click on All commands -> ZigBee Cluster Library
Commands and select the ConfigureReporting command.

2. Set the parameters in the Request as follows (also shown in Figure 6-10):

DestAddress — To the short address of the MeteringDevice (0x796F)
Clusterld — As the Simple Meter Cluster ID (0x0702)
DestAddrMode — To 0x03 (IEEE Address)
Both SrcEndpoint and DstEndpoint — To 0x08 (default endpoint of the demo applications)
Attribute Id — To contain the ID of the “CurrentSummationDelivered” attribute (0x000)
Attribute data type — To “48 bit unsigned integer”

the Metering Device to send out the attribute every 4 seconds.)

: 3| Command Consale __, Scripk Server  2°- Protocol Analyzer

&%y Start Page

B Scripts
1 x
i @ Cpen _25ethings =5 @
Active devices

COM2Z0
Baudrate: 33400

Device List

ComM21
b Baudrate: 33400

Unplugged devices

Cormrnand Console

®

Attribute Lenght — Ro 6 (length of a 48 bit integer)
Reportable Change — To 0x00,0x00,0x00,0x00,0x00,0x00

Direction to 0x00 — To indicate that the report is from the client side to the server side
MinReportingInterval — To 0x000 and the MaxReportingInterval — To 0x0004 (This forces

:(‘.' Coexistence Tool %Firmware Loaders - %Radio Test i" OTA Update - E}BeeKit .5 Settings @Help 7]

- I 1 i @ RecordMacro = | » |
Loaded Command Set [ w]| DestaddressMode: |0=02 |
— Destaddress: D:000000000000796F
Al Add Shorkeut hdtatetatutatbstt A |
DestEndPoint: | 005
ZTC-ModeSelect.Reque T 1
: o ClusterId: [0x0702 syme L byre 1 = 02
ZTC-WiriteExtaddr Requ e eEndein L :-_6 DS:: OpEreup L byte 1 = 70
ZTC-StartwkEx Reque,  SrcEndPoint: 008 | s ey =me
ZTC-RestartNwk.Reque|  Tyoptions: | 001 Length L byte 1 = 1F
ZTC-ShophiwkEx. Reque: i _'6)('01 1 DestiddressMode [1 byte 1 = 02
ZDP-IEEE_addr_req.Ret Destaddress [8 bytes] = 00 OO
ZOP-MW_addr_req.Re  Count: |o=01 | 00 00 OO0 00 79 SF
ZTC-CPU_Reset.Reque: e f'UxEIEI: DestEndPoint [L byte 1 = 08
ZTC-SetChannel.Reque T = Clusterld [Z bytes] = 07 0Z
ZTC-ReadExtaddr Requ.  AttributelD: |0=x0000 | SrcEndPoint [L byte 1 = 08
Readatribute Aktributel Unsingsd<+a-bitIntsger | TxOpticns [L byce 1 = 01
ZclSimpleretering_Fas 7 T - Radius [L byte 1 = 01
MinReportingInterwal: | 00000
- - Count [1 byte 1 = 01
MaxReportingInterval: ;DXDDD‘I | Direction [L byce 1 = 00
AttrLen: E.Elxtls AttribuateID [Z bytes] = 00 OO
B AttribucelataType [L byte 1 = Z5
ReportableChange: | (=000000000000 (Thsinged45-bicInteger)
MinReportingInterval [£ bytes] = 00 00
MaxBeportingInterval [2 bytes] = 00 04
AttrLen [1 byte ] = 08
ReportableChangs [ bytes] = 00 OO
00 00 00 00
[3:1 [L byte 1 = SE
PX: APSDE-DATA. Recuest 0Z SC 00 Z8 0OZ 6F
, 79 00 00 OO0 00 00 00 08 09 Ol 02 07 03 11
00 48 06 00 00 00 25 00 00 O4 00 OO0 00 00
00 0D 00 01 Ol 22 00 OO0 00 OO0 F1
¥ IM: ConfigureReporting 0Z 70 06 01 00 77
PX: APSDE-DATA.Comfirm 0Z SD 00 11 02 6F
¥ 75 00 00 0O OO0 OO0 OO 08 08 00 00 OO0 00 OO
ZZ BA
PX: APSDE-DATA. Indication 02 5D 01 21 02
, 00 00 05 02 6F 73 05 03 01 0Z 07 05 18 48
OB 06 82 00 00 02 E6 00 00 OO0 00 OO0 00 OO0
Enter Command ECUnFigurEREDUrting FOO06 1F 0Z 00 00 00 000000 79 6F 03 07 02 05 01 01 01 00 0000 25 00 00 00 04 06 00 00 00 00 00 00 v

Figure 6-10. ConfigureReporting Command Configuration
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The MeteringDevice now sends out an attribute report every four seconds that simulates meter
consumption as shown in Figure 6-11.

%% Sensor Metwork Analyzer <01112004 - Freescale 802.15.4 Analyzer > | m
File ‘Wiew Capture Protocols Filkers Settings ‘Window  Help
Lﬁ & n | @ |Source: IG&DDlllZDD‘%—Freescale 802.15.4 Analyzer j ,O | Channel:l 14 (0x0E) - 2420 MHz j| ,©| I W Replay: I 1 j| [ ] |
. . |
Visual Device Tree E] Packet Decode E]
Wigw: I Application j =t | iy T | = n N ||7 Scale Ta Fit |PAN: m | ? |
... 00 = Frame Type: Command acts across the entireb]
ant"
t..l." = Manufacturer 3pecific: The manufacturer co
DaintreeMNetworks = Direction: From the client side to the ser
vvw. = Disable Default Response: Default response
01 R— i =
QE&JD Rxraat SED : . = Regerwved: Reserwved (0x00) 3
‘-8 ’6 & . ‘-8 - Trangaction Jedquence Number: Oxdz
. Commatid Tdentifier: Conficgqure Reporting (0=06)
, - Configure Feporting Frame M
al T — (2]
#
L o0oo: 6l 28 al aa la &£ 7% 00 00 0& a, ¥.o0¥...
000a: 0z 6£ 79 00 00 01 05 28 06 00 LOF e e
0ol4d: 00 00 aa aa aa aa aa aa aa aa L EEEEEEEE
00le: o0 20 08 0& 07 09 01 08 04 00 © aseaaaas M
- a
B Packet List o
Filter: IAII Packets j LAy L | = ||7 Auto scroll Packets | L] | R |
II-]'[u]'K drc |1\]'[|]'K Dest Frotocol |Packet Type ISecuritY IFCS | d
IEEE 502.15.4 Command: Data Reoquest [
IEEE 802.15.4 Acknowledouent V
0x796E Q0000 Zighee APS Data SE:3imple Metering:Report Attributes NWE + APS 4
IEEE 502.15.4 Acknowledguent L 4
IEEE &§02.15.4 Command: Data Request ' 4
IEEE &802.15.4 Acknowledguent 4
IEEE &802.15.4 Command: Data Recquest L' 4
IEEE 502.15.4 Acknowledgment L4
0x796E 00000 Zighee AP5 Data SE:Simple Metering:Report Attributes MUWE + 4P3 4
IEEE 502.15.4 Acknowledguent L' 4
IEEE 502.15.4 Command: Data Reoquest 4
IEEE 802.15.4 Acknowledouent V
IEEE 802.15.4 Command: Data Recquest V
IEEE 502.15.4 Acknowledguent 14 -
1 ] »
Faor Help, press F1 | Session File: default codebase setting, i |—|Devices:3 | Frames: 573 O @
Figure 6-11. Metering Device Attribute Reporting

NOTE

Certain Smart Energy clusters require that APS/Link key security is applied.
This is accomplished by setting the TxOptions field to 0x01.
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Demand Response and Load Control (DRLC) and Price Cluster
Demonstration

To demonstrate the Demand Response and Load Control (DRLC) and Price Cluster capabilities requires
three sample applications. These applications must be generated using the BeeKit Wireless Connectivity
ToolKit software.

6.4.1

NOTE

Before performing any of the steps described in this section, users must
understand DRLC and Price Cluster commands. Refer to Chapter 7,
“Example Applications” for a better understanding the sample applications
used in this section and the Smart Energy Specification. The commands sent
from Test Tool in the following steps use the “DestAddress” set to the short
address of the device that will receive the request.

Creating the Projects and Configuring the Network

Perform the following tasks to create the projects and configure the network for this demonstration:

1.

Create and generate the following projects using the BeeKit Wireless Connectivity ToolKit
software:

— Se Energy Service Interface (ESI)
— Se PCT (Ensure that the Circulation Fan device is selected on the application properties)
— Se LoadControlDevice

Ensure that the hardware settings are configured according to the selected target boards. (1322x
Sensor Node or 1322x Network Node)

Compile the projects and program the boards using the IAR Embedded Workbench for ARM.
Connect the Energy Service Interface (ESI) to a PC using the USB port on the board and configure
the Freescale Test Tool to communicate with the ESI as described in Section 6.3.1, “Board
Connection and Network Startup”. This ensures that the ESI is started (network formed) and can
communicate properly with Test Tool.

Press SW1 on the boards serving as the “Se PCT” and “Se LoadControlDevice” to join the two
nodes to the ESI. In this example, the “Se PCT” node has the short address 0x143E and the “Se
LoadControlDevice”node has the short address 0x0001.

NOTE

These short addresses may vary depending on stack profile and how many
nodes are in the network

A working Smart Energy Network is shown in Figure 6-12.
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Figure 6-12. Smart Energy Network

After the “Se PCT” and “Se LoadControlDevice” nodes have joined (serial flash stops, LED1 on),
perform a long press on SW1 to enter application mode.

On the “Se LoadControlDevice” node, by default, the duty cycle is set to 90%. This means that
LED?2 is Off for 0.5 seconds and then On for 4.5 seconds which is a duty cycle period of 5 seconds.
If a display is connected to the board, the following message appears:

DutyCycle=090%ON
On the “Se PCT” node that acts as a Circulation Fan device, the default fan speed is set to 2 (50%).
This means that LED1 flashes at a (800/2) millisecond interval. If a display is connected to the
board, the following message appears:

Speed= 2 (050%)
On both the “Se PCT” and “Se LoadControlDevice” nodes, perform a long press on SW3. LED3
turns “On”. This means that voluntary load control events will be accepted. By default, “Se
LoadControlDevice” node is in Load Control Mode.
On the “Se LoadControlDevice” node, users can change the duty cycle using SW1 and SW2. Set
the duty cycle to 100% (LED2 On).
On the “Se PCT” node, users can change the fan speed using SW1 and SW2. Set the fan speed to
four (100% duty cycle and LED1 flashes at a (800/4) millisecond interval).

Freescale ZigBee™ Application User’s Guide for ZigBee 2007, Rev. 1.8
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6.4.2 Sending DRLC and Price Commands

All the Load Control Event requests sent to the “Se LoadControlDevice” node have the Utility Group field
set to 0x00 and the Device Group Class field set to 0x0380. For the “Se PCT” node, the ESI should send
the Load Control Event requests with Utility Group field set to 0x00 and the Device Group Class field set
to 0x0001. The Utility Group attribute can be changed using Test Tool by making a ZCL Write Attribute
command. All of the Smart Energy commands described and used in this section are found by clicking
Test Tool -> All Commands -> ZigBee Cluster Library Commands.

After performing the steps in Section 6.4.1, “Creating the Projects and Configuring the Network™, perform
the following steps to use the Smart Energy Price and Load Control commands:

1. Configure the ESI with initial pricing information. To do this, from Test Tool, send a “Schedule
Server Price Events command” with the field values as shown in Figure 6-13.

This command loads a price event with a duration of one minute and the price value at 0.18. (See
the Smart Energy Profile Specification for detailed field descriptions.) This does not send the
Publish Price response over the air. After sending this command, ensure that the confirmation
shows the “Success” (0x00) status.
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ime: 4 zclPrice SchedulefServerPriceEventsConfirm 02
S B e 3e400 ZTC-StartiwhkEx Reguest CurrentTime: |0=00000000° | e e s
ZTC-Restartiwk Request LInitOFMeasure: |0x00 | Syme [L byee | = 02
ZTC—SU:pNv;I;Ex.Request Eurreneys e . e
% : |
ZDP-IEEE_addr_req.Feque: _ o o fpCode [l byse ] = 43
ZDP-MWE_addr_req.Reque | PriceTraiingDigitandPriceTier: |ox20 | Length (1 byce 1 = 01
1
. I T CIC [1 byte ] = D9
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Readatiribute DurationInMinutes: |ox0001 |
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: ; tice: x
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Figure 6-13. Schedule Server Price Events Command
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2. From Test Tool, send a “Load Control Event request” with the field values as shown in Figure 6-14.

This command specifies a voluntary load control event (critical level is 0x04) that starts
immediately, has a duration of one minute and a duty cycle of 50% (0x32). The request is sent over
the air from the ESI to the “Se LoadControlDevice” node (short address is 0x0001), to set the duty

cycle to 50%.

On the “Se LoadControlDevice” node, the execution of the received load control event is signified

as follows:

— LEDI1 flashes during event duration
— LED2 has a duty cycle of 2.5 seconds Off and 2.5 seconds On
After one minute, the event completes and the duty cycle is set back to the duty cycle value that

was configured by users before receiving the event. (100% after Step 7 in Section 6.4.1, “Creating
the Projects and Configuring the Network™.)

& Freescale Test Tool 12
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Figure 6-14. Load Control Event Request
Freescale ZigBee™ Application User’s Guide for ZigBee 2007, Rev. 1.8
6-16 Freescale Semiconductor



g |

3.

Creating a Smart Energy Network Application

On the “Se LoadControlDevice” node, perform a long press on SW4 to place the device into Price
Mode (LED4 is On). This means that the adjustment of the duty cycle is based on price instead of
DRLC events, except when a critical/mandatory load control event is received.

If the price was loaded in the ESI (as shown in Step 1), a long press of SW4 will send a “Get Current
Price command” to the ESI with the Requester Rx On When Idle sub-field value of one. (See the
Smart Energy Specification for more price field details.) This means the ESI always sends price

updates to the “Se LoadControlDevice” node without receiving a “Get Current Price command”.

The “Se LoadControlDevice” node receives a “Publish Price Response” with the price value of
0.18. This means the device sets the duty cycle to 70% On for the event duration. (The device is in
the “On state” for 70% of the 5 second duty cycle).

LED] flashes during the event duration and LED2 shows the duty cycle. (See Chapter 7, “Example
Applications” for more details about the “Se LoadControlDevice” application.)

When a price event expires, the duty cycle is set back to the duty cycle value that was configured
by users before receiving the event. (To 100% after Step 7 in Section 6.4.1, “Creating the Projects
and Configuring the Network”).

Figure 6-15 shows a Get Current Price command with the Requester Rx On When Idle sub-field value of
one as well as the Publish Price.
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Figure 6-15. Get Current Price Command Values
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4. After the received event as described in Step 3 completes, from Test Tool, select the “Update Server
Price command” and enter the field values as shown in Figure 6-16.

NOTE

The “Update Server Price command” updates a price event in the ESI that
previously was loaded using the “Schedule Server Price Events command”
from Test Tool. An “Update Server Price command” updates a loaded event
if it has the same “Start Time”, “DurationInMinutes” and
“ProviderEventld” as the loaded event and the “IssuerEvent” field has a
value higher than the loaded event.

5. Send the command to the ESI and check if the confirmation is received with “Success” (0x00)
status. If any other status is received, ensure to comply with the notes previously described in this

section.

If the status is “Success”, the ESI updates the price event fields and sends a “Publish Price
Response” with the updated price fields over the air. The price is updated with a value of 0.30 (the
price is 0x000000001E and Price Trailing Digit is 2). This means that the device sets the duty cycle
to 50% for the event duration. (The device is in an “On” state for 50% of the 5 second duty cycle.)
LEDI flashes during the event duration and LED2 shows the duty cycle.

When the price event expires, the duty cycle is set back to the value that was configured by users
before receiving the event.
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Figure 6-16. Update Server Price Command (Step 4)
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6. On the “Se LoadControlDevice” node, perform a long press on SW4 to place the device into Load
Control Mode (LED4 is Off). This means that the duty cycle adjustment is based on DRLC events
instead of price events.

7. Perform Step 2 again. During load control event execution, send the other “Load Control Event
request” with the field values as shown in Figure 6-17.

The “Load Control Event request” has a LoadControlEventID higher than the executing event,
CriticalLevel is 0x07(event is critical), the same “Start Time” and “Duration” and a Duty Cycle of
90% (0x5A).

The previously loaded load control event is superseded with the new critical event. LED1 flashes
during critical event duration, LED2 shows the duty cycle (the device is in an On state for 90% of
the 5 second duty cycle).

When the load control event expires, the duty cycle is set back to the duty cycle value that was
configured by users before receiving the event.
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Figure 6-17. Load Control Event (Step 6)
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NOTE

If the device is in Price Mode and a critical load control event is received
during price event execution, the critical event is accepted and the price
event is overridden.

8. From Test Tool, send a “Load Control Event request” with the field values as shown in Figure 6-18.

This command specifies a load control event that starts immediately, has a duration of one minute
and a duty cycle 0of 25% (0x19). The request is sent over the air from the ESI to the “Se PCT” node
(short address is 0x143E) that acts as a Circulation device which sets the fan speed to one (25%).

On the “Se PCT” node, the execution of the received load control event is indicated by the LEDs
as follows:

— LEDI flashes with a period of 800 milliseconds during event duration
— LED2, LED3, and LED4 are Off

After one minute, the event completes and the fan speed is set back to the fan speed value that was
configured by users before receiving the event. (Speed four (100%) after Step 7 in Section 6.4.1,
“Creating the Projects and Configuring the Network™.
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Figure 6-18. Load Control Event (Step 8)
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9. Wait until the received event at the end of Step 8 completes. Perform Step 8 again from the
beginning.
10. During event execution, press SW1 or SW2 to set the required speed.

This sends the ESI a “Report Status Event” over the air with the “Opt Out” Status and the fan speed
is decreased/increased starting from the current speed. After one minute, the event completes with
the “Event partially completed with User "Opt-Out” status. (See the Smart Energy Specification
for more details).

NOTE

If using the buttons to decrease or increase the fan speed during a critical or
voluntary event duration, a Report Status Event with the "Opt Out" status is
sent for the active event. The fan speed is decreased or increased starting
from the current speed. Only load control events with known duty cycles are
accepted. ( 0%, 25%, 50%, 75%, 100%).

11. Using the IAR Embedded Workbench, select the “Se PCT” project.

12. Open the Beeapp.h file and set the gpcTHeatCoolDevice d option to TRUE. This allows the PCT
device to act as a Cooling/Heating device. Compile the project and program the board. Press SW1
to join the network and enter Application Mode (long press on SW1).

13. Perform a long press on SW3 to accept voluntary events. By default, the temperature is 24 °C.
14. From Test Tool, send a “Load Control Event request” with the field values as shown in Figure 6-19.

This command specifies a load control event that starts immediately, has a duration of one minute
and specifies the thermostat fields. (By default, the Device Group Class is 0x0001.)

The request is sent over the air from the ESI to the “Se PCT” node (short address is 0x1763) that
acts a Cooling/Heating device, to set the desired temperature to 30 °C.

On the “Se PCT” node, the execution of the received load control event is indicated by the LEDs
as follows:

— LEDI flashes during event duration
— LED2, LED3 and LED4 are On

After one minute, the event completes and the temperature is set back to the value that was
configured by users before receiving the event (to 24 °C).

Freescale ZigBee™ Application User’s Guide for ZigBee 2007, Rev. 1.8

Freescale Semiconductor 6-21



h

Creating a Smart Energy Network Application

S Freescale Test Tool 12

8| Command Console _% Script Server & Protocol Analyzer

@ Command Console 3

ﬁ@esttence Toal %F\rmware Loaders ~ % Radio Test i"OTA Update ~ @Beekit -2 Settings @Help 2

i ¢ open .
e s Loaded Command Set
comM20

(a_sassorcs_]

ZTC-ModeSelect. Reques
ZTC-WritsExtAddr Reque
ZTC-StarthwkEx Reques
ZTC-Restarthwk Reques
ZTC-StophhwkEx Request
ZDP-IEEE_addr_req.Req.
ZDP-hWK_addr_reqReq
ZTC-CPU_Reset.Request
ZTC-SetChannel Reques
ZTC-ReadExtaddr Reque
Readaftribute

ZclSimpleMetering_Fastf
ZcMessaging_Displayhve

Baudrate: 33400

COM34
& Baudrate: 33400

| @ RecardMacra ® | » d | ek -

DestAddressMode: ‘ ‘ 2 ¥ U

Ti: ZclloadfontrollenandResponse LoadlontrolEventReg 02 70 8% 27 02 63 17
Diesthd 0x0000000000001 753 P 0000 00 0D 00 00 03 0L 07 08 00 05 B A4 00 00 00 0L 00 00 00 00 00 00

) 0l 00 07 OA 0A 54 08 1C OC 80 FF 00 SF

DestEndPoint:

IX: APEDE-DATA.Request 0Z 9C 00 31 02 €3 17 00 00 00 00 00 00 08 0% OL OL
Clusterld: P07 0% 14 05 AE 00 A4 00 00 00 01 00 00 00 00 00 00 Ol OO 07 Oi DA 54 08

1C Qc &) FF 00 00 05 &1 00 00 00 00 77
SrcEndPoint:
TxOptions:

gme  [1byse ] = 02
Radius: OpGroup [1 byte 1 = 70
ZdlTransactionID: Opfode [l byte 1 = &%
Length [1 byte ] = 01
LoadControlEventID 000000044 Status (L byte ] = 00
Devicearouptlass: CIC [1byte ] = F2
N b IX: ZDI-APSME-ProcessSecureFrame. Comfirm 02 0 CC 01 08 €B

UilibyGroup:

BX: APEDE-DATA.Confirm 0Z 9D 00 11 02 €3 17 00 00 00 00 00 00 08 08 DL 00
StartTime: 00 00 00 81 AL
DurationInMinutes:

CriticalityLevel:
CoolingTemperatureOffset:
HeatingTemperatureOffset:
CoolingTemperatureSetPoi O
HeatingTemperatureSetP
AverageloadadiustmentPen
DutyCyele:

EventContral:

Figure 6-19. Load Control Event Request (Step 9)

NOTE

For more information about these applications, see Chapter 7, “Example

Applications”.
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Chapter 7
Example Applications

BeeStack includes example applications to:
* Enable building a simple network before writing any code
» Provide example-quality code for ZigBee applications

7.1  ZigBee Application Glossary

The following concepts explain a few of the significant elements in a ZigBee network.

Cluster A container for one or more attributes in a command structure. If a command
structure does not use attributes (such as the ZigBee Device Profile), each
command and response within it is a cluster. Each cluster is identified by an
enumeration that is unique within an application profile.

Cluster Identifier An enumeration that uniquely identifies a cluster within an application profile.
Cluster identifiers are designated as inputs or outputs in the simple descriptor for
use in creating a binding table.

Application Profile An agreement for messages, message formats and processing actions that enable
developers to create an interoperable, distributed activity among applications that
reside on separate devices. These profiles enable devices to send commands,
request data and process commands and requests. For instance, a thermostat on
one node can communicate with a furnace on another node. Together, they
co-operatively form a heating application profile. A profile can be public, such as
the Home Automation profile, so that many vendors can independently build
ZigBee nodes that will interoperate. Or a profile can be private, so that a vendor
can add proprietary features instead of or in addition to one or more public
profiles.

Profile ID The 16-bit number that identifies an application profile. Each unique profile must
have a unique profile ID. The ZigBee Alliance issues profile IDs. Every data
message and acknowledgement contains the ID of the profile that generated it.
ZigBee nodes use this ID as a filter so they can discard any messages for a profile
that the receiving node does not implement.

Group An associated set of ZigBee nodes. Group addressing allows any node to send a
message to all members of a group and to no other node. This allows a set of nodes
to act together.

Scene A stored set of configuration values that an incoming message can invoke, such as
a light level on a dimmable lamp. Scenes work naturally in groups, so that a single
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command can configure any number of related nodes for a particular purpose,
such as configuring a media room for watching video.

7.2 Example Application User Interfaces

Almost all of the Freescale ZigBee development boards have four LEDs (LED1-LED4) and four
push-buttons (SW1-SW4). The example applications run on any of the boards. The MC1322x Network
Node, MC1321x-NCB, MC1323x-RCM, and 1320x-QE128EVB also have an LCD screen in addition to
the LEDs. All the example applications display status and command information on the LCD in addition
to the four LEDs. On every board, the push-buttons and LEDs are in single rows. LED1 is above SW1,
LED?2 is above SW2, and so on.

NOTE

Referring to switches SW1-SW4 in this chapter refers to the four
push-buttons present on most of the Freescale development boards. For
example, on the 1320x-QE128EVB, the four buttons are actually labeled
SW2-SW5 and on the SARD they are labeled S101-S104.

If using the MC1322x-LPN board, only two buttons and two leds are
available. Restrictions and changes related to this board are mentioned in
the corresponding steps if needed. See Section 2.1.1, “HCS08 MCU Board
Details” for more information.

7.3  Application Support Library (ASL) Keys

Most of the application use a library of common routines referred to as the Application Support Library
(ASL). These routines include all of the common user interface elements of the applications, including the
concept of two keyboard modes (configuration mode and run-mode), and a common set of keys that map
to specific ZigBee functions.

All the example applications use the same keys to cause any activity that they all can do, such as join or
leave a network. This section describes the key presses that are common to all the example applications.

The included key driver can read a long (approximately one second) keypress and a short (less than one
second) keypress from each of the four keys. The example applications take advantage of this to support
up to eight user-initiated events in each mode. The keypress interpretation is entirely in the application
code; the applications can be rewritten to do anything.
The applications have the following two modes:

» Configuration

* Run
The applications always start in configuration mode, where key presses cause the network formation and

setup. When that is done, another key press takes the application to run mode, where it can do whatever
the application is designed to do, such as turn a light on or off remotely, report data, etc.
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7.3.1 ASL Configuration Mode

Short push button presses do the following:
*  SWI1 — Form/join network (form if ZC, join if ZR or ZED) with previous configuration
*  SW2 - Toggle permit join (ZC/ZR) or toggle low power mode (ZED)
*  SW3 - End device bind/match
*  SW4 — Change radio channel: each press steps to the next higher channel and briefly displays a
channel indicator on all four LEDs: 0000 is channel 11, 1111 is channel 26
Long push button presses do the following:
* Long SWI — Go to run mode
* Long SW2 — Leave the network
* Long SW3 — Remove all bindings
*  Long SW4 — Form/join network (form if ZC, join if ZR or ZED) with new configuration

7.3.2 Run Mode

Short push button presses do the following:
* SWI — This does the main action of the application: toggle a light, etc.
« SW2-
*  SW3 — Toggle identify mode
*  SW4 —Recall scene

Long push button presses do the following:
* Long SWI — Go to configuration mode
* Long SW2 —
* Long SW3 — Send “Add group if in Identify mode” command
* Long SW4 — Send “Store scene if in Identify mode” command

7.4  Application Support Library (ASL) LEDs and Display

Most of the application use a library of common routines referred to as the Application Support Library
(ASL). These routines include all of the common user interface elements of the applications, including
keeping track of two displays, one for configuration mode and one for run mode. These two displays affect
both the LEDs and the LCD display.

The LEDs on each board serve a variety of roles defined by a given application. Each LED can be used to
indicate a variety of states, depending on whether it is on or off, flashes once or continuously, or serves as
an indicator of what other LEDs are doing at the same time. This allows four LEDs to provide a wide array
of information and offers the developer many choices for application testing.
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7.41

Configuration Mode

Table 7-1. Configuration Mode LED Status

Internal State LED1 LED2 LED3 LED4
Idle (not in a network, not joining) Flashing Off Off Off
Forming (ZC) or joining a network All four LEDs in a flash sequence
Network formed (ZC) On On Off Off
Network joined (ZR or ZED) On Off Off Off
Permit join toggle (ZC or ZR) On/Off
End device bind request: find a bind partner Flash
End device bind success On
End device bind failure Off
Low power ZED in light sleep Off On Off Off
Low power ZED in deep sleep Off Off Off On

When SW4 is pressed, the example applications change the channel to the next higher one and display a
pattern on all four LEDs (Table 7-2) for one second before returning to the previous display pattern.

Table 7-2. Channel to LED State

?42?:;:: LEDA LED2 LED3 LED4
1 Off Off Off Off
12 Off Off Off On
13 Off Off On Off
14 Off Off On On
15 Off On Off Off
16 Off On Off On
17 Off On On Off
18 Off On On On
19 On Off Off Off
20 On Off Off On
21 On Off On Off
22 On Off On On
23 On On Off Off
24 On On Off On
25 On On On Off
26 On On On On

Freescale ZigBee™ Application User’s Guide for ZigBee 2007, Rev. 1.8

7-4 Freescale Semiconductor



Example Applications

7.4.2 Run Mode

In run mode, if the node is acting as a light, one or more of the LEDs acts as the light, but that behavior is
specific to the individual application, so it is described later in this section. The LED behavior across all
example applications is shown in Table 7-3.

Table 7-3. Run Mode LED Behavior (All Example Applications)

Internal State LED1 LED2 LED3 LED4
Normal application display Off Off Off Off
Add group Blink
Store scene On
Identify mode Flash

7.5 Application Support Library (ASL) Specific Configuration for
MC1322x-LPN

The MC1322x Low Power Node (MC1322x-LPN) only has two switches and two LEDs. This imposes a
series of changes and restrictions to the ASL functionality for switches and LEDs as already described.
This section describes the switch and LED functionality for the Low Power Node.

7.5.1 Switches in Configuration Mode

Short push button presses do the following:
*  SWI1 —Form/join network (form if ZC, join if ZR or ZED) with previous configuration
*  SW2 — End device bind/match (not available during Low Power Mode)

Long push button presses do the following:
* Long SWI — Go to run mode
* Long SW2 — Leave the network (not available during Low Power Mode)

Permit join toggle, clear bindings, change radio channel, form/join with new configuration are not
available using the switches for the MC1322x Low Power Node.

7.5.2 Switches in Run Mode

Short push button presses do the following:
* SWI — This does the main action of the application: toggle a light, etc.
*  SW2 — Application Specific (not available during Low Power Mode)

Long push button presses do the following:
* Long SWI1 - Go to configuration mode
* Long SW2 — Application Specific (not available during Low Power mode)
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Identify, groups and scenes functionality is not available using switches and does not provide LED
indication for the MC1322x Low Power Node.

7.5.3 LEDs in Configuration Mode
Table 7-4. Configuration Mode LED Status for MC1322x Low Power Node

Internal State LED1 LED2
Idle (not in a network, not joining) Flashing Off
Forming (ZC) or joining a network The 2 LEDs in a flash sequence
Network formed/joined On Off
End device bind request: find a bind partner Flash
End device bind success On
End device bind failure Off

Applications that use more than 2 LEDs in Run Mode such as the Dimmable Light should not be deployed
on a MC1322x Low Power Node.

7.6  OnOffLight

This application acts as a lamp that can be turned on or off, but it cannot be dimmed.

7.6.1 Keyboard

This application allows the user to press a switch that toggles an LED on the same board. This feature is
intended to allow the user to verify that the board is in the run mode and operating properly regardless of
the state of any other node in the network.

*  SWI —Toggle local light (if on, turn off; if off, turn on)

7.6.2 Display

* The local light in this application is LED2.
» LED?2 represents the state of the light
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7.7  OnOffSwitch

A common use of a home automation lighting control is turning on and off a remote entity. It can run in
any ZigBee node type, including a ZED with low power operation enabled (a “sleepy” end device). This
application includes the ability to request that the receiving node acknowledge the command.

7.71 Keyboard

In run mode, key presses do the following:
*  SWI - Toggle remote light
*  SW2 - Based on the SwitchActions attribute, moves the switch from state 1 to state 2
* Long SW2 - Based on the SwitchActions attribute, moves the switch from state 2 to state 1

7.7.2 Display
The LEDs in run mode do this.

* LED2 — Toggles with each toggle command (this can get out of synchronization with the remote
light because the remote light’s state can also be changed by other methods)

* LED2 on — Sent On Light Command with acknowledge
* LED?2 off — Sent Off Light Command with acknowledge

7.8 Dimmable Light

The dimmable light application uses LED2-LED4 to represent a light with four states.

7.8.1 Keyboard

*  SWI1 — Decrease local light’s level
*  SW2 —Increase local light’s level
» Long SW2 — Toggle local light on/off

7.8.2 Display

Once in run mode, the dimmable light control configuration makes the following LED assignments to
indicate low through high lighting intensity.

* All LEDs off — Light off

« LED2 on— Low light intensity

* LED2 and LED3 on — Medium light intensity

« LED2, LED3 and LED4 on — Maximum light intensity

The LCD display on the MC1322x Network Node shows the light intensity as a percentage and a
histogram.
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7.9

Dimmer Control Switch

This controls the dimmable light.

7.91

7.9.2

Keyboard

SW1 — Decrease level of light
SW2 — Increase level of light
Long SW2 — Toggle light on/off

Display

LED?2 toggle — When sending an increase or decrease message to a dimmable light

7.10 Thermostat

This application represents a device to control the temperature on a heating, ventilation, or air conditioning
(HVAC) system. The thermostat uses two values of the temperature: a local value: Local Temperature (LT)
and a desirable value: Desirable Temperature (DT). The difference between the two values establishes the
state of the thermostat. That is, whether it is cooling, heating, or idle. When the LT is below the DT by a
few degrees, the thermostat will be in heating mode (HeatOn). When DT is greater than the LT, the
thermostat will be in cooling mode (CoolOn). When the two values are close, the thermostat is idle. The
exact limits that set the mode are stored internally using the OccupiedCoolingSetpoint and
OccupiedHeatingSetpoint attributes that are computed based on the value set externally for the DT. When
the Thermostat is bound with a temperature sensor that is configured to report the sensed temperature, the
thermostat will receive notifications from the other device and will update the LT to the value received
from the sensor.

7.10.1 Keyboard

SW1 — Decrease Desirable Temperature
SW2 — Increase Desirable Temperature
Long SW2 — Toggle (°F / °C)

7.10.2 Display

LED?2 flashing — LT is below -5°C

All LEDs Off — LT is between -5°C and 10°C

LED2 On, LED3 and LED4 Off — LT is between 10°C and 20°C
LED2 and LED3 On, LED4 Off — LT is between 20°C and 30°C
LED2, LED3 and LED4 On — LT is between 30°C and 40°C
LED2, LED3 On and LED4 Flashing — LT is above 40°C

While changing the DT using the switches, the state of the LEDs as specified reflect the value of
DT until LT is updated again

Freescale ZigBee™ Application User’s Guide for ZigBee 2007, Rev. 1.8

7-8

Freescale Semiconductor



Example Applications

« LCD “LT=temp °F / °C” - When LT acquired from the temperature sensor is between the
OccupiedCoolingSetpoint and OccupiedHeatingSetpoint

« LCD “LT=temp °F / °C HeatOn” - When LT acquired from the temperature sensor is lower than
the OccupiedHeatingSetpoint

* LCD -“LT=temp °F / °C CoolOn” - When LT acquired from the temperature sensor is higher than
the OccupiedCoolingSetpoint

« LCD - “DT=temp °F / °C” — When changing the Desirable Temperature

* The LCD display on the MC1322x Network Node displays various icons depending on the action
being performed. For example:

— A fan icon appears for the thermostat

— A snow flake icon appears when the cooling mode is on
— A sun icon appears when the heating mode is on

— A fan intensity icon appears for the fan cluster values

711 Temperature Sensor

The temperature sensor application uses the hardware temperature sensor found on the MC1321x-SRB
and MC1322x Sensor Node boards or a simulated temperature value when the application runs on the other
boards or the hardware sensor is disabled. Users should note that the temperature reported by the hardware
sensor can be slightly different than the actual room temperature.

The Temperature Sensor can send its temperature value using indirect mode, that is, using the local binding
table. It typically sends this data when another node has requested that the Temperature Sensor enter
reporting mode using the ZigBee Cluster Library (ZCL) report attribute command or when the sensor is
indicated to report using a Long SW2 press.

Use SW3 End Device Bind or the Configuration Tool application to bind the Temperature Sensor to a
Thermostat, so that the Thermostat can receive temperature reports from the Sensor.

7.11.1 Keyboard

*  SWI — Decrease simulated temperature when hardware sensor is not used
*  SW2 — Increase simulated temperature when hardware sensor is not used

* Long SW2 — Turn the Report Temperature On, and begins sending the temperature using indirect
transmission (reports are sent to the devices to which the sensor is bound).

7.11.2 Display

» LEDI flashing — sensor is sending OTA temperature reports to bound devices

» LED? flashing — sensed temperature is below -5°C

« LED2, LED3, LED4 Off — sensed temperature is between -5°C and 10°C

« LED2 On, LED3, LED4 Off — sensed temperature is between 10°C and 20°C

« LED2 and LED3 On, LED4 Off- sensed temperature is between 20°C and 30°C
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« LED2, LED3 and LED4 On — sensed temperature is between 30°C and 40°C
« LED2, LED3 On and LED4 Flashing — sensed temperature is above 40°C

712 HA Generic Application

The generic application is a device with no unique features. It only uses the common user interface.

7.13 HA Range Extender

The range extender is a router with no unique features. It uses only the common user interface.

7.14 HA Combined Interface

The Combined Interface application acts as a gateway between a personal computer and the ZigBee
network by using the ZTC library for UART communication. The run mode of the application does not
include any functionality except the “Go to configuration mode” which is enabled by a long press of SW1
of the evaluation board. The behavior of the switches and LEDs in Configuration mode is the same as all
other Home Automation applications as shown in Section 7.3.1, “ASL Configuration Mode” and
Section 7.4.1, “Configuration Mode”.

7.15 Energy Service Portal (ESP)

The Energy Service Portal (ESP) acts as a gateway to a ZigBee network and optionally acts as a Metering
Device. It connects the energy supply company network to the metering and energy management devices
within the home. It is assumed that a HOST (usually a PC) will relay the messages from the utility

company to the ZigBee network. The ESP only routes the messages to the devices from the network. That
is, the HOST must keep track of what messages are sent and must ensure that the messages have the correct
parameters. The ESP is a ZigBee Coordinator that maintains a list of registered Smart Energy devices (to
have secure communications), and also can send inter-pan messages to non-Smart Energy devices.

For the ESP demonstration application, users should employ the Test Tool software as a HOST to relay
commands or messages to and from the ZigBee devices. The device does not include any functionality for
application run mode.

The configuration running mode has all the functionality as shown in Section 7.3.1, “ASL Configuration
Mode” and Section 7.4.1, “Configuration Mode” without end device bind/match (SW3 short press) and
remove all bindings (SW3 — long press).
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7.16 Metering Device

The Metering Device demonstration application uses a timer based scheme to demonstrate continuous
energy consumption so that the metering data read through the read attribute or through reporting, shows
an increasing consumption. For example, the Current Summation Delivered attribute will increment with
a random value (between 0 and 32) every 10 seconds. The Attribute value can be reported, read to/from
the ESP, which provides information to the utility company. The metering device is typically a “sleepy”
end device, configured by the ESP to report the metering data. The Metering Device demonstration
application shows how an attribute can be “decoupled” and updated asynchronously. It decouples the
Current Summation Delivered attribute so that read attribute responses or attribute reports can be sent later.
For example, a real meter is read through a slow serial interface.

The configuration running mode has all the functionality as shown in Section 7.3.1, “ASL Configuration
Mode” and Section 7.4.1, “Configuration Mode” without end device bind/match (SW3 short press) and
remove all bindings (SW3 — long press).

7.16.1 Keyboard

In application run mode, key presses do the following:
»  SW2 - Toggle the status attribute bit “Check Meter”
*  SW4 - Toggle on and off energy consumption

7.16.2 Display

The LEDs in run application mode do this:
* LED2 - Toggles with each toggle command on SW2
* LED4 - Flashing when consumption is On

7.17 In-Premise Display

The In-Premise Display demonstration application relays the data to users using a text display. The display
shows simple text messages or pricing information to inform users about the utility company actions or
current pricing information. The time is updated in the Smart Energy network by the utility company
through the ESP and is displayed for all received messages. The In-Premise Display device is typically a
ZigBee router that can receive information delivered through the ESP and make it available to users.

The configuration running mode has all the functionality as shown in Section 7.3.1, “ASL Configuration
Mode” and Section 7.4.1, “Configuration Mode” without end device bind/match (SW3 short press) and
remove all bindings (SW3 — long press).

7171 Keyboard

In application run mode, key presses do the following
*  SW2 - Confirm a received messages (if a message needs to be confirmed)
* Long SW2 - Send a "Get Last Message Request"

Freescale ZigBee™ Application User’s Guide for ZigBee 2007, Rev. 1.8

Freescale Semiconductor 7-11



Example Applications

* Long SW3 - Send a "Get Current Price Request"
*  SW4 - Run through information fields

7.17.2 Display
The LEDs in run application mode do the following:

* LED?2 - Flashing when a received message need to be confirmed
Depending on the target, the LCD can display information in different ways.

The MC1321xNCB board LCD displays information as follows:
* LCD linel - "InPremiseDisplay" - display application name
* LCD lines 2-3 - display messages received from the ESP

* LCD line 4 - " PriceTier 1" - display some information fields of the current price; pressing SW4
user can run trough other fields.

* LCDline5 - "PriceStarted" - display price status (received, started, updated, completed, no current
price available)

* LCD line 6 - "Time= 07:55:20" - display the current time

The other boards with a 16 character LCD display information as follows:
* LCD linel - The last received event is displayed (e.g. Msg Rcvd, Price Revd, etc)

* LCD line2 - Displays the current information field. The available fields are: last message received,
current price, duration, price tier, label, unit of measure and current time. The user can switch the
current information field by pressing SW4

718 Programmable Communicating Thermostat (PCT)

The Programmable Communicating Thermostat (PCT) demonstration application shows how received
Demand Response and Load Control (DRLC) and Price events are managed by a device that supports load
control and prices. The PCT can act as a thermostat (Heating/Cooling device) or as a circulation fan. Use
the Beenpp.h file (gpcTHeatCoolDevice d and gpcTCirculationFanDevice d) to select between the two
devices.

The prices and load control commands are sent to the PCT device from a host CPU or the Test Tool
software through the ESP device using serial communication. This allows users to experiment with the
Smart Energy Price and Load Control commands.

The configuration running mode has all the functionality as shown in Section 7.3.1, “ASL Configuration
Mode” and Section 7.4.1, “Configuration Mode” without end device bind/match (SW3 short press) and
remove all bindings (SW3 — long press).

NOTE

By default, the Utility Group is 0x00 and Device Class is 0x0001 for both
devices.
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7.18.1 Heat/Cool Device (Selected at Compile Time in BeeApp.h)

If the PCT is a Heating/Cooling device, it has two different modes, selected by an application mode button
(long press of SW4):

* Demand Response and Load Control (DRLC) Mode — In DRLC Mode, the PCT adjusts the
desired temperature as defined by the DRLC event and display. (If voluntary events are accepted.)
Critical events must always be executed. In DRLC Mode, the adjustment is made using the fields
of the load control event specific for the thermostat.

* Price Mode — In Price Mode, temperature adjustment is based on Price instead of DRLC events,
except when a critical/mandatory load control event is received.

Only one event (price or load control) will be active on the same duration. The last received event will
override the executing event, unless the executing event is critical. Critical events are executed until they
end.

All the adjustments are made on the last desired temperature value as changed locally by the user. For
example, if the active event completes execution, the temperature is set back to the value set locally before
receiving the event.

If a price event is received and the device is in Price Mode, the temperature is adjusted to match the
following values:
» For low price (between [0.8 - 0.12))
— Temperature Heating/Cooling Set Points are raised +1 °C
— Temperature Heating/Cooling Offsets are set to 1 °C
* For medium price (between [0.12 — 0.18))
— Temperature Heating/Cooling Set Points are not raised or lowered (+0 °C)
— Temperature Heating/Cooling Offsets are set to 1 °C
» For peak price (between [0.18 — 0.30))
— Temperature Heating/Cooling Set Points are lowered -2 °C
— Temperature Heating/Cooling Offsets are set to 2 °C
» For critical price (between [0.30 — 0.40))
— Temperature Heating/Cooling Set Points are lowered -4 °C
— Temperature Heating/Cooling Offsets are set to 3 °C

NOTE

If a display is connected to the board, information such as event duration,
event duty cycle, temperature Heating/Cooling Set Points, temperature
Heating/Cooling Offsets, event status (started, superseded, canceled,
completed etc.) are displayed for load control events. For price events, fields
such as tier number, label, price, duration, unite of measure are displayed.
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7.18.1.1 Keyboard

In application run mode, key presses do the following:

SW1 - Decreases the desired temperature. If performed during the event duration, first choose SW3
(not to participate on the active event), to activate SW1. During a load control critical event, it is
NOT possible to decrease the desired temperature until the event completes execution.

SW2 - Increases the desired temperature. If performed during the event duration, first choose SW3
(not to participate on the active event), to activate SW1. During a load control critical event, it is
NOT possible to increase the desired temperature until the event completes execution.

SW3 - Select Opt Out, (not to participate on the last received event) If the event is critical, it is not
possible to choose Opt Out (the event will be executed until it ends).

SW4 - Run through the last received event fields (it can be a load control or price event)

Long Press SW1 - Toggle display/keyboard mode (Configuration and Application). When entering
application mode, a “Get Current Price command” is sent over the air.

Long Press SW2 - Toggle the LEDs. Displays the desired temperature on the LEDs or Application
Settings LEDs (accept or not accept voluntary events, the device is in Load Control or Price Mode).

Long Press SW3 - Toggle on/off accepting voluntary load control events (by default voluntary
events are not accepted)

Long Press SW4 - Toggle between Load Control and Price Mode. In Price Mode, only critical load
control and price events are accepted. In Load Control Mode, the price events are rejected. That is,
the non-critical active event is overridden with the last received event (price or load control event).
By default, the device is in Load Control Mode. If no current price is active when users enter the
Price Mode (LED4 On), a “Get Current Price command” is sent over the air. The mode of operation
can not be changed during critical load control event execution.

7.18.1.2 Display
Depending on the target, the LCD displays information in different ways.

The LEDs in run application mode do the following:

LED2 - LED4 - When the desired temperature is changed, it shows the level of the desired
temperature as follows:

— LED2 is On and LED3 and LED4 are Off, the local temperature is between 10 °C and 20 °C.
— LED2 and LED3 are On and LED4 is Off, the local temperature is between 20 °C and 30 °C.
— LED2, LED3 and LED4 are On, the local temperature is between 30 °C and 40 °C

— LED2, LED3 On and LED4 is flashing, the local temperature is above 40 °C

LED1 - When an event starts executing, the LED flashes during the entire event duration.

LED3 - When a long press of SW3 occurs, it shows that voluntary load control events are accepted
or not.

LED4 - When a long press of SW4 occurs, it shows if the device is in Load Control or Price Mode.
By default, LED4 is Off and Load Control Mode selected.

Depending on the target, the LCD displays information in different ways.
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The MC1321xNCB board LCD displays information as follows:

LCD Line 1 - "DT=24C" - Displays the temperature

LCD Line 2 - "App 1AAA 13 0001" - Displays the PAN ID, channel and short address in
application mode

LCD Line 5 - "Ev 010Min 80%ON" - Displays the last received event fields (Can be a load control
event or price event). Use SW4 to run through the event fields

LCD line 6 - "Started" - Displays event status.

The other boards with a 16 character LCD display information as follows:

LCD Line 1 - Displays the last received event

LCD Line 2 - Displays the current information field. The available fields are : desired temperature,
price or load control event, heating setpoint, cooling setpoint, heating offset, cooling offset.
Switching the current field is done by pressing on SW4

7.18.2 Circulation Fan Device (Selected at Compile Time in BeeApp.h)

The circulation fan device only reacts to DRLC events. The fan has four speeds (not including the “Off”
duty cycle), as designated by the duty cycle field of the load control event as follow:

Speed 1 25% Duty Cycle — LED1{lashes at a 800 milliseconds period.
Speed 2 50% Duty Cycle — LED2 is ON, LEDI1 flashes at a (8§00/2) milliseconds period.
Speed 3 75% Duty Cycle — LED2 and LED3 are ON, LED1 flashes at a (800/3)
milliseconds period.
Speed 4 100% Duty Cycle — LED2, LED3 and LED4 are ON, LED]1 flashes at a (800/4)
milliseconds period.
Fan is Off 0% Duty Cycle — All LEDs are Off (LED]1 is not flashing).
NOTE

If a user locally decreases or increases the fan speed during critical or
voluntary event duration, a Report Status Event with the "Opt Out" status is
sent for the active event and the fan speed is decreased or increased starting
from current speed. (This is different behavior than the Heating/Cooling
device). Only load control events with known duty cycles are accepted (0%,
25%., 50%, 75% and 100%.)

7.18.21 Keyboard

In application run mode, key presses do the following:

SW1 - Locally decreases the fan speed. If this done during the event duration, a Report Status Event
with the "Opt Out" status is sent for the active event and the fan speed is decreased starting from
the current speed

SW2 - Locally increases the fan speed. If this is done during the event duration, a Report Status
Event with the "Opt Out" status is sent for active event and the fan speed is increased starting from
current speed
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* SW4 - Runs through the last received event fields (load control or price event)
* Long Press SW1 - Toggles display/keyboard mode (Configuration and Application)

* Long Press SW3 - Toggles on/off the ability to accept voluntary load control events. (By default,
voluntary events are not accepted.)

7.18.2.2 Display

During the application mode, the LEDs display as follows:
» LEDI - Flashes with a period specified by speed (and the fan speed is specified by duty cycle).

» LEDI- LED4 - Specifies the fan speed. (For example, speed three (75%) - LED1 flashes, LED2
and LED3 are On)

* LED3- When a long press of SW3 occurs, shows if voluntary load control events are accepted. (By
default, LED3 is Off and voluntary events are not accepted.)
Depending on the target, the LCD displays information in different ways.

The MC1321xNCB board LCD displays information as follows:
* LCD Linel - "Speed =1 (025%)" - Displays the speed.
* LCD Line 2 - "App 1AAA 13 0001" - Display PAN ID, channel and short address in application
mode.

*+ LCD Line 5 - "Ev 010Min 25%ON" - Displays the last received event fields. Use SW4 to run
through event fields.

* LCD Line 6 - "Started" - Displays the event status

The other boards with a 16 character LCD display information as follows:
 LCD Line 1 - Displays the last received event

« LCD Line 2 - Displays the current information field. The available fields are : speed, price or load
control event, heating setpoint, cooling setpoint, heating offset, cooling offset. Switching the
current field is done by pressing on SW4

719 Load Control (LC)

The Load Control (LC) demonstration application looks similar to the PCT Heating/Cooling device
regarding the load control management and price events. The only difference is that the Load Control
application uses the duty cycle field of the load control event to simulate the On/Off state of the device in
a defined period of time (5 seconds).

In Price Mode, adjustment of the duty cycle is based on Price instead of DRLC events, except when a
critical/mandatory load control event is received.

If an event is completed, the duty cycle is set back to the value that was set locally by the user (not set by
other event).

If a price event is received and the device is in Price Mode, the desired duty cycle is adjusted to match the
following values:

* For low price (between [0.8 - 0.12))
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— Duty cycle is set to 100% (Device is in the “On” state.)

For medium price (between [0.12 — 0.18))

— Duty cycle is set to 90% (Device is in the “On” state for 90% of the 5 second duty cycle.)
For peak price (between [0.18 — 0.30))

— Duty cycle is set to 70% (Device is in the “On” state for 70% of the 5 second duty cycle.)
For critical price (between [0.30 — 0.40))

— Duty cycle is set to 50% (Device is in the “On” state for 50% of the 5 second duty cycle.)

The prices and load control commands are sent to the LC device from a host CPU or the Test Tool software
through the ESP device using serial communication. This allows users to experiment with the Smart
Energy Price and Load Control commands. The configuration running mode has all the functionality as
shown in Section 7.3.1, “ASL Configuration Mode” and Section 7.4.1, “Configuration Mode” without end
device bind/match (SW3 short press) and remove all bindings (SW3 — long press).

NOTE
By default, the Utility Group is 0x00 and Device Class is 0x0380.

7.19.1 Keyboard

In application run mode, key presses do the following:

SW1 - Decreases the duty cycle 10%. If an event is executing, first choose SW3 (not to participate
on the last received event), to locally set the duty cycle. During a load control critical event, it is
NOT possible to decrease the duty cycle until the event completes execution.

SW2 - Increases the duty cycle 10%. If an event is executing, first choose SW3 (not to participate
on the last received event), to locally set the duty cycle. During a load control critical event, it is
NOT possible to increase the duty cycle until the event completes execution.

SW3 - Select Opt Out (not to participate on the last received event). If the event is critical, it is not
possible to choose Opt Out. (The event will be executed until it ends.)

SW4 - Run through the last received event fields (load control or price event).

Long Press SW1 - Toggles display/keyboard mode (Configuration and Application). When
entering the application mode, a “Get Current Price command” is sent over the air.

Long Press SW3 - Toggles on/off the ability to accept voluntary load control events. (By default,
voluntary events are not accepted.)

Long Press SW4 - Toggles between Load Control and Price Mode. In Price Mode, only critical load
control and price events are accepted. In Load Control Mode, the price events are rejected. That is,
the non-critical active events are overridden with the last received event (price or load control
event). By default, the device is in Load Control Mode. If no current price is active when users
enter the Price Mode (LED4-On), a “Get Current Price command” is sent over the air. The mode
of operation can not be changed during critical load control event execution.
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7.19.2 Display

The LEDs in run application mode do the following:
* LEDI - Flashes during the entire event duration.

* LED?2 - Shows the current "On" state of the 5 second duty cycle. For example, a duty cycle of 90%
signifies that the device is the "On" state for 4.5 seconds and in the "Off" state for 0.5 seconds. This
device behavior is repeated every 5 seconds ("Off" state precedes the "On" state).

* LED3 - When a long press of SW3 occurs, it shows that voluntary load control events are accepted
or not. By default, LED3 is Off and voluntary events are not accepted.

* LED4 - When a long press of SW4 occurs, it shows the running mode of the device (Load Control
or Price Mode). By default, LED4 is Off and Load Control Mode selected.
Depending on the target, the LCD displays information in different ways.

The MC1321xNCB board LCD displays information as follows:
* LCD Line 1 - "DutyCycle= 90%" - Displays the duty cycle.
« LCD Line 2 -"App 1AAA 13 0001" - Displays the PAN ID, channel and short address in
application mode.

« LCD Line 5- "Ev 010Min 25%ON" - Displays the last received event fields (load control event or
price event). Use SW4 to run through event fields.

* LCD Line 6 - "Started" - Display event status.

The other boards with a 16 character LCD display information as follows:
* LCD Linel - displays the last received event status (price or load control)

* LCD Line2 - displays the current information field. The fields can be the duty cycle and the last
received event. Switching between the fields is done by pressing SW4.

7.20 Range Extender

The Range Extender is a simple device that acts as a router for other devices from the network. It has no
functionality in the application mode The configuration running mode has all the functionality as shown
in Section 7.3.1, “ASL Configuration Mode” and Section 7.4.1, “Configuration Mode” without end device
bind/match (SW3 short press) and remove all bindings (SW3 — long press).

7.21 Smart Appliance, Prepayment Terminal

The Load Control, Smart Appliance, Prepayment Terminal are sample applications that have no
functionality in the run mode of the application. The configuration running mode has all the functionality
as shown in Section 7.3.1, “ASL Configuration Mode” and Section 7.4.1, “Configuration Mode” without
end device bind/match (SW3 short press) and remove all bindings (SW3 — long press).
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7.22 Manufacturer Specific Applications

The Wireless UART and Accelerometer applications are example applications that are not part of the
Home Automation Application Profile. They are also not part of any other ZigBee public profile and are
considered to be custom application profiles. The ZigBee Alliance calls these “Manufacturer Specific”
applications. These applications are only intended to operate among devices from a single primary
manufacturer. Other manufacturers can use these applications, if they have permission to do so, from the
primary manufacturer.

7.22.1 Manufacturer Specific Configuration Mode User Interface

The following Configuration Mode User Interface is slightly different from the Home Automation
applications.
Short push button presses do the following:
*  SWI1 — Form/join network (form if ZC, join if ZR or ZED)
*  SW2 - Leave network
*  SW3 — End-device-bind (bind/unbind toggle with another node) / Match
*  SW4 —Choose channel, walks through all channels (uses 4 LEDs for a binary number 0- 15 which
equates to channels 11-26)
Long (greater than 1 second) push button presses do the following:
* Long SWI — Go to Run Mode
* Long SW2 — Toggle Permit Join
*  Long SW3 — Unbind all
* Long SW4 — Reset node to factory defaults

7.23 Wireless UART

The Wireless UART can replace a serial cable with two or more ZigBee nodes. It can multi-hop for
extended range using mesh routing. ZigBee is half-duplex and generally low data rate, so it is not
applicable for all serial applications.

7.23.1 Keyboard

This application uses the standard ASL user interface, with a few exceptions. Since the Wireless UART
does not have scenes or identify mode, SW3, SW4, and Long SW4 do not perform the same functions that
they perform in most other applications.

This wireless UART application can replace a wire, and it supports HW flow control to make sure it does
not miss messages. Flow control is only supported in one direction; the ZigBee node will assert flow
control to tell the PC to stop transmitting. The ZigBee node does not recognize flow control asserted by
the PC.

The Wireless UART application can be char or block mode, and/or in loop back mode.
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In char mode, every character that is received from the UART is immediately sent to the remote node. This
is intended for keyboards and other, similar applications.

In block mode, bytes from the UART are gathered together and sent as a block to the far end. This mode
makes more efficient use of the available radio bandwidth (more bytes of payload transferred per ZigBee
packet), and is intended for file transfers.

In loopback mode, every byte received from the UART is sent back out the UART. No data from the UART
is sent over the air.

*  SWI — Toggle char vs. block mode

*  SW2 — Toggle loopback mode on/off

* SW3 —Not used

*  SW4 — Toggle through baud rates 1200,2400,4800,9600,19200,38400

* Long SWI — Go to Configuration Mode
* Long SW2 — Not used

* Long SW3 — Add Group

* Long SW4 — Not Used

7.23.2 Display

The LEDs in application mode will display as follows:
* LEDI1 — on when in char mode, off when in block mode
* LED2 — on when in loopback mode, off otherwise
» LED3 —toggles on each packet sent to the remote node
* LED4 —toggles on each packet sent to the PC via the UART
* LCD (on NCB) indicates # of packets transferred
* line LCD 1: “Rx 1234 Tx 1234” (in hex)
* Line 2 on LCD will not be changed as this is used for the standard ASL interface.

7.23.3 Baud Rate Display User Interface

7.23.3.1 Application Mode

Each time SW4 is pressed to change baud rates, the LEDs will change for a moment to display the new
baud rate as shown in the following table:

Table 7-5. Baud Rate LED Display

Baud Rate LED1 LED2 LED3

1200 On Off Off
2400 Off On Off
2400 On On Off
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Table 7-5. Baud Rate LED Display (continued)

9600 Off Off On
19200 On Off On
38400 Off On On

The default baud rate is 38400. The serial port is always set to 8N1:
» FEight data bits
* No parity
*  One stop bit

7.24 Generic App

The Generic App application measures and displays movement of a board in three axis using the built-in
accelerometer in the SRB and SARD boards, and shows this movement by lighting LEDs on another
display board. Use SW3 to find the other board so that the display of movement takes place on the remote
board instead of the local board.

The purpose of the Generic App (also called Accelerometer) application is to:

» Show how to interact with BeeStack 2006 without using the ASL interface

» Demonstrate a very simple application as a starting point for custom applications

* Show how to interact with hardware in the multi-tasking BeeStack environment
The Generic App application does not use the ASL interface. Instead, it blinks LEDI to indicate that it is
not on the network when it first starts. When button 1 is pressed, it forms the network as a ZigBee
Coordinator (ZC), or it joins a network as a ZigBee Router (ZR) or a ZigBee End Device (ZED). It does
NOT have the application vs. configure mode like the ASL does, but instead uses the LED and keyboard
routines directly from the driver. It also does not use the NVM interface. When not on hold, the
accelerometer transmits once every 500 milliseconds to the remote display.

NOTE

Program the Generic App application into two boards. One board will be the
accelerometer and the other board will be the remote display. Only press
SW3 on the board that will be the accelerometer. The other board, without
any key presses, will then be the display for the accelerometer.

7.241 Keyboard

In run mode, key presses do the following:
*  SWI —join/form the network

*  SW2 —Walks through 5 tilt states (all LEDS off, 1 -4 on). SARD and SRB boards ignore this button
and use actual accelerometer hardware.

+  LSW2 —Toggles “hold” (starts/stops detecting and transmitting accelerometer data). “hold” is the
default state when the board boots.
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* SW3 — Find accelerometer display using match descriptor (LED3 will light on both boards)

*  SW4 -Toggles through display axis (X, Y or Z). On NCB, all axes are displayed on LCD, but only
1 axis on LEDs. Will briefly display LED1=X, LED2=Y, LED3=Z to indicate which axis will be
displayed on the LEDs.

7.24.2 Display

The LEDs in run mode do the following:
« LEDI blinks when not on network.
« LEDI is solid when joined/formed the network.
» LED?3 is solid on when display is found.

* LEDs 1-4 indicate 5 states of tilt for the currently displayed access (0 to 4 LEDs on). All LEDs off
means upside down on Z-axis. All LEDs on means right side up on Z-axis.

7.25 Health Care Data Collection Unit

The Health Care Data Collection Unit (Hc DataCollectionUnit) application implements a demonstration
application for a ZigBee Health Care Profile Data Collection Unit device. The application is a prototype
for the IEEE 11073-20601 Application Profile - Optimized Exchange Protocol (OEP) Manager device
specification. The OEP layer of the application uses a ZigBee tunnel cluster to exchange health care

specific device association, deassociation and data messages as shown in ZigBee Alliance document
075360.

The Data Collection Unit application acts as an OEP Manager by replying to the association request from
an OEP Agent and receiving health care data indications from it as described in Section 7.26, “Health Care
Thermometer”.

NOTE

Perform the End Device Bind procedure between the DataCollectionUnit
device and the Agent before sending the initial ZigBee Health care tunnel
RECONNECT status notification request from the Agent device.

The application only implements the Configuration mode and does not implement the Run Mode. The
switch and LED behavior in Configuration mode for the Health Care Data Collection application is the
same as the behavior of the applications shown in Section 7.3.1, “ASL Configuration Mode” and
Section 7.4.1, “Configuration Mode”.
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7.26 Health Care Thermometer

The Health Care Thermometer (Hc Thermometer) application implements a demonstration application for
a ZigBee Health care Profile Thermometer device. The application is a prototype for the IEEE
11073-20601 Application Profile - Optimized Exchange Protocol (OEP) Agent device specification. The
OEP layer of the application uses a ZigBee tunnel cluster to exchange health care specific device
association, deassociation and data messages as shown in ZigBee Alliance document 075360.

The Thermometer application acts as an OEP Agent by sending an Association Request to the Manager to
which the Manager replies with an Association Response. Users of the Hc Thermometer application can
initiate a ZigBee tunnel reconnect status notification request to trigger the OEP layer association and send
simulated temperature data indications to the Manager.

NOTE

Perform the End Device Bind procedure between the Thermometer device
and the Manager device before sending the initial ZigBee Health care tunnel
RECONNECT status notification request to the Manager device.

The switch and LED behavior in Configuration mode for the Thermometer application is the same as the
behavior of the applications shown in Section 7.3.1, “ASL Configuration Mode” and Section 7.4.1,
“Configuration Mode”.

7.26.1 Keyboard

In run mode, key presses do the following:
* SWI - Increases the local temperature.
*  SW2 - Decreases the local temperature.
* SW3 - Sends a body temperature Event Report to the Manager device.

*  SW4 - Sends a ZigBee Health care IEEE 11073 Tunnel cluster RECONNECT status notification
to the Manager device. The Manager replies with a Tunnel Connect Request and the tunnel is fully
established once the CONNECTED status notification is sent back from the Agent to the Manager.
Once the tunnel is established, the Thermometer continues to send a 11073 OEP Association
Request to the Manager, followed by an Association Response from the Manager. This completes
the tunnel and the IEEE 11073 OEP association process

* Long SW4 - Sends a ZigBee Health care IEEE 11073 Tunnel cluster DISCONNECT status
notification to the Manager device. This triggers a tunnel disconnect and releases the OEP
association.
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7.27 Health Care Weight Scale

The Health Care Weight Scale (Hc WeightScale) application implements a demonstration application for
a ZigBee Health care Profile WeightScale device. The application is a prototype for the IEEE 11073-20601
Application Profile - Optimized Exchange Protocol (OEP) Agent device specification. The OEP layer of
the application uses a ZigBee tunnel cluster to exchange health care specific device association,
deassociation and data messages as shown in ZigBee Alliance document 075360.

The WeightScale application acts as an OEP Agent by sending an Association Request to the Manager to
which the Manager replies with an Association Response. Users of the Hc WeightScale application can
initiate a ZigBee tunnel reconnect status notification request to trigger the OEP layer association and send
simulated values of height and weight data indications to the Manager.

NOTE
Perform the End Device Bind procedure between the WeightScale device
and the Manager device before sending the initial ZigBee Health care tunnel
RECONNECT status notification request to the Manager device.

The switch and LED behavior in Configuration mode for the WeightScale application is the same as the
behavior of the applications shown in Section 7.3.1, “ASL Configuration Mode” and Section 7.4.1,
“Configuration Mode”.

7.271 Keyboard

In run mode, key presses do the following:

SW1 - Increases the current displayed value.

SW2 - Decreases the current displayed value.

SW3 - Sends an Event Report to the Manager device.
Long SW3 - Switch display mode (height or weight).

SW4 - Sends a ZigBee Health care IEEE 11073 Tunnel cluster RECONNECT status notification
to the Manager device. The Manager replies with a Tunnel Connect Request and the tunnel is fully
established once the CONNECTED status notification is sent back from the Agent to the Manager.
Once the tunnel is established, the WeightScale continues to send a 11073 OEP Association
Request to the Manager, followed by an Association Response from the Manager. This completes
the tunnel and the IEEE 11073 OEP association process

Long SW4 - Sends a ZigBee Health care IEEE 11073 Tunnel cluster DISCONNECT status
notification to the Manager device. This triggers a tunnel disconnect and releases the OEP
association.
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7.28 Health Care Glucose Meter

The Health Care Glucose Meter (He GlucoseMeter) application implements a demonstration application
for a ZigBee Health care Profile Glucose Meter device. The application is a prototype for the IEEE
11073-20601 Application Profile - Optimized Exchange Protocol (OEP) Agent device specification. The
OEP layer of the application uses a ZigBee tunnel cluster to exchange health care specific device
association, deassociation and data messages as shown in ZigBee Alliance document 075360.

The Glucose Meter application acts as an OEP Agent by sending an Association Request to the Manager
to which the Manager replies with an Association Response. Users of the Hc Glucose Meter application
can initiate a ZigBee tunnel reconnect status notification request to trigger the OEP layer association and
send simulated values of blood glucose and meal context data indications to the Manager.

NOTE

Perform the End Device Bind procedure between the WeightScale device
and the Manager device before sending the initial ZigBee Health care tunnel
RECONNECT status notification request to the Manager device.

The switch and LED behavior in Configuration mode for the GlucoseMeter application is the same as the
behavior of the applications shown in Section 7.3.1, “ASL Configuration Mode” and Section 7.4.1,
“Configuration Mode”.

7.28.1 Keyboard

In run mode, key presses do the following:
* SWI - Increases the current displayed value.
*  SW2 - Decreases the current displayed value.
* SW3 - Sends an Event Report to the Manager device.
*  Long SW3 - Switch display mode (blood glucose and meal context).

*  SW4 - Sends a ZigBee Health care IEEE 11073 Tunnel cluster RECONNECT status notification
to the Manager device. The Manager replies with a Tunnel Connect Request and the tunnel is fully
established once the CONNECTED status notification is sent back from the Agent to the Manager.
Once the tunnel is established, the GlucoseMeter continues to send a 11073 OEP Association
Request to the Manager, followed by an Association Response from the Manager. This completes
the tunnel and the IEEE 11073 OEP association process

* Long SW4 - Sends a ZigBee Health care IEEE 11073 Tunnel cluster DISCONNECT status
notification to the Manager device. This triggers a tunnel disconnect and releases the OEP
association.
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7.29 Health Care Blood Pressure Monitor

The Health Care Blood Pressure Monitor (Hc BpMonitor) application implements a demonstration
application for a ZigBee Health care Profile Blood Pressure Monitor device. The application is a prototype
for the IEEE 11073-20601 Application Profile - Optimized Exchange Protocol (OEP) Agent device
specification. The OEP layer of the application uses a ZigBee tunnel cluster to exchange health care
specific device association, deassociation and data messages as shown in ZigBee Alliance document
075360.

The BpMonitor application acts as an OEP Agent by sending an Association Request to the Manager to
which the Manager replies with an Association Response. Users of the Hc BpMonitor application can
initiate a ZigBee tunnel reconnect status notification request to trigger the OEP layer association and send
simulated values of systolic, diastolic and pulse rate data indications to the Manager.

NOTE

Perform the End Device Bind procedure between the BpMonitor device and
the Manager device before sending the initial ZigBee Health care tunnel
RECONNECT status notification request to the Manager device.

The switch and LED behavior in Configuration mode for the BpMonitor application is the same as the
behavior of the applications shown in Section 7.3.1, “ASL Configuration Mode” and Section 7.4.1,
“Configuration Mode”.

7.29.1 Keyboard

In run mode, key presses do the following:
*  SWI - Increases the current displayed value.
*  SW2 - Decreases the current displayed value.
* SW3 - Sends an Event Report to the Manager device.
* Long SW3 - Switch display mode (systolic, diastolic and pulse rate).

*  SW4 - Sends a ZigBee Health care IEEE 11073 Tunnel cluster RECONNECT status notification
to the Manager device. The Manager replies with a Tunnel Connect Request and the tunnel is fully
established once the CONNECTED status notification is sent back from the Agent to the Manager.
Once the tunnel is established, the BpMonitor continues to send a 11073 OEP Association Request
to the Manager, followed by an Association Response from the Manager. This completes the tunnel
and the IEEE 11073 OEP association process

Long SW4 - Sends a ZigBee Health care IEEE 11073 Tunnel cluster DISCONNECT status notification to
the Manager device. This triggers a tunnel disconnect and releases the OEP association.
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7.30 Health Care Data Collection Unit ZTC Host

The Health Care Data Collection Unit ZTC Host (He DataCollectionUnit ZTC Host) application
implements only the level of functionality defined by the ZHC specification, with the IEEE 11073-20601
manager message processing stack disabled. This can be useful if the IEEE 11073 message interpretation
functionality is transferred to a different MCU (or another entity such as a PC application) communicating
via the ZTC UART protocol to the BeeStack node. Once the ZHC tunnel is established, the entity
connected to the ZTC Host will be able to send and receive ASPDE-DATA packets containing BeeStack
ZCL Health Care TransferAPDU frames which encapsulate IEEE 11073 frames. See the Freescale
BlackBox and ZTC Reference Manual as well as the ZigBee Health Care Specification for reference
information on the format of the frames transmitted using ZTC.

NOTE

Perform the End Device Bind procedure between the DataCollectionUnit
device and the Agent before sending the initial ZigBee Health care tunnel
RECONNECT status notification request from the Agent device.

The application only implements the Configuration mode and does not implement the Run Mode. The
switch and LED behavior in Configuration mode for the Health Care Data Collection application is the
same as the behavior of the applications shown in Section 7.3.1, “ASL Configuration Mode” and
Section 7.4.1, “Configuration Mode”.

7.31 Health Care Data Collection Unit UART Tunnel

The Health Care Data Collection Unit UART Tunnel Host (Hc DataCollectionUnit UART Tunnel)
application implements only the level of functionality defined by the ZHC specification, with the IEEE
11073-20601 manager message processing stack disabled. This can be useful if the IEEE 11073 message
interpretation functionality is transferred to a different entity designed to use generic IEEE 11073 frames
as the communication protocol. The BeeStack node will output on the UART only the standard IEEE
11073 frames without any ZigBee specific data field. Similarly, the frames received on the port must be
standard (must begin with the Invokeld field). Frames received on the UART are encapsulated into
TransferAPDU ZCL Health Care frames which are then transmitted over the air to the latest agent node
that has communicated with the Data Collection Unit on the ZHC cluster.

NOTES
ZTC must be disabled when using this application

Perform the End Device Bind procedure between the DataCollectionUnit
device and the Agent before sending the initial ZigBee Health care tunnel
RECONNECT status notification request from the Agent device.

The application only implements the Configuration mode and does not implement the Run Mode. The
switch and LED behavior in Configuration mode for the Health Care Data Collection application is the
same as the behavior of the applications shown in Section 7.3.1, “ASL Configuration Mode” and
Section 7.4.1, “Configuration Mode”.
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7.32 Health Care Generic Agent and Generic Manager

The Health Care Generic Agent and Generic Manager application serve as empty placeholders that can be
used as starting points for the user to begin adding custom IEEE 11073 attributes and functionality for a
specific health care application. Users should edit the BeeApp.c/.h and Oep11073Config.c/.h to define and
implement a useful application.
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Chapter 8
Creating a BeeStack BlackBox Binary

This chapter shows how to create a BeeStack BlackBox binary using the Freescale BeeKit Wireless
Connectivity Toolkit, how to download the image to the target board and how to use the BeeStack
BlackBox to create a small network formed by an HA OnOffLight device running as the PAN coordinator
and a HA OnOffSwitch running as an end device.

The Freescale Test Tool is used to send and receive data. The BeeStack Black box Reference Manual
Provides further details about host interface, protocol framing and command formatting.

8.1 BeeStack BlackBox Binary Generation

Following these steps on both the coordinator and the end device to generate the BeeStack BlackBox
image.
1. Start the BeeKit Wireless Connectivity Toolkit.
2. Select the appropriate BeeStack codebase.
3. From the menu, select File->New Project... The New Project window appears as shown in
Figure 8-1.
4. From the left side of the New Project, select ZigBee Black Box Binary, as shown in Figure 8-1.
5. Select the Black Box Binary template from the right side of the window.
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Hew Project

Project tvpes:

Templakes:

- Zighee Home Automation Applications

- ZigBee Smart Energy Applications

- Other ZigBee Applications

- ZigBee Black Box Binary

- ZigBee Healthcare applications

- BlackBox Host Home Autarmation Applications
- BlackBox Host Smart Energy Applications
- BlackBox Host Other Applications

- BlackBox Host Healtheare Applications
[=- Other Project Types

. Solutions

Black Box Binary

Template application

Project Name: |B|ack Biox Binary |

Solution Mame: |My Salution |

Location:

|D:'|,My Documents) Zighes|

[ e

Figure 8-1. BeeKit New Project Window

6. Enter a name, solution location and project name at the bottom of the New Project window.
7. Click OK to create the project.
The New Project window closes and the BeeKit Project Configuration window appears as shown

in Figure 8-2.
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- Freescale BeeKit Project Configuration: Black Box Einary

Freescale

BeeKit"‘ Welcome to the BeeStack configuration wizard

Using the wizard you can make configuration changes to the default settings of the application.

Currently the main default settings of the Black Box Binary application are:

# Target Board: Based on MC1322x
» ZigBee Device Type: Combo Device
» BeeStack Configuration: ZigBee Feature Set - MC13224 Combo Device, Standard
Security, Link Keys, UART1
Click <Mext> to start making configuration changes.
Click <Finishi= at any time to close the wizard and save the modified configuration.

Click «Set Defaultsz at any time to close the wizard and discard any modifications.

Back L et ] [ Finish ] [ Set Defaults

Figure 8-2. BeeKit Project Configuration window

8. Click on the Next button. The BeeStack BlackBox Image Type window appears as show in Figure
8-3.

Freescale ZigBee™ Application User’s Guide for ZigBee 2007, Rev. 1.8

Freescale Semiconductor 8-3



PR 4

Creating a BeeStack BlackBox Binary

-7 Freescae Beekit Project Configuration: Black Box Binary

-,
"¢,  Freescale

S T Set BlackBox Image File Configuration Options
> BeeKit 4 4 3

Select BeeStack BlackBox image file configuration type

() ZigBee Feature Set - MC13224 Combo Device, Standard Security, Link Keys, UART1

O ZigBee PRO Feature Set - MC13224 Combo Device, Standard Security, Link Keys, UART1
AmeLers O ZigBee Feature Set - MC13224 Combo Device, Standard Security, Link Keys, UART2
O ZigBee PRO Feature Set - MC13224 Combo Device, Standard Security, Link Keys, UART2|
O ZigBee Feature Set - MC13224 Combo Device, Standard Security, Link Keys, [2C
O ZigBee PRO Feature Set - MC13224 Combo Device, Standard Security, Link Keys, 12C
O ZigBee Feature Set - MC13226 Combo Device, Standard Security, Link Keys, UART1
O ZigBee PRO Feature Set - MC13226 Combo Device, Standard Security, Link Keys, UART1|
O ZigBee Feature Set - MC13226 Combo Device, Standard Security, Link Keys, UART2
) ZigBee PRO Feature Set - MC13226 Combo Device, Standard Security, Link Keys, UARTZ2
O ZigBee Feature Set - MC13226 Combo Device, Standard Security, Link Keys, 12C
O ZigBee PRO Feature Set - MC13226 Combo Device, Standard Security, Link Keys, 12C

Set the Extended (MAC) Address
mse [P [FE [ FF [ FF [ FF [ FE [P [P 5B

Set the Extended address to al 00s to generate a random address

[ Eack. ] ! Next: J [ Finish ] ’ Set Defaults

Figure 8-3. BeeStack Black Box image type window

9. Select the BeeStack BlackBox image file from the available options.Set the Extended (MAC)
Address of the device.

10. Click on the Next Button. The BlackBox connection settings window appears. This window shows
the connection parameters specific to the selected communication interface (UART or 12C).

If a UART based image was selected, the connection settings window allow users to set the UART
baud rate, as shown in Figure §8-4.
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X
- % Freescale BeeKit Project Configuration: Black Box Binary
e e Set BlackBox SCI Opti
BeeKit PSS
Select the baud rate of the SCI/UART communication
[ Back I L et ] [ Firish ] [ Set Defaults

Figure 8-4. UART Settings Window

If an I2C interface has been selected, the connection settings window will allow setting the 12C slave
address, as shown in Figure 8-5.

-7 Freescals Beekit Project Configuration: Black Box Binary

Freescale Set I2C Ot

™ 1= 10NS
BeeKit P
12C Slave Address:

|;xEC

Mext [ Finish ][ Set Defaults
Figure 8-5. 12C Settings Window
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11. Click on the Finish button.
The BeeKit main window appears as shown in Figure 8-6, and the created solution is now ready
for export to the development tool.

# Freescale BeeKit

File  Solution  Project  Help

i 5 23 08 5% se | v | End: Q|2 |

Start Page | Property List ‘ Search Results |

|2

Solution er
= E My Solution (ARM7 BeeStack Codebase 3.0.11)
B\EE Elack Box Binary
ESR R E!ackEox: Einary application

ZigBee Feature Set - MC13224 Combo Device, Standard Sec
Black Box UART Baud Rate Baudrate_38400

12C slave address 0xEC

MWK Extended address 0:FF, 0xFF, 0:FF, 0FF, 0FF , 0xFF, 0P, DFF

Cryskal brim coarse tune value g
Crystal trim fine tune value 15

Help

BlackBox Binary application.
This compoenent contains precompiled Black box images that has gone through a wide
range of tests.

{5 fo fing' 1 cocumantadion

A~ ARM? BeeStack Codsbass 3.0.11 Release Motes
-4 Beestack 2007/Pro Dacumentation
@ MC1322x Transceiver and MCU Documentation

Q MC1322x Evaluation Boards and Kits Documentation
Error List ‘ Oubput -4 Beekit Documentation

Dacumentation View: Codebase Documentation h

Project added 'Black Box Binary'

Figure 8-6. BeeKit Main Window (BlackBox Project)

12. From the menu select Solution\Export Solution. The Export Solution window appears, as shown
in Figure 8-7.

Export Solution |_'X |
Select Projects to be included in the Export.
Wwiarning: Exizting filez will be overaritten!

Select Project(z):

Include  Project Mame Project State
Black Box Binary Mot Exported

[ ak ][ Cancel ]

Figure 8-7. Export Solution Window

13. Click the OK button. A window appears where the available BlackBox image can be selected.
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8.2 Uploading the BlackBox Image to the Target Board

If the target board is based on the MC1322x, then load the BlackBox image using the Freescale TestTool
MC1322x Firmware Loader. If the target board is HCSO0S8 based, use Freescale TestTool HCS08 Firmware
Loader.

8.2.1 Uploading the Image on a MC1322x Target Board

1. From the Test Tool start page, click on Launch ARM7 Firmware Loader. The MC1322x Firmware
Loader appears as shown in Figure 8-8.

MC1322x Firmware Loader

Freescale

_MC1322x Firmware Loade

AR 8

This wtility will update or restore the firmware of a MC1322% board from an image: file,
1. Specify the MC1322x chip revision of your development board:
20

@21

The MC1322x revision is printed on the chip.

2. The following firmware image file will be used for the update:

ARM7BeeStackBlackBox_SP1_UART . bin

If you want to indicate a different firrmware image file dick Browse, { Browse... | Default File

I Use secure firmware update (prevent reading flash file after update)

3. Insert the 802.15.4 MAC address of the node:

The address is made up of 16 hexadecimal digits and can be found on the board label.

4. Set development board parameters:

MC1322x USB Dongle/ Zniffer =]
Crystal Trim Coarse Tune: Fine Tune:

5. Specify the board connection to use for updating the firmware:

* Use USE COM port connection
IBoard on COM17 j
¥ werify written data after update

¢ Use I-Link JTAG connection

Update Firmware |

Figure 8-8. MC1322x Firmware Loader Window

To select the BlackBox image click on the Browse button.

Select the appropriate target board type.

To upload the image, select which connection to use (JTAG or USB COM).
Click the Update Firmware button.

Follow the upload instructions as they appear.

A
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8.2.2 Uploading the Image on a HCS08 Target Board

1. Connect a BDM to the target board.

2. From the Test Tool (version 12 or later) start page, click on Launch HCS08 Firmware Loader. The
HCSO08 Firmware Loader appears as shown in Figure 8-9.

Upload Progress [ )

Figure 8-9. HCS08 Firmware Loader Window

3. To select the BlackBox image click on the Browse button, navigate to the location of the BlackBox
*.519 file and select it.

4. To upload the image, click the Upload button and wait until the upload is complete.

8.3 Connecting the Freescale TestTool to the Boards

After the BeeStack BlackBox image has been downloaded on the two target boards, the Freescale Test Tool
can be used to send commands to the devices. The following steps must be performed on both the
coordinator and the end device to connect to the Freescale Test Tool.

1. Connect the BlackBox device to the USB port of the PC.

2. Configure Test Tool so that it can communicate with the board. See the Freescale Test Tool User's
Guide for more information.

3. From Test Tool, start the Command Console and ensure that the zigBeepro.xm1 file is selected.
4. Send a ZTC-ModeSelect.Request command with the parameters shown in Figure 8-10.
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Freescale Test Tool 12

Command Console = | Script Server ™ Pratocol Analyzer | {Cosxistence Tool &b Firmuare Loaders ~ RiRadio Test £ OTAUpdate ~ [@iBeekit 3settings @pHep 2)

®

Command Console

UARTTxBlocking:

Loaded Cormand et [zgpemronm ]
(icomants.._] ([Cpgsomar ] | O™

MLME: DisableMode | Sme 11 byse

15112000 W

2
ZTC-ModeSelect.Request . o — opcronp 1pyze ] =22
ZTC-WriteExtAddr.Request : OpCode 1 byte ] =00
ZTC-StartiwkEx.Request NLDE: Disablemode _|v° Lengeh [1oyre] =08
ZTC-Restarthk Request e p— UARTIxBlocking [1 byte 1 = 01
ZTC-StophukEx Request Mees [1byte ] = 00 (DisableMode}
ZDP-IEEE_addr_req.Request R MoritorMode % MmME [1byte 1 = 00 (DisableMode)
2ZDP-NWK_addr_req.Request AFDE asp {1byte 1 =00 (DisableMode}
= wioE {1byte 1 = 00 (DisableMode)
ZTC-CPU_Reset.Request o
ZTC-SetChannel Request nnE [1byte ] = 00 (DisableMode}
ZTC-ReadExtAddr.Request 0P MoritorMode |, apsoE {1byte 1 = 02 (MonitorMode)
HealthCare: MoritorMode |, e ¥ 0 R O i )
apsuE (1byre1 =02
zne byie1 =02
HealthCare  [1byze ] =
cre bye ] =
» RM: ZTC-ModaSelecr.Confirm 02 A 00 01 00 AS
Enter Command |ZTC-ModeSelect,Request A3 00 0B D100 0D 0D 00 00 0202 02 02 02 v
coM13. x |
| @ Recodiazo m | > | |
ZTC-ModeSelect. Request ~
ZTC-WriteExtAddr. Request
ZTC-StartiwkexRequast
ZTC-Restarthiwk Request
ZTC-StophwkEx Request |
ZDF-IEEE_addr_req.Request
ZDP-NWK_addr_req.Request
FTO-CPII Rocat Ronnact )
Enter Command v

Figure 8-10. ZTC-ModeSelectRequest Command

8.4 Forming the ZigBee Network
1. First set the extended address on both devices by sending a ZCL-WriteExtAddr.Request command
to each of the devices.

For this example, use the addresses 0xCCCCCCCCCCCCCCCC for the PAN coordinator and
0xDDDDDDDDDDDDDDDD for the end device.

Also, set the operating channel on the PAN coordinator by sending a ZTC-SetChannel command
to it. In this example, channel 0x0D is used.

¢ Freescale Test Tool 12

Command Cansole E; Seript Server %% Protocal Analyzer | [f{ Coexistence Tool @ Firmware Loaders + RRadio Test $* OTA Update ~ [ Beekit -0 Settings

@ Command Console 3

L} : -

E roried o —— ! @RecordMaco m | » | A | \(_a

7 | LostedCommand set [zgmecpronmi ] e (1 byse 1 = 0z (iontsoritoe -

Pt [1 byte ] = 02 (MomitorMode)

ZTC-MadeSelect.Request [ | zop [1 byte 1 = 02 (MonitorMode
ZTC-WriteExtAddr.Request HealthCare [1byte 1 = 02 (MonitorMode)
ZTC-StarthwkEx.Request [1 byte 1 = 2B
ZTC-Restarthvk.Request : 2IC-ModeSelect.Confirm 02 A4 00 01 00 AS

ZTC-StophiwkEx.Request =
ZDP-IEEE_addr_req.Request
ZDP-NWK_addr_req.Request v

Enter Command

iteExthddr.Request 02 A3 DB 08 OC

iteExtAddr Confimm 02 A4 DB 01 00 7E v

COM13

@ Recordviacrs_n_| - | A ]G

) TX: ZIC-ModeSelect.Request 02 A% 00 0B 01 00 00 00 00 00 02 02
2 0z B

All Commands... Add Shorteut 920

} BX: 2IC-ModeSelect Confirm 02 A4 00 01 00 AS

Channel:

Loaded Command Set ‘Zlgﬁeepm <l - ‘

ZTC-ModeSelect Request , TH: ZTC-ritelxtidds Request 02 A3 DB 08 D DD DD DD DD OD DD
ZTC-WriteExtAddr.Request oD 70
ZTC-StarthwkEx.Request Syme [1 byte 1 = 02
ZTC-Restarthwk Request OpSroup [1 byte 1 = A3
ZTC-StopNwhkEx.Request 9pCede  [1 byte 1 aich
ZDP-IEEE_addr_req.Request Length [l byte ] = 02
ZDP-HWK_addr_req.Request agdress [8 byses)
11 byte 1

ZTC-CPU_Reset.Request

ZTC-SetChannel.Request

ZTC-ReadExtAddr.Request

xtAddr

byte
OpGroup [1 byte

1
1
OpCode  [1 byte ]
Length [1 byte ]
Channel (1 byze 1

CRC [1 byte ] =

} R¥: ZIC-SetChannel Confirm 02 A4 13 01 00 B6
Enter Command [ZTC-SetCharnel Request A3 1301 0D b

Figure 8-11. Setting the Extended Address and Channel
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Registering End Points

Follow these steps to register the endpoints on the PAN coordinator.
Choose the ZTC-RegisterEndPoint.Request command from the All Commands-> ZTC Commands

1.

menu.

Enter the following values as shown in Figure 8-12.
— EndPoint: 8

— ApplicationProfileld: 0x0104 (HA)

— ApplicationDeviceld: 0x0100 (OnOffLight)

— ApplicationDeviceAnd VersionFlags: 0x00

— ApplicationNumberInClusters: 0x05

— ApplicatioonNumberInClustersList: 0x0000, 0x0003, 0x0004, 0x0005, 0x0006

— ApplicationNumberOutClusters: 0

¢ Freescale Test Tool 12

: @ Command Consale = Scrit Server - Protocol Analyzer  {{{ Cosistence Taol 4 Firmware Loaders + RfiRado Test $®OTA Update + [Besiar - isettings &Heh 2

@ Command Consdle %

Py covrs
o

b EndPaint:
= ||| Loaded Command Set ‘Zlgﬁeepm.xm‘ ,,|

i

3 All Commands... Add Shortcut =

ApplicationDeviceld:
ZTC-ModeSelect Request
ZTC-WiriteExtAddr.Request
ZTC-StarthwkEx.Request Applcationhumber InClusters:
ZTC-Restarttivk.Request ApplcationhumberInClustersList:
ZTC-StophwkEx Request
ZDP-IEEE_addr_req.Request
ZDP-NWK_addr_req.Request Applicationhumber QutClustersList:
ZTC-CPU_Reset.Request
ZTC-SetChannel. Request
ZTC-ReadExtAddr.Request

ApplicationDeviceandVersionFlags:

ApplicationhumberOutClusters:

Maximum\indowSize:

i @RecordMaco m | > |

NEAENE)

_ TX: 2IC-RegisterEndPoint.Request 02 3 0B 13 08 04 01 00 01 [iad
00 05 00 00 03 00 04 00 05 00 06 00 00 01 BT

sme
optroup

opCade

Length

EndPoint
ApplicationProfileld

2pplicationDeviceandVersionFlags

2pplicationNumberInClusters

11 byte 1 = 02
1 byte 1 = A3
1 byte ] = 08
1 byte 1 =13

I1 byte 1 = 08

ApplicationNumberInClussersList [10 byses] = 00 00 00 03

00 04 00 05 00 06

ApplicationiumberoutClusters I1 byte 1 = 00
MasimunilindowSi ze I1 byte 1 = 01
cRe I1 byte 1 = B7 a
» RE: ZIC -Confirm 02 4 0B 01 00 AE v

COM13

Loaded Command Set ‘Zigﬁeepm.xm‘ "| EndPaint:

Al Commands... Add Shertaut e

ApplicationDeviceld:

ZTC-ModeSelect.Request
ZTC-WriteExtAddr.Request
ZTC-StarthwkEx Request ApplicationhumberInClusters:

ApplcationDeviceandVersionFlags:

! @RecordMaco ® | > |

Enter Command | 7TC-RegisterEndPoint.Request A3 08 13 08 01 040100 00 0500 00 00 03 00 0400 05 00 05 00 01 v

X

N

S(|E
=1
2|8

ZTC-Restartiiuk Request ApplcationhumberInClustersList: 0x0000000300040007

) TH: ZIC-ModeSelect.Request 02 A3 00 OB 01 00 00 00 00 00 02 02
2z AB

0z 02 02

P R¥: ZTC-ModeSelect. Confirm 02 A4 00 01 00 A5

ZTC-StopNwkEx.Request

ZDP-IEEE. addr.req.Request ApplcationNumber QutClusters:

ZDP-NWK_addr_req.Request ApplicationhumberOutClustersList: OxDD0400050005

: ZTC-WriteExtiddr.Request 02 A3 DB 08 OD DD DD DD DD DD DD

WriteExtAddr.Confizm 02 A4 DB 01 00 7E

£irm 02 A4 13 01 00 BE

y TX: ZTC-RegisterEndPoint Request 0Z A3 0B 17 08 04 0L 03 01 00

04 00 00 03 00 04 00 07
» RE: ZIC

ZTC-CPU_Reset.Request
ZTC-SetChannel.Request
ZTC-ReadExtAddr.Request

Maximum\WindowSize:

00 03 04 00 05 00 06 00 01 Bl
.Confirm 02 34 OB 01 00 AE

Enter Command | ZTC-RegisterEndPaint.Request A3 08 1708 01 040103 00 0400 0000 03 00 0400 0703 00 0400 0500 06 01

-

Figure 8-12. EndPointDescription Window.

Send the command to the coordinator.

Follow the same steps to register the endpoint on the end device. Use the the following settings for

the end point description parameters:

— EndPoint: 8

— ApplicationProfileld: 0x0104 (HA)

— ApplicationDeviceld: 0x0103 (OnOftSwitch)
— ApplicationDeviceAnd VersionFlags: 0x00
— ApplicationNumberInClusters: 0x04

Freescale ZigBee™ Application User’s Guide for ZigBee 2007, Rev. 1.8
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— ApplicatioonNumberInClustersList: 0x0000, 0x0003, 0x0004, 0x0007
— ApplicationNumberOutClusters: 0x03
— ApplicatioonNumberInClustersList: 0x0004, 0x0005, 0x0006

8.4.2 Starting The PAN

As shown in Figure 8-13, on the PAN coordinator, send a ZTC-StartNwkEx.Request to start a PAN. This
example uses the default startup set of attribute values. In addition, the values of the startup set can be
modified using the WriteSAS command.

— _ |} @ RecordMaca = | > | e
Loaded Command Set. [ igmeerro i o] | DevieeType: |Deviceaszc v
— - it it St } RX: NLME-SET.Request 0Z A3 23 05 D3 00 01 01 OD 5B ]
artupset: Isenorkingse v
All Commands. .. Add shorteut . < — g - 5 D3 00 01 01 0D 5B

Startupcontroimode: |Assodiation ~| X 2 n 02 A0 E€ 01 10 §7

ZTC-ModeSelect.Request

ZTC-WriteExtAddr.Request OpGroup [1 byte 1 = RO
ZTC-StarthwkEx.Request OpCode [1 byte 1 E6

ZTC-Restartlwk.Request
ZTC-StophwkEx.Request
ZDP-IEEE_addr_req.Request
ZDP-NWK_addr_req.Request
ZTC-CPU_Reset.Request

Length [1 byte ]

e ] 10
torRunningstate)

01

» RX: APSME-SET.Request 0Z A3 21 OE CO 00 01 0A DD DD DD DD DD
DD DD DD E1 52 34
ZTC-SetChannel.Request
FC'REBUMUUKREQUEQ RX: APSME-TRANSPORT-KEY Request 02 55 D1 23 01 DD DD DD DD

» DD DD DD DD 00 4E FD D2 €5 B FS FA Al SE €D A2 53 06 &5 CA
91 00 00 00 00 00 00 00 0O 00 43

) RX: APSME- IR!.NSPJR]‘ KEY.Confirm 0Z 96 CO 05 DD DD DD DD DD

DD DD DD 00
Send

b RX: ZD eFrame.Confizm 02 A0 70 01 06 D7 &

Figure 8-13. ZTC-StartNwkEx-Request command

When the ZTC-StartNwkEx-Request is set the ZigBee ZDO state machine reports what is happening. The
NLME Service access point is monitored automatically to allow the host CPU to capture, join and leave
events. In this case, the system shows the Network discovery request and network formation request made
by the ZDO state machine. The ZDO state machine also reports its state change through the
ZDO_EventOccurred.Indication. The last event shows that the coordinator is now running and ready.

To allow devices to join the newly formed PAN, send a ZDP-Mgmt Permit Joining.Request to the
coordinator. This request is sent locally on the coordinator, which has a network address of 0x0000, so this
address should be used for the destination address. Also, use OXFF and 0x00 for the PermitDuration and
TCSignificance parameters.

8.4.3 Joining the PAN

Send the ZTC-StartNwkEx-Request command to the end device to join the PAN. See Figure 8-14. Set the
DeviceType to “Device as ZED”.

i @ RecordMacro ® | » | ‘|;/|&\p
DeviceType: DeviceaszED
Loaded Command Set | zgazepra xml v YR

RX: ZDP-TRANSPORT-KEY .Indieati

2 0 v

Startupcontrolmode: Association v
ZTC-ModeSelect. Request " 3
ZT C-WriteExtAddr.Request
ZT C-RestartNwk.Request
ZTC-StophiwkEx.Request
ZDP-IEEE_addr_req.Request
ZDP-NWK_addr_req.Request
ZTC-CPU_Reset.Request
ZTC-SetChannel.Request CRC [1 byte ]

ZTC-ReadExtaddr.Request b RH: LDEME-Process See
Figure 8-14. ZED Joined

ca

DX: ZDP- EndDEvl ennounce.Request 02 A2 13 0D FD FF E1 82 DD
21

on 02 A0 E6

01 05 42

[1 byte ]
opGode [1 byte 1
Length I1 byte 1

EventStazus [1 byte ] 5
(DeviceinEndDeviceRunningstate
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The APSME service access point is also monitored and in this case it shows the Security indications
received during the join.

8.4.4 Sending Data

Once joined, the end device can now use the APSDE-Data.Request command to send data to the
coordinator. Use the settings in as shown in Figure 8-15.

COM13 X

@ RecordMacro w | -

DstAddrMode:

Loaded Command Set [7iggeepra.aml v
| DstEndpoint: Syme [1byte ] =
ZTC-ModeSelect.Request . OpGroup [1 byte ] =
ZTC-ViriteExtAddr.Request opCode [1 byte ] =
ZTC-StarthwkEx.Request ClusterId: Length (1 byte ] =
ZTC-Restartiwk.Request SreEndpoint: DstiddrMode  [1 byte ] =
ZTC'StEI[JN\NkEX.REqLIESt DstAddress [8 bytes] = 00 00 00 00 00 0O 0O 0O
ZDP-IEEE_addr_req.Request asduLength: DstEndpoint (1 byte ] = 08
ZDP-NWK_addr_req.Request Asdu: Profileld [2 bytes] = 01 04
ZTC-CPU_Reset.Request T o ClusterId [Z bytes] = 00 0&
xOptions:
ZTC-SetChannel.Request SrcEndpoint [l byte ] = 08
ZTC-ReadExtAddr.Request RadiusCounter: asdulength  [1byte ] =01
Asdu [1byte ] =00
TxOptions [1 byte 1 =00
RadiusCounter [1 byte ] = 05
CRC [1byte ] =8A
b RX: Confirm-ID.report 02 5D 03 01 01 3E
» R¥: APSME-ProcessSecureFrame Confirm 02 98 CC 01 06 53
P R¥: ZDP-APSME-ProcessSecureframe_ Confirm 02 A0 CC 01 0€ &B
4 RX: APSDE-DATA.Confirm 02 5D 00 11 0Z 00 00 00 00 00 00 00
00 08 08 00 00 00 00 00 01 8F
Sync [1 byte 1 = 02
OpGroup [1 byte 1 = 3D
OpCode [1 byte 1 = 00
Length [1 byte 1 = 11
DsthiddrMode [1 byte ] = 02
Dsthddress [8 bytes] = 00 00 00 00 00 0O 00 0O
DstEndpoint [1 byte ] = 08
SrcEndpoint [1 byte ] = 08 B
Status [1 byte ] = 00 (gSuccess)
TxTime [4 bytes] = 00 00 00 0O
ConfirmID [1 byte 1 = 01 -
| Enter Command |APSDE-DATA.Request 5C 00 1302 00 00 00 00 00 00 00 00 08 010400 06 08 0100 00 05 v

Figure 8-15. APSDE-Data.Request Command

On the coordinator side, an APSDE-DATA .Indication is received as shown in Figure 8-16.

! @ RecordMaao =
DAT.

: " 3
All Commands... Add Shortcut Startupset: Useworkingset
Startupcantrolmode: syme I1 byza 1

ZTC-ModeSelect.Request OpGroup [1 byte ] =
ZTC-WriteExtAddr.Request OpCode [1byte ] =01
ZTC-Restarthwk.Request DesthddrMode [1 byte ] = 0Z (ValuelébithddrandDstEndpoint]
ZTC-StopNwkEx.Request DstAddress [Z bytes] = 00 0O
ZDP-IEEE_addr_req.Request DstEndpoint [1byte ] =
ZDP-NWK_addr_req.Request SrehddrMode [1 byte ] =
ZTC-CPU_Reset.Request Srchddress [Z bytes] =
ZTC-SetChannel.Request SrcEndpoint [1 byte ] = 08
ZTC-ReadExtAddr.Request Profileld [2 bytes] = 04 0L

ClusterTd [2 byses] = D€ 00

asdulength 1 byte ] =01

asdu [1byte ] =00

Status 1 byte ] = 00 (Success)

WasBroadeast [l byte ] = 00 [FALSE]

SecurityStatus [1 byte ] = 01 (gSecured Nwk_Key)

LinkQuality 1 byte ] =AC

BxTime [4 bytes] = 00 00 00 0O

iMsgType 1 byte 1 = 00

pNext [2 bytes] = 00 0O

iDataSize 1 byte 1 = 00

phata [2 bytes] = 00 00

H [1byte 1 = 00

Send ceC [1 byte ] = SO

Enter Command |ZTC-StartiwkEx.Request A3E7 03 C0 10 00

Figure 8-16. APSDE-Data.Indication on Coordinator
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Chapter 9
Creating a ZigBee BlackBox Host Application

This chapter shows how to create the ZigBee BlackBox Host Application using the Freescale BeeKit
Wireless Connectivity Toolkit.

9.1 Introduction

ZigBee BlackBox Host applications are alternate versions of the standard Freescale BeeStack
demonstration applications but the ZigBee BlackBox Host applications do not contain ZigBee APS,
ZigBee NWK or IEEE 802.15.4 MAC layers. Instead, they delegate these tasks to a ZigBee BlackBox
application created as shown in Chapter 8, “Creating a BeeStack BlackBox Binary”. This approach allows
for a two MCU based solution where application functionality is performed on the Host MCU and ZigBee
functionality is performed on the ZigBee BlackBox MCU. The two MCUs must communicate on the
UART interface as shown in the BeeStack Application Development Guide for ZigBee 2007
(BSADGZB2007). The host applications contain wrapper functions that encapsulate network layer calls
and indications to and from the UART ZTC packet data sent to the ZigBee BlackBox.

9.2 Creating the Application

To create a ZigBee BlackBox Host application using BeeKit, choose a starting project template from the
BlackBox Host project type sections as shown in Figure 9-1. Proceed with configuration as shown in
Chapter 3, “Using BeeKit to Create BeeStack Applications”.

New Project EI
Project types: Templates:
ZigBee Home Automation Applications Ha GenericApp
ZigBee Smart Energy Applications Ha OnOfflight
Other ZigBee Applications Ha OnOffSuitch
ZigBee Black Box Binary Ha DimmableLight
- 5 Ha DimmerSwitch
ZigBee Healthcare Applications Ha Thermoe. it
£ Ha TempSensor
mart Energy Applications Ha RangeExtender
Host Other Applications Ha ConfigurationTool
ckBox Host Healthcare Applications Ha Combined Interface
| Other Project Types
Solutions

Ha OnOffLight Template application

Project Mame: |Ha OnOffLight
Solution Name: |My Salution

Location: €:\Documents and Settings\User My Documen ts E]

Figure 9-1. Creating a BlackBox Host Application
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Creating a ZigBee BlackBox Host Application

9.3 UART and ZTC Configuration

ZigBee BlackBox Host application users must configure the UART Interface section of the ZigBee
BlackBox Host Platform and the ZTClInterface section of the ZigBee BlackBox Host Software Support
Modules sections of the BeeKit projects to correspond to the number of UART ports used to connect to
the BlackBox. The UART port number must be enabled in the UART Interface and selected as the UART
Host Port Used for ZigBee BlackBox Communication in the ZTClnterface section as shown in Figure 9-2.

Buzzer module enabled

Number of available timers for the application

Te D
Froe

x alEhardware flow control enabled A8 -] BlackBox Host Platform
UART2 half hardware flow control enabled False
UART1 hardware flow control enabled False
UART2 hardware flow control enabled False
UART Baud Rate Baudrate_33400
Uart Transmit Buffers 3
Uart Receive Buffer Size 200
Uart Rx FlowControl Skew [} F
Uart Rx Flow Control Resume 3 =~

Help

For MC1322x Sensor Node target the following applies:
UART1T = UART on USB Connector (only "IOICE).

Enables UARTZ functionality if set to Truel Set o False if no UART2 functionality is wanted.

Freescale BeeApps
-] Endpaints
"] HA OnOffLight Endpaint
[ ] HA OnOffLight application
|1 BlackBox Host BeeStack Wrapper
|1 BlackBox Host Software Support Module

i | =

] 3

Documentation
¢ |keywords fo find in documentation

Messages
Error List Output|

Error Descriun‘c1

<

Qrigin

<

|

@ BeeStack 2007/Pro Documentation
Q MC1322x Transceiver and MCU Documentation
@ MC1322x Evaluation Boards and Kits Documenta
Q Beekit Documentation

Documentation View: Codebase Documentation

L]

Project added 'Ha OnOffLight'

File  Soluton  Project Help
iCH 5 |23 R |5 se | v | End:

[ a3

Property List | Search Results | Solution Explorer
A [= [ My Solution (ARM7 BeeStack Codebase 3.0.7a)
“ Eh:; Ha OnOffLight
ZTC: APSME SAP Capability True fad B[] BeeStack
ZTC: MLDE SAP Capability False =] Freescale BeeApps
ZTC: MLME SAP Capability Falze B |1 Endpoints
ZTC: MAC Get/Set PIE Capability False - =[] Ha OnOffLight Endpoint
ZTC: MCPS SAP Capability False [ HA OnOffLight application
ITC: MLME SAF Capability False ] BlackBox Host BeeStack Wrapper
ZTC: ASP SAP Capability False S W clackBox Host Software Support Module
ZTC: INTERPAN SAF Capability alse +[] BlackBox Host Platform
ZTC: Disable APSDE endpoint O monitoring alse
ZTC: IEEE 11073 Healthcare Capability alse
ZTC: Register Endpoint Capability lse =
ZTC: Error Reporting Capability Falze
Serjali i Interface_d
ART Host Port Used for BlackBox Communication gUartZ__q__D
Enable Hos ety False
Secondary Host UART Port glartl_d =

Figuré 9-2. UART and ZTC Configuration on Host for Communication with ZigBee BlackBox

NOTE

Even though the ZigBee BlackBox Host demonstration applications use a
two MCU approach, they essentially have the same functionality as single
MCU applications shown in Chapters 3 - 8 of this guide.
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Chapter 10
Using the Over the Air (OTA) Upgrade Cluster

BeeStack Codebases 3.0.10 and later include ZigBee Over the Air (OTA) Image Upgrade Cluster sample
functionality. This chapter shows how to use the OTA programming cluster to update a firmware image
over the air on an OTA cluster client node from a ZTC-based OTA server node. To use the server node, the
OTA BeeStack Update View in Test Tool 11.3.0 or later must be used.

10.1 Introduction

The ZCL OTA Programming Cluster allows the firmware image of a remote node to be updated from a
server node. BeeStack supports the OTA Programming Cluster with a low level platform component and
external storage bootloader for both MC1320x-QE128 and MC1322x development boards and a high level
OTA Cluster implementation for the over the air data exchange. For more details about the OTA cluster
see ZigBee Alliance document 095264.

10.1.1  OTA Support in the Platform Component

10.1.1.1  External Storage Support

To store the firmware image files received over the air, the OTA clients should have an external
non-volatile memory storage device installed. For MC1320x-QE128 development boards, an
AT24C1024BW EEPROM 1MBit chip is provided. MC1322x development boards do not have an external
storage chip attached but an extension board can be attached on the general I/O pins. The OTA sample
implementation uses a SST25WF010 1MBit external serial FLASH controlled via the SPI interface. The
external FLASH module is similar to the one embedded in the MC1322x MCU.

10.1.1.2 External Storage Bootloader

At the platform level, BeeStack provides reference implementations for a bootloader component which
can be included by setting the “Enable external storage bootloader” option to True in the PLM component
of the BeeKit project. This triggers the following effects:

* Onboth SO8QE128 and ARM7 (MC1322x) platforms, a sector in the internal FLASH memory of
the MCU is allocated for the bootloader code at a fixed location

— On MC1322x, the first 4K sector of the FLASH are used for the bootloader code
— )On QEI128, the bootloader is placed at memory location 0xFCO00

*  When the node is reset, the bootloader takes control and checks flags that indicate whether the
external FLASH contains a new firmware image that is available for update in the external storage

+ Ifanew image is available, the bootloader updates the content of the MCU internal FLASH from
external storage, invalidates the new image flags and then reboots the MCU for it to run the new

Freescale ZigBee™ Application User’s Guide for ZigBee 2007, Rev. 1.8
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firmware; when the bootloader runs again at reboot, it jumps to the application as the new image
flags are no longer set

» The bootloader sector allocated in internal FLASH is not updated during the firmware upgrade; to
ensure update images are booting correctly, they must also be compiled with the “Enable external
storage bootloader” FLASH configuration active so that the memory maps match

10.1.1.3 OTA Support Component

The BeeStack PLM component includes an application interface in the OtaSupport header and module
files for using the external storage modules while receiving the firmware image blocks over the air. The
application can start a new image to be written to the external storage, push one or more blocks to a storage
location, or commit an image to indicate that the bootloader should use it for updating the internal FLASH
at the next reboot. The component also allows for a Freescale specific sub element to an OTA cluster image
file which allows the user to indicate a bitmap containing the sectors that should or should not be erased
and reprogrammed in the internal FLASH. The bitmap for MC1322x must be 4 bytes long, with each bit
representing a 4K FLASH sector, whereas the bitmap for QE128 must be 32 byte long, each bit
representing a 512B FLASH sector. If a bit is set to 1, this allows for the erasure of the corresponding
FLASH sector. If a bit is set to 0, the FLASH sector is protected.

Running an OTA Cluster Scenario

To create OTA enabled applications and perform an OTA image upgrade from a ZTC server to a client to |
switch between two applications, perform the following steps:

1. In BeeKit using Codebase version 3.0.10 or newer add three new Smart Energy projects. This
example uses the HCS08 CodeBase and a SE EnergyServicePortal Coordinator, a SE
InPremiseDisplay Router and a SE PCT all running on MC1320xQE128. In the last page of the
configuration wizard choose:

— Enable OTA Server Cluster on the SE Energy Service Portal project as shown in Figure 10-1.

¢ Freescale BeeKit Project Configuration: Se Energy Service Portal

-,
"¢  Freescale

- 7 s : ”

Pocs g Select OTA Upgrade Configuration Parameters

#* BeeKit = o

BeeStack Configuration Overview Enable OTA Cluster Server

Select Hardware Target Activates the ZCL OTA Cluster Server on the device. Ensure that ZTC and NLDE and APSDE ZTC
SAPs are enabled then use the Test Tool OTA Upgrade View to connect to this server nade on

Select Platform Modules USB and do an OTA upgrade firmwara on a client.

Set UART Parameters

Selexct Tiiee Device Type [] Enable OTA Cluster Client

Activates the ZCL OTA Cluster Client in order to be able to perform an OTA Firmware Upgrade of
this device from an OTA server.

Choose BeeStack Network Type
Select BeeStack Configuration

[[] Enable external storage bootloader memory configuration

Enables the use of memory external to the MCU to store the incoming image when performing
OTA upgrades on the OTA client. This activates support for the EEPROM external memary for
HCS08 development boards. Both original client firmware image files AND upgrade image files must
have this option enabled in order for the bootloader memory maps to match.

Set OTA Options

Figure 10-1. Enabling OTA Cluster Server on SE Energy Service Portal Coordinator
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— Enable OTA Server Client and Enable external bootloader memory configuration options on
the SE InPremiseDisplay and SE PCT as shown in Figure 10-2.

“ Freescale BeekKit Project Configuration: Se InPremiseDisplay

Freescale
BeeKit

BeeStack Configuration Overview
Select Hardware Target

Select Platform Modules

Set UART Parameters

Select ZigBee Device Type
Choose BeeStack Network Type
Select BeeStack Configuration

Set Network Security Parameters.

Set OTA Options

Select OTA Upgrade Configuration Parameters

[] Enable OTA Cluster Server

Activates the ZCL OTA Cluster Server on the device. Ensure that ZTC and NLDE and APSDE ZTC
SAPs are enabled then use the Test Tool OTA Upgrade View to connect to this server node on
USE and do an OTA upgrade firmware on a client.

Enable OTA Cluster Client

Activates the ZCL OTA Cluster Client in order to be able to perform an OTA Firmware Upgrade of
this dewvice fram an OTA server.

Enable external storage bootloader memory configuration

Enables the use of memory external to the MCU to store the incoming image when performing
OTA upgrades on the OTA client. This activates support for the EEPROM external memory for
HC508 development boards. Both original client firmware image files AND upgrade image files must
have this option enabled in order for the bootloader memory maps to match.

Back Next

Figure 10-2. Enabling OTA Cluster Client on SE InPremiseDisplay and PCT

2. Export to CodeWarrior and load the SE Energy Service Portal and InPremise Display projects to

the evaluation boards.

3. Start Test Tool and choose View -> OTA Update in the menu bar in Test Tool 11.3.0 or OTA Update
-> OTA BeeStack in Test Tool 12.0.0 to launch the OTA Update View as shown in Figure 10-3.

Freescale BeeStack Over the Air Update g-;

Image File Information

Over the Air Programming

Header Version:
|oxa100 |

Header Length:

[ox0100 |
Header Field Contral:

|oxa000 |

Manufacturer code:
[ox1004 |

Image type:
|oxa000 |

File version:

[ox30103010 |
Stack version:
|oxa00z |

Header string:

|BEES(aEk Image File |

Total Image Size:
|oxo000000 |

Security Credential Version:
[ox00 |

Upgrade file destination:
|oxo000000000000000 |

Mirimum HWY version:  Maxiumum HWW version:
|ox2204 | [oxazos |

Freescale Specific Sector Copy Subelement:
Include subelement in OTA file

Image File: Server Gateway Serial Port:
I | [Brovse... | Part: Baudrats:
COM5 A 38400 hd
0T Header: |
Upgrade File Identifier:
Open Serial Port o Server Gateway
[oxoBEEF 16 |

Client Hode Information:

Client short address: Client endpoint:

0x0001 0x08 |
OTAP Actions:
0%
( ]
Message Log

[ 1ncude

[ 1nclude

Include

[[] save Session Log

Figure 10-3. BeeStack OTA Update View
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4.
3.

Connect the Energy Service Portal board to the PC and load drivers if necessary.

In the OTA Update View in the Server Gateway serial port, select the Port of the connected Energy
Service Portal board.

Click “Open Serial Port to Server Gateway” to establish the serial USB connection to the Energy
Service Portal board. The status of the connection is displayed in the Message Log area as shown
in Figure 10-4.

OTAP Actions:

[ Start Over the Air Programming ] l Cancel l

0%
( I

Message Log

16:32:37:626:0pening port COM23...
18:32:37:842:Connected to port COM22

Figure 10-4. Connection to board established

Form a ZigBee network on the Energy Service Portal node and join the In Premise Display node
to the network.

In the OTA Update View in the Image File Information area click Browse... and navigate to the Se
PCT project “bin” folder.

Select HCS08 S19 Files in the “Files of type” drop down in the Open window as shown in
Figure 10-5.

Browse... Port: Baudrate:

LUUk\_n.|E}bin "| O ? » [

My Recent
Documents

&

File name: | hd | [ Cpen I

My Network Files of type:

RRAERRARRRARRAAREN
\
|

|

‘ OTA FigBee Files [ .zigbes)

—| M1 trdida
Figure 10-5. Selecting S19 File Type

10. Select the PCT S19 file compiled previously. The OTA headers in the OTA Update view for the

file is filled in automatically.

11. In the OTA Update View in the Client short address text box enter the address of the In Premise

Display board.
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12. Click Start Over the Air Programming. This uses the SE Energy Service Portal OTA ZTC server
to start pushing the PCT image to the current In Premise Display board and displaying the progress

as shown in Figure 10-6.

Freescale BeeStack Over the Air Update

Image File Information Qver the Air Programming

Image File: Server Gateway Serial Port:
‘ths\OtaDEmDApphEanunsEE PCT'bin\Se PCT.5 19 | [Bmwse..‘ ] B Eor
A
Upgrade File Identifier:
Disconnect
[oxopeEF 12 |

Header Version:
[ox0100 |
Header Length:

Client Node Information:

Client short address:

Client endpaint:

|oxa001
[oxa03c |

[oxas |

Header Field Control:

[oxo004 |
Manufacturer code:

[ 1004 |

OTAP Actions:

76,07%
Image type:

Cancel

]

[oxp000 |

. - Message Log
File wersion: S

|ox30103010 |
Stack version:
[oxo002 |

Header string:
|Beestack Image File |

Total Image Size:
[oxo0010880 |

Security Credential Version:

|oxa0 |
Uparade fle destination:

|oxooo0onoooooooann |

[ 1ncude

[ 1ndude

Minimum HW version:  Maxiumum HW version:
|oxz0z8 | [oxe0zs |

Freescale Specific Sector Copy Subelement:
Indlude subelement in OTA file

Indude

Block Requast from 0xD001:0x08,
sck Request from 0x0001:0x08, =
sck Request from D:D001:0x08, Block offsst: Dx00016770

|

2]

[ save Session Log

Figure 10-6. Checking OTA Update Progress

13. Wait a few minutes until the process reaches 100%. The board resets itself when programming

completes.

14. Wait a few minutes until the bootloader on the board reprograms the internal FLASH of the In

PremiseDisplay node. The node reboots as a PCT node.
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