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About This Book

The BeeStack Consumer Network Application User s Guide explains how to install and run the BeeStack
Consumer Network and BeeStack Consumer/SynkroRF Hybrid applications included in Freescale’s
BeeKit Wireless Connectivity Toolkit for RF4CE (BeeStack Consumer) applications.

Audience

This guide is intended for use with the BeeStack Consumer Network example applications in BeeKit.
Anyone needing to demonstrate the applications or to become familiar with their behavior should read this
guide. BeeStack Consumer application developers should read this guide along with all other BeeStack
Consumer documentation to understand what the applications are and what they do.

Organization

This document is organized into the following chapters.

Chapter 1 Introduction — introduces the Freescale implementation of RF4CE (BeeStack Consumer)
network.

Chapter 2 Creating Applications with BeeKit — describes how to build a BeeStack Consumer project
project file from BeeKit.

Chapter 3 Starting and Running a Simple RF4CE Network - describes the steps to start and run a sim-
ple RF4CE network using the Controller and Target Node Applications.

Chapter 4 Creating a RF4CE Network using the ZigBee Test Client (ZTC) Node application and the
Test Tool software - details how to use the Test Tool software with the ZTC nodes to start
a RF4CE network.

Chapter 5 BeeStack Consumer Sample Applications - describes the BeeStack Consumer sample ap-
plications provided with the BeeStack Consumer Codebase.

Chapter 6 BeeStack Consumer/SynkroRF Hybrid Sample Applications - describes the BeeStack Con-
sumer/SynkroRF Hybrid sample applications provided with the BeeStack Consumer Code-

base.
Conventions
This document uses the following conventions:
Courier Is used to identify commands, explicit command parameters, code examples,
expressions, data types, and directives.
Italic Is used for emphasis, to identify new terms, and for replaceable command
parameters.

All source code examples are in C.
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Definitions, Acronyms, and Abbreviations

API
BDM

BeeKit

Pairing

EVB
GUI

HCSO08
IDE

MAC
MCU

NCB
NN
Node
NWK
OUul

PAN
Profile
1320x-QE128EVB

SARD
SN
SMAC

SRB
SCI

SPI

Stack

Application Programming Interface

Background Debug Mode: The HCS08 MCUs used here have a BDM port that
allows a computer to program its flash memory and control the MCU's operation.
The computer connects to the MCU through a hardware device called a BDM pod.
In this application, the pod is the P&E USB HCS08/HCS12 Multilink

Freescale Wireless Connectivity Toolkit networking software

Associating two nodes in a network for specific functions (e.g., a controller and
target)

Evaluation Board, a Freescale development board.

Graphical User Interface: BeeKit and CodeWarrior, the two Windows tools
discussed here, each uses a GUI

A member of one of Freescale's families of MCUs

Integrated Development Environment: A computer program that contains most or
all of the tools to develop code, including an editor, compiler, linker, and debugger

IEEE 802.15.4 Medium Access Control sub-layer

Micro Controller Unit: A microprocessor combined with peripherals, typically
including memory, in one package or on one die

Network Coordinator Board, a Freescale development board
1322x Network Node, a Freescale development board

A device or group of devices with a single radio

Network Layer, a RF4CE stack component

Organizational Unique Identifier (The IEEE-assigned 24 most significant bits of
the 64-bit MAC address)

Personal Area Network
Set of options in a stack or an application

1320x-QE128 Evaluation Board, a Freescale development board with an
MC1320x transceiver and an MC9S08QE128 MCU

Sensor Application Reference Design, a Freescale development board
1322x Sensor Node, a Freescale development board

Freescale Simple MAC, a very simple, very small proprietary wireless protocol
that uses the Freescale IEEE 802.15.4 radios

Sensor Reference Board, a Freescale development board

Serial Communication Interface. This is a hardware serial port on the HCSO0S.
With the addition of an external level shifter, it can be used as an RS232 port

Serial Peripheral Interface. This is a serial port intended to connect integrated
circuits that are together on one circuit board

RF4CE protocol stack

Freescale BeeStack Consumer™ Network Demonstration Application User’s Guide, Rev. 1.2
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Toggle

UART

Ul
802.15.4
BeeStack Consumer
CE

LQI

NIB
NLDE
NLME
NVM

RC

RF

SAP
SynkroRF
OTAP

References

A toggle switch moves from one state to its other state each time it is toggled. For
instance, if the first toggle takes the switch to “Off”, the next toggle is to “On”,
and the one after that will be to “Oft” again. In the applications this document
describes, the switches are momentary push buttons with no memory of their
states. The HCS08 maintains each switch's state

Universal Asynchronous Receiver Transmitter, an MCU peripheral for access to
devices not on the same circuit board. With level shifting, the UART implements
RS-232

User Interface

An IEEE standard radio specification that underlies the RF4CE specification
Freescale’s implementation of the ZigBee RF4CE Standard
Consumer Electronics

Link Quality Indication

Network Information Base

Network Layer Data Entity

Network Layer Management Entity

Non volatile memory

Remote Control

Radio Frequency

Service Access Point

An entertainment control network

Over the air programming
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Chapter 1
Introduction

The Freescale BeeKit Wireless Connectivity Toolkit includes a set of example applications for the RF4CE
(BeeStack Consumer) using the ZigBee Remote Control (ZRC) and Freescale Private profiles,
supplemented by Generic Node Framework and Repeater Node (RF4CE and SynkroRF) example
applications. This guide also describes the BeeStack Consumer SynkroRF Hybrid applications. This user’s
guide describes how to:

» Configure the applications in BeeKit for any of the Freescale development boards that BeeKit
supports

» Export the configured applications from BeeKit

» Import the configured applications into either Freescale CodeWarrior or IAR Embedded
Workbench

* Build the applications in CodeWarrior or Embedded Workbench Integrated Development
Environments (IDEs)

» Load the applications into Freescale development boards using either a BDM or JLink pod
* Run the applications on the boards

These applications require the installation of the BeeKit Wireless Connectivity Toolkit, including the
BeeStack Codebases, and either CodeWarrior for the HCS08 version 10.1 for HCSO08 based development
or JAR Embedded Workbench version 5.20 for Codebases supporting only ARM7 MC13224/MC13226
based development or version 5.40 or 5.50 for codebases supporting both ARM7 MC13226 and
MC13224/MC13226. They also require a P&E Multilink Background Debug Mode pod for the HCSO0S8 or
a JLink JTAG pod for ARM?7 to program the development boards. This document assumes that all of these
are correctly installed.

This user’s guide assumes familiarity with the purpose and major features of RF4CE Wireless Networks.
It explains only enough of BeeKit and the IDEs to get the applications loaded to the development boards.
These much larger topics are explained in the appropriate reference manuals and RF4CE/802.15.4
specifications.

Freescale BeeStack Consumer™ Network Demonstration Application User’s Guide, Rev. 1.2
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Introduction

1.1 What This Document Describes

This document explains how to:

*  Get the example RF4CE (BeeStack Consumer) applications in BeeKit into Freescale development
boards

* Run the applications

1.2 What This Document Does Not Describe

This document does not explain how to:
+ Install BeeKit or the IDEs
* Understand or modify the application code
» Port the applications or BeeStack Consumer to a platform that BeeKit does not already support

* Learn about RF4CE (BeeStack Consumer). For a tutorial on RF4CE, go to
www.freescale.com/zigbee and click on Online Training

Freescale BeeStack Consumer™ Network Demonstration Application User’s Guide, Rev. 1.2
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Chapter 2
Creating Applications with BeeKit

The Freescale BeeKit Wireless Connectivity Toolkit is a comprehensive package of wireless networking
libraries, application templates, and sample applications. The BeeKit Graphical User Interface, part of the
BeeKit Wireless Connectivity Toolkit, allows users to create, modify, and update various wireless
networking configurations.

After users have configured a networking project, BeeKit can generate an XML file that can be imported
by an IDE such as Freescale’s CodeWarrior, used for HCSOS projects, or the IAR Embedded Workbench
(IAR EWB) used for ARM7 based projects. Once the IDE has the project contents, users can build the
target files and load them into the appropriate Freescale development boards.

21 Creating a BeeKit Project

Perform the following tasks to create a ZigBee Remote Control network project and configure the
individual devices.
NOTE

The tasks outlined in this chapter are valid for both the HCS08 and ARM7
based BeeStack Consumer Codebases. However, because the ARM7 based
BeeStack Consumer Codebase also supports more features, configuration
options as shown in some of the figures, may be different than those of the
HCSO08 based Codebase.

1. Start BeeKit.
2. If another Codebase (MAC, SMAC or ZigBee Pro) is selected, perform the following:
a) Select File -> Select Codebase... or click the “Select Other Codebase...” link.
b) Select the BeeStack Consumer Codebase version to use from the codebase list.
c) Click Set Active.
3. From the menu, create a new project to configure a new device by selecting the following:
a) File -> New Project...

Freescale BeeStack Consumer™ Network Demonstration Application User’s Guide, Rev. 1.2
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Creating Applications with BeeKit

The New Project window appears as shown in Figure 2-1.

New Project @
Project types: Templates:
Generic Node App Framework.
- BeeStack Consumer SynkroRF Hybrid Apps Contraller Node App
(- Other Project Types Target Node App
.. Solutions ZTC Node App

Otap Contraller Node App
Otap Target Node App
MC1323x Heca Controller Node App
MC1321x SimpleTV App
ZID Contraller Keyboard Device
ZID Controller Mouse Device
MC1323x ZID Target Adaptor
MC1321x BlackBox Controller Node App
MC1321x BlackBox Target Node App
MC1321x RF4CE and SynkroRF Repeater Node App
MC13233C RFACE and SynkroRF Repeater Node App
MC13233C BladBox Node App
MC13234C BlackBox Node App

Project Name:

Solution Mame: My Solution

Location:  Dr\Solution ™

Cancel

Figure 2-1. BeeKit New Project Window

4. Select the BeeStack Consumer Applications project type from the left side of the window.

5. As shown in Figure 2-2, select the Controller Node App template.

For the small network being built in this guide, fill in the text boxes for the template application as

follows:

Project Name: Controller Node App
Solution Name: Solutions
Location: BeeKitSolutions (sub directory on host PC)

Mew Project =5

Project types: Templates:

- BeeStack Consumer Apps Generic Node App Framework
- BeeStack Consumer SynkroRF Hybrid Apps
[=+ Other Project Types
- Solutions

Contraller Node App
Target Node App

ZTC Mode App

Otap Controller Node App

Otap Target Node App

MC1323x Heca Controller Node App

MC1321x SimpleTV App

ZID Controller Keyboard Device

ZID Contraller Mouse Device

MC1323x ZID Target Adaptor

MC1321x BlackBox Controller Node App

MC1321x BlackBox Target Mode App

MC1321x RF4CE and SynkroRF Repeater Node App
MC13233C RFA4CE and SynkroRF Repeater Node App
MC13233C BlackBox Node App

MC13234C BlackBox MNode App

Controller Mode Application running on generic Freescale platforms (Target hardware based on MC1320x, MC1321x
and MC1323x).

Project Mame:  Controller Mode App

Solution Name: Solutions

Location: D:\Beekitgolutions B

Figure 2-2. Project/Template Select

6. Click the OK button to create the project for the first device.

Freescale BeeStack Consumer™ Network Demonstration Application User’s Guide, Rev. 1.2
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Creating Applications with BeeKit

211 Basic Options

After the New Project window closes, the BeeKit Project Wizard Welcome window opens as shown in
Figure 2-3.

=l
Freescale BeeKit Project Configuration: Controller Node App
s Welcome to the BeeStack Consumer configuration wizard
Select Processor
~ Using the wizard you can make configuration changes to the default settings of the application.
Select Platform Modules
Currently the main default settings of the Controller Node App application are:
Set UART Parameters
Set Supported Profils » Target Board: MC1323x-RCM
Set Profile Options * Device Type: Controller
Set Device Identifiers Click <Mext> to start making configuration changes.
Set Transmission Options Click <Finish> at any time to close the wizard and save the modffied configuration.
Set Configuration Options Click <Set Defaults> at any time to close the wizard and discard any modifications.
pock |[ mea [ Fmsh ][ setpefaits

Figure 2-3. BeeKit Project Wizard Welcome Page

Review the current project settings. In this example, the settings are as follows:

* The board is a 1323x-RCM

» The device type is controller ZigBee Remote Control (ZRC)

* BeeStack Consumer Private profiles are enabled as default
The selected profiles include more options and features enabled, which are the default settings for HCS08
BeeStack Consumer codebase (The default settings depend on codebase platform and the project type).
There are four ways to proceed from the Wizard welcome window:

» Ifusers accept all of these settings, they can select Finish now without any more configuration.

» Ifusers know the settings they want to change, they can go directly to them and select them from
the choices on the left.

» Ifusers do not know what choices are available, they can click on the Next button. This is the
choice described in Section 2.1.2, “Custom Configuration Options”.

» Ifusers wish to discard the modifications they have made to the default configuration and close the
wizard, they can click the Set Defaults button.

Freescale BeeStack Consumer™ Network Demonstration Application User’s Guide, Rev. 1.2

Freescale Semiconductor 2-3



Creating Applications with BeeKit

21.2 Custom Configuration Options

Users can modify the device configurations by clicking on the Next button in the Welcome window. The

Hardware Target selection page appears as shown in Figure 2-4 (ARM?7 codebase version) and Figure 2-5
(HCSO08 codebase version).

I x|

:‘5 Freescale Beekit Project Configuration: Controller Mode App

2o, Freescale
43:: B Kt"" Select the hardware target board for your project
- eenl
% MC1322% Sensor Node
7 MC1322% Network Node

" user Defined Target

Back. | Mext I Finish | Set Defaulks |
Figure 2-4. Hardware Target Page for ARM7 BeeStack Consumer Codebase

Freescale BeeKit Project Configuration: Controller Node App
Select the hardware target board for your project
ct Platform Modues © MC1323xREM
UART Parameters @ MC1323x-RCM
() MC1321x-SRB
() MC1321x-NCB
ce Identifiers ©) MC1320x-S08QE128-EVB
ransmission Options ) user defined target configuration
figuration Options
l Back ] l Mext ] [ Finish ] [ SetDefaults I

Figure 2-5. Hardware Target Page for HCS08 BeeStack Consumer Codebase

Freescale BeeStack Consumer™ Network Demonstration Application User’s Guide, Rev. 1.2
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Creating Applications with BeeKit

1. Change the device to a specific platform. This example uses the MC1322x Sensor Node for ARM7
codebases and the MC1323x-RCM for the HCSO08 codebases.

2. Select the MC1323x-RCM radio button for hardware target and MC13233C for processor target;
click on the Next button. The Platform Modules page appears as shown in Figure 2-6.

Freescale BeeKit Project Configuration: Controller Node App
Select platform modules to be enabled

LEDs

Keyboard

LCD

Touchpad

cMT
Accelerometer

Set Configuration Options Low Power Module

[ med || mew |[ Fnsh || setpefauts

Figure 2-6. Platform Modules Page

3. Leave the default platform modules settings unchanged. LEDs and Keyboard modules on the board
are enabled. Click Next to go to the UART Parameters page shown in Figure 2-7.

=)
Freescale BeeKit Project Configuration: Controller Hode App
Select UART communication settings
Select UART modules to be enabled
Enable UART on USB
Select the baud rate of the UART communication
19200 bps -
Use the next follawing settings to configure the UART connection in a terminal application: Data
bits: &, Parity: Mone, Stop bits: 1, Flow control: None
Configuration Options
[ sk |[ met [ Fnsn ][ setoerais

Figure 2-7. UART Parameters Page

Freescale BeeStack Consumer™ Network Demonstration Application User’s Guide, Rev. 1.2
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Creating Applications with BeeKit

4. Leave the default UART settings as is. The UART module are enabled on the USB port of the
board. Click Next to go to the Supported RF4CE Profiles Selection wizard page shown in
Figure 2-8.

==l
Freescale BeeKit Project Configuration: Controller Mode App
Set Supported RF4CE Profiles
Number of supported profiles:

Supported Profiles
profle 1: [0x01 - ZRC Profile -
Profle 2: |OxFO - BeeStack Consumer Private Profile  ~|
Set Corrfiguration Options profile 3: [0xCO - Custom Application Profile -
Profle 4: | 000 - Not used -
Profle 5: | Ox00 - Not used |
profle 5: | 0X00 - Not used ~|
Profle 7: | 0x00 - Not used -

[ sk [ met |[ A ][ setpefuis

Figure 2-8. Set Supported RF4ACE Profiles Page

5. Leave the default Supported RF4CE Profiles settings as it is. Click the Next button. The RF4CE
Profiles Options page appears as shown in Figure 2-9 (HCS08 codebase version).

Freescale BeeKit Project Configuration: Controller Hode App

sumer Qverview

Set RFACE Profile Options

ZRC Public Profile
Enable ZRC Commands Transmission and Reception feature

Push Button Features
Enable Push Button Pair Originator feature

Enable Push Button Pair Recipient feature
jon Options

Set Configuration Options BeeStack Consumer Private Profile

Enable Fragmented TX Originator feature
Enable Fragmented TX Recipient feature

Enable Poll Originator feature

Enable Poll Recipient feature

Enable Remote Pair Originator feature

Enable Remote Pair Recipient feature

Enable Over The Air Menus Owner feature
Enable Over the Air Menus Browser feature
Enable Over The Air Menus Displayer feature
Enable Over The Air Programming Server feature
Enable Over The Air Programming Client feature

[ ek [ wee ][ Fmsn ][ setvefuis

Figure 2-9. Set RF4CE Profile Options Page

Freescale BeeStack Consumer™ Network Demonstration Application User’s Guide, Rev. 1.2
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6. Select the “Enable ZRC Commands Transmission and Reception feature” ZRC Profile option.

Creating Applications with BeeKit

Leave the other options unchanged.

7. Click Next.

8. The window as shown in Figure 2-10 displays additional RF4CE device configuration options:
identification string, RF4CE device type, extended address, vendor identifier, vendor name.

9. Click Next to keep these default options and move to the next window.

Set Configuration Options

==

Freescale BeeKit Project Configuration: Controller Node App

Set RFACE Device Identifiers

Enter the identification string of the device:

Remote Control
The user specffied identification string is used during the discovery process

Choose first supported RF4CE device type:

Remote Control v]

ission Options
Enter the extended address of the device:

MSBE 00 50 C2 00 00 00 00 00 LSS
Enter the RF4CE device vendor ID number:
MSE 00 05 LSB

Enter the device vendor name:

VENDOR

[ ek [ met [ Fmsn [ setvefais

10. The Set RF4CE Data Request Options page appears as shown in Figure 2-11.
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ﬁ

Freescale BeeKit Project Configuration: Controller Node App
Set RF4ACE Data Request Options

Use broadcast transmission

Use destination IEEE address
Use acknowledged transmission
Use security

Use single channel operation
Use specified channel designator
guration Options Use vendor specific data

[ sk [ met |[ men ][ setbefuis

Figure 2-11. Set RF4CE Data Request Options Page

11. For this example, leave the these options unchanged.
12. Click Next. The Set Configuration Options page appears as shown in Figure 2-12.

Exa)

Freescale BeeKit Project Configuration: Controller Node App

Set Configuration Options

Set the maximum number of pairing table entries [1-16] for Controller and
[5-16] for Target:

[ sk | wex || Fesh ][ setpefuis

Figure 2-12. Set Configuration Options Page

13. Click on the Finish button.
The setup concludes when BeeKit returns to the main Project window.
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2.2

Creating Additional Devices

Creating Applications with BeeKit

To set up a RF4CE wireless network, the controller needs other devices to communicate with and control.

Create additional devices by performing the following steps:
1.
2.
3.

From the main menu, Select Solution -> Add Project...
This opens the Add Project window. (Figure 2-1)

Select BeeStack Consumer Applications as was done for the controller. However, this time, select
the Target Node App.

Repeat the steps as described in Section 2.1.1, “Basic Options” and Section 2.1.2, “Custom
Configuration Options”. Adjust the settings to suit the application. Be careful to notice that the
current settings for the target node are different than the controller node.

7 Freescale BeeKit

File  Seclution Project Help

FEEIE] IRl @ |@

[E=HIE=R =8|

[ StartPage | Property List |search Results |

Solution Explorer

Bt

Help

=[5 Solutions (HCS08 Beestack Consumer Codebase 1.7.0a)
= _T_‘ Controller Node App
| |1 Beestack Consumer
i -] Freescale Beestack Consumer Push Button Pair
|| Freescale Beestack Consumer ZRC Profile
- | Freescale Beestack Consumer Private Profile
£-|] Freescale Beestack Consumer Apps
b ] RFA4CE Controller Node
L1 MacPhy
-] Platform
: |1 Software Support Modules
= j Target Node App
£-|] Beestack Consumer
-] Freescale Beestack Consumer Push Button Pair
|| Freescale Beestack Consumer ZRC Profile
~|_| Freescale Beestack Consumer Private Profile
£-|] Freescale Beestack Consumer Apps
b ] RFA4CE Target Mode
L1 MacPhy
-] Platform
|1 Software Support Modules

Documentation

Messages

Error List | Qutput

Error Description Qrigin

4 1

Documentation View: Codebase Documentation <

x| Find @,
-8 HCS08 Transceiver and MCU Documentation

- @ HCS08 Evaluation Boards and Kits Documentation

+- @ Beekit Documentation

Project added ‘Target Nede App'

Figure 2-13. BeeKit Main Window

After selecting Finish for the target node application, the BeeKit main window appears as shown
in Figure 2-13.

When clicking on a component in the Solution Explorer area, information about that item appears under
the Property List tab where users can change numerous settings. For example;

To change the development board:

To change the controller configuration options:

a) Select the Platform component in the Explorer window.
b) Select the Hardware Target property in the Property List.
c¢) Use the pull-down menu to select the board

a) Select the RF4CEController component in the Explorer window.
b) Select the 802.15.4 extended address property in the Property List.
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c) Change the extended address of the device

To change the BeeStack Consumer ZigBee Remote Control (ZRC) default configuration features
a) Select the Freescale BeeStack Consumer ZRC Profile component in the Explorer window.

b) Select the ZRC commands transmission and reception feature in the Property List.
c) Use the pull-down menu to select the configuration

221 Exporting Created BeeKit Projects

Once all the applications for the devices to be used in the network have been created as BeeKit Projects
and saved as a BeeKit Solution, the files must be exported into a format for importing into either the IAR
Embedded Workbench or CodeWarrior IDE for compiling and debugging.

To export the saved solution:
1. From the Solution menu, select Export Solution. BeeKit starts to verify the internal consistency of

the configuration. If the verification succeeds, the window that opens will display all the created
devices, each with a checked box as shown in Figure 2-14.

Export Solution
Select Projects to be included in the Export.
“Warning: Existing files will be overwritten!

X

Select Project(s):

Include | Project Narme | Praoject State
Contraller Mode App Mot Exparted
Target Hode App Mot Exported

Ok I Carncel |
Figure 2-14. Export BeeKit Project Solution Window

2. Click on the OK button to start the export process. While BeeKit executes this, it displays the
window shown in Figure 2-15, and the steps it takes scroll by in the Messages window pane.

Export Solution

Exporting - Please wait.

Figure 2-15. Please Wait — Exporting Project Window

Freescale BeeStack Consumer™ Network Demonstration Application User’s Guide, Rev. 1.2
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3. When BeeKit finishes exporting, the Wait window disappears. The Messages window still contains
the export steps, which can be scrolled through. The export process is now complete.

4. Exit BeeKit by choosing File -> Exit from the menu bar.

2.3 Automatically Importing Projects into an IDE

The project files created in BeeKit and saved as Solutions must be imported into CodeWarrior or
Embedded Workbench to build the binary output file suitable for programming into each MCU’s FLASH.

To export and import the solution into the appropriate IDE automatically perform the appropriate task
depending on the IDE being used:
1. From the BeeKit tool bar, click on Solution -> Export -> Open Solution in [AR EWB
Or
From the BeeKit tool bar, click on Solution -> Export -> Open Solution in CodeWarrior.
Or
Click the IDE icon in the toolbar as shown in Figure 2-16 and export the solution in AR EWB.

|+ Freescale BeekKit

File  Solution  Project  Help

S IR B I Y

Start Page  Property List I‘-'n=arrh Resls |
Export and Open Solution in TAR EWE

= Source files are copied from Codebase ta solution Folder,
solution settings are configured, the IaR Embedded Workbench XML project files are created and
the projects are opened automatically in I&F. Embedded Workbench,

Figure 2-16. Exporting and Opening the Solution in Embedded Workbench

BeeKit exports the solution as shown in Section 2.1, “Creating a BeeKit Project”, automatically
opens the IDE and loads the selected projects that were exported. Figure 2-17 shows the projects
of the solution previously created and imported into the IAR EWB.
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1ol
File Edit Yiew Project Tools Mindow Help
DSHE &S & Bl o Hy G e dh[ENRSS L
‘Waorkspace = - x
R =
IEontmIIer Mode App - Debug - l
Files ERE
B EINodeAppSolution
@ (7 Controller Node App - Debug v
A Target Node 4pp - Debug v

Owerview  Controller Mode Appl Target Mode App |
Reacy | | [

Figure 2-17. Solution Projects Imported in IAR Embedded Workbench

2.4 Manually Importing Projects into an IDE

When BeeKit exports the projects of a solution it creates a * . xm1 file in the exported project folder that can
be used to manually import and open the projects in the corresponding IDE (IAR Embedded Workbench
or CodeWarrior).

To open the projects manually in [AR Embedded Workbench go to the exported project folder and launch
the * . eww workspace file created during solution export.

To open the projects manually in CodeWarrior, follow these steps:
1. Start CodeWarrior, which opens to a blank window with the menu at the top.
2. Select File -> Import Project... as shown in Figure 2-18.
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I EEE
File Edit Refactc Search Project Run Profiler #Ciicro - Processor Expert  Window  Help
’ = 5

New ARFSHFLHN |8 | -2 B~ &G |6 -5 [5-0-Q- |55~ E§ 35 Debug [ cicrr
Open path, Culsshitsn

Gpen Fil =0 = O[3 ouin 33\ @ wake | = O
Ciose 4 o 7 -
Close Al Chrl$Shift 44 [ A0 outine is nok avalable

Saye. Gl 45

Save fiei

Save Al Gl £5Hift+S

Revert

Wiz

Praptss e {2 Problems [V Tasks | 1 properties |4 Remate Systems | Consdle 22 proress | =@M
Ext <terminated> HCS08, Controlle Node App.abs ® %G EI[E[E 2 B -rd-
< | AT 1]

[a I I
Figure 2-18. CodeWarrior Import Existing Project

3. Select Existing Projects into Workspace as shown inFigure 2-19.

2 Import
Select
E\A ]
Create new projects from an archive file or directory.

Select an import source:

| type filter text |

= (= General

AR Eicting Proj
{7, File System
L Preferences

= O+
ﬁ MCL Executable

= (= CodsWarrior
CodeWarrior Classic Project Importer

= cvs
(== Run/Debug

(= Team

(&= Other

Figure 2-19. CodeWarrior Import Existing Project into Workspace

4. Click Next.

5. Navigate to the directory created in the BeeKit export procedure. This directory contains a
directory for each device created earlier in BeeKit. This example uses the directories Controller
Node App and Target Node App.Users can import both projects simultaneously by selecting the
parent directory of Controller Node App and Target Node App directories.

6. In this example as shown in Figure 2-20, it is: D: \BeeKitSolutions\Solutions.
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=
Import Projects
Select a directory to search for existing Eclipse prajects. / ]
-

% Select root direckary: I [:\BeekitSolutionsSolutions

" sSelect archive File: | Brawse, ., |

Projects:

Contraller Node App (D:1EeekitSolutions), Solutions\Controller Mode Select Al |
»[#] Target Node App (D:\BeekitSolutions)Salutions} Target Mode App)
Deselect all |

Refresh |

i Browse... |

| i ol

r Copy projects into workspace

(7) < Back | [iext = | Einish I Cancel |

Figure 2-20. CodeWarrior Name New Project Window

7. Click Finish.

8. The first time users import an 1323x-RCM project into the current workspace, the Remote System
System Missing window opens and displays a warning as shown in Figure 2-21.

ﬁ Remote System Missing ﬂ

The project 'Controller Mode App' refers to a Remote System T™C15233C" that
' does not exist in your current workspace. Do wou want o add the Remate
System ko vour workspace?

MC13233C
Hardware or Sirmulatar
MokeRSE Launch Configuration
Address

Configure Merge Setkings. ..

Yes Mo |

Figure 2-21. CodeWarrior Controller Project Window

9. Click Yes to add the Remote System from the current project to the workspace.
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10. CodeWarrior loads the project file as shown in Figure 2-22.

/C++ - CodeWarrior Development Studio -10] x|

Fle Edt Refactor Mavigate Search Project Run Profiler PEVicro - Processor Expert Window Help

e == G 2w |6 | F--B-la-F-@- |0 -5 H-0-Q- |- T 35 Dehug [T jcer
(o el 8. 0=

=5 = 5[5 outin 52 @ make | = O

= | B & L Fie name = =
File Mame = | An outline is not available,
= 1= Controller Mode &pp @ Controller Node App
[ Includes
(= Contraller Node App
|=| Controller Node App.launch 1
= MacPhy
(= Mk
% Nwkapps
= PLM
(= Profiles
(2= 55M
Target Node App : Target Mode App
@ Includes
(= MacPhy
2 Mk,
(= Mwkapps [21i Problems 53 ¥ Taslsw = Properties} 8 remote Systems} El Ennsule] (ep Progressw = |
(= Ditems
(= Profiles Description
= 55M
(= Target Mode App
|=] Target Mode App.launch 1

i
FHEEEE B EEEE

| | v 4] | |
[l | |

Figure 2-22. CodeWarrior Controller Project Window
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2.5 Building a Code Image Using the IDEs

2.51 Building a Code Image Using Embedded Workbench

To build the application binary in IAR Embedded Workbench:
1. In the Workspace panel, select the Overview tab.
2. Right click on the project to build.
3. Select “Set as Active” from the menu.
4. Build the binary in one of three ways:
a) Press the Make hot key F7
b) Click the “Make” icon
c) From the menu select Project -> Make

Embedded Workbench reports the build progress in the Build Messages panel as shown in Figure 2-23.

ol
File Edit Yew Project Tools ‘Window Help
D@34 2R | Y % Ee » B ERSS 2]

‘Workspace = - X

_ R NSSSBBRBRBRBRRRR
IControllerNode App - Debug 'I
Files EEE]
B BlNodeAppSolution

==& |Controller Node App - Debug --

L@ [ Target Node App - Debug

Overview  Controller Mode App | Target Mode App

XI | Messages | File | Line ‘;I
LCD_Font.c

Led.c

MY _Datac

MY _Flash.c

MY _FlashHAL o

MwkApp.c
MwkApplnit.c
MwkGlobals.c

Mwklnit.c

|Ern:|rs 0, Warnings 0 | ,_,W,_E v
Figure 2-23. IAR EWB Showing the Build Messages Panel
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2.5.2 Building a Code Image Using CodeWarrior

Build the application binary in CodeWarrior in one of three ways:
1. Click the “Build” icon.
2. From the menu select Project -> Build Project.
3. Right click on the project -> Build Project.

CodeWarrior reports the build progress in a window it opens and then closes as shown in
Figure 2-24

2 Build Project

* Building project...
i

( ]

Invoking Command: C:\Program FilesiFreesc...0. 1\gnulbinimake pre-build main-build

[Run in ﬂackground] [ Cancel ] [ Details > ]

Figure 2-24. CodeWarrior Build Window

2.6 Loading the Code Image into a RF4CE Device

2.6.1 Loading the Code Image into a MC1322x Board via JLink

Perform the following tasks to load the code image into a MC1322x, ARM7 based evaluation board from
within Embedded Workbench using the JLink JTAG debugger pod.

1. Connect the JLink pod to the computer using a USB cable.
2. Turn on the MC1322x evaluation board.

3. Connect the JLink ribbon cable to the JTAG pins on the evaluation board. Align pin 1 of the JTAG
port which is marked with a white dot with the blue ribbon wire of the JLink.

4. Download the compiled image to the board in one of three ways:
a) Press the Debug hot key Ctrl+D.

b) From the Project menu select Download and Debug (Embedded Workbench 5.20 (no later) or
Debug (previous versions).

c) Click the Debug icon (a green triangle icon) in the main toolbar.

5. Waituntil the board’s FLASH memory is written. When this is complete, the AR EWB debugging
window appears as shown in Figure 2-25.
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2.6.2

2% 1AR Embedded Workbench IDE =10l x|
File Edt View Project Debug Disasssmbly Ilink Tools Window Help
DeE@ & aro o EER S =R T A
Sle2rsE23 X
ETli 540
= 0 | - x x
Cortroller Node App - Debug =l SECTION .veot: CODE j Goto | =] [Memony
Files ‘ £ ‘ m:.'_l _start_vector_ ﬂ
i =] O0x400000: 0 00074
& ElNcdeAppSaluton By point B Undlef Instr
ﬂCnmrnlleandeA,,, v CODE32 0x400004: 0Oxe=al0076
- B Supervisor
- P Torgel Mode App -De... v T=400008: D=ea00n7?
_start_wector_ B Prefetchib
5 0x40000c: 0xeal0077
=) B _ start_ i/ reset 5 Pt
0=400010: 0xeal0077:
#ifdef NO_USE_EXCEPTIONS B reserved
E __reserved_ : /7 reserved O0x400014: Ox=all076
B __reserved_ : /7 reserved B IrgHandler
3 reserved : i resseved _T=A00013; Uzeat00s6:
B __reserved_ i A reserved 0=40001c: Ox=af00a?
#else RE_Vector_Thumb_0:
B _ UndefInstructionHndlr_ : /# undefined instruction 0=400020: 0=4770
B _ SupervisorHndlr_ ; /7 supervisor 3"‘;&333%? 3x§§§§fff
B __PrefetchAbtHndlr_ : /7 prefetch abort IEiOD02E. Deiririr:
B __DatabtHndlr_ : /7 data abort 0=40002c: Oxfffffff
#endif 0x400030: O=fffffff
. Ox400034: O=mfffffff
me - USE—;:;;;;;:;S P reserved 0R400038° Dmiffffff
#itdet N0_USE_ 0=40003c: O=ffiffff
B __reserved_ i A reserved 0400040 Dmfffffff
E __reserved_ : /7 reserved Ox400044: O=fffffff
- felse = 0=400040: Omfffffff =
Overview Controller Mode &pp | Taget! o | |FIJ| |‘| | D 4 »
x
| Messages | File ‘ Line ‘

Building configuration: Contraller Node App - Debug
Updating build tree...

Configuration is up-to-date.

Debug Log | Buld z
Ready [Errors 0, Warnings 0 [ln 76, Cal L [ om L=

Figure 2-25. IAR EWB Debugging Window

Stop the debugger by pressing Ctrl+Shift+D or by choosing “Stop Debugging” from the Debug
menu.

Right click on the Target Node application in the Workspace Overview panel and select “Set as
Active” from the context menu.

Repeat the steps as shown in Section 2.6.1, “Loading the Code Image into a MC1322x Board via
JLink” to load the code for the other application into another board.

Loading the Code Image into a HCS08 Board via P&E BDM

To load the code image into a MC1323x/MC1321x/MC1320x HCS08 based evaluation board using the
P&E BDM pod perform the following tasks:

1.

Connect the P&E BDM pod to the host computer using the USB cable. A lighted blue LED
indicates the BDM has power and a successful USB connection.

Connect the BDM pod to the device. Align pin 1 of the BDM port connector with the red wire of
the flat cable connector

— 1321x-NCB — The connector is marked “BDM?”, and pin 1 has a white dot beside it
— 1320x-QE128EVB — The connector is labeled J9, and pin 1 is the one next to the label
— 1323x-MRB — The connector is labeled J4 BDM and pin 1 is marked with ‘1’

Turn on the board.
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4. The amber LED on the BDM will now light up, and the LED on the development board also lights
up. If not, switch the power off and on again on the board. Recheck the connection to the BDM
port. Check the power adapter connection to the board or verify that the batteries are charged.

5. Select the project that contains the image to download.
6. Download the compiled image to the board in one of three ways:
a) Press the Debug hot key F11
b) Click the “Debug” icon.
c) From the menu select Run -> Debug
CodeWarrior switches to the Debug perspective as shown in Figure 2-26.

® pebug - Controller Node App/NwkApps/NwkAppInit.c - CodeWarrior Development Studio =10l x|
File Edt Refactor Mavigate Search Project Run Profilr PEMicro - Processor Expert Window Help
= [ e i 5
[ i = [t 2w | g | F-0- B H-0-Q- @ |- . 9 |45 pebug B clc++
F5 pebug 22 = O[69= variables £2 % Ereakpoints} a Cache] b Registers EnModu\esW =0
@ D |22 &S| ¢ - 8 -] i
B [£] Contraller Mode App [CodeWarrior Dowrload] Hame | value | Location
=42 HCS08, Controller Node App.abs (Suspended) &4 gAppTaskiD ‘o 0xD00315" Pag

Bl Thread [ID: 0x0] (Suspended: Signal 'Halt' received, Description: User halted thread,)
B 3 mainf) D:\BeekitSolutions\SolutionsController Node ApplwkAppsitwkAppIrit.c:
_Startupl) Dv\BeekitSolutions| SolutionsiContraller Node AppiPLMYSourcel Commol
: = 1 0x000100 (0x0001003() 0000100

epl DY\BeekitSolutions|SolutionsiController Node ApplController Node AppiContraller Mode App

=
Ll oS wie

4 | o | [l
(] mwkappInt.c &2 = O |2 pisassembly £2 EE Outline}
* Private functions | [Enter lncation here =l &) fir
R R R R R AR R R AR AR AR AR AR AR R RN AR R AR R R AR AR AR R R AR AR R AR AR R AT =
ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ ‘ main:
¥ D0cadd: 9B SEI
oid mainiveid] ¢ ;Zq Se: Pj;é:;::;r;_;z;ztllj;ﬂﬂ'?ﬂgﬂ F
/% Disable all interrupts */ 1328 = Tnit 802 15 4 x
IrogControlLib DisableAllTres(): nic 802 15 4():
- O0caa2 : ACOO7BAC CALL OxO07BAC I
4% Init platform */ 138 TS Tmit i)
Flacform_Init(]; —I {alu] H BCEDISI:ZGHS)EBLL 0Ox005EGE 1
/% Initialize 80Z2.15.4 MAC and PHY =/ 1q§aa : THR Tnit(): *
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/% Initialize the operation system kernel */
1432 NwkInit():
Ta_Init(): {alu] H ACO07D4A CALL Ox007D4A I
/% Initialize the platform timer module */ caas: *
_ 144 gAppTaskID = Te
THR Initi): N -
— . Aneah? - 1ARN LN HivAN
J | o A .
E console 532 Lz Taslsw 48 remate Systems] “l@] Target Tas)s}[z_ Prob\ems}@ Executables] 3 Memory Erowseq i Memurﬂ ‘ ® RB| & @l = B~-rj-=0
HCS08, Contraller Mode &pp.abs
kil Ll_l

e | | | J
Figure 2-26. CodeWarrior Debug Perspective

7. Close the debugger by selecting Run -> Terminate.

WARNING

Exit the debug mode to avoid multiple debug appearances. Having multiple
appearances while setting up boards can produce unexpected results.

8. Disconnect the board and exit the CodeWarrior project, leaving CodeWarrior running.
9. Power cycle the board or press the reset button to prepare the board for use.
10. Repeat these steps to place the Target Node code into another board.
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Chapter 3 Starting and Running a Simple RF4CE Network

This chapter provides the steps required to establish a small RF4CE network using the two nodes
programmed in Chapter 2, “Creating Applications with BeeKit”. The network consists of the Controller

node and the Target node.

3.1 UART Setup and Operation

The following sections show how to identify and setup the UART/USB virtual COM ports, set up
HyperTerminal, start the controller and target applications, pair the nodes, and use the UART terminals.

3.11

Setting up the UART/USB Virtual Com Ports

1. To determine which COM ports is being used by both nodes, plug a USB cable attached to a host

PC into each device and power on the boards.

2. Inthe Windows Device Manager, under the Ports (COM & LPT) option, two devices labeled either
“Freescale ZigBee/802.15.4 MAC COM Device” or “USB Serial Port” appear as shown in
Figure 3-1. (The COM ports shown in Figure 3-1 may be different on other PCs.)

_.% Device Manager

g =[5

File Action Yiew Help

= |H & @ A

wsl49
Cormpuker
Disk drives
Display adapters
DYDJCD-ROM drives
[#-i=) Floppy disk controllers
" ﬁ Floppy disk drives
& Human Interface Devices

F1-E IDE ATA[ATART conurallers

BEE Jungo

2 Keyboards

Mice and ather painzing devices
; Manitors

H8 Mebwork adapters

B 5 Parts (COM &LPT)

§ Y Commurications Port (COM1)
¢ Y ECP Printer Port (LPT1)

¢ 5 UsB Serial Part icoM208)
. y USE Serial Pork (C0M209)
ﬂ Processors

--@ Sound, video and game controllers
[l W Swskem devices

Figure 3-1. COM Ports in Device Manager
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Starting and Running a Simple RF4CE Network
3. Using HyperTerminal, set up a Virtual COM Port for each of the two nodes. Figure 3-2 shows the
correct COM Port settings to run the applications.

COMZ209 Properties 21xl

Port Settings |

Bits per second: lm
Data bits: m
Parity: INone vI

Stop bits: Iﬁ

FRestore Defaults |

,TI Cancel | Apply |
Figure 3-2. Default BeeStack RS-232 Settings

NOTE

If the Flow control setting is set to “Hardware”, users must ensure that the
application has the hardware flow control enabled. For this, select the
“Platform” component and set the “UART 1 Hardware flow control enable”
property to TRUE.

Flow contral:

3.1.2 Starting the Controller and Target Node Applications

1. Connect both the Controller and Target to a host PC using USB cables.

2. Open up each of the HyperTerminal programs for each virtual COM port using the HyperTerminal
settings set up in Section 3.1, “UART Setup and Operation”.

3. Turn on the power for the Controller and Target boards. Each application will start the node and
will print a menu on the assigned Hyperterminal program as it shows the Figure 3-3 and Figure 3-4
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=10 x]

Start node s controller... Successful
fffff Remote Controller’s MENU
Please choose an option:

. Transmit data to a paired device >>
Unpair a paired device >>

Transmit FragTx data to a paired device >>

Push button pairing

Send a ZRC command to a paired device >>

Send a ZRC Discovery command to a paired device >>
List paired devices

Set Receiver Mode >>

Allow device to enter low power mode

Do not allow device to enter low power mode
Refresh menu

TISCEN—OTOQ S~

RF4CE Controller Mode demo application is initialized and ready.

Get the FSL private profile features supported by a paired device >>

Connected 0:00:44 [atodetect  [152008M-1  [SCROLL  [CAPS [NOM  [Capbure  [Print echo

s

Figure 3-3. Controller Node UART Terminal Menu

#gcomxl - HyperTerminal

Eile Edit Yiew Call Transfer Help

=10j %]

D@ |5 sl &

Start node as target... Successful
***** Television’s MENU
Please choose an option:

t. Transmit data to a paired device >>
. Unpair a paired device >>

. Transmit FragTx data to a paired device >>

. Push button pailring

. Send a ZRC command to a paired device >>

. Send a ZRC Discovery command to a paired device >>
. List paired devices

. Set Receiver Mode >>

. Allow device to enter low power mode

. Do not allow device to enter low power mode

. Refresh menu

SODEN—OTOEeC

RF4CE Target Node demo application is initialized and ready.

. Get the FSL private profile features supported by a paired device >>

[Cannected 0:00:25 [autodetect  [tozooan-t [SCROLC[Cars um [Coptoe [Frint echo

s L

Figure 3-4. Target Node UART Terminal Menu

NOTE

Depending on configuration settings (i.e. the selected profiles, features,
device type), the printed options of the menu may be different. For example,
when the project is created with the BeeKit, if the Freescale (FSL) Private
Profile is disabled, all the menu options related to the FSL Private Profile
will not be printed and will not be accessible in the HyperTerminal program.
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3.1.3

Using the Controller and Target Node Applications

Once the applications are started, and the devices are running, the Controller and Target applications are
ready to be used:

1.

In both HyperTerminal programs press the ‘b’ key to start the push button pair process. Both
HyperTerminal programs display the process status when it ends.

If the devices are paired successful, in the controller HyperTerminal press ‘c’ key to send a ZigBee
Remote Control (ZRC) command to the paired target. A text message appears on the
HyperTerminal that allows to select a device for transmitting the ZRC command. Select the “TV
device” pressing the ‘1’ key. Once the key is pressed the controller sends the command and
displays the transmission status. In the target HyperTerminal, the received ZRC command is
displayed in details. To refresh the menu press the ‘r’ key.

In the target HyperTerminal, press the ‘t” key to send data to the pair device. A text message
appears on the HyperTerminal that allows to select the destination device. Select the “Remote
Control” pressing the ‘1’ key. Once the key is pressed the target sends the data and displays the
transmission status. In the controller HyperTerminal, the received data request is displayed in
details. To refresh the menu press the ‘r’ key.

These steps are shown in Figure 3-5 and Figure 3-6.

-l x|
File Edit ¥ew Cal TIransfer Help
D[] @3] =0l=| =

n. Do not allow device to enter low power mode
r. Refresh menu

Push Button Pairing... Successful
Successfully paired with device TV device.

Please select a device to transmit a ZRC command request:
1.1V device

2.None

3.None

4 .MNone

5.MNone

Sending 7RC request... Successful

Data received from TV device
Received data parameters:
1.Pavload: abc
2.L0I: BxB9
J.Broadcasted: Ho
4 .Secured: No
5.Profile 1ID: CO
6.Vendor specific: No

Connected 0:01:42 [utodetect  [152008-N-1  [SCROLL  [CAPS |NUM  [Capture  [Printecho
Figure 3-5. Controller HyperTerminal

Ll

Freescale BeeStack Consumer™ Network Demonstration Application User’s Guide, Rev. 1.2

3-4

Freescale Semiconductor



Starting and Running a Simple RF4CE Network

B [= |
File Edit ¥ew Cal TIransfer Help
D[i|sa;3 =0|E= Eﬂ

w. Allow device to enter low power mode
n. Do not allow device to enter low power mode
r. Refresh menu

Push Button Pairing... Successful
Successfully paired with device Remote Control.

ZRC vendor specific data received from Remote Control
Received command parameters:

1.Payload: 1234

2.L0I: BxCS

3.Broadcasted: Ho

4.Secured: Yes

5.Vendor specific: Yes. Vendor ID: 0885

Please select a device to transmit a data request:
1.Remote Control

2.None

3.None

4 .MNone

5.MNone

Sending data... Successful

Kl

Connected 0:01:32 [autodetect  [19zo0 -1 [SCROLL  [CAPS  [num  [Capbure [Frint echo
Figure 3-6. Target HyperTerminal

4. Using both HyperTerminal programs, access the rest of the menu options to exercise different
features: set the receiver mode, allow or disallow a device to enter in low power mode, list the
paired devices, send a ZRC discovery command, unpair a paired device etc.

NOTE

If the device can enter in low power mode (pressing the ‘w’ key) and the
receiver is set to be “Off” (pressing the ‘z’ key followed by 2’ key), the
device will enter in low power mode and the UART connection with the
HyperTerminal will be lost. To wake up the device, press any switch on the
board. In the HyperTerminal, disallow the device to enter in low power
mode by pressing the ‘n’ key and set the receiver “On” (pressing the ‘z’ key
followed by ‘1’ key).

Similarly, the receiver can be set to a “Intermittent Rx mode” (pressing the
‘z’ key follow by ‘3’ key). In this mode, the receiver is enabled for an
application defined duration (known as the active period) and then disabled.
This mechanism is then repeated at an application defined interval (known
as the duty cycle). The node periodically enables its receiver for only a short
time allowing it to conserve power but still be able to be active on the
network. If the device enters in low power (low power mode is allowed), the
UART connection with the HyperTerminal will be lost during the inactive
period and will be reestablished in the active period. In this case, the pressed
key in the HyperTerminal is handled only during the active period. To
access the menu options in the HyperTerminal, users should keep the key
pressed until the selected option is executed.
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Chapter 4
Creating a RF4CE Network using the ZigBee Test Client
(ZTC) Node application and the Test Tool software

This chapter shows how to create a RF4CE Network consisting ZigBee Test Client (ZTC) Node
application and using the Freescale BeeKit Wireless Connectivity Toolkit. While this chapter describes
how to use the ZTC Node application, it does not describe the projects in great detail.

4.1

Software and Hardware Requirements

Before performing any of the steps in this chapter, users must ensure the following:

4.2

Chapter 2, “Creating Applications with BeeKit” and Chapter 3, “Starting and Running a Simple
RF4CE Network” of this guide have been read, the steps performed and understood

The Freescale Test Tool is installed and running on the PC
The Freescale Test Tool User’s Guide, has been read, the steps performed and understood
Two 1323x -RCM boards are available for use.

Creating a ZTC Node App Project

Follow these steps to create a BeeKit project and configure a ZTC (ZigBee Test Client) Node application.

1.
2.

Start the BeeKit Wireless Connectivity Toolkit.
If another Codebase (MAC, SMAC or ZigbeePro) is selected, perform the following:

a) From the tool bar select File -> Select Codebase... or
click the “Select Other Codebase...” button.

b) From the Codebase list, select a BeeStack Codebase version.

c) Click the Set Active button.

From the menu, create a new project to configure a new device by selecting File -> New Project...
Select the BeeStack Consumer Apps project type from the left side of the window.

Select the “ZTC Node App” template and create the project by entering the following information
into the appropriate field:

Project Name: ZTC Node App
Solution Name: ZTC Demo Solution
Location: c:\ztc_demo (or other sub directory on host PC)

Access the “Target hardware” property from “Platform” component to change the hardware
settings. Set the 1323x-REM board. If a board other than a 1323x —REM is used, choose the correct
platform.
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7. Select the “Freescale BeeStack Consumer ZRC Profile” component and enable the ZRC
commands transmission and reception features as shown in Figure 4-1.
- Freescale BeeKit [E==(EcH

File Solution Project Help

Ci 5 252 5 | v |Eing: Q@

StartPage | Property List | Search Results | [/ solutien Explorer

=21 ZTC Node App (HCS08 Beestack Consumer Codebase 1.7.0a)
£ ZTC Node App

o =-|] Beestack Consumer

ZRC commands transmission and reception feature  True (| [] Freescale Beestack Consumer Push Button Pair

B ZRCProfileCommands.h ] Freescale Beestack Consumer ZRC Profile
Support Select (0x00) command True ] Freescale Beestack Consumer Private Profile
Suppart Up (0x01) command True ) Freescale Beestack Consumer ZID Profile
Support Down{ 0x02) command True =] Freescale Beestack Consumer ZTC App
Support Left (0x03) command True ) ZTCNode
Support Right (0x04) command True | MacPhy
Suppart Right-Up (0x05) command False 1 Platform
Support Right-Down (0x08) command False 1 |1 software Support Modules

Help

Selects whether to include the Command Tranmission and Reception feature of the ZRC
profile in the application or not.

Note: changing this property after the first solution export requires a re-import into . n |
CodeWarrior of the xml project file. Documentation
x| | Find €

@ HCS08 Transceiver and MCU Documentation
@ HCS08 Evaluation Boards and Kits Documentation
4@ BeeKit Documentation

Messages
Error List | Qutput

Error Description Origin

< i + [ Decumentation View: Codebase Dacumentstion -

Project added 'ZTC Node App'

Figure 4-1. Enable the ZRC features

8. Select the “Freescale BeeStack Consumer Push Button Pair” component and enable the Push
Button pair Originator and Recipient as shown in Figure 4-2.

-7 Freescale Beekit [E=SEch

File Solution Project Help

G5 |5 M5 5= | v |Eind: Q@
| StartPage | Property List | search Results | Solution Explarer
- ZTC Node App (HCS08 Beestack Consumer Codebase 1.7.0a)
(115 ZTC Node App
El Misc -] Beestack Consumer
Push Button Pair Originator feature True | Freescale Beestack Consumer Push Button Pair
Push Button Pair Redpient feature True | Freescale Beestack Consumer ZRC Profile
| Freescale Beestack Consumer Private Profile
| Freescale Beestack Consumer ZID Profile
=] Freescale Beestack Consumer ZTC App
[ ZTC Node
[ MacPhy
) Platform
) Software Support Modules

Help

Selects whether to include the Push Button Pair Recipient feature in the application or not.
Mote: changing this property after the first solution export requires a re-import into

CodeWarrior of the xml project file. | " |
Documentation
X | | Find €

-4 HCS08 Transceiver and MCU Documentation
+1-4@ HCS08 Evaluation Boards and Kits Documentation
(-4 Beekit Documentation

Messages
Error List | Qutput

Error Description Origin

o i + ||| Documentation View: Codebase Documentation -

Project added 'ZTC Node App'

Figure 4-2. Enable the Push Button Pair Features

9. Export the solution, compile the project and program both boards with the ZTC Node application
using CodeWarrior.
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4.3  Starting a RF4CE Network

This section describes how to use the Test Tool software to access the BeeStack Consumer stack features
through a UART interface and also monitors the communication between MAC, network, profile layers
and application.

4.3.1 Board Connection and Network Startup

After creating and downloading the project to the appropriate boards, perform the following tasks.
1. Connect the appropriate power source to all boards.

2. Connect the boards being used to a PC using the USB port on the board. The Freescale Test Tool
must already be installed and running on the PC.

3. Configure Test Tool so that it can communicate with the boards: baud rate-38400, ZTC
Length-Auto, Use Flow Control-enabled. See the Freescale Test Tool User s Guide for more
information on board communication.

From Test Tool, start the Command Console and ensure that the zigeerrace.xm1 file is selected.

5. From Test Tool Command Console tool bar, click on All Commands ->ZTC
Commands->ZTC-ModeSelect.Request command and select the parameters in the request as
shown in Figure 4-3 to ensure that the board connection are working. Perform this step for both
devices.

3 Freescale Test Tool 12 [E=8{ECR ==

@ Comman d Console 7, Script Server 1 Protocol Analyzer | [{{ Coexistence Tool & Firmware Loaders + f Radio Test ® OTA Update - [ BeeKit -} Settings & Help )

® Record Macro &

cous

USRTTElockng: £l
Loaded Command Set [ZopeerraEom ~ o
Al Conmands. Add Shortcut mees

MLME:

) TH: ZIC-HedeSelect.Reguest 02 A3 00 07 00
0100 00 00

ZTC-ModeSelect.Request.
RF4CE_NLME_Reset.Request
RF4CE_NWK_SetNodeCapabilities.Req  RF4CENLDE:

asp

RF4CE_NLME_Start. Request
FSLProfile_DisplayMenuHeaderReq.Re
FSLProfile_t y.Request
FSLProfile_DisplayMenuMessage.Req:
ZRCProfile_Command.Request
PBP_PushButtonPairRecip.Request
PBP_PushButtonPairOrig,Request

RFACENLME:

Enter Command  7TC-ModeSelect.Request A3 00 00 00 0100 0000020202 -
@ Record Macro = B
UARTTxBlocking V!
Loaded Cormand Set o e
AL S
RF4CE_NLME_Reset.Request
RF4CE_NWK_SetNodeCapabilities.Re¢  RF4CENLDE:
RF4CE_NLME_Start.Request RE4CENLME:
FSLProfile_| Req.Re
MonitorMode

FSLProfile_ y.Request *F
FSLProfile_DisplayMenuMessage.Requ
ZRCProfile_Command.R
PBP_PushButtonPairRecip.Request
PBP_PushBUttonPairOrig. Request

Enter Command  ZTC-ModeSelect.Request A3 00 0000 0100 0000020202

Figure 4-3. Send ZTC-ModeSelect.Request command

7. From Test Tool Command Console tool bar, click on All Commands ->ZTC
Commands->ZTC-WriteExtAddr.Request command and set on both devices the IEEE address of
the nodes as shown in Figure 4-4. For this example, use the address
O0XxAAAAAAAAAAAAAAAA for first device from the list of active devices and
0xBBBBBBBBBBBBBBBB for the second device.
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&3 Freescale Test Tool 12 = fa =
@ Command Console =, Script Server X Protocol Analyzer ||[{{ Coexistence Tool &b Firmware Loaders - B Radio Test ™ OTA Update - [} Beeit < Settings @ Help 2
PO @ Command Console &

Device List 1 x [E=E
@ Open jpsSettings <5 §

s OXAARAAAAAAARAAAAA @ RecordMaco @ | & 5
= Loaded Command Set e
Active devices Sepecifom) ) T 2TC-WriteExthdds Request 02 3 DE D8
A Al Commancs... Add Shartaut 00 B3 EB BB BS BB BB E8 BB 10
COM5 S
G ZTC-ModeSelect Request P
RF4CE_NLME_Reset.Request v ¥
RF4CE_NWK_SetNodeCapabilities.Rec OpSroup [1 byte 1 = A4
RF4CE_NLME_Start.Request OpCode [1 byte ] = OB

FSLProfile_DisplayMenuHeaderReq.Re
FSLProfile_DisplayMenuEntry.Request
FSLProfile_DisplayMenuMessage.Reqt
ZRCProfile_Command. Request
PBP_PushButtonPairRecip.Request
PBP_PushButtonPairOrig. Request

Enter Command  ZTC-WriteExtAddr Request A3 DB 00 00 AAAAAAAAAAAAAAAA -
COMS x
Address; 0xBEBBBBEBEEEEREEE Slonlienle =
Loaded Command Set : =
ZoPechIcE i ) TX: ZIC-WriteExthadr.Request 02 A3 DB 08
All Commands... Add Shortcut 0C B3 BB BB BB B3 BB EB BB 70
- 1 irm 02 A4 DB 01
ZTC-ModeSelect.Request
RF4CE_NLME_Reset.Request Swme 1 byze ]

RF4CE_NWK_SetNodeCapabilities.Rec OpSzoup [1 byte 1 = 24
RF4CE_NLME_Start.Request -
FSLProfile_DisplayMenuHeaderReq.Re
FSLProfile_DisplayMenuEntry.Request
FSLProfile_DisplayMenuMessage.Requ
ZRCProfile_Command.Request
PBP_PushButtonPairRecip.Request
PBP_PushButtonPairOrig.Request

=00 oL
=

Enter Command  ZTC-WriteExtAddr Request A3 DB 00 00 BBBBEBEEBEEEEEEE

Figure 4-4. Send ZTC-WriteExtAddr.Request command

8. Select the first device from the list of active devices.Configure and start the node to act as a
controller. For this, click on All Commands ->RF4CE layer command and send the following Test
Tool RF4CE commands in the order shown in Figure 4-5:

« RF4CE NWK Reset.Request

« RF4CE NWK SetNodeCapabilities.Request command with the
nwkcNodeCapabilities parameter value 0x0OC which means that the
node is a controller and supports security.

RF4CE _NLME Start.Request command as shown in Figure 4-5.

Check if the status of the RF4ACE _NLME Start.Confirm message is successful (0x00) as shown in
Figure 4-5.
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53 Freescale Test Tool 12

& Command Console =, Script Server *; Protocol Analyzer | [ Coexistence Tool & Firmware Loaders + B Radio Test $* OTA Update - [} BeeKit s Settings & Help '2)

& - COM5
- Baudrate: 33400

Active devices
o o3
Baudrate: 38400

Loaded Command Set | zgBecRFACE xanl -

[ addshortar |

[ a1 Conmands... |

ZTC-ModeSelect.Request
RF4CE_NLME_Reset.Request
RF4CE_NWK_SethodeCapabilities.Request
FSLFrofile_DisplayMenuHeaderReq.Request
FSLFrofile_DisplayMenuEntry.Request
FSLFrofile_DisplayMenuMessage.Request

@ Record Macro m | »

4 TH: RF4CE_NIME Reset

Syme [ byte

oproup I

Opade [t by
Length {2 bytes:
SetDefaulthIB [1 byte

. Reset.Confirm 02 D1 AZ 01 00 00 72

optroup [1 byte

R |
B

]
veooouoao
288888

=0z
=m

st 0z DO 00 01 00 01 DO

[E=R R =

X
L@ La

)
ZRCProfile_Command.Request OpCode [1 byte 1 = A2
PBP_PushButtonPairRecip.Request Lengsh [2 bymes] = 00 01
PBP_PushButtonPairorig.Request Status [1 byte ] = 00 (gNWSuccess _c)
cRe [1 byse 1 = 72
, TX: RF4CE_NWK_SetNodeCapabilities Request 0Z Dé 04 OL
o0 oc
Syne ILbye= 1 = 02
opGroup [l byee 1 =D4 o
opcode L byse 1 = 04
Length 12 bytes] = 00 01
nwkeNodeCepabilisies [1 byte 1 = 0C
cRe IL byte 1 = DD
, RX: RF4CE_NWK_SetNodeCapabilities.Confirm 02 DS 04 OL
00 00 Do
Syme [ bywe 1 = 02
OpGreup [1 byte 1 = DS q
OpCode [1 byte 1 = 04
Lengsh [2 bytes] = 00 01
Status [1 bye 1 = 00 (gWiSuccess, _cl
cre [1 byte 1 = D0
4 TX: RF4CE_NDME Start.Request 02 DO 01 00 00 DL
]
1
1
1

Syme  [1 byte
Opszoup [1 byte
OpCode [1 byze

T e, !
Enter Command RF4CE_NLME_Start.Request DO 0100 00 -

Figure 4-5. Configure and start the controller node

9. Select the second device from the list of active devices.Configure and start the node to act as a
target. For this, click on All Commands ->RF4CE layer command and send the following Test Tool
RF4CE commands respecting the order from Figure 4-6:

RF4CE NWK Reset.Request

RF4CE_NWK SetNodeCapabilities.Request command with the
nwkcNodeCapabilities parameter value 0xOF which means that the node
is a target and supports security.

RF4CE NLME Start.Request command as shown in Figure 4-6.

Check if the status of the RFACE_NLME Start.Confirm message is successful (0x00) as shown in

Figure 4-6.
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53 Freescale Test Tool 12

&) Command Console ¥, Script Server ™ Protocol Analyzer | {{{ Coexistence Tool & Firmware Loaders ~ B Radio Test 2 OTA Update ~ [} Beekit 2 Settings & Help 2

PO TIPS @) Command Console 5

Device List 7o

@ Open s Settings =5 §

[ alcommands... | [ add shortaut

Spme

FSLProfile_DisplayMenuHeaderReq.Request
FSLProfile_DisplayMenuEntry.Request
FSLProfile_DisplayMenuMessage.Request
ZRCProfile_Command.Request

@ RecordMacro = | »

4 TH: RF4CE_NIME_Reset.Request 02 DO 00 01 00 01 BO

IL byse

1 =0z

opSroup [Lbyte 1 = Do

=0 ZTC-ModeSelect Request opCod: [Lbyte] =00
RF4CE_NLME_Reset. Request Length 12 bytes] =00 01
RF4CE_NWK_SethodeCapabilities. Request SecDafauleNIE L 1 =01 (e

RF4CE_NLME_Start.Request = o

X
NI

PBP_PushButtonPairRecip.Request Length (2 bytes] = 00 01
PBP_PushButtonPairOrig.Request Status (1 byte = 00 (gMEue
cac [1byte 1 =72
 Ti: RF4CE_NWK_SetNodeCapabilities Request 02 D4 04 01

00 oF D2
Syme [ byte 1 =0z
optroup 1 byse 1 =102
opcode 1obye 1 = oa
Length [z bytes] = 00 01
nwkclodeCapabilities (1 byte 1 = OF
cac [1 byte 1 = DE

BH: RF4CE_NWK_SewNodeCapabilities Confirm 02 DS 04 01

00 00 DA
Syne [l byte ] =02
Opcroup [1 byte ] = DS
OpCode [l byte 1 = 04
Length (2 bytes] = 00 01
Status [l byte ] = 00 (gWWSuccess _c)
cac [1byte 1 = D0

4 TX: RF4CE_NDME_Starz.Reguest 02 D0 01 00 00 DL

sme (1 byse 1 =02
OpGroup [1 byte 1 = D0
OpGode [1 byte 1 = 01
Length [2Z byses] = 00 00
cRC [1 bybe 1 = DL

X: RF4CE NIME Start_Confizm 02 D1 00 01 00 00 DO
Symc 1 byte ] =02
OpSroup [1 byte ] = DL

OpCode
Lengsh (2 byc
Status
cre

Enter Command RF4CE_NLME_Start.Request D0 0100 00

Figure 4-6. Configure and start the target node

10. On the controller device, click on All Commands ->RF4CE layer

command->PBP_ PushButtonPairOrig.Request command and set the parameters in the Request as

shown in Figure 4-7. Do not send the command yet.

11. On the target device, click on All Commands ->RF4CE layer

command->PBP_ PushButtonPairRecip.Request command and set the parameters in the Request

as shown in Figure 4-8. Do not send the command yet.
12.

Start the paring process sending the commands from Step 10 and Step 11, so that the interval

between the transmission of these requests is less than 30 seconds. The order of the transmission
of the commands does not matter. The pairing process ends successfully if the status field of the

confirmation messages on both devices is “Success”.
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@) Command Console 3¢
Device List 2 x
@ Open 43 Settings =5 §

@ Record Macre = | »

RedpPanid: [¥=== =
Active devices Loaded Command Set | zigBeeRF4CExm v

: TX: DBR PusHButtonPairOrig Request 0Z DE
ERERE R OXFFFF » 00 10 08 FF FF FF FF FF 00 01 Ol 01 01

. 01 01 05 00 Eg 03 D7
RecipDeviceType: OxFF
ZTC-ModeSelect Request BX: RF4CE_NIME_Discovery.Confirm 02 DL

OrigAppC: h 02 33 00 DO 01700 14 7C F& BB BB BB
RF4CE_NLME_Reset.Request A e e

) BE BB EB BB OF 05 00 56 45 4E 44 4F 52

-, e [ Aicommends... | Addshortout |

- CoM5
- Baudrate: 33400

e 5 e - 00 1z 00 00 00 00 0O 0O 00 00 0O 00 00
b Re|  OngappC{CneDevceTypelnbeveeT ypebi J 00 00 00 00 0z O1 A5 0L RS 00 00 00 OC
RF4CE_NLME_Start.Request mngAq:{unesuppornedpmﬁlesmpmﬁ\amust v] D= 25 11

FSLProfile_DisplayMenuHeaderReq.R

RX: RF4CE_NIME_Pair Confirm 02 DI 04 10
FSLProfile_DisplayMenuEntry.Reques

00 00 00 O 00 §€ 45 4E 44 4F $2 00 00
01 01 02 01 €7

OrigDevTypelist: 0x01 3

FSLProfile_Display Req Orig ist: 001

BX: DBP PushButtonPairOrig Confirm 02 D7
ZRCProfile_Command.Request

DiscProfileldListSize: 0x01 00 10 00 00 00 05 00 56 45 4E 44 4F 52
PBP_PushButtonPairRecip.Request 00 00 01 01 02 01 CE
DiscProfieldList: 0x01 Syme
[1byze ] =0z
KeyExTransferCount: 0x05 e
Opgroup
RequestAppAcceptToPair: [1 byte 1 = D7
OpCode
TimeToWaitAppAcceptToPair: 0x03E8 I1byse 1 =00
Length
Iz byves] = 00 10
Status
I1 byve 1 =00 (gNWSuccess c)
DairingRef

[1byse 1 =00

RecVendorId

2 bytes] =00 05

RecVendorString

I7 byses] = 00 00 00 00 00 00 00
Reck bilities User fied
[1byte 1 =00

RecAppCapabilitie
Types [1 byte ]

NoofSupportedievice,
01

RechppCapabilities NoOfSupportedProfil
es I1 byte 1 01

RecDevTypelist
[1byte 1 =0z
RecProfileldlist
[1byte ] =0
cre

[1byte 1 =CS

Enter Command  PEP_PushButtonPairOrig. Request D6 00 00 00 FFFF FFFF FF 00 010101 0101 0105 00 0358 -

Figure 4-7. Push Button Pair Originator parameters

3 Freescale Test Tool 12 =1

& Command Console 7, Script Server % Protocol Analyzer | [ Coevistence Tool 4 Firmware Loaders ~ Bfb Radio Test $* OTA Update ~ [ BeeKit 5 Settings & Help .2)

@ StartPage

@ Command Console %

Device List 2 x
@ Open s Settings =5 §

.+ COM5.
Baudrate: 38400

e @ RecordMacro m | » B

Zopech Em o e S TX: PBR PushButtonPairRecip.Request 02  *

- 3| : :
All Commands. Add Shorteut rig/ -3p OneDeviceTypelnDeviceTypelis :: g: gml; 00 00 01 01 0z 01 01 00 E8 03
OrigAppC4 OneSuppor tedProfilesinProfileldList - e

com3 g RE4CE_NDME_huroDiscovery.Confirm 02

B goudrae: 3900 ZTC ModeSelect Request CrigDevTypeList: ox02 b D1 01 0B OO 00 AA Ah AA AR AR AR AA BA
RF4CE_NLME_Reset.Request T R B
RF4CE_NWK_SetNodeCapabilities.Req|  Crighrofieldist: 0x01 RX: RFSCE_NIME_pair.Indication 0Z DL 0§

1C 00 BS FF FF AA Ah A4 AA A AA 24

RF4CE_NLME_Start.Request Discl QIThreshold: w01 * oc 05 00 5¢ 45 4E 44 4F 52 00 00 01 O
FSLProfile_DisplayMenuHeaderReq.Re' 01 01 05 00 75
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Figure 4-8. Push Button Pair Recipient parameters
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13. On the controller device, click on All Commands ->RF4CE layer
command->ZRCProfile Command.Request and set the parameters in the Request as shown in
Figure 4-9. Check the confirmation message of the request and if a
ZRCProfile Command.Indication message was received on the second device as shown in

Figure 4-9.
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Figure 4-9. Send ZRC Command

14. Repeat Step 13 for the target device.

15. Exercise other RF4CE, ZRC profile and FSL Private Profile commands following the BeeStack
Consumer Blackbox Interface document (BSCONBBIUG.pdf).

NOTE

In the same manner, users can use the Test Tool software with the BlackBox
Node applications to access the BeeStack Consumer stack features through
a serial interface (SCI, SPI or 12C) and also to monitor the communication
between network, profile layers and application.

To create a BlackBox application from Beekit, use the ZTC Node
application project, select the “Freescale BeeStack Consumer ZTC App”
component and enable the “BlackBox enabled” property. Enabling this
property will allow to inject and monitor messages (requests and responses)
only to/from the stack layer, disabling the Mac layer .

To access the desired features using the commands from Test Tool software,
users must first enable and configure these features (RF4CE, ZRC profile or
FSL Private profile features) in the BeeKit project.
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4.4 Using a BeeStack Consumer BlackBox Binary

The BeeStack Consumer Codebase comes with a series of BlackBox binaries that can be created and gen-
erated using the Freescale BeeKit Wireless Connectivity Toolkit.

The users can use the BlackBox binaries in the same manner as it is described in Section 4.3, “Starting a
RF4CE Network”. The Freescale Test Tool is used to send and receive data. The BeeStack Consumer
Blackbox Interface document provides further details about host interface, protocol framing and com-
mand formatting.

This chapter shows only how to load the image to the target board.

441 Loading the Image to a MC1322x Target Board

1. From the Test Tool main menu, choose View->Firmware Loader->MC1322x Firmware Loader.
The MC1322x Firmware Loader appears as shown in Figure 4-10.

“This utity wil update o restore the fimware of a MC1322x board fram an mage fle.
1. Specify the MC1322x chip revision of your development board:
c20
@21

The MC1322¢

te a different firmware imags fie cick Browse. [Biow
are update (prevent reading fash fle after update)
15.4 MAC address of the node:

EEEEEEEE

The address Up of 16 hexadecimal digits and can be found on the board labsl

4. Set development board parameters: A\
[MC1322x Sensor Node -] 2
st Trm Coarse Ture: fine Ture:

. Specify the board connection to use for updating the firmware:

o [Board on COM209 )

"
Update Firmware

Figure 4-10. MC1322x Firmware Loader Window

To select the BlackBox image click on the Browse button.

Select the appropriate target board type.

To upload the image, select which connection to use (JTAG or USB COM).
Click the Update Firmware button.

Follow the upload instructions as they appear.

A

4.4.2 Loading the Image to an HCS08 Target Board

1. From the Test Tool main menu, choose View->Firmware Loader->HCS08 Firmware Loader. The
HCSO08 Firmware Loader appears as shown in Figure 4-11.
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ok B

er | [{{ Coevistence Tool @ Fimuare Loaders - [} Beskt @Hep 2)

Upioad | D1\BesKitSolutions\VC1.323x_BBox_SCLs19

[Coe: ool_Besstack_Consumer_MCI3Z1xs19
cos; ool_SyrkroRF_MC1321x,519
27C_tcB_rCsna 519

2TC_QE 128 _HCa08.519

2TC_SRE HCS08.519

Uplaad Progress

Firmware update complete.

Figure 4-11. HCS08 Firmware Loader Window

To select the BlackBox image click on the Browse button.

To upload the image, select which connection to use ( USB COM).
Click the Update Firmware button.

Follow the upload instructions as they appear.
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Chapter 5
BeeStack Consumer Sample Applications

This chapter describes the BeeStack Consumer applications included in the BeeStack Consumer
Codebase.
NOTE

Before performing any of the tasks in this chapter, users must read the first
three chapters of this guide. Each application is created and generated from
the BeeKit Wireless Connectivity Toolkit, selecting the BeeStack Consumer
codebase, creating the desired project and choosing the project type
“BeeStack Consumer Apps”. To run the applications, users should export
the solution, compile the projects and program the boards using the
appropriate IDE.

Some of the applications interact with users through a menu displayed on a HyperTerminal application.
Other applications need the Freescale Test Tool software to configure the device and to send commands.
There are also some applications that work in conjunction with a PC application software for demo
purposes.

5.1 Controller Node Application

This application implements the functionality of a ZigBee RF4CE controller node. It exercises features
from the BeeStack Consumer network, the ZigBee Remote Control profile or from the Freescale Private
profile. It interacts with users through a menu displayed on a UART terminal application. The ZigBee
Remote Control and Freescale Private Profile features used in the application are chosen at compile time.
The application includes support for accessing the following profile features:

+ ZigBee Remote Control — Controller-side Push Button Pair
» FSL Private Profile — Fragmented data transmission
» FSL Private Profile — Fragmented data reception

This application implements the basic functions of a remote control. It allows the user to:
» reset the controller node
 start the controller node
* send discovery request
» pair and send data to a target node (e.g. Target Node Application)
* handle unpair requests
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NOTE

This application can be used in conjunction with the Target Node
Application. See Chapter 3, “Starting and Running a Simple RF4CE
Network™ to learn how to use the menu options.

This application is available on the following platforms: MC1320x-QE96, MC1320x-QE128, MC1321x
and MC1323x.

5.2 Target Node Application

This application implements the functionality of a ZigBee RF4CE target node. It exercises features from
the BeeStack Consumer network, the ZigBee Remote Control profile or from the Freescale Private profile.
It interacts with users through a menu displayed on a UART terminal application. The ZigBee Remote
Control and Freescale Private Profile features to be used in the application are chosen at compile time. The
application includes support for accessing the following profile features:

» ZigBee Remote Control — Target-side Push Button Pair
» FSL Private Profile — Fragmented data transmission
» FSL Private Profile — Fragmented data reception

This application implements the basic functions of a target node. It allows the user to:
» reset the target node
» start the target node
* handle pair requests
+ send data to other nodes
* handle unpair requests

NOTE

This application can be used in conjunction with the Controller Node
Application. See Chapter 3, “Starting and Running a Simple RF4CE
Network” to learn how to use the menu options.

This application is available on the following platforms: MC1320x-QE96, MC1320x-QE128, MC1321x
and MC1323x.

5.3 ZTC Node Application

This application allows an external host to access the BeeStack Consumer stack features through a serial
interface (SCI, SPI, 12C) and also to monitor the communication between MAC, network, profile layers
and application. The MAC, network, ZigBee Remote Control Profile and Freescale Private Profile features
used are chosen at compile time. The application code includes support for accessing all the MAC, stack
and profile features.
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NOTE

See Chapter 4, “Creating a RF4CE Network using the ZigBee Test Client
(ZTC) Node application and the Test Tool software” to learn how to use this
application with the Test Tool software.

This application is available on the following platforms: MC1320x-QE96, MC1320x-QE128, MC1321x
and MC1323x.

5.4 HECA Controller Node Application

This embedded application runs on MC1323x-RCM board and implements the functionality of a ZigBee
RF4CE remote controller device which uses a keyboard, touchpad, accelerometer and LCD to enable the
user to control a number of virtual target devices (TV, MP3 player, Home Status Control) that runs inside
the HECA PC application and uses RF4CE BlackBox devices to make use of the RF4CE services and
functionality.

For information about how to run the HECA Controller Node and the HECA PC applications, see the
BeeStack Consumer Home Entertainment Application Quick Start Guide (BSCONHECAQSG).

5.5 Simple TV Application

This application implements the functionality of a ZigBee RFACE TV node. It runs on a Freescale
13213-NCB or 1320x-NCB board and uses the LCD to display the information that a TV device would
usually show on its screen. This application works with the Freescale Virtual Remote application. The
Virtual Remote application emulates a remote control through a PC application. The PC application
communicates with a USB port connected to an MC13213 SRB board. The board is running a BlackBox
device application. The simple TV application uses the following profile features:

» ZigBee Remote Control — Target-side Push Button Pair
» ZigBee Remote Control — Sending and receiving commands
» FSL Private Profile — MenuOwner feature

The BlackBox application connected to the Virtual Remote uses the following profile features:
» ZigBee Remote Control — Controller-side Push Button Pair
» ZigBee Remote Control — Sending and receiving commands
» FSL Private Profile — MenuBrowser feature
* FSL Private Profile — MenuDisplayer feature
The Virtual Remote PC application and the binary for the BlackBox application it uses can be found in the

following location: pProgram Files\Freescale\Virtual Remote. 10 run the Virtual Remote application
setup, perform the following tasks:

1. Connect the MC13213 SRB board to the PC using a USB cable and load it with the S19 formatted
file from the Virtual Remote application folder. See the BeeStack Consumer Quick Start Guide for
more information about loading binary images to Freescale boards.
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2.

Power on the 13213-SRB and follow the installation instructions as displayed in the Found New
Hardware wizard on the PC. If the drivers do not automatically load, they can be found in the
following directory: c:\Program Files\Freescale\Drivers

Load the 13213-NCB board with the SimpleTV application image generated from BeeKit.

4. Reset both boards.

10.

When the initialization of the 13213-NCB is complete, the text “TV off” appears on the
13213-NCB LCD. This shows that the TV application is started and that the TV is in standby mode
and waiting for remote commands.

Launch the Virtual Remote PC application by clicking on Start ->Programs -> Freescale BeeKit ->
Virtual Remote -> Virtual Remote. The Virtual Remote PC application appears.

Users must first pair the Virtual Remote application with the TV application that is running on the
13213-NCB as follows:

a) Click on any of the soft keys of the Virtual Remote PC application to start the controller-side
Push Button Pair process.

b) Long press SW4 on the 13213-NCB board so the TV can start the target-side Push Button Pair
process.

c) After pairing is complete, the TV status appears on the Virtual Remote displaying the “TV off™
string.

Click the power button on the Virtual Remote application. The 13213-NCB displays the volume

level and channel. The Virtual Remote PC application displays the TV status (On) and the volume

level and channel.

On the Virtual Remote application, click any of the volume, channel or number buttons and watch
their status change as displayed on the 13213-NCB LCD and the Virtual Remote PC application
display. Pressing the buttons on the 13213-NCB controls the Virtual Remote functions as follows:

SW1 decreases volume

SW2 increases volume

SW3 decreases channel number

SW4 increases channel number

If the TV is off, any switch press turns it on

If the TV is on, a long press of SW1 turns it off

On the remote, press the Menu key to access the SimpleTV menu over the air. Browse through the
TV menu using the menuUp, menuDown, menuLeft and menuRight keys that surround the OK
button. Press the 'Exit' key to exit the TV menu. If not accessed for more than 30 seconds, the TV
menu will automatically exit.

This application is available on the MC1321x and MC1320x platforms.

5.6

This application allows an external host to access the BeeStack Consumer stack features through a serial
interface (SCI or I12C) and also to monitor the communication between network, profile layers and
application. The network, ZigBee Remote Control Profile and Freescale Private Profile features to be used

BlackBox Controller Node Application
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are pre configured cannot be selected. From BeeKit, users can choose the communication interface to use
(SCI or I2C), some communication parameters (baud rate, SCI port, [2C slave address), the MAC address
of the device and other RF settings. The configured solution is exported by BeeKit as an s19 binary file
and should be loaded to one of the 1321x-SRB or 1321x-NCB boards. See the BeeStack Consumer Quick
Start Guide for more information about loading binary images into MC1321x Freescale boards.

The application includes support for accessing all the network features and the following profile services:

+ ZigBee Remote Control — Controller-side Push Button Pair
» ZigBee Remote Control — Sending and receiving commands

This application is available on the MC1321x platform.

NOTE

See Chapter 4, “Creating a RF4CE Network using the ZigBee Test Client
(ZTC) Node application and the Test Tool software” to learn how to access
the enabled features using the Test Tool software.

5.7 BlackBox Target Node Application

This application allows an external host to access the BeeStack Consumer stack features through a serial
interface (SCI or 12C) and also to monitor the communication between network, profile layers and
application. The network, ZigBee Remote Control Profile and Freescale Private Profile features used are
pre configured and cannot be selected. From BeeKit, users can choose the communication interface to use
(SCI or I2C), some communication parameters (baud rate, SCI port, [2C slave address), the MAC address
of the device and other RF settings. The configured solution is exported by BeeKit as an s19 binary file
and should be loaded to one of the 1321x-SRB or 1321x-NCB boards. See the BeeStack Consumer Quick
Start Guide for more information about loading binary images to MC1321x Freescale boards.

The application includes support for accessing all the network features and the following profile services:

» ZigBee Remote Control — Target-side Push Button Pair
» ZigBee Remote Control — Sending and receiving commands

This application is available on the MC1321x platform.

NOTE

See Chapter 4, “Creating a RF4CE Network using the ZigBee Test Client
(ZTC) Node application and the Test Tool software” to learn how to access
the enabled features using the Test Tool software.

5.8 BlackBox Node Application

This application allows an external host to access the BeeStack Consumer stack features through a serial
interface (SCI or I2C) and also to monitor the communication between network, profile layers and
application. The network, ZigBee Remote Control Profile and Freescale Private Profile features to be used
are pre configured and are not selectable. The user can choose from Beekit the communication interface
to use (SCI or 12C), some communication parameters (baud rate, SCI port, I12C slave address) and the
MAC address of the. The configured solution is exported by Beekit as an s19 binary file and should be
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loaded into one of the 1323x-RCM or 1323x-REM boards. Please see the Quick Start Guide document for
more information about loading binary images into MC1323x Freescale boards.

The application includes support for accessing all the network features and the following profile services:

ZigBee Remote Control — Controller-side Push Button Pair
ZigBee Remote Control — Target-side Push Button Pair
ZigBee Remote Control — Sending and receiving commands
FSL Private Profile — Fragmented data transmission

FSL Private Profile — Fragmented data reception

FSL Private Profile — Poll - originator side

FSL Private Profile — Poll - recipient side

FSL Private Profile — Remote pair - originator side

FSL Private Profile — Remote pair - recipient side

FSL Private Profile — Over the air menus - browser side
FSL Private Profile — Over the air menus - owner side

FSL Private Profile — Over the air menus — display side

This application is available on the MC1323x platform.

NOTE

See Chapter 4, “Creating a RF4CE Network using the ZigBee Test Client
(ZTC) Node application and the Test Tool software” to learn how to access
the enabled features using the Test Tool software.
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5.9 RF4CE/SynkroRF Repeater Node Application

This application implements the functionality of a ZigBee RF4CE and/or SynkroRF repeater node. The
ZigBee RF4CE and/or SynkroRF repeater can repeat packets that are exchanged between nodes that are
part of a particular SynkroRF or a ZigBee RF4CE network. For the repeater to know what network it
should repeat packets for, it must acquire information about the nodes in that network. This is
accomplished via a learning process that requires user interaction. After the learning process is complete,
the repeater is ready to retransmit the packets that it hears being exchanged between the nodes it
recognizes.

Using BeeKit, the RF4CE/SynkroRF repeater solution allows users to configure the MAC address of the
device, the learn mode LQI threshold and other RF settings. The configured solution is exported by BeeKit
as an s19 binary file and should be loaded to one of the 1321x-SRB, 1321x-NCB or MC1323X-REM,
MC123x-RCM with MC13233C processor. See the BeeStack Consumer Quick Start Guide for more
information about loading binary images into 1321x or MC1323x Freescale boards.

5.9.1 User Requested Learn Mode

The user can direct the repeater to enter the learn mode by performing a short press of SW1 on the board.
The repeater signals that is has entered learn mode by blinking LED 1. The repeater remains in learn mode
for 30 seconds or until users again press SW1. When in learn mode, the repeater expects to hear packets
that have the following characteristics:

» Are transmitted between a single pair of devices. This constraint ensures that the repeater cannot
accidentally learn nodes that are part of another network.

* Have the LQI greater than a preset threshold. This constraint ensures that the repeater can still learn
new nodes even while devices from other networks are placing information over the air while the
repeater is in learn mode.

The learn process ends with a Success status if all the packets that have been heard are coming from a
single source node going to a single destination node. This status is displayed by the repeater by keeping
LED1 on for two seconds after the learn process completes. The two nodes are then added to the repeater
nodes table.

The learn process ends with a Failed status if any of the following occur:
* 30 seconds has elapsed since the user started the learn process and did not stop it.
* Ifno packet with an LQI greater than the preset threshold was heard during the learn state.
» Ifpackets with an LQI greater than the preset threshold were heard but they were not coming from

a single source node and going to a single destination node.

When the repeater learn state ends with a Failed status, LED1 is immediately turned off. In this, case no
information is added to the repeater nodes table.

After placing the repeater in learn mode, users should send a command from the remote to only one of the
devices it is paired with. Next, exit the repeater learn mode and monitor LED1 to see if the learn process
was completed with successfully or if it failed. If it was successful, the repeater is able to repeat any future
packet transmitted between the remote and the device regardless of the direction. The learning steps should
be performed in the same manner for all the devices that users wants included in the repeater table.
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NOTE

* In case the receiver is in the transmitter range, turn off receiver to allow
transmitter to send on all RF4CE channels.

* In learning process use transmissions on multiple channels with
acknowledge (ACK).

5.9.2 Dynamic Learn Mode

While running, the repeater is in a dynamic learn mode. If it hears packets coming/going from/to a known
node, but going/coming to/from an unknown node, the repeater assumes that the unknown node is also part
of the network and adds the node to the repeater node table. Future packets coming/going from/to the
previously unknown node are now repeated.

5.9.3 Resetting the Repeater

The repeater node table is preserved even if the device is turned off then on again. If users want to clear
the repeater node table, perform a long press of SW1 on the board.

594 Repeating Packet Mode

The repeater device will not retransmit any frame coming/going from a known node. The repeater only
retransmits those packets that are retried by the source node for a preset number of times. The presence of
the retries suggests that the destination device may not hear the packets due to the poor signal strength or
presence of interference. While retransmitting packets, the repeater blinks LED 4. The repeater can
retransmit four different packets exchanged between four different pairs of devices at any time.

This application is available on the MC1321x platform.

5.10 Over-The-Air Programmer (OTAP) Controller and
Target Node Applications

The OTAP Controller and Target Node applications include the same features as the standard Controller
and Target Node applications, but they are supplemented by over the air programming features that are
part of the Freescale Private Profile. The purpose of both applications is to demonstrate the OTAP features
by upgrading client device firmware with images received over the air from server devices. In the
demonstration template applications, the OTAP Target Node plays the role of the server and the OTAP
Controller Node plays the role of the client.

To store the firmware image, the OTAP client and server should have an external non-volatile memory
storage device installed. For example, the 1320x-QE128 development boards provide an AT24C1024BW
EEPROM 1MBit chip; for MC1322x demo application, both devices need to be attached to a 1 Mbit, serial
FLASH memory M25P10-A from ST Microelectronics connected over the SPI to the MC1322x MCU.

The target application does not use menus displayed on a UART terminal console. This is because the
target application interacts over the UART interface with the OTAP RF4CE module of the Test Tool 12
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PC application as described in Section 5.10.5, “OTAP RF4CE Module from Test Tool 12”. User
interaction is accomplished using switches 1 and 2 on the board itself.

When the server application is up and running, it receives client firmware images from TestTool 12 over
the UART interface and places them in its external memory storage device (FLASH or EEPROM). The
OTAP Target Node application provided as a server demonstration supports storing one single client image
in external memory storage device. The server can service multiple clients, downloading the images all at
the same time. To increase the reliability of this process, Freescale recommends increasing the number of
big buffers in the server application’s pool. The gTotalBigMsgs d define enables this capability and its
location is as follows:

NwkApps\Configure\ApptoMacPhyConfig.h.

The OTAP Controller Node application interacts with users through a menu displayed on a UART
terminal. The menu options are accessed as described in Chapter 3, “Starting and Running a Simple
RF4CE Network”. Also, the “ q. Query Next Image Request >> “ menu option was added that allows the
client node to interrogate the server node if there is a new upgrade image available.

The client receives over the air firmware updates from the server through the Freescale Private Profile
OTAP feature and stores the received image in its external memory storage device (FLASH or EEPROM).
The received image overrides the current image with the help of a bootloader application after a reset of
the client device.

The Freescale Private Profile OTAP Client feature supports a configurable interval and number of frame
retransmissions. This are described in Beestack Consumer Private Profile User’s Guide. Adjusting these
parameters may prove useful when trying to perform over the air updates in noisy RF environments or
when trying to download images from servers that service multiple clients at the same time.

The OTAP Controller and Target Node applications, and the Freescale Private Profile OTAP are interfaced
with platform through OtapSupport.h

NOTE

* The OTAP Controller Node application template provided as a
demonstration in the codebase, supports one single image to be loaded
and booted to the external memory storage device.

» The OTAP Controller Node application template provided as a
demonstration in the codebase supports updates with firmware images
containing a pair table of the exact same size as the ones defined in
original image.

5.10.1 Bootloader for S08 Based Platforms

The bootloader is part of the client project and it is delivered in source code, as a platform component. The
bootloader is not using compiler's libraries provided by Freescale CodeWarrior and is not accessing any
other components from the rest of the project, except _Startup function.

The bootloader is placed in internal flash memory, starting with address 0xFCO00, and is using onlylk of
internal flash memory. The pages where the bootloader is placed are write protected.
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A flag stored in the internal memory flash is used for checking the presence of an upgrade image in the
external memory storage device. Another flag stored in the internal flash memory is used for completion
of upgrade image copying process in internal memory flash. Both flags must be in an unprotected page
from internal memory flash. If the copying process completion flag is not set, the bootloader will restart
the copying process at the next reset.

The S08 bootloader executes (in order) the following functions:
1. Check at startup if an upgrade image is present in the external memory storage device.

2. Copy the upgrade image in the internal flash memory and preserve pages that are specified in the
image bitmap.

3. Uncheck the upgrade image flag and set the copying process completion flag.

The upgrade image must contain the bootloader component.

The bootloader supports only the SO8 wireless development boards defined in BeeKit, and it may serve as
a template for a different configuration.

5.10.2 Bootloader for ARM7 (MC1322x) Based Platforms

The bootloader is an independent application provided in the codebase as a source code template. The
bootloader must be loaded to the client’s internal FLASH when the client device is programmed with its
initial version of firmware. Loading both the bootloader and the actual OTAP Controller Application
during the initial firmware programming is done using the MultilmageFlashProgramer batch file. The
bootloader and its content and usage modes are described in more detail in Section 5.10.6,
“MultilmageFlashProgrammer - ARM7(MC1322x) Based Platforms™.

Once the bootloader is programmed and the client device is sent out to the field, the bootloader cannot be
updated through an over the air update process, it can only be updated by flashing the device again.
Because the bootloader is a separate application, it allows the client application to be developed
independent of the bootloader.

The bootloader image is placed at address 0x00 in the internal FLASH and is the first application that is
run after reset. It is copied by the MC1322x bootstrap ROM application at the start of the RAM and is
given execution control. The bootloader relocates itself at the end of the RAM and starts executing from
there. The first action is to check whether an image with the correct CRC is present in the external FLASH.
If yes, the image is copied to the internal FLASH preserving the sectors not marked in the override bitmap
field associated with the image. After the process completes successfully, the image is invalidated in the
external FLASH. After this process, or if no image was available in external FLASH, the bootloader copies
the image from the internal FLASH in the RAM and gives it execution control. The client application is
placed in internal FLASH, starting with the beginning of the second FLASH sector. The image size of the
client application should be less than 96k (RAM size) minus 600 octets. This 600 octets is the bootloader
footprint module that is responsible for copying the client image from the internal FLASH to RAM.
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5.10.3 OTAP Controller and Target Node Applications Steps for S08 Based

Platforms

To run a demonstration where a client (OTAP Controller Node application) is updated with a new image
from a server (OTAP Target Node application), a number of steps must be performed.

Export the OTAP Controller Node application and OTAP Target Node application from the ‘BeeStack
Consumer OTAP Demo Apps’ project type. Select the SO8 platform, depending on the hardware being
used. Leave all other settings at their default values.

1.

10.

Connect both boards to two PC USB ports. Install the PC drivers for the VirtualComm ports
detected by the operating system from the following location:

c:\Program Files\Freescale\Drivers

Build the OTAP Target Node application and load it to the board that will act as the server.
Build the OTAP Client Node application and load it to the board that will act as the client.

Open a HyperTerminal application (Start/Programs/Applications), connect it to the Virtual Com
Port installed for the client application and set its communication parameters as follows:

— 19200 baudrate
— 8 bits

— No parity

— 1

— No flow control.
Reset both devices.

Pair the devices by pressing the ‘b’ key in the client’s HyperTerminal window and short pressing
switch ‘1’ on server board.

Create an updated client image by modifying the order of the menu items. Make sure to increase
the file version stored in the otapDemoFileVersion variable in the nwkapps \Nwkapp . c file. Build the
updated client application.

Load the updated image to the external FLASH of the server node as described in Section 5.10.5,
“OTAP RF4CE Module from Test Tool 12”. Set the override sector bitmap to preserve the FLASH
sectors used by the NVM module. This prevents the pair table of the client from being erased. After
loading completes, the server starts to automatically advertise the image. The client is then notified
about the presence of the new image and because the hardware version is the same and the file
version is newer, the over the air transfer process starts. The server node, provided as a template,
can also send the Image Notify requests to advertise the image it has in its external FLASH each
time that switch 2 on the board is pressed.

After the image is successfully downloaded to the client, the demonstration code provided in the
client application automatically resets it after the delay period until the upgrade time that was set
by users for the image passed.

After the client application resets, ensure that the order of the menu items displayed by the client
in the HyperTerminal window was updated. Also, if the pair table was preserved, check that the
information in the pair table of the client by pressing the ‘L’ key to display the pair table. This
should contain the server node.
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5.10.4 OTAP Controller and Target Node Applications Steps for ARM7

(MC1322x) Based Platforms

To run a demonstration where a client (OTAP Controller Node application) is updated with a new image
from a server (OTAP Target Node application), a number of steps must be performed.

Export the OTAP Controller Node application and OTAP Target Node application from the ‘BeeStack
Consumer OTAP Demo Apps’ project type. Select the MC13224 or MC13226 platform, depending on the
hardware being used. Leave all other settings at their default values.

1.

10.

Connect both boards to two PC USB ports. Install the PC drivers for the VirtualComm ports
detected by the operating system from the following location:

c:\Program Files\Freescale\Drivers

Build the OTAP Target Node application and load it to the board that will act as the server.
Export the Bootloader application from the ‘BeeStack Consumer OTAP Demo Apps’ project type.

Build the OTAP Client Node application. Take the .out file from this build and write it over the
application.out file in the MultilmageFlashProgrammer folder that resides in the same directory
where the Bootloader was exported.

. Program the client board using the MultilmageFlashProgrammer batch file located in the

MultilmageFlashProgrammer folder, as described in Section 5.10.6,
“MultilmageFlashProgrammer - ARM7(MC1322x) Based Platforms”. The bootloader application
does not need to be compiled as its .out file is already present in the MultilmageFlashProgrammer.
Still, if users need to modify parts of the bootloader application, it must be compiled and its
resulting.out file must be written over the bootloader.out file in the MultilmageFlashProgrammer
folder before running the procedure described in Section 5.10.6, “MultilmageFlashProgrammer -
ARM7(MC1322x) Based Platforms”.

Open a HyperTerminal application (Start/Programs/Applications), connect it to the Virtual Com
Port installed for the client application and set its communication parameters as follows:

— 19200 baudrate
— 8 bits

— No parity

— 1

— No flow control.

7. Reset both devices.

Pair the devices by pressing the ‘b’ key in the client’s HyperTerminal window and short pressing
switch ‘1° on server board.

Create an updated client image by modifying the order of the menu items. Make sure to increase
the file version stored in the otapDemoFileVersion variable in the nwkapps \Nwkapp . c file. Build the
updated client application.

Load the updated image to the external FLASH of the server node as described in Section 5.10.5,
“OTAP RF4CE Module from Test Tool 12”. Set the override sector bitmap to 1FFFFFFE to
preserve the FLASH sectors used by the NVM module. This prevents the pair table of the client
from being erased. After loading completes, the server starts to automatically advertise the image.
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The client is then notified about the presence of the new image and because the hardware version
is the same and the file version is newer, the over the air transfer process starts. The server node,
provided as a template, can also send the Image Notify requests to advertise the image it has in its
external FLASH each time that switch 2 on the board is pressed.

11. After the image is successfully downloaded to the client, the demonstration code provided in the

client application automatically resets it after the delay period until the upgrade time that was set
by users for the image passed.

12. After the client application resets, ensure that the order of the menu items displayed by the client
in the HyperTerminal window was updated. Also, check that the information in the pair table of the

client was preserved by pressing the ‘L’ key to display the pair table. This should contain the server
node.

5.10.5 OTAP RF4CE Module from Test Tool 12

The OTAP RF4CE module in TestTool 12 (Figure 5-1) is used in this demonstration for transferring an
image containing a client firmware upgrade and its associated parameters in the external memory storage
device of the OTAP server. The sample server application provided as a template in the codebase assumes
for MC1322X platforms that a 1 Mbit, serial FLASH memory M25P10-A from ST Microelectronics is
attached over the SPI to the MCU of the server device. For SO8 wireless platform, the sample server
application assumes that a development board supported in codebase is used, all this boards contains a
memory storage device (EEPROM) and drivers for it are implemented in platform component.

Slpase chose a fll to load -~
Zonnect to the OTA Server Device and start image loading @i Sz e elastig

Image File Information Server DeviceF Serial Port:

Image File: Port: Baudrate:

D:\pplcation.bin

OTAP Parameters

Disconnect l

Actions:

Start OTAP Image Load To Server l I Cancel I

+.81%

[ J

Message Log

ted 1o port COMS3 ~
GTA, pragramming for node 0000110408
board

3
File version: 000000001 + 1E F1 EE 0B 00 01 3C 00 04 00 04 10 00 00 01 00 00 00 02 00 ¢

0x0000E 386
hurki 00 00 0 60 00 00 00 00 00 00 80 00 00 03 00 60 00 00 00 00 00
10

hurki 00 00 0 60 06 00 00 00 00 00 80 00 00 03 00 60 00 00 00 00 00
HW version: <0001

OTAP Timing Params Subelement
Jitter Okt

Delay(rns) 000002000

Sector Copy Subelement
Bitmap Length (et

OFFFFFFE
v

Figure 5-1. OTAP Graphic User Interface from Test Tool 12

To transfer an image and its associated parameters to the external server, perform the following steps:

1. Browse for the image file, which should be in binary format for MC1322x or a .S19 file for S08
platforms.

Freescale BeeStack Consumer™ Network Demonstration Application User’s Guide, Rev. 1.2

Freescale Semiconductor 5-13



3
4

'
A

BeeStack Consumer Sample Applications

2. Set the image file version. Ensure that the file version provided here is an exact match of the file
version used in the otapDemoFileVersion variable from the nwkapps\Nwkapp . ¢ file when the client
image was built.

3. Set the image hardware version. Ensure that the hardware version provided here is an exact match
to the hardware version used in the otapDemoHardwareVersion variable from the
NwkApps \Nwkapp . ¢ file when the client image was built.
Set the jitter value between 0x01 and 0x64.

5. Set the Delay value - This is the delay until upgrade value and is provided in milliseconds.

6. Set bitmap length as follows:

— For MC1322x demonstration, the value is 4. This means that the bitmap has 32 bits. Each bit
corresponds to one MC1322x Flash sector which is 4KB in length.

— For S08 the maximum bitmap length has 128 bits length for QE128, each bit in bitmap
corresponds to one page from MCU internal flash.This pages are 512 bytes length for
MC1321x and QE128, and 1024 bytes length for MC1323x.

7. Set the override sector bitmap as follows:

— For MC1322x the rightmost bit in the bitmap corresponds to sector 0 (the one where the
bootloader is placed) while the leftmost bit corresponds to last internal FLASH sector.

— For SO8 the right most bit correspond to first internal flash page while the leftmost bit
corresponds to last page. A 1 bit means that the corresponding sector/page can be upgraded
with new content. A 0 bit means that the corresponding sector should not be upgraded and its
content is left untouched. The bits that are outside memory length are not use by bootloader and
should be used as padding bits (in case of MC13233C the bitmap length is not a multiple of 8).

8. Set UART port number to the Virtual Com port where the server board is connected.
9. Set the baud rate - For this demo, the baudrate is 19200.
10. Press “Connect” and check the message log.

11. Press “Start OTAP Image Load To Server” and check the message log to ensure that the operation
completed successfully.

During the transfer, the server application performs a CRC on the image. When the image transfer is
complete, the resultant CRC is compared to the CRC provided by TestTool as an element associated with
the image. If they both match, the process is considered success and complete.

The image is provided to the server application by TestTool as an OTA file (as described in ZigBee
document 095264r00). The OTA file format is composed of a header, followed by a number of
sub-elements. The header describes general information about the image, such as file version or hardware
version. The RF4CE Private profiles use a couple of the fields defined in the header of an image, marked
with an “E” as shown in the following table.

Table 5-1. OTA Header Fields

Octets Data Types File Names Enable/Disabled
4 Unsigned 32-bit integer OTA Upgrade File Identifier D
2 Unsigned 16-bit integer OTA Header Version D
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Table 5-1. OTA Header Fields (continued)

Octets Data Types File Names Enable/Disabled
2 Unsigned 16-bit integer OTA Header Length D
2 Unsigned 16-bit integer OTA Header Field Control D
2 Unsigned 16-bit integer Manufacturer Code D
2 Unsigned 16-bit integer Image Type D
4 Unsigned 32-bit integer File Version E
2 Unsigned 16-bit integer Zigbee Stack Version D
32 Character String OTA Header String D
4 Unsigned 32-bit integer Total Image Size(including header) D
2 Unsigned 16-bit integer Minimum Hardware Version E
2 Unsigned 16-bit integer Maximum Hardware Version D

Header elements marked as disabled are not configurable from the PC application. The disabled fields are
present in the OTA header file that is sent to the server over the UART, but are ignored by the server
application.
Sub-elements in the file are used for:

— defining the actual image file, binary for MC1322x platforms and S19 for SO8 platforms,

— the bitmap of the internal FLASH sectors for MC1322x platforms and of the internal FLASH
pages for SO8 platforms not to be upgraded

— OTAP demonstration specific information.

Sub-elements in the file are composed of a tag identifier followed by a length field and then by the data.

Table 5-2. Sub-element Format

Octets 2-bytes 4-bytes Variable

Data Data

Tag ID Length Field

Sub-elements are generally specific to the manufacturer and the implementation. Table 5-3 details the tag
identifiers used in this demonstration in the order taken from the OTA file built by the PC application.

Table 5-3. Tag Identifiers

Tag Identifiers Description

0xF000 Override sector bitmap
0xF001 OTAP demo information
0x0000 Upgrade Information

The identifiers may be used to provide forward and backwards compatibility as new sub-elements are
introduced. Existing devices that do not understand newer sub-elements may ignore the data. This feature
is not implemented in this demonstration.
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The override sector bitmap informs the client’s bootloader which sectors/pages content must be updated
in the internal FLASH. In the Test Tool 12 GUI, the right most bit of the bitmap corresponds to sector 0 or
first page and the left most bit corresponds to the last internal flash sector/page. If the corresponding bit is
set to ‘1°, then the sector/page is erased.

For MC1322x platforms sector 0 is the sector where the bootloader is placed and it is protected by the
bootloader even if it is set and sector 31 contains hardware parameters and is protected by the bootloader.
For MC1322x platforms the application image will be placed starting with sector 1.

For S08 platforms the bootloader is placed starting with address 0xFCO00, and the pages starting with this
address are protected from platform internal flash configuration registers.

Even if protected sectors/pages exist, the entire image (containing the protected sectors/pages as well)
must be downloaded to the server.

The OTAP demonstration specific information is described in Table 5-4.

Table 5-4. OTAP Demonstration Specific Information

Octets Data Types Name
1 Unsigned 8-bit integer jitter
4 Unsigned 32-bit integer delayUntilUpgrade
4 Unsigned 32-bit integer crc

» The jitter is a value between 0x01 and 0x64. This value prevents flooding the server with
simultaneous requests for new images from several clients. When receiving an ImageNotify
indication from a server, the client should generate a random number between 0x00 and 0x64. If
the generated number is less than or equal to the jitter provided by the server, the client is allowed
to request the image.

* The delayUntilUpgrade value represents the amount of time in milliseconds that a client must wait
until booting the new image after the over the air download process completes.

* The CRC field contains the 16 bit CRC-CCITT (0x1021) of the image, computed by TestTool 12.

The communication between the PC and the application uses a simple protocol with a frame format as
described in Table 5-5.

Table 5-5. Uart frame format

Name mStx opcodeGroup msgType payloadLength aPayload checksum
Octets 1 1 1 2 variable 1
Description | Start of frame Message Message type Payload payload Frame
group Length checksum

OpcodeGroup values are 0xA3 for frames received from the PC application and 0xA4 for status responses
sent to the PC application.

MsgType are used by the application to identify the commands received over the UART as follows:
» gOtapServerSetInternalFlashReq c = 0x28 - Not used in this demo application
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» gOtapServerSetStartlmageReq c = 0x29 - Informs the server application that the PC tool is
starting the process for transferring an image to the server’s external memory storage device.

» gOtapServerSetPushlmageChunkReq c = 0x2A - Informs the server application about a new
chunk from the OTA file. In this demonstration application, the header and the sub-types fields
come in one single UART packet to avoid extra processing on the server application node. The
actual firmware image is split into the multiple UART packets.

+ gOtapServerSetCommitIlmageReq ¢ = 0x2B - Informs the server application that the transfer
process is complete.

+ gOtapServerSetCancellmageReq ¢ = 0x2C - Cancels the transfer.

» PayloadLength represents the payload length provided in little endian format.

* The frame checksum is the xor value performed on all octets in the frame without mStx field.
The server application responds with a status message after each command received from the PC. In the

case of success, the message type is the received command. In the case of an error, the message type value
is gMessageError ¢ = OxFE.

5.10.6 MultilmageFlashProgrammer - ARM7(MC1322x) Based Platforms

The MultilmageFlashProgrammer allows users to simultaneously load multiple images to the internal
FLASH of the MC1322x MCU. In the OTAP’s case, it can be used to load the client node with the original
application and the bootloader. The MultilmageFlashProgrammer is located in the same folder as the
Bootloader template application from where the codebase was exported. The
MultilmageFlashProgrammer uses IAR C-SPY Command Line Utility and because of that, it requires that
IAR Embedded Workbench Version 5.5 is installed on the PC.

To load the bootloader and the application to the client device, perform the following steps:

1. Overwrite the application.out file in the MultilmageFlashProgrammer folder with the .out file
generated after building the client application. This will be the firmware that the client will receive.

2. Overwrite the Bootloader.out file in the MultilmageFlashProgrammer folder with the .out file
generated after building the Bootloader application. This step is needed in case the bootloader
template code provided in the codebase is modified.

3. Edit the BootloaderandapplicationLoader.bat file to contain the correct paths to the location
where the IAR IDES5.5 Embedded Workbench was installed on the PC.

Connect the Jlink JTAG connector to the client board and run the batch file.
5. The process is complete when the “Press any key to continue . . .“ message appears.

This application is available on the following platforms: MC1320x-QE96, MC1320x-QE128, MC1321x
MC1323x, MC1322x.
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5.11

ZID Controller Mouse Device Application

This application demonstrates the functionality of a mouse device. It exercises features from the BeeStack
Consumer network, the ZigBee Input Device (ZID) profile and from the Push Button Pair layer. It interacts
with users through a menu displayed on an UART terminal application, as shown in Figure 5-2:

7| coml3 - HyperTerminal
File Edit View Call Transfer Help
o= 5 DB o

=3 BN =)

Application is initialized and ready.
Start node as controller... Successful

***** ZID Mouse device's MENU —-———-

Please choose an option:

. Disconnect (unpair) the device>>

. Push button pairing and ZID configuring

. List the connected Adaptors

. Print ZID device attributes

. Set Receiver Mode >>

. Allow device to enter low power mode

. Do not allow device to enter low power mode
r. Refresh menu

SENT —=TC

Buttons for mouse movement:

Short SY1 - Move Down or Up
Short SW2 - Move Right or Left
Short SY3 - Left Click

Short SW4 - Right Click

Long SW& - toggle between Down&Right (Led10ff) and Up&lLeft (Led10n) movement

Connected 0:00:20 Auto detect 19200 8-N-1 NUM

Figure 5-2. Mouse application menu

The application allows the user to perform the displayed actions and uses four keys (SW1 -SW4) on the
board to simulate the mouse’s movement or clicks. As shown in the displayed menu, each keypress causes
an activity, such as “Move Down or Up” (short press SW1) or “Left Click” (short press SW3). When a
short (less than one second) key press is performed, the device will send a mouse report over the air,
signaling the user interaction to the remote node (the ZID Adaptor device). If “Left Click” or “Right Click”
was pressed the application will also send a NULL report for click release. Performing a long press on
SW4, the user can select the mouse movement: Down & Right or Up & Left. This will toggle LED1 on
the same board, showing the selected movement: LED1 Off means Down & Right movement is selected,
LEDI1 Off means Up & Left movement is selected.

NOTE

This application can be used in conjunction with the ZID Target Adaptor

Device Application. See Chapter 3, “Starting and Running a Simple RF4CE
Network™ to learn how to use the menu options. This application is available
on the following platforms: MC1320x-QE96, MC1320x-QE128, MC1321x

and MC1323x.
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5.12 ZID Controller Keyboard Device Application

This application demonstrates the functionality of a keyboard device. It exercises features from the
BeeStack Consumer network, the ZigBee Input Device (ZID) profile and from the Push Button Pair layer.
It interacts with users through a menu displayed on an UART terminal application, as shown in Figure 5-3:

5| coml2 - HyperTerminal
File Edit View Call Transfer Help

0=

3 by &

= =N )

SDENT —~T

Application is initialized and ready.

Start node as controller... Successful

Z1D Keyboard device's MENU ————-

Please choose an option:
u.

. Push button pairing and ZID configuring

. List the connected Adaptors

. Print ZID device attributes

. Set Receiver Mode >>

. Allow device to enter low power mode

. Do not allow device to enter low power mode

. Refresh menu

Disconnect (unpair) the device>>

Keyboard buttons:

Short SH1 - send A’ key code
Short SH? - send 'B’ key code
Short 843 - send 'C’ key code
Short SH4& - send 'D’ key code

Connected 0:00:18 Auto detect 19200 8-N-1

Figure 5-3. Keyboard application menu

MNUM

As shown in the menu, the application allows the user to perform the displayed actions and uses four keys
(SW1 —SW4) on the board to send some keyboard’s key codes (“A”, “B”, “C” and “D”). When a short

keypress is performed, the device will send a keyboard report over the air, signaling the user interaction to
the remote node (the ZID Adaptor device). The application will also send a keyboard NULL report for key

release.

NOTE

This application can be used in conjunction with the ZID Target Adaptor
Device Application. See Chapter 3, “Starting and Running a Simple RF4CE
Network™ to learn how to use the menu options.

This application is available on the following platforms: MC1320x-QE96,
MC1320x-QE128, MC1321x and MC1323x.
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5.13 ZID Target Adaptor Device Application

This application implements the functionality of an adaptor device. It exercises features from the BeeStack
Consumer network, the ZigBee Input Device (ZID) profile and from the Push Button Pair layer. It interacts
with users through a menu displayed on a UART terminal application, as shown in Figure 5-4:

7| comm5 - HyperTerminal =5 (ESH =

Eile Edit View Call Transfer Help
D =8 0B

ZID Adaptor Node demo application is initialized and ready.
Start node as target... Successful

————— ZID Adaptor device’'s MENU ---—-—

Please choose an option:

. Disconnect (unpair) a ZID device >>

. Push button pairing and ZID configuring

. List the connected ZID devices

. Get attributes (0xA0, OxAl, 0xA2) from a ZID device >>
. Print connected ZID device attributes »>>

. Refresh menu

S0 —=To

Connected 0:00:17 Auto detect 19200 8-N-1 NUM

Figure 5-4. Adaptor application menu

As shown in the displayed menu, the application demonstrates the following ZID profile features:

» Connect a remote note using the push button pair process and ZID configuration stage.

» Disconnect (unpair) a remote node.

» Handle the received report data.

* Get some attributes from the remote node.
At this stage, this application doesn’t interact with the USB class driver (refer to ZID Profile specification)
to forward the received reports to a host (e.g. PC). It only handles the reports printing them over the UART.

NOTE

This application can be used in conjunction with the ZID Controller mouse
device or ZID Controller Keyboard device applications. See Chapter 3,
“Starting and Running a Simple RF4CE Network” to learn how to use the
menu options.

This application is available on the MC1323x platform.
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Chapter 6
BeeStack Consumer/SynkroRF Hybrid Sample Applications

The BeeStack Consumer/SynkroRF Hybrid sample applications, besides functionality provided by
BeeStack Consumer network, the ZigBee Remote Control profile and the Freescale Private profile,
provide SynkroRF network features. This allows the devices from different networks (RF4CE and
SynkroRF) to establish connections using the pair procedure and communicate to each other. Each
application is created and generated from BeeKit Wireless Connectivity Toolkit, selecting the BeeStack
Consumer codebase, and choosing the project type BeeStack SynkroRF Hybrid Apps. To run the
applications, users should export the solution, compile the projects and program the boards using the
appropriate IDE.

6.1 Hybrid Controller Node Application

This application implements the functionality of a ZigBee RF4CE/SynkroRF hybrid controller node. It can
exercise features from the BeeStack Consumer network, the SynkroRF network, the ZigBee Remote
Control profile and the Freescale Private profile. This application can pair and exchange commands with
a ZigBee RF4CE target device and a SynkroRF controlled device. It interacts with users through a menu
displayed on a UART terminal application. The ZigBee Remote Control and Freescale Private Profile
features used in the application are chosen at compile time. The application includes support for accessing
the following profile features:

» ZigBee Remote Control — Controller-side Push Button Pair
This application implements the basic functions of a hybrid RF4CE/SynkroRF remote control. It allows
the user to:

* Reset the controller node

+ Start the controller node

» Pair with a RF4CE target node using Push Button Pair procedure

* Send and receive data to/from a paired RF4CE target node

» Pair with a SynkroRF controlled node using SynkroRF pair procedure

* Send and receive data to/from a paired SynkroRF target node

» Handle unpair requests

This application is available on the following platforms: MC1320x-QE96, MC1320x-QE128, MC1321x
and MC1323x.
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6.2 Hybrid Target Node Application

This application implements the functionality of a ZigBee RF4CE target node. It can exercise features
from the BeeStack Consumer network, the SynkroRF network, the ZigBee Remote Control profile and the
Freescale Private profile. This application can pair and exchange commands with a ZigBee RF4CE
controller device and a SynkroRF controller device. It interacts with users through a menu displayed on a
UART terminal application. The ZigBee Remote Control and Freescale Private Profile features used in the
application are chosen at compile time. The application includes support for accessing the following
profile features:

» ZigBee Remote Control- Target-side Push Button Pair
This application implements the basic functions of a hybrid RF4CE/SynkroRF target node. It allows the
user to:

* Reset the target node

» Start the target node

» Pair with a RF4CE controller node using the Push Button Pair procedure

* Send and receive data to/from a paired RF4CE controller node

» Pair with a SynkroRF controller node using SynkroRF pair procedure

* Send and receive data to/from a paired SynkroRF controller node

* Handle unpair requests

This application is available on the following platforms: MC1320x-QE96, MC1320x-QE128, MC1321x
and MC1323x.

6.3 Hybrid ZTC Node Application

This application allows an external host to access the BeeStack Consumer/SynkroRF hybrid stack features
through a serial interface (SCI or 12C) and also monitors the communication between MAC, network,
profile layers and application. The MAC, network, ZigBee Remote Control Profile and Freescale Private
Profile features used are chosen at compile time. The application code includes support for accessing all
the MAC, stack and profile features.

This application is available on the following platforms: MC1320x-QE96, MC1320x-QE128, MC1321x
and MC1323x.
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6.4 Hybrid Simple TV Application

This application implements the functionality of a ZigBee RF4CE/SynkroRF Hybrid TV node. It runs on
a Freescale 13213-NCB board and uses the LCD to display information that a TV device would usually
display on its screen. It works with the Freescale Virtual Remote application. The Freescale Virtual
Remote application emulates the functionality of either a ZigBee RF4CE or a SynkroRF remote control
through a PC application. The PC application communicates with a USB port connected to an MC13213
SRB board that is running a BlackBox device application. The ZigBee RF4CE/SynkroRF Hybrid Simple
TV application uses the following profile features:

+ ZigBee Remote Control — Target-side Push Button Pair
» ZigBee Remote Control — Sending and receiving commands

The Virtual Remote PC application and the binary for both the BeeStack Consumer and SynkroRF
BlackBox applications it uses is found in the following location: program Files\Freescale\Virtual
remote. 10 run the Virtual Remote application setup, perform the following tasks:

1. Connect the 13213-SRB board to the PC using a USB cable and load it with either the BeeStack
Consumer or the SynkroRF BlackBox S19 formatted file from the Virtual Remote application
folder. See the BeeStack Consumer Quick Start Guide for more information about loading binary
images into Freescale boards.

2. Power on the 13213-SRB and follow the installation instructions as displayed in the Found New
Hardware wizard on the PC. If the drivers do not automatically load, they can be found in the
following directory: c:\Program Files\Freescale\Drivers

3. Load the 13213-NCB board with the Hybrid SimpleTV application image generated from BeeKit.

4. Reset both boards.

5. When the initialization of the 13213-NCB is complete, the text “TV off”” appears on the
13213-NCB LCD. This shows that the TV application is started and that the TV is in standby mode
and waiting for remote commands.

6. Launch the Virtual Remote PC application by clicking on Start ->Programs -> Freescale BeeKit ->
Virtual Remote -> Virtual Remote. The Virtual Remote PC application appears.

7. Users must first pair the Virtual Remote application with the TV application that is running on the
13213-NCB as follows:

a) Click on any of the soft keys of the Virtual Remote PC application. This starts the ZTC
controller-side Push Button Pair process for a BeeStack Consumer BlackBox or a SynkroRF
pair process if a SynkroRF BlackBox is used.

b) Ifa Virtual Remote is using a BeeStack Consumer BlackBox, users should perform a long press
of SW4 on the 13213-NCB board so the TV will start the target-side Push Button Pair process.

c) Ifa Virtual Remote is using the SynkroRF BlackBox, do not perform any action on the
SimpleTV, because it is already automatically accepting SynkroRF pair requests.

d) After pairing is complete, the TV status appears on the Virtual Remote displaying the text “TV
oft™.

8. Click on the power button on the Virtual Remote application. The 13213-NCB displays the volume
level and channel while the Virtual Remote PC application displays the TV status (On) and the
volume level and channel.
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9. On the Virtual Remote application, click any of the volume, channel or number buttons and watch
their status change as displayed on theMC13213 NCB LCD and the Virtual Remote PC application
display. Pressing the buttons on the 13213-NCB controls the Virtual Remote functions as follows:

*  SWI decreases volume
*  SW2 increases volume

SW3 decreases channel number
*  SW4 increases channel number
» Ifthe TV is off, any switch press turns it on
» Ifthe TV is on, a long press of SW1 turns it off

This application is available on the MC1320x-QE128 and MC1321x platforms.
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