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Abstract This document describes ASF IPsec acceleration implementation on LX2160 processor. It also
lists the use cases, performance setup, and performance values obtained for this processor.
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1 Introduction

NXP Application Specific Fastpath (ASF) is a software-based fast path module to accelerate common Linux
networking applications such as IPsec, firewall, QoS, NAT, and similar ones. It is supported and optimized to run
on Layerscape DPAA2 (Data Path Acceleration Architecture Gen2) family of processors provided by NXP. The
ASF leverages DPAA hardware acceleration elements for obtaining maximum performance.

The Linux kernel implements ASF. ASF acts as a fast path processing module, allowing repetitive packet
processing to be conducted outside the networking stack. Therefore, ASF implementation enables significant
saving of CPU cycles.

This document features the advantages of using ASF IPsec acceleration for Smallcell IPsec Backhaul (SIB)
connectivity. It also lists the ASF SIB use cases, performance setup, and performance values on LX2160
processor-based platform.

2 Overview

ASF integrates with the various network control modules of Linux to extract state information for fast path
processing.

Following are the main advantages of using ASF:

* Provides seamless integration with Linux Network stack
* Uses standard Linux tools for configuration

» Uses existing notification mechanisms

» Control module adds logic for offload

ASF API abstracts actual fast-path implementation.

Figure 1 demonstrates how the ASF module fits in the overall Linux system.
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Figure 1. ASF Linux subsystem interaction

3 Features

ASF SIB supports various general and IPsec features as described in this section.
General features of ASF SIB include the following:

* |Pv4 and IPv6 forwarding
* Network Address Translation (NAT)
* Virtual Local Area Network (VLAN)

SIB ASF supports IPsec features as listed in Table 1.

Table 1. ASF IPsec supported features

Parameter Supported features
Protocols ESP (Encapsulation Security Payload)
Algorithms DES, 3DES, AES (CBS, CTR, XCBC), HMA-SHA1, HMAC-MD5
Mode Acceleration for Tunnel mode, Transport mode in normal path
HW acceleration Integrated with NXP security engine for protocol and crypto acceleration
Features Supports route based and policy-based VPN
NAT traversal
Extended sequence number
Red-side and black-side fragmentation
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Table 1. ASF IPsec supported features...continued

Parameter Supported features

Security Association (SA) based on DSCP values
Populate From Packet (PFP)
Copy/Set/Clear DF and DSCP/QoS bits in outer header

Persistent tunnels

Random IV generation for each packet
IPv4, IPv6 support
PMTU discovery

Anti-replay mechanism

SA lifetime — time and volume

PMTU handling during fragmentation

Inbound policy verification

Stats at policy, SA, and global level

Internet Key Exchange (IKE) v1 and v2

4 Packet flow path with ASF

This section describes the uplink and downlink packet flow path of ASF SIB product.

4.1 Downlink Packet Flow (network to modem)

Figure 2 illustrates the Downlink Packet Flow.
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Figure 2. Downlink packet flow using ASF SIB

Downlink packet flow process using ASF SIB is as follows.

ASF kernel module receives ESP encapsulated GTP packets from the backhaul Ethernet port and checks for a
matching entry in the ESP table.

* In case a matching ESP entry is not found (few initial packets):

— The packet is sent to Linux kernel for processing.

— The Linux kernel checks for a matching configuration (iptable rules, StrongSwan IPsec) and creates a
connection tracking entry. It then submits the packet to the SEC hardware engine for applying IPsec. ASF
control path taps the SA information and programs to the ASF kernel module.

— SEC hardware engine decrypts the ESP packet and enqueues to ASF.

* In case a matching ESP entry is found in ASF:

— Packets are submitted to SEC hardware engine for IPsec processing.

— After IPsec processing, packets are received back in ASF.

— If the decrypted packets are fragments, packets are reassembled in ASF.

ASF classifies the decrypted plain traffic and sends GTP traffic to DPDK application for GTP processing
DPDK application processes GTP traffic.

Non-GTP traffic such as OAM is sent to the Linux network stack for respective application processing.

4.2 Uplink Packet Flow (modem to network)
Figure 3 illustrates the Uplink Packet Flow.
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Figure 3. Uplink packet flow using ASF SIB

Uplink packet flow process using ASF SIB is as follows.
The DPDK GTP application enqueues packets to ASF. ASF checks for matching flow.

* If a matching UDP flow is not found (few initial packets):
— The packet is sent to Linux kernel for processing.

— The Linux kernel checks for a matching configuration (iptable rules, StrongSwan IPsec) and creates a
connection tracking entry. It submits the packet to the SEC hardware engine for applying IPsec. The ASF
control path taps SA info and programs to ASF kernel module.

— SEC hardware engine encrypts and encapsulates the packet in ESP header and enqueues to ASF.
* If a matching 5-tuple UDP flow is found:
— SA information corresponding to this flow is extracted and the packet is submitted to SEC hardware engine.

— SEC hardware engine encrypts and encapsulates the packet in ESP header, then enqueues the ESP
packet back to ASF.

» ASF then checks the ESP table and transmits the packet on backhaul port. If the packets require to be
fragmented, ASF does the fragmentation, and then transmits on backhaul Ethernet port.

5 SIB deployment use cases

The 5G/LTE Integrated Small Cell (ISC) is a typical small cell deployment IPsec use case. This use case
utilizes an encrypted (IPsec) link for backhaul to the core network in both Non-Standalone Architecture (NSA)
and Standalone Architecture (SA) deployment modes. The deployment uses LX2160 processor to host the
3GPP/5G stack. The processor optionally interfaces with an LTE module that is connected to it over Ethernet.
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Figure 4 shows an example deployment use case for an NSA system based on LX2160.
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Figure 4. A sample deployment use case for an NSA system based on LX2160

For performance optimization reasons, 5G stacks are typically implemented as DPDK applications in Linux
user-space. Leveraging the user-space has the advantage that the ASK solution delivers packets directly ('zero-
copy') to the GTP stack in the user-space, bypassing the Linux kernel. The process provides for near-zero
communication overhead for backhaul traffic. The typical deployment use cases of NSA mode ISC solution are

as listed below:

1. Dedicated IPsec tunnels for LTE and New Radio (NR) modem with Tunnel for LTE using NAT.
. Dedicated IPsec tunnels for LTE and NR modem with tunnels terminating on NR.

2

3. Single IPsec Tunnel carrying data for both NR and LTE.

4. Single IPsec Tunnel carrying data for both NR and LTE (with the same inner IP address or inner IP address
same as backhaul IP address).

For the first three use cases, backhaul assigns different inner IP addresses for LTE and NR modems using few
procedures that are not in the scope of this document. However, one of these procedures is through IKEv2
ModeCfg, which is mentioned in the below sections.

For the last use case, consider that backhaul is not aware of the IP addresses assigned to internal ports of LTE
and NR modems. In such a case, backhaul assigns a single internal IP address for both LTE and NR modem:s.

Note: In this deployment model, control-plane traffic is still delivered to the Linux kernel stack.

5.1 Dedicated IPsec tunnels for LTE and 5G NR modem, LTE IPsec tunnel using NAT

In this deployment, 5G NR and LTE communicate with the backhaul network using two different inner IP
addresses and two different IPsec tunnels:

* One IPsec tunnel between 5G NR and Security gateway, to secure 5G NR traffic.
* Another IPsec tunnel between LTE and Security gateway, to secure LTE traffic. 5G NR applies NAT to LTE
traffic while routing to Internet. Due of NAT configuration, LTE uses UDP encapsulated ESP tunneling.

One way to receive these inner IP addresses is through TKEv2 ModeCfg configuration where the VPN server
issues virtual IP addresses in IKEv2 negotiation.
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The tunnels are configured separately on LTE and 5G NR modems with additional NAT rule configured on 5G
NR. Figure 5 illustrates this use case.

Small cell

5G Stack LTE Stack

Sec GW 5G inner IP 4G inner IP
(LTE / 5G)
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BH IP IP address assigned to Backhaul ethernet port in 5G NR
5G IP Internal IP address assigned to 5G NR Internal link for communication with LTE
4G IP Internal IP address assigned to LTE for communication with outside world through 5G NR

. Inner IP address assigned to 5G NR

[l 'nner IP address assigned to LTE
Figure 5. Use case 1: IPsec tunnels for 5G and LTE using NAT

Note: Internally, depending on implementation, 5G stack and/or LTE stack can use static private IP addresses
for GTP traffic. In such cases, NAT should be configured to change static private IP address to inner IP address
before IPsec encapsulation.

5.2 Dedicated IPsec tunnels for LTE and 5G NR modem, LTE tunnel terminating on 5G
NR

In this deployment, 5G NR establishes 2 IPsec tunnels;

* One each IPsec tunnel to secure 5G NR and LTE traffic.

In this case, the two inner IP addresses are assigned separately, one for 5G NR and another for LTE.

The LTE IPsec tunnel is terminated on 5G NR. This termination is required in deployments in either of the two
scenarios:

* LTE module does not have IPsec.
* LTE requires to communicate with 5G NR only, which can be secure or non-secure.

When using IKEv2 ModeCfg configuration for receiving inner IP addresses, 5G NR receives two inner IP
addresses as it establishes another IPsec tunnel for LTE traffic. Inner IP address received for LTE IPsec tunnel
should be communicated to LTE for publishing its IP address to core network.

Figure 6 illustrates this use case.

LX2160ASFSIBPB All information provided in this document is subject to legal disclaimers. © 2023 NXP B.V. All rights reserved.

Product brief Rev. 0 — 3 February 2023

8/15



NXP Semiconductors LX21 GOAS FS|BPB

LX2160-based Application Specific Fastpath for Small Cell IPsec Backhaul Product Brief

Small cell

5G Stack LTE Stack

Sec GW 5G inner IP 4G inner IP
(LTE / 5G)

5G (LX2160) 4GP |

IPsec tunnel between 5G NR and SecGW
UDP encapsulated IPsec tunnel between LTE and SecGW
4mm) Optional internal IPSec tunnel between LTE and 5G NR
BH IP IP address assigned to Backhaul ethernet port in 5G NR
5G IP Internal IP address assigned to 5G NR Internal link for communication with LTE
4G IP Internal IP address assigned to LTE for communication with outside world through 5G NR

. Inner IP address assigned to 5G NR

[l 'nner IP address assigned to LTE

Figure 6. Use case 2: IPsec tunnels for 5G and LTE

For internal communication between 5G NR and LTE, IPsec can be configured to provide security.

Note: Internally, depending on implementation, 5G stack and/or LTE stack can use static private IP addresses
for GTP traffic. In such cases, NAT can be configured to change static private IP address to inner IP address
before IPsec encapsulation.

5.3 Single IPsec tunnel carrying data for both 5G NR and LTE

In this deployment, 5G NR establishes single IPsec tunnel for securing both 5G NR traffic and LTE traffic. Two
inner IP addresses are assigned separately, one for 5G NR and another for LTE.

When using IKEv2 ModeCfg method of receiving inner IP addresses, 5G NR receives two inner IP addresses
while establishing single IPsec tunnel. One Inner IP address should be used for 5G NR traffic. The other inner
IP address should be communicated to LTE for publishing its IP address to core network.

Figure 7 illustrates this use case.
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Figure 7. Use case 3: Single IPsec tunnel for 5G and LTE

Note: Internally, depending on implementation, 5G stack and/or LTE stack can use static private IP addresses
for GTP traffic. In such cases, NAT can be configured to change static private IP address to inner IP address
before IPsec encapsulation.

5.4 Single IPsec tunnel carrying data for both 5G NR and LTE and with single inner IP

In this deployment, 5G NR establishes single IPsec tunnel for securing both 5G NR traffic and LTE traffic with
single inner IP address. This single inner IP address can be same as Backhaul port (BH) IP address.

The internal ports are managed within ISC, backhaul is not aware of LTE and NR internal port IPs.

Figure 8 illustrates this use case.
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Figure 8. Use case 4: Single IPsec tunnel for 5G and LTE with single inner IP

Note:
ASF SIB does not support this deployment currently. It might be supported in future.

6 IPsec performance with ASF on LX2160 platform

The following sections describe the test setup and performance details for ASF implemented on a sample
LX2160 platform operating at 1.8 GHz.

6.1 Test setup for ASF
Figure 9 shows the test setup with LX2160 hardware platform.

IXIA
v 10G
Device Under Test SGW (LX2160)
ASF (LX2160 )
Figure 9. Test setup with LX2160
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6.2 IPsec performance with ASF on LX2160 platform

Table 2 presents the IPsec performance with ASF on LX2160 platform operating at 1.8 GHz.

For this test, L2ZFWD application was run with 2 cores, which utilizes around 12.5% CPU for user space
processing.

Note: In the following table, the following conventions hold:

1. Mpps indicates Megapackets per second.
2. Reported CPU utilization refers to % of CPU cycles across the number of engaged cores (2,3, or 6) used

during test.

3. *refers to line rate performance achieved on LX2160 device using 10G interface.

LX2160A platform specifications -> 16 cores; Clock @ 1.8 GHz, DDR 2600 MT/s, Bus 600 MHz

Table 2. IPsec performance with ASF on LX2160 platform

LX2160-based Application Specific Fastpath for Small Cell IPsec Backhaul Product Brief

S. No |Packet |ASF (LX2160)- L2FWD ASF (LX2160) — L2FWD ASF (LX2160) — L2FWD
Size IPsec 1 Flows 1 Tunnel IPsec 2 Flows 2 Tunnels IPsec 4 Flows 4 Tunnels

Uspace — Kspace Uspace — Kspace Uspace — Kspace
communication (DPDK) communication (DPDK) communication (DPDK)

1 128 1.52 Mega packets per sec 1.60 Mpps / 1.90 Gbit/s 3.04 Mpps / 3.60 Gbit/s
(Mpps) / 1.80 Gbit/s 3 cores with 73% CPU 6 cores with 71% CPU
2 cores with 89% CPU

2 512 1.69 Mpps / 7.20 Gbit/s 1.74 Mpps / 7.40 Gbit/s 3.28 Mpps / 14.0 Gbit/s
2 cores with 95% CPU 3 cores with 73% CPU 6 cores with 71% CPU

3 1024 1.74 Mpps / 14.60 Gbit/s 1.74 Mpps / 14.60 Gbit/s 2.39 Mpps / 19.9 Gbit/s*
2 cores with 97% CPU 3 cores with 73% CPU 6 cores with 61% CPU

4 1400 1.75 Mpps / 19.9 Gbit/s* 1.75 Mpps / 19.9 Gbit/s* 1.75 Mpps / 19.9 Gbit/s*
2 cores with 96% CPU 3 cores with 66% CPU 6 cores with 49% CPU

7 Compliance with specifications

In this solution, the Linux module supports IPsec and the StrongSwan open source application supports Internet
Key Exchange (IKE). Table 3 lists the RFCs that these modules support.

Table 3. Supported RFCs

Feature

Specification

IKE

Swan)

(OpenSource Strong

IKEV1:

e RFC 2412 - OAKLEY
IKEV2:

¢ RFC 2407 - Domain of interpretation
* RFC 2408 - Internet Security Association and Key Management Protocol (ISAKMP)
* RFC 2409 - The Internet Key Exchange

* RFC 7296 - Internet Key Exchange v2 Protocol
* RFC 7427 — Signature Authentication in IKEv2

IPsec
(Linux)

LX2160ASFSIBPB

* RFC 2401 - General IP Security Protocol

¢ RFC 2402 - Authentication Header Protocol
¢ RFC 2403 - HMAC-MD5-96

* RFC 2404 - HMAC-SHAI-96

* RFC 2405 - DES-CBC Cipher algorithm

All information provided in this document is subject to legal disclaimers.
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Table 3. Supported RFCs...continued

Feature

Specification

Encryptions)

* RFC 2406 - Encapsulation Security Payload Protocol
* RFC 2407 - Domain of interpretation
* RFC 2410 - The NULL Encryption Algorithm and its use with IPsec

* RFC 5084 — Combined Mode Algorithms (AES-CCM and AES-GCM Authenticated

8 Product availability and commercial terms

ASF SIB is offered under source code license. NXP also offers commercial support and customization and

enhancement services. ASF IPsec solution on LX2160 platform is available in Q1’ 2023.

Contact your local NXP representative for timing, availability, and commercial terms.

9 Revision history

Table 4 summarizes revisions to this document.

Document revision history

Revision

Date

Topic cross-reference

Substantive change

0

03 February 2023

Initial release for LX2160 platform
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NXP Semiconductors does not accept any liability related to any default,
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