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1 Introduction

Conventional parallel CRC (cyclic redundancy check)
calculation methods are based on looking up multiple bits at
a time. The lookup result is XORed to the successive input
bit-string to generate a new index for the next lookup. That
IS, an index generation relies on the previous lookup result.
[11[3114]

For modern, high-performance processors, this data
dependency causes bottlenecks in the CPU. For example, if
a lookup (a load instruction) takes 3 cycles, then 4
data-dependent lookups will cost 12 cycles on any CPU
architecture, but the cost for 4 data-independent lookups is
much less. A pipelined super-scalar CPU can complete 4
data-independent table lookups in 7 cycles if one table
lookup costs 3 cycles. For some other architectures
supporting parallel multiple memory bank accesses, such as
StarCore or T1 C6xx, only 3 cycles are needed for the 4
data-independent table lookups by duplicating the table in 4
different memory banks under the assumption that one table
lookup costs 3 cycles.

Although data-independency is desirable, data-dependency
is inevitable because the process of problem solving needs
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Calculating CRC with Scalable Congruent Compression

related data. Instead of eliminating data-dependency, one way to ease this bottleneck is to postpone the
occurrence of the dependency to make local operations data-independent, although the overall result is
data-dependent.

This application note proposes an innovative method of postponing data dependency to calculate CRC.
Although this method does not reduce the total number of operations involved in calculating CRC, it
greatly improves the CPU’s IPC (instructions per cycle) and, as a result, achieves higher performance.

2 Calculating CRC with Scalable Congruent
Compression

2.1 Overview

Let B(x) = bpxN" 1+ byxN-2+ . + by-pX + by.1 denote an N-bit binary string B to be processed; thatis, B =
boby ... by.g. Let G(x) = ggxM + gpM- 1+ .. + gyy.1x + gy denote a fixed (M + 1)-bit value. B’s cyclic
redundancy check (CRC) with respect to G is an M-bit value CRC,\,i =CqCy...Cpp-1 Where thec; (i=0, 1, 2,
..., M =1) is the coefficients of the polynomial CRCy,(x) = COXM' + ...+ CpoX + Cyp.p = B(X) x x™ mod
G(x). That is, the CRC), is the remainder of left-shifting string B(x) M bits and then divided by G(x).

An L-bit parallel approach to calculate CRC over B can be achieved if B can be accessed in L bits as a unit
(L-bit unit) and if it is feasible to build a 2- entry table to store 2" L-bit units’ CRCy, values; that is,
pre-calculating LTU(z) = CRCy(z) forz=0,1, 2, ..., 2-—1. For example, if L = 8, then there is a byte-wise
table lookup approach to calculate CRC.

This conventional approach can be illustrated in Figure 1 where each B; is L-bit wide—that is, an L-bit
unit—and the final remainder is the desired CRCy,. Also shown in Figure 1, the second lookup LTU(B;’)
relies on the first lookup result LTU(By), the third lookup relies on the second lookup result, and so on.

Q | & Qs
G / B, By |eee| By | Byt cee Bg 00eee0
@ LTU(Bo) S=NL
First Remainder ——> By |eee| By | Byyq LR 00eee0
LTU(By)
@ o LTU(Bs)
Final Remainder ——> CRCy

Figure 1. Calculating CRC with Table Lookups
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Calculating CRC with Scalable Congruent Compression

The new method described in this document postpones the table lookup results for several (say, K) L-bit
units to allow K data-independent lookups. This approach is illustrated in Figure 2. By building a
compression table, K data-independent table lookups can be launched independently. Although this
approach does not reduce required operations, it “squeezes” more instructions into a given number of CPU
cycles and, as a result, achieves higher performance with increased IPC (instructions per cycle).

Q | O Qk-—1
G / BO eoe BK—1 eee BT ece BS Qeee(
|
LTU(Bo) | S=NL
| T<S
\ | LTU(By) not
® AN : overlap By_1
\\ [
LTU(By 1)
B —> XX BS Qeee(

Figure 2. Calculating CRC with a Compression Table Lookup

The reason why the table lookup results can be postponed is that there is no carry propagation in an
addition operation on polynomial-based GF(2"); that is, there is no carry propagation for @ operations on
binary strings. What is achieved is that B’ has the same CRC,, as B. By recursively using the method
illustrated in Figure 2, a long binary string B can be efficiently compressed into a short binary string B’
with the same CRC,, value.

2.2 Congruent Equivalence

Definition 1
A(x) is congruent to B(x) modulo G(x) if and only if there exists a Q(x) such that A(x) — B(X) = Q(X)G(x).

Corollary 1
If A(x) mod G(x) = R(x) and B(x) mod G(x) = R(x), then A(x) is congruent to B(x) modulo G(x).

Proof:

A(x) mod G(x) = R(x) implies that there exists a polynomial Q(x) such that A(x) = Q;(X)G(x) + R(x), and
B(x) mod G(x) = R(x) implies that there exists a polynomial Q,(x) such that B(x) = Q,(X)G(X) + R(x).
Hence, A(X) — B(x) = (Q1(x) — Q2(x))G(X). This implies that there exists Q(x) = Q1(x) — Q,(x) such that A(x)
- B(X) = Q(X)G(x). Hence, A(X) is congruent to B(x) modulo G(x).

QED.
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Calculating CRC with Scalable Congruent Compression

2.3 Scalable Congruent Compression

2.3.1 Assumptions

Assume a vector consisting of K L-bit units. vi(x) = Bxxi(X) B(kj+1)(X) Bk*i+2)(X) --. Bkxi+k-1)(X) can be
used to represent the ith vector (i =0, 1, ..., m — 1), which is a concatenation of K L-bit units as shown in
Figure 3, where each B; is an L-bit unit. For example, if L = 8 and K = 16, an L-unit is a byte and a vector
is an AltiVec™ vector. From Figure 3, the data frame B(x) can be denoted as

B(x) = bgx "1 +byx"2+ ... b4
= BxE DL+ B xSt + | Be 4
= (Vo(x) x MAKL 4y, (x) x MIKE 1y 00 )X + (%)
= W(x) x" + t(x)
where the W(x) is the “integral part,” and the t(x) is a T-bit trailing “left-over part,” as shown in Figure 3.

That is, B needs m vectors to cover, t is shorter than a vector (a complete KL-bit unit), and W is the integral
part occupied by the first (m — 1) complete vectors.

BOB1 eecococcoe Bn_1
| |
Y Y
BO BK—1 LR N XN NN BS—1
| | ; |
\ Yy o _____ Y Y
VO V1 Vm—2 t
| | |
Y m—1 Vectors Y Thits v
w t :
< m Vectors >I

Figure 3. Alignment Convention

2.3.2 The Main Results

Theorem 1

(W(x) - Q(x)G(x))xT + t(x) is congruent to B(x) modulo G(x) where Q(x) is arbitrary. That is, the
congruence holds by subtracting Q(x)G(x) from B(x)’s “integral part” W(x).
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Calculating CRC with Scalable Congruent Compression

Proof:
(W() - QUIG()) X' + t(x)) mod G(x)
= ((W(x) mod G(x) — Q(X)G(x) mod G(x)) x" mod G(x) + t(x) mod G(x)) mod G(x)
= (W)X + t(x)) mod G(x)
= B(x) mod G(x).
By Corollary 1, B(x) is congruent to (W(x) — Q(X)G(x))x" + t(x) modulo G(X).
QED.

Theorem 1 states that, after subtracting a multiple of G(x) in the “integral part” of the data frame, the same
CRC value can still be calculated.

On the other hand, as shown in Figure 3, the integral part can be expressed as
W(X) = vo()XMKE 4 v, XML 4o xMOKE 4 v o(X).
Consider the first item:
Vo()xM-AKL = (B (KDL 4 B x(K-2L 4+ | By ,x- + By )x(M2KL
The goal here is to replace vo(x)x(m'Z)K'— with one of its congruent polynomials with a lower degree. As a

result, the integral part W(x) will be reduced to W’(x) with one less vector. In this way, the same CRC can
be worked out over the resultant frame.

By introducing an integer C (0< C < (m - 2)), the item is equivalent to

V(XM2KL = (B xCKLHKDL 4 g yCKLH KL 4 4 B xCKLHL 4 g yCKLyy(M2-OKL
Foreach Bx“KL i=0,1, ..., K-1, there exists a () such that Bix®KL = q:(x)G(X) + r;(x) with r;(x)’s degree

i ! i i [ [ [
less than G(x)’s degree; that is, deg rij(x) < M.
This results in the following:

Vo(X™ AL = (o) GEOXU + gy (x) GEOXTAL + L.+ gy () GEOMZ O
= BXCKLHKDL 4 B xCKLHKDL 4 1 g, xCKLHL 4 B xCKLyy(m-2-C)KL
= (@00 GO+ gy () GEOXTAL+ .+ g4 (x) GO

= (r DL+ KDL 4 x4y )xKLM-2-C)
It is equivalent to

VoOOXM2KE = (rox (DL 4 x KL 4 p oxE + 1y )x M2-OKL mod G(x).

ri = Bix“K- mod G(x) can be pre-calculated and stored in a table LTU(B;) for B; = 0, 1, ... 2~ — 1, which
applies to any L-bit unit. r; = LTU(B;) and r;;1 = LTU(B;,1) may be overlapped as shown in Figure 2, but
they use the same lookup table.

AltiVec™ Solutions to Sequential Problems: Calculating CRC with Scalable Congruent Equivalence Compression, Rev. 0
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Application to the PowerPC Core (Word-Wise Compression)

At this stage, v is eliminated, and vy, v, , ..., Vo are updated as v¢’, V5’ , ..., V¢’ with
W2 =V Vo Ve Vg - Vi =
((Vyvy .o ve) + (X DE 4+ x84 p oxt + e g) xMZOKL

” (Vc+1 Vm-2)

and
B(X) = W)X + t(x) = W’ (X)x" + t(x) modulo G(X)

Theorem 2

W(x) = W’(x) mod G(x), where W’(x) is the resultant binary string after eliminating the leading vector v,
and shifting and XORing r0, rq, ... ry_.

Proof
See the above elaboration.
QED.

By recursively applying the above approach to the leading vector, an arbitrary long binary string is reduced
into a binary string with C vectors as the integral part. The reduced binary string is congruent to the original
string modulo G(x).

In practice, C is chosen as 2. This makes the last table lookup result, LUT(B_1), right-aligned with v, and
only v4 and v, need updating. However, other values can be chosen to postpone the data-dependency
further and they may bring advantages over C = 2.

3 Application to the PowerPC Core (Word-Wise
Compression)

By setting L =8, K=4, C =2 (CKL = 64) at the 32-bit word level, we compress an arbitrary binary string into a
string of 8 to 11 bytes, where LUT (byte) = byte*x64 mod G. Then the conventional CRC calculation is applied on the
compressed binary string to achieve the final CRC result.

As illustrated in Figure 4, instead of calculating and accumulating (xoring) each byte’s CRC value as
described in [3] and [4], the word compression method compresses a 12-byte string P into an 8-byte string
P’ by using a pre-calculated table wCcrc = byte*x? mod G for byte = 0, 1, ..., 255. The string P’ has the
same CRC value.

AltiVec™ Solutions to Sequential Problems: Calculating CRC with Scalable Congruent Equivalence Compression, Rev. 0
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Application to AltiVec

wCcrc = byte*x®*

mod G

P=

Figure 4. Word Compression

4 Application to AltiVec

By setting L =8, K = 16, C = 2 (CKL = 256, and LUT(byte) = byte*x?°® mod G) at the vector level, awhole

binary string is compressed into a shorter binary string such that vy,_3’, Vi,.o", Vi1 1f V.1 is not fully

occupied by the input bit string.

000 e+ 000xxx Quotient
G(x) / By By v Bis Vi 2) Bs 1| Vm-
vCerc = byz‘e*x256 r15=B15x**®mod G
mod G -

/ I
s d I
s |
4 I
|
r =B1X256m0d G :
|
|
ro=Byx**®mod G !
|

V1' V2'

Figure 5. Long Division
Ther; (i = ,.15) in Figure 5 is the remainder of byte i, B;, of vector j, vj, times x2%6 with respect to

G(X); that s, B * 256 mog G(x). For the G(x) with degree of M, each r; occuples M bits.
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Application to AltiVec

AltiVec can carry out the 16 B; * x2°® mod G(x) fori = 0, 1, ..., 15 in parallel by using
B; * x2%6 = (Hi*x4 +L)* x2%6 = H; * x260 4 L * x2°6 mod G
where H;j and L; are B; ’s high-nibble and low-nibble respectively. This can be implemented by two
16-entry tables:
LUTH(H) = H * x?* mod G
and
LUTL(L) =L * x?*® mod G
That is LUT(byte) = LTU(HL) = LUTH(H) + LUTL(L)

Although these remainders are scattered in the long division, they can be grouped together as shown in
Figure 6 (M = 32, or CRC32, is used as an example).

As indicated in Figure 6, by pre-calculating byte*x?°® mod G(x)—that is, the remainder of the byte at the
second next (the next of next) vector—an arbitrarily long binary string can be compressed into a binary
string with two complete vectors.

The resultant vectors and the remaining bytes form a new string with length between 32 and 47 bytes and
it can be further compressed by using “word compression.”

AltiVec™ Solutions to Sequential Problems: Calculating CRC with Scalable Congruent Equivalence Compression, Rev. 0

8 Freescale Semiconductor



Application to AltiVec

Ly'x*®mod G= |0|1|2|3|4|5(6|7
Hy'x*®mod G= |0|1|2(3(4|5|6|7
0/1|2|3|4|5|6|7
0(1(2|3|4(5(6|7
0/1|2|3|4|5|6|7
0(1(2|3|4(5(6|7
0/1|2|3|4|5|6|7
0(1(2|3|4(5(6|7
0/1|2|3|4|5|6|7
0(1(2|3|4(5(6|7
e ey o[ [ef3[elsl]7
table lookup results
from v, 0/1|2/3|4/5|6(7
0/1|2|3|4|5|6|7
0(1(2|3|4(5(6|7
0/1|2|3|4|5|6|7
0(1(2|3|4(5(6|7
0/1|2|3|4|5|6|7
0(1(2|3|4(5(6|7
0/1|2|3|4|5|6|7
0/1|2|3(4(5|6|7 |
0/1|2|3|4|5|6|7 6|7|6|7|6|7|6|7|6|7|6|7|6|7|6|7|6|7|6|7|6|7|6|7|6|7
0/1|2|3(4(5|6|7 6|7(6|7|6(7|6(7|6|7|6|7(6|7(6|7|6|7|6|7|6|7|6|7|6|7
0/1|2|3|4|5|6|7 4|5|/4|5|/4|5/4|5|4|5|4|5|4|5|4|5|4|5|4|5|4|5|4|5|4|5|4|5 |
0/1|2|3(4|5|6|7| = 4|5(4|5|4|5|4(5|4|5|4|5(4|5(4|5|4|5|4|5|4(5|4|5|4|5(4|5 :
0/1|2|3|4|5|6|7 2|3|2|3|2|3|2|3|2|3|2|3|2|3|2|3|2|3|2(3(2(3(2({3(2(3(2(3(2(3 E
0(1(2|3|4(5(6|7 2(3(2(3|2(3|2(|3|2(3(2(|3|2(3(|2(|3|2(3|2|3|2(3|2|3|2(3|2|3|2(3 :
0/1|2|3|4|5|6|7 o|1|o|1|0|1|0|1|0|1|0|1|0|1|0|1|0|1|0|1|0|1|0O|1[0O(1(O[1(O(1(O1 :
0/1|2|3(4(5|6|7 o|1|o|1|o|1|o(1|0|1|0|1|0|1|0|1[0|1|0(1|O(1|0[1|0|1|0|1(0|1|0O|1 :
0/1|2|3|4|5|6|7 :
0(1(2(3(4|5(6(7 @ v4 (part) Vo
0[1|2|3|4|5|6|7 |
0(1(2(3(4|5(6(7 vy’(part) 7%

Figure 6. Vector Equivalence
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Other Applications

5 Other Applications

The reduction approach described in Figure 2 has many applications in communications systems, for
example, to calculate IEEE 802.3 FCS over a packet B. The following procedure can be used:
1. Replace the leading 32 bits of B with their one’s complements.
2. Calculate FCS = ~(B(x)x3? mod G(x)) = ~((W(x) xR + t(x)) x3? mod G(x)). By replacing W(x) with
its two-vector-long reduction, W’(x), we can calculate CRC32 of B by calculating CRC32 over
(W’ (x) xR + t(x)), because B(x)x>? mod G(x) = (W’(x) X% + t(x)) x3? mod G(x) , where W’(X) is two
vectors long. The one’s complement of the CRC32 is the FCS value.
3. Replace the leading 32 bits of B with their one’s complements to recover its original value.

The above procedure can also be used to calculate iISCSI’s CRC (RFC 3385) and SCTP’s checksum (RFC
3309).

More applications can be found in BCH code or other algebraic codes for syndrome calculation.

6 Summary of CRC Calculation with Congruent
Equivalence Compression

To calculate a CRC over an S-byte frame BOBL1 ... BS with a PowerPC, 32-bit, scalar core and AltiVec, a
vector-level compression is carried out first by breaking the frame into vecs vectors and (S — 16-vecs)
trailing bytes, because an AltiVec vector consists of 16 bytes. Then, the first (vecs — 2) vectors are
eliminated using the method described in Section 4, “Application to AltiVec.” The result is a frame with
U =32 + (S - 16:vecs) bytes BO‘B1-... BU’.

The U bytes are broken into words and (U — 4 x m) trailing bytes. By applying the method described in
Section 3, “Application to the PowerPC Core (Word-Wise Compression),” the w words are compressed
into two or three words, that is, the U-byte string should be compressed into a range for which the
conventional table lookup method is most efficient. Then, the conventional method is used to complete the
final CRC calculation. This procedure is described in Figure 7.

A numerical example for CRC12 calculation is given in Section 8, “A Numerical Example for CRC12,”
where the parameter c is chosen as 3. As a result, the final frame is 13 bytes long.

Section 7, “Benchmark Results,” provides a benchmark result for FCS that is a variant of textbook CRC32.

All the tables for CRC12 and CRC32 are listed in Appendices A and B. Other tables for CRC8, CRC16,
CRC24 are available upon request.

AltiVec™ Solutions to Sequential Problems: Calculating CRC with Scalable Congruent Equivalence Compression, Rev. 0
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Benchmark Results

Input: B, bytes (# of bytes)

Y

vecs = bytes/16
trailingBytes = bytes mod 16

i=0
Y
i< vecs—2 No
?
Y
Yes words = (32+trailingBytes)/
4 trailingBytes = bytes mod 4
vector level compression on v;
(Section 4) 7
i=0
Y
i=i+1 <

No i < words—c
(c=2o0r3)
?

Y

Calculating CRC on final
(4c + trailingBytes)—byte frame

with conventional table word level compression on w;
lookup method (Section 3)

Y
|

Figure 7. CRC Calculation with Congruent Equivalence Compression

Yes

7 Benchmark Results

An AltiVec-enabled implementation on CRC32 (FCS defined in [2]) is as shown in Table 1:
Table 1. 7457 Benchmark Results

Bytes Cycles Instructions IPC Bits/Cycle (v2)
8 56 52 0.93 1.14
11 78 83 1.06 1.13
12 82 110 1.34 1.17

AltiVec™ Solutions to Sequential Problems: Calculating CRC with Scalable Congruent Equivalence Compression, Rev. 0
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A Numerical Example for CRC12

Table 1. 7457 Benchmark Results (continued)

Bytes Cycles Instructions IPC Bits/Cycle (v2)
16 97 136 1.40 1.32
32 153 240 1.57 1.67
40 181 292 1.61 1.77
42 196 313 1.60 1.71

4096

5026

7416

1.48

6.52

The benchmark setup is

CPU: 7457 without L3 @1GHz

Language: ANSI C with AltiVec enabled
Compiler: gcc 3.3 on Linux

The shaded part is in the range specified by [2].

8 A Numerical Example for CRC12

The compression method can be illustrated as follows where bold style is for updated results. All the tables

can be found in Appendix A.

P = vO:v1l:v2:w0:BO

= 99F1E2D3 C4B5A697 08796A5B 4C3D2E1F: (v0)

10111213 14151617 18191A1B 1C1D1E1F:

20212223 24252627 28292A2B 2C2D2E2F:

30313233:
84

1)
v2)
(w0)
(B0)

AltiVec™ Solutions to Sequential Problems: Calculating CRC with Scalable Congruent Equivalence Compression, Rev. 0
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A Numerical Example for CRC12

By using the traditional procedure, named crc12B, to calculate CRC12 on P, crc12B(P) = OXF19 is
obtained. However, the following steps achieve the same value:

1. Break vO into two nibble vectors, vH and vL, such that

VH 9FED CBA9 0765 4321

vL = 9123 4567 89AB CDEF
2. Launch table lookup with vH and vL to get the MS bytes

vCcrcl2_MSB(vH) = 0901060e09060109000f080007080F07

vCcrcl2 MSB(vL) = 0a090a030d04070e030a09000e07040d
3. vCcrcl2 MSB(v0) = vCcrcl2 MSB(vH) @ vCcrcl2 MSB(VL)

= 03080c0d0402060703050100090F0b0a
4. Launch table lookup with vH and VL to get the LS bytes

vCcrcl2_LSB(vH) = 8437fda36910da840079b3ed275e94ca

vCcrcl2_LSB(VL) = 9c79fd84f58c0871e59c18611069ed94
5. Sum up table lookup results as follows:

(vCcrcl2_MSB(v0)<<8) @ (vCcrcl2_ LSB(vH) ® (vCcrcl2_ LSB(vL))

= 03:10420d239e9ad5F6e0e4ab85383c735¢
6. Xor the above result to v1:v2, and P’ is achieved with elimination of vO,

P> = 10111213 14151617 18191alb 1cldlelc: (v17)
30632F00 babff3dl c8cd8lae 14115d71: (v2?)
30313233: (w0)
84 (BO)

= wl:w2:w3:w4:
WSIW6 w7 -w8:
wO:

BO

7. Switch to word compression since less than three vectors are available to calculate CRC12 with
(v17:v2?) = (wl:w2:w3:w4:w5:w6:w7:w8)

8. Lookup w1l as:

wCcrc12(10) = 46C
wCcrcl12(11) = 229
wCcrcl12(12) = 8E6
wCcrc12(13) = EA3

9. Xor the above four table lookup results to w2:w3 to get w2’:w3’
w27 :w3” = 14151617 18191alb
® 4 6C
® 229

AltiVec™ Solutions to Sequential Problems: Calculating CRC with Scalable Congruent Equivalence Compression, Rev. 0
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@ 8E6
@ EA3

14151613 7638F2B8
and get a reduced string (w1 is eliminated)

P> = 14151613:7638F2B8:18191alb:1cldlelc:30632f00:
babff3d1:c8cd8lae:14115d71:30313233:84
= w2”:w3” :w4:w5:w6:-w7:w8:w0:BO
10. Repeat 8 ~ 9 and the following string is achieved:
P”*” = 7al747a5: Oxafl56735:30313233:84
String P~ ” 7 and string P have the same CRC12 value.
11. By applying conventional CRC12 on P>~ ~, crc12B(P”~ ”) = OXF19

As illustrated, the table lookups in Step 8 are data-independent. It is possible to push the table lookup result
further to increase the data-independent lookup chain.
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Tables for CRC12 Calculation

Appendix A Tables for CRC12 Calculation

A.1 crc12

This table is used for conventional CRC12 calculation. It is used after a long packet is vector-compressed
and word-compressed.

Each entry is four bytes (32 bits) wide, padded with 20 binary trailing zeros to facilitate left alignment.
This arrangement can be changed to two bytes wide to save memory.
0x00000000, 0x80FO0000, 0x81100000, Ox01E00000,
0x82D00000, 0x02200000, 0x03C00000, 0x83300000,
0x85500000, 0x05A00000, 0x04400000, 0x84B0O000O,
0x07800000, 0x87700000, 0x86900000, 0x06600000,
0x8A500000, OxOAAO0000, 0x0B400000, Ox8BB0O0OOO,
0x08800000, 0x88700000, 0x89900000, 0x09600000,
0x0F000000, Ox8FFO0000, Ox8E100000, OXOEE00000,
0x8DD00000, 0x0D200000, 0x0OCCO0000, 0x8C300000,
0x94500000, 0x14A00000, 0x15400000, 0x95B00000,
0x16800000, 0x96700000, 0x97900000, 0x17600000,
0x11000000, 0x91F00000, 0x90100000, Ox10E00000,
0x93D00000, 0x13200000, 0x12C00000, 0x92300000,
0x1E000000, Ox9EFO0000, 0x9F100000, Ox1FE00000,
0x9CD00000, 0x1C200000, 0x1DCO0000, 0x9D300000,
0x9B500000, 0x1BAO0000, 0x1A400000, Ox9AB0O000O,
0x19800000, 0x99700000, 0x98900000, 0x18600000,
0xA8500000, 0x28A00000, 0x29400000, OxA9B0O000O,
0x2A800000, OxAA700000, OxAB900000, Ox2B600000,
0x2D000000, OXADFO0000, OxAC100000, Ox2CE00000,
OXAFD00000, 0x2F200000, 0x2EC00000, OXAE300000,
0x22000000, O0xA2F00000, 0xA3100000, O0x23E00000,
0XAOD00000, 0x20200000, 0x21C00000, O0xA1300000,
0xA7500000, 0x27A00000, 0x26400000, OXA6B0O000O,
0x25800000, OxA5700000, 0xA4900000, 0x24600000,
0x3C000000, OxBCFO0000, 0xBD100000, Ox3DE0O000O,
OXBED00000, 0x3E200000, 0x3FCO0000, OXBF300000,
0xB9500000, 0x39A00000, 0x38400000, 0xB8B0O00OOO,
0x3B800000, OxBB700000, OxBA900000, Ox3A600000,
0xB6500000, 0x36A00000, 0x37400000, 0xB7B0O000O,
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0x34800000, 0xB4700000, 0xB5900000, 0x35600000,
0x33000000, 0xB3FO0000, 0xB2100000, 0x32E00000,
0xB1D00000, 0x31200000, 0x30CO0000, 0xB0O300000,
0xD0500000, 0x50A00000, 0x51400000, 0xD1B0O00OO,
0x52800000, 0xD2700000, 0xD3900000, 0x53600000,
0x55000000, OxD5F00000, 0xD4100000, 0Ox54E00000,
0xD7D00000, 0x57200000, 0x56C00000, 0xD6300000,
0x5A000000, OxDAFO0000, 0OxDB100000, Ox5BEOOOO0O,
0xD8D00000, 0x58200000, 0x59C00000, 0xD9300000,
OxDF500000, Ox5FA00000, Ox5E400000, OxDEBOOOOO,
0x5D800000, 0xDD700000, 0OxDC900000, 0x5C600000,
0x44000000, 0xC4F00000, 0xC5100000, 0x45E00000,
0xC6D00000, 0x46200000, 0x47CO0000, 0xC7300000,
0xC1500000, 0x41A00000, 0x40400000, 0xCOBOOOOO,
0x43800000, 0xC3700000, 0xC2900000, 0x42600000,
OxCE500000, Ox4EA00000, 0x4F400000, OxCFBOOOOO,
0x4C800000, 0xCC700000, 0xCD900000, 0x4D600000,
0x4B0O00000, OxCBFOO0O00, OxCA100000, Ox4AE00000,
0xC9D00000, 0x49200000, 0x48C0O0000, 0xC8300000,
0x78000000, OxF8FO0000, OxF9100000, 0Ox79E00000,
OxFADOOOOO, 0x7A200000, 0Ox7BCOO000, OxFB300000,
OxFD500000, 0x7DA0O0000, 0x7C400000, OxFCBOOOOO,
0x7F800000, OxFF700000, OxFE900000, 0Ox7E600000,
O0xF2500000, 0x72A00000, 0x73400000, OxF3B0O00O0O,
0x70800000, OxFO700000, OxF1900000, 0x71600000,
0x77000000, OxF7FO0000, OxF6100000, 0x76E00000,
OxF5D00000, 0x75200000, 0x74C00000, 0OxF4300000,
OxEC500000, 0x6CA00000, 0x6D400000, OxEDBOOOOO,
Ox6E800000, OxXEE700000, OxEF900000, 0x6F600000,
0x69000000, OxXE9FO0000, OxE8100000, Ox68E00000,
OxEBDOO0O0OO, 0x6B200000, Ox6ACO0000, OxXEA300000,
0x66000000, OxXE6FO0000, OxE7100000, Ox67E00000,
OxE4D00000, 0x64200000, 0x65C00000, OxE5300000,
OxE3500000, 0x63A00000, 0x62400000, O0xE2B0O000O,
0x61800000, OxE1700000, OxXE0900000, 0x60600000
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A.2 wCcreci2

This table is used for word (4-byte) compression. It is used after a long packet is vector-compressed.
Each entry is two bytes (16 bits) wide, padded with four binary leading zeros to facilitate right alignment.
0x0000, 0x0645, OxOC8A, OXOACF, 0x011B, Ox075E, 0xOD91, OxOBD4,
0x0236, 0x0473, OxOEBC, Ox08F9, 0x032D, 0x0568, OxOFA7, Ox09E2,
0x046C, 0x0229, OxO8E6, OXOEA3, 0x0577, 0x0332, Ox09FD, OxOFB8,
0X065A, Ox001F, OxOADO, Ox0C95, 0x0741, 0x0104, OxOBCB, OxODSE,
0x08D8, OXOE9D, 0x0452, 0x0217, 0x09C3, OxOF86, 0x0549, 0x030C,
OXOAEE, OXOCAB, 0x0664, 0x0021, OXOBF5, OxODBO, Ox077F, Ox013A,
0XOCB4, OxOAF1, OxO003E, 0x067B, OXODAF, OXOBEA, 0x0125, 0x0760,
OXOE82, 0x08C7, 0x0208, 0x044D, OxOF99, 0x09DC, 0x0313, 0x0556,
OX09BF, OXOFFA, 0x0535, 0x0370, Ox08A4, OXOEE1l, Ox042E, Ox026B,
0x0B89, OxODCC, 0x0703, 0x0146, Ox0A92, OxOCD7, 0x0618, Ox005D,
0Xx0DD3, 0x0B96, 0x0159, 0x071C, OxOCC8, OX0A8D, 0x0042, 0x0607,
OXOFE5, Ox09A0, Ox036F, Ox052A, OXOEFE, Ox08BB, 0x0274, 0x0431,
0x0167, 0x0722, OxODED, OxOBA8, 0x007C, 0x0639, OxOCF6, OxOAB3,
0x0351, 0x0514, OxOFDB, Ox099E, Ox024A, Ox040F, OxOECO, 0x0885,
0X050B, OX034E, 0x0981, OXOFC4, 0x0410, 0x0255, Ox089A, OXOEDF,
0x073D, 0x0178, OxOBB7, OxODF2, 0x0626, 0x0063, OXOAAC, OxOCE9,
0X0B71, 0x0D34, OxO7FB, OxO1BE, OXOA6A, OXOC2F, OXO6EO, OxO0OA5,
0x0947, OxOF02, Ox05CD, 0x0388, 0x085C, OXOE19, 0x04D6, 0x0293,
OXOF1D, 0x0958, 0x0397, Ox05D2, OXOE06, 0x0843, 0x028C, 0x04C9,
0X0D2B, OXOBBE, Ox01A1l, OxO7E4, OxOC30, Ox0A75, OxOOBA, OXO6FF,
0X03A9, OXO5EC, OxOF23, 0x0966, 0x02B2, Ox04F7, OxOE38, 0x087D,
0X019F, Ox07DA, 0x0D15, OxOB50, 0x0084, Ox06C1, OXOCOE, OxO0A4B,
0x07C5, 0x0180, OxOB4F, OXODOA, OXO6DE, Ox009B, Ox0A54, Ox0C11,
0X05F3, 0x03B6, 0x0979, OXOF3C, OX04E8, Ox02AD, 0x0862, OxOE27,
0X02CE, 0x048B, OxOE44, 0x0801, 0x03D5, 0x0590, OxOF5F, Ox091A,
0X00F8, Ox06BD, OxOC72, Ox0A37, OxO01E3, Ox07A6, 0xOD69, OxOB2C,
0X06A2, OXO0E7, OxOA28, Ox0C6D, 0x07B9, Ox01FC, OxOB33, Ox0D76,
0x0494, 0x02D1, OxO81E, OXOE5B, Ox058F, Ox03CA, 0x0905, OxOF40,
0X0A16, 0x0C53, 0x069C, 0x00D9, OxOBOD, Ox0D48, 0x0787, Ox01C2,
0x0820, OXOE65, Ox04AA, Ox02EF, Ox093B, OXOF7E, Ox05B1, Ox03F4,
OXOE7A, Ox083F, Ox02F0, Ox04B5, OXOF61, 0x0924, OxO3EB, OxO5AE,
0X0C4C, Ox0A09, 0x00C6, 0x0683, OxOD57, OxOB12, 0x01DD, 0x0798
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A.3 vCcrci2

Four vectors are needed to store the vector compression table to facilitate AltiVec’s vperm instruction.
There are two logical tables, one for L-nibbles and the other for H-nibbles. The two-byte result of a parallel
nibble lookup needs two vectors.

vCcrcl2 for L-nibbles

MS byte (byte 0) vector =

0x00, 0Ox09, Ox0A, 0x03, 0OxOD, 0x04, 0x07, OxOE,
0x03, OxO0A, 0x09, 0x00, OxOE, 0x07, 0x04, OxO0D

LS byte (byte 1) vector
0x00, 0x79, OxFD, 0x84, OxF5, 0x8C, 0x08, O0x71,
OxXE5, 0x9C, 0x18, Ox61, 0x10, Ox69, OxED, 0x94
vCcrcl2 for H-nibbles

MB byte (byte 0) vector
0x00, 0x07, OxOF, 0x08, 0x07, 0x00, 0x08, OxOF,
Ox0E, 0x09, 0Ox01, 0x06, 0x09, OxOE, 0Ox06, 0x01

LS byte (byte 1) vector
0x00, OxCA, 0x94, Ox5E, 0x27, OxED, OxB3, 0x79,
Ox4E, 0x84, OxDA, 0x10, 0x69, OxA3, OxFD, 0x37

Appendix B Tables for CRC32 Calculation

B.1 Tecre32

This table is used for conventional CRC12 calculation. It is used after a long packet is vector-compressed
and word-compressed. Each entry is four bytes (32 bits) wide.

0x00000000, 0x04C11DB7, Ox09823B6E, 0x0D4326D9,
0x130476DC, 0x17C56B6B, O0x1A864DB2, Ox1E475005,
0Ox2608EDB8, 0x22C9FO0OF, Ox2F8AD6D6, 0x2B4BCB61,
0x350C9B64, 0x31CD86D3, Ox3CB8EAOOA, 0x384FBDBD,
0x4C11DB70, 0x48DOC6C7, Ox4593EO1E, 0x4152FDA9,
Ox5F15ADAC, O0x5BD4B01B, 0x569796C2, 0x52568B75,
Ox6A1936C8, Ox6ED82B7F, Ox639BODA6, O0x675A1011,
0x791D4014, Ox7DDC5DA3, Ox709F7B7A, Ox745E66CD,
0x9823B6EO, Ox9CE2AB57, Ox91A18D8E, 0x95609039,
0x8B27C03C, Ox8FE6DD8B, Ox82A5FB52, Ox8664EGES,
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OxBE2B5B58, OXBAEA46EF, OxB7A96036, 0xB3687D81,
OxAD2F2D84, OxXA9EE3033, OxA4AD16EA, OxAO06COBSD,
0xD4326D90, OxDOF37027, OxDDBO56FE, 0xD9714B49,
0xC7361B4C, OxC3F706FB, OxCEB42022, OxCA753D95,
OxF23A8028, OxF6FBODOF, OxFBB8BB46, OxFF79A6F1,
OXE13EF6F4, OXE5FFEB43, OXE8BCCDYA, OxEC7DDO2D,
0x34867077, 0x30476DCO, 0x3D044B19, O0x39C556AE,
0x278206AB, 0x23431B1C, O0x2E003DC5, 0x2AC12072,
Ox128E9DCF, 0x164F8078, O0x1BOCA6A1, Ox1FCDBB16,
Ox018AEB13, 0x054BF6A4, 0x0808D07D, OxOCCOCDCA,
0x7897AB07, 0x7C56B6BO, 0x71159069, 0x75D48DDE,
0x6B93DDDB, 0x6F52C06C, 0x6211E6B5, 0x66DOFBO2,
Ox5E9F46BF, Ox5A5E5B08, 0x571D7DD1, 0x53DC6066,
0x4D9B3063, 0x495A2DD4, 0x44190BOD, 0x40D816BA,
OxXACA5C697, 0xA864DB20, OxA527FDF9, OxXA1EGEO4E,
OxBFA1B04B, OxBBG60OADFC, 0xB6238B25, 0xB2E29692,
Ox8AAD2B2F, Ox8E6C3698, 0x832F1041, Ox87EEODF6,
Ox99A95DF3, 0x9D684044, 0x902B669D, Ox94EAT7B2A,
OXEOB41DE7, OxE4750050, OxE9362689, OXEDF73B3E,
OxF3B06B3B, OxF771768C, OxFA325055, OxFEF34DE2,
OxC6BCFO5F, OxC27DEDE8, OxCF3ECB31, OxCBFFD686,
0xD5B88683, 0xD1799B34, OxDC3ABDED, OxD8FBAOS5A,
Ox690CEOEE, Ox6DCDFD59, Ox608EDB80, 0x644FC637,
0x7A089632, Ox7EC98B85, O0x738AAD5C, 0x774BBOEB,
0x4F040D56, Ox4BC510E1l, 0x46863638, 0x42472BS8F,
0x5C007B8A, 0x58C1663D, 0x558240E4, 0x51435D53,
0x251D3B9E, 0x21DC2629, 0x2COFOOFO, 0x285E1D47,
0x36194D42, 0x32D850F5, O0x3F9B762C, 0x3B5A6B9B,
0x0315D626, 0x07D4CB91, OxOA97ED48, OxOES56FOFF,
Ox1011A0FA, 0x14DOBD4D, 0x19939B94, 0x1D528623,
OxF12F560E, OXF5EE4BB9, OxF8AD6D60, OxFC6C70D7,
OxE22B20D2, OXEGEA3D65, OXEBA91BBC, OXEFG68060B,
0xD727BBB6, OxXD3E6A601, OxDEA580D8, OxDAG649D6GF,
0xC423CD6A, OxCOE2DODD, OxCDA1F604, OxC960EBB3,
OxBD3E8BD7E, OxBI9FF90C9, 0xB4BCB610, OxBO7DABA7,
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OXAE3AFBA2, OxXAAFBE615, OxA7B8COCC, 0xA379DD7B,
0x9B3660C6, Ox9FF77D71, 0x92B45BA8, 0x9675461F,
0x8832161A, Ox8CF30BAD, 0x81B02D74, 0x857130C3,
Ox5D8A9099, 0x594B8D2E, 0x5408ABF7, 0x50C9B640,
Ox4EBEE645, Ox4A4FFBF2, 0x470CDD2B, 0x43CDCO9C,
0x7B827D21, Ox7F436096, 0x7200464F, O0x76C15BF8,
0x68860BFD, 0x6C47164A, 0x61043093, 0x65C52D24,
0x119B4BE9, Ox155A565E, 0x18197087, 0x1CD86D30,
0x029F3D35, 0x065E2082, 0x0B1D065B, OxOFDC1BEC,
0x3793A651, 0x3352BBE6, Ox3E119D3F, 0x3AD08088,
0x2497D08D, 0x2056CD3A, Ox2D15EBE3, 0x29D4F654,
0xC5A92679, OxC1683BCE, 0xCC2B1D17, OxC8EAOOAO,
OxD6AD50A5, 0xD26C4D12, OxDF2F6BCB, OXDBEE767C,
OXE3A1CBC1, OXE760D676, OXEA23FOAF, OXEEE2ED18,
OxFOA5BD1D, OxF464A0AA, OxF9278673, OxXFDEG9BC4,
0x89B8FD09, 0x8D79EOBE, O0x803AC667, 0x84FBDBDO,
Ox9ABC8BD5, 0x9E7D9662, Ox933EBOBB, 0x97FFADOC,
OxAFB0O10B1, OxAB710D06, OxA6322BDF, OxA2F33668,
0xBCB4666D, 0xB8757BDA, 0xB5365D03, OxB1F740B4

B.2 wCcrc32

This table is used for word (4-byte) compression. It is used after a long packet is vector-compressed. Each
entry is 4 bytes (32 bits) wide.

0x00000000, 0x490D678D, Ox921ACF1A, 0OxDB17A897,
0x20F48383, Ox69F9E40E, OxB2EE4C99, OxFBE32B14,
0x41E90706, Ox08E4608B, OxD3F3C81C, Ox9AFEAF91,
0x611D8485, 0x2810E308, OxF3074B9F, OxBAOA2C12,
0x83D20EOC, OxCADF6981, 0x11C8C116, Ox58C5A69B,
OxA3268D8F, OXEA2BEAO02, 0x313C4295, 0x78312518,
0OxC23B090A, 0x8B366E87, 0x5021C610, 0x192CA19D,
OXE2CF8A89, OxXABC2ED04, 0x70D54593, 0x39D8221E,
O0x036501AF, 0x4A686622, 0x917FCEB5, 0xD872A938,
0x2391822C, Ox6A9CE5A1, 0xB18B4D36, OxF8862ABB,
0x428C06A9, 0x0B816124, 0OxD096CO9B3, Ox999BAE3E,
0x6278852A, Ox2B75E2A7, OxF0624A30, O0xB96F2DBD,
0Ox80B70FA3, OxC9BAG82E, 0x12ADCOB9, Ox5BAOCA734,
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0xA0438C20, OXE94EEBAD, 0x3259433A, 0x7B5424B7,
OxC15E08A5, 0x88536F28, 0x5344C7BF, 0x1A49A032,
OXE1AA8B26, OXABA7ECAB, 0x73B0443C, Ox3ABD23Bl1,
Ox06CAO35E, 0x4FC764D3, 0x94D0CC44, OxDDDDABC9,
Ox263E80DD, Ox6F33E750, 0xB4244FC7, OxFD29284A,
0x47230458, OxOE2E63D5, 0xD539CB42, 0x9C34ACCF,
0x67D787DB, Ox2EDAE056, OxF5CD48C1, OxBCCO2F4C,
0x85180D52, OxCC156ADF, 0x1702C248, Ox5EOFA5CS,
OxXASEC8ED1, OXECE1E95C, O0x37F641CB, OX7EFB2646,
OxC4F10A54, Ox8DFC6DD9, Ox56EBC54E, Ox1FE6A2C3,
OxE40589D7, OXADOS8EES5A, Ox761F46CD, 0x3F122140,
Ox05AF02F1, 0x4CA2657C, 0x97B5CDEB, OxXDEBS8AAGG,
0x255B8172, Ox6C56E6FF, OxB7414E68, OXFE4C29ES,
0x444605F7, 0x0D4B627A, OxD65CCAED, Ox9F51AD6GO,
0x64B28674, Ox2DBFE1F9, OxF6A8496E, OxBFAS52EES,
0x867DOCFD, OxCF706B70, 0x1467C3E7, Ox5DG6AA46A,
OxA6898F7E, OXEF84E8F3, 0x34934064, Ox7DOE27E9,
0xC7940BFB, Ox8E996C76, Ox558EC4E1l, 0x1C83A36C,
OXE7608878, OXAEGDEFF5, O0x757A4762, 0x3C7720EF,
0x0D9406BC, 0x44996131, Ox9F8EC9A6, OxD683AE2B,
0x2D60853F, 0x646DE2B2, OxBF7A4A25, OxF6772DA8,
0x4C7D01BA, 0x05706637, OxXDE67CEAO, 0x976AA92D,
0x6C898239, 0x2584E5B4, OxFE934D23, OxB79E2AAE,
Ox8E4608B0, OxC74B6F3D, O0x1C5CC7AA, 0x5551A027,
OxAEB28B33, OXE7BFECBE, 0x3CA84429, 0x75A523A4,
OxCFAFOFB6, 0Ox86A2683B, Ox5DB5COAC, 0x14B8A721,
OXEF5B8C35, OXAG56EBB8, 0x7D41432F, 0x344C24A2,
OxOEF10713, Ox47FC609E, Ox9CEBC809, OxXD5E6AF84,
Ox2E058490, 0x6708E31D, OxBC1F4B8A, 0xF5122C07,
0x4F180015, 0x06156798, OxDDO2CFOF, 0x940FA882,
OxX6FEC8396, Ox26E1E41B, OxFDF64C8C, 0xB4FB2BO1,
0x8D23091F, OxC42E6E92, O0x1F39C605, 0x5634A188,
OxADD78A9C, OxXE4DAED11, Ox3FCD4586, 0x76C0220B,
OxCCCAOE19, 0x85C76994, Ox5EDOC103, 0x17DDAGSE,
OXEC3E8BD9A, OxA533EA17, O0x7E244280, 0x3729250D,
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OxXOB5EO5E2, 0x4253626F, 0x9944CAF8, 0xD049AD75,
Ox2BAA8B661, Ox62A7E1EC, 0xB9B0497B, OxFOBD2EF6,
Ox4AB702E4, O0x03BA6569, OxDS8ADCDFE, O0x91A0AA73,
0x6A438167, Ox234EEGEA, OxF8594E7D, 0xB15429FO0,
Ox888COBEE, 0xC1816C63, 0x1A96C4F4, 0x539BA379,
OxA878886D, OXE175EFEOQ, Ox3A624777, Ox736F20FA,
OxC9650CE8, 0x80686B65, Ox5B7FC3F2, 0x1272A47F,
OXE9918F6B, OXAO9CE8S8E6, 0x7B8B4071, 0x328627FC,
0x083B044D, 0x413663C0, 0x9A21CB57, OxD32CACDA,
O0x28CF87CE, 0x61C2E043, 0xBAD548D4, OxF3D82F59,
0x49D2034B, 0xO00DF64C6, OxDBC8CC51, 0x92C5ABDC,
0x692680C8, 0x202BE745, OxFB3C4FD2, 0xB231285F,
Ox8BE90A41, OxC2E46DCC, O0x19F3C55B, Ox50FEA2D6,
OxAB1D89C2, OxXE210EE4F, 0x390746D8, 0x700A2155,
0OxCAO00D47, Ox830D6ACA, Ox581AC25D, 0x1117A5DO,
OXEAF48EC4, OxA3F9E949, Ox78EE41DE, O0x31E32653

B.3 vCcrc32

Eight vectors are needed to store the vector compression table to facilitate AltiVec’s vperm instruction.
There are two logical tables, one for L-nibbles and the other for H-nibbles. The four-byte result of a parallel
nibble lookup needs four vectors.

vCcrc32 for L-nibbles

byte 0 vector =

0x00, 0Ox75, OxEB, Ox9E, OxD2, OxA7, 0x39, 0x4C,
OxAO, OxD5, 0x4B, Ox3E, O0x72, 0x07, 0x99, OxEC,

byte 1 vector =

0x00, OxBE, Ox7C, 0xC2, Ox38, 0x86, 0x44, OxFA,
OxB1, OxOF, OxCD, 0x73, 0x89, 0x37, OxF5, Ox4B,

byte 2 vector =

0x00, 0Ox46, 0x8D, OxCB, Ox07, 0x41, Ox8A, OxCC,
0x13, O0x55, Ox9E, 0xD8, 0x14, 0x52, 0x99, OxDF,
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Tables for CRC32 Calculation

byte 3 vector =
0x00, OxB7, Ox6E, OxD9, Ox6B, OxDC, Ox05, O0xB2,
0x61, OxD6, OxOF, OxB8, Ox0A, OxBD, 0Ox64, 0xD3

Similarly, vCcrc32 for L-nibbles

byte 0 vector =

0x00, 0x45, O0x8B, OxCE, O0x12, 0x57, 0x99, OxDC,
0x24, 0x61, OxAF, OxXEA, 0x36, 0x73, OxBD, OxF8,

byte 1 vector =
0x00, OxA3, O0x46, OxE5, Ox4D, OxEE, OxO0B, OxAS8,
0x9B, 0x38, OxDD, Ox7E, OxD6, 0x75, 0x90, 0x33,

byte 0 vector =
0x00, 0x3B, Ox76, 0x4D, OxFO, OxCB, 0x86, OxBD,
OxEO, OxDB, 0x96, OxAD, 0Ox10, 0x2B, 0x66, 0x5D,

byte 0 vector =

0x00, 0Ox75, OxEA, Ox9F, 0Ox63, 0x16, 0x89, OxFC,
0xC6, OxB3, O0x2C, 0x59, OxA5, 0xDO, Ox4F, Ox3A
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