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1   Introduction

EdgeLock 2GO is the service platform of NXP for provisioning and managing IoT devices. It lets you securely
install keys and certificates into your devices, either during manufacturing or in the field, and then keep
credentials up to date during the device life cycle. EdgeLock 2GO uses the security capability of each device,
for optimal levels of security across your entire IoT fleet.

The service has been available for secure elements for years and is rolling out to NXP processors and
microcontrollers that contain an EdgeLock secure enclave. This includes devices in the i.MX, i.MX RT, MCX,
and wireless connectivity families.

This application note introduces various methods that the EdgeLock 2GO service can be used with MCU and
MPU devices and the features available for each method.

2   EdgeLock 2GO introduction

EdgeLock 2GO is a fully managed cloud platform operated by NXP, which provides secure provisioning services
for easy deployment and maintenance of IoT devices using supported NXP products. The service allows you to
create and manage secure objects, such as symmetric keys, key-pairs and certificates, which are then securely
provisioned into your NXP MCU or MPU.

Secure objects and certificates created through EdgeLock 2GO can be used for a wide variety of use cases,
including secure cloud onboarding of IoT devices to your preferred cloud service (for example, AWS IoT Core or
Azure IoT Hub), data encryption or decryption, and access control.

EdgeLock 2GO abstracts the complexity of key and certificate management so you do not need to invest in a
PKI infrastructure. The security of EdgeLock 2GO relies on roots of trust that are injected into the device during
their manufacturing and then uploaded to the platform. These roots of trust allow EdgeLock 2GO to customize
the devices and provision them with your device-specific certificates and keys. The whole process is encrypted
end-to-end from the service directly into the device, so special security on the production line is not required to
handle the credentials.

3   EdgeLock 2GO provisioning methods

EdgeLock 2GO is a flexible service that can be used in different ways depending on your provisioning needs
and where the provisioning occurs. Figure 1 shows the high-level EdgeLock 2GO provisioning method/flow
options that are available for NXP MCUs and MPUs.
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Figure 1. EdgeLock 2GO provisioning flows

• Provisioning via Proxy flow – A host running SPSDK/SEC tools is used to facilitate provisioning.
• Provisioning via Cloud flow – A device communicates directly with the EdgeLock 2GO server using a TLS

stack.
• Provisioning with Programming Partners flow – A programming partner uses EdgeLock 2GO to provision

devices before they are sent to manufacturing.

The flows supported vary with devices. Check EdgeLock 2GO supported products for a list of supported devices
including the flows supported for each.

You don’t need to select a single flow. Multiple EdgeLock 2GO flows can be used together. For example, the
Provisioning via Proxy flow could be used for initial device provisioning at manufacturing, and then later the
Provisioning via Cloud flow could be used to add, update, or rotate keys while the device is deployed in the
field. EdgeLock 2GO can also be used alongside other trust provisioning methods, such as the Device HSM
provisioning available on many NXP MCUs.

3.1  Provisioning via Proxy flow
When using the Provisioning via Proxy flow, a host running SPSDK or SEC is used to facilitate provisioning. The
secure objects to be provisioned are loaded from the EdgeLock 2GO server to the host. Then they are moved
from the host to the device.

This flow is intended to be used for initial provisioning of the device during manufacturing and supports
provisioning of device internal secure objects which are stored in fuses and/or flash implicit-protected flash
region (IFR):

• OEM firmware authentication key hash (ROTKH/SRKH)
• OEM firmware decryption key (CUST_MK_SK/OTFAD keys)
• General configuration of the device using fuse/IFR (secure boot settings, device configuration, and so on)

AN14544 All information provided in this document is subject to legal disclaimers. © 2025 NXP B.V. All rights reserved.

Application note Rev. 1.1 — 27 March 2025 Document feedback
3 / 12

https://www.nxp.com/products/security-and-authentication/secure-service-2go-platform/edgelock-2go:EDGELOCK-2GO?tid=vanedgelock2go
https://www.nxp.com/pages/technical-documentation-feedback:WF-TECHNICAL-DOCUMENTATION-FEEDBACK?tid=pdfwf_AN14544


NXP Semiconductors AN14544
EdgeLock 2GO Services for MPU and MCU

• Advancement of device life cycle state

The Provisioning via Proxy flow also supports provisioning of external secure objects which are rewrapped and
stored in flash for use by the application. External secure objects include any secure objects that are not stored
in the fuses or IFR. Typically these are keys and certificates which have an application usage, but are not used
by the device ROM. Examples of external secure objects are:

• Certificates and key pairs used for cloud on-boarding including intermediate certificates if needed
• Matter certificates and key pairs
• Data encryption/decryption key

3.1.1  Provisioning via Proxy flow steps

Figure 2 shows the steps used in the Provisioning via Proxy flow.

UUID

OEM

2

3

1

4

CONTRACT MANUFACTURER

Programmer with
SPSDK / SEC

EdgeLock Device EdgeLock Device

EdgeLock 2GO Root of Trust OEM keys and certificate

Figure 2. Provisioning via Proxy flow

1. OEM configures secure objects via the EdgeLock 2GO portal or API.
2. At device manufacturing, readout device UUIDs (one by one or by batch) and send the UUID or list of

UUIDs to EdgeLock 2GO over API.
3. EdgeLock 2GO generates the secure objects configured in Step 1 and encrypts with EdgeLock 2GO root of

trust. The encrypted secure objects are downloaded to the host.
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4. The host loads the encrypted secure objects to the device where EdgeLock 2GO provisioning firmware
passes the encrypted credentials to the EdgeLock secure enclave to unwrap them. Internal secure objects
are installed into fuses/IFR. External secure objects are rewrapped and written to flash.

3.1.2  Why use Provisioning via Proxy flow?

Below lists some reasons to use the Provisioning via Proxy flow:

• Need to provision fuse/IFR keys (internal secure objects).
• Target-end product doesn’t have direct Internet connectivity available.
• Manufacturing network topology makes direct connection of end product difficult and/or slow.

Keep in mind that the Provisioning via Proxy flow can be combined with other flows as needed. For example,
the Provisioning via Cloud flow could be used by the application for in-field management.

3.2  Provisioning via Cloud flow
When using the Provisioning via Cloud flow, the target board communicates directly with the EdgeLock 2GO
server over a TLS connection. The TLS channel can be using connectivity within the device (ex: on-chip
Ethernet controller) or through an attached Ethernet or Wi-Fi controller included on the target board.

This flow can be used for provisioning of the device during manufacturing and/or in-field management of
keys and certificates. The el2go_agent software provided by NXP can be used as a standalone project,
typically used for manufacturing, and can also be integrated as part of the end application to provide in-the-field
downloading and updating of keys.

The Provisioning via Cloud flow does not support provisioning of internal secure objects to be stored in fuses
or IFR (ex: ROTKH/SRKH, secure boot settings, and life cycle). Another flow or trust provisioning method (ex:
Provisioning via Proxy or Device HSM provisioning) can be used with the Provisioning via Cloud flow to support
complete device provisioning.

The Provisioning via Cloud flow supports provisioning of external secure objects which are rewrapped by the
EdgeLock secure enclave in the device and written to flash for long-term storage. The secure objects can be
unwrapped by the secure enclave when the application uses them. External secure objects include any secure
objects that are not stored in the fuses or flash IFR. Typically, these are keys which have an application usage,
but are not used by the device ROM. Examples of external secure objects are:

• Certificates and key pairs used for cloud on-boarding including intermediate certificates if needed
• Matter certificates and key pairs
• Data encryption/decryption keys

3.2.1  Provisioning via Cloud flow steps

Figure 3 shows the steps used in the Provisioning via Cloud flow.
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Figure 3. Provisioning via Cloud Flow

1. OEM configures secure objects via the EdgeLock 2GO portal or API.
2. (Optional) User administrator generates a claim code and installs the claim code on the devices (the same

claim code is used on many devices).
3. On the device, the application calls the EdgeLock 2GO agent to connect to the EdgeLock 2GO server. The

device is authenticated thanks to EdgeLock root of trust.
4. EdgeLock 2GO generates the secure objects configured in Step 1 and encrypts with EdgeLock 2GO root of

trust. The encrypted secure objects are sent to the device through the TLS channel.
5. The EdgeLock 2GO Agent passes the encrypted secure objects to the EdgeLock secure enclave to rewrap

them, and then writes them to flash.

3.2.2  Using claim codes

The Provisioning via Cloud flow supports using a claim code instead of the device UUID to validate a device.
Claim codes allow for provisioning many devices without knowing the UUIDs ahead of time, but still having
control and notifications of the total number of devices that get provisioned.

A claim code is a random base64-encoded string of 16 to 255 characters, which is generated for a particular
device group on the EdgeLock 2GO server. Multiple devices use the same claim code to authenticate to the
server, but the number of activations per claim code can be limited.

Figure 4 shows the steps used to add a device to a device group using a claim code.
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Figure 4. Claim code flow

1. Create a device group on the EdgeLock 2GO server.
2. Generate a claim code for this device group.
3. Load the claim code into the devices before deploying to the field.
4. The device sends its UUID and the claim code to the EdgeLock 2GO server.
5. EdgeLock 2GO server validates the claim code and assigns the device to the corresponding device group.

3.2.3  Why use Provisioning via Cloud flow?

Below lists some reasons to use the Provisioning via Cloud flow:

• In-field key management is required.
• Want to use claim codes instead of UUIDs.
• Need to monitor the provisioning state of each device. This can be seen in the EdgeLock 2GO server when

Provisioning via Cloud is used.

Keep in mind that the Provisioning via Cloud flow can be combined with other flows as needed. For example,
the Provisioning via Proxy flow could be used for initial provisioning.

3.3  Provisioning with Programming Partners flow
Our programming partners offer secure provisioning services based on the EdgeLock 2GO service for various
devices including MCU and MPU products. Check the EdgeLock 2GO programming partners for the complete
list of programming partners supporting EdgeLock 2GO provisioning.
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The Provisioning with Programming Partners flow is used for pre-provisioning of devices before they are
shipped to manufacturing. The flow supports provisioning of device internal secure objects which are stored in
fuses and/or flash implicit-protected flash region (IFR):

• OEM firmware authentication key hash (ROTKH/SRKH)
• OEM firmware decryption key (CUST_MK_SK/OTFAD keys)
• General configuration of the device using fuse/IFR (secure boot settings, device configuration, and so on)
• Advancement of device life cycle state

For MCUs with internal flash, Provisioning with Programming Partners can also support provisioning of
the application image and external secure objects which are rewrapped and stored in flash for use by the
application. External secure objects include any secure objects that are not stored in the fuses or flash IFR.
Typically, these are keys which have an application usage, but are not used by the device ROM. Examples of
external secure objects are:

• Certificates and key pairs used for cloud on-boarding including intermediate certificates if needed
• Matter certificates and key pairs
• Data encryption/decryption key

3.3.1  Provisioning with Programming Partners flow steps

Figure 5 shows the steps used in the Provisioning with Programming Partners flow.

PROGRAMMING PARTNER PROGRAMMING CENTER

OEM

MANUFACTURER
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4
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Figure 5. Provisioning with Programming Partners flow

1. OEM configures secure objects in their account via the EdgeLock 2GO portal or API and grants provisioning
rights to the programming partner.

2. OEM orders parts and programming services from one of the NXP programming partners.
3. The programming center provisions devices as configured by the EdgeLock 2GO account of the OEM.
4. The programming center ships provisioned parts to the manufacturing site.

3.3.2  Why use Provisioning with Programming Partners flow?

Some of the reasons to use the Provisioning with Programming Partners flow are listed below:
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• Manufacturing time is reduced by using pre-provisioned/pre-programmed devices.
• Limited network connectivity available at manufacturer.

Keep in mind that the Provisioning with Programming Partners flow can be combined with other flows as
needed. For example, the Provisioning via Cloud flow is used by the application for in-field management after a
programming center does initial provisioning.

4   Summary

Table 1 provides a summary of all the EdgeLock 2GO flows supported for MCU and MPU devices and lists the
features available for each flow.

Feature Provisioning via Proxy
flow

Provisioning via Cloud
flow

Provisioning with
Programming Partners
flow

Internal object provisioning (device
keys, configuration, and life cycle)

✔ 🗶 ✔

External object provisioning
(application keys and certificates)

✔ ✔ ✔ [1]

Over-production control ✔ ✔ ✔

Supports claim codes 🗶 ✔ 🗶

In-the-field key management 🗶 ✔ 🗶

Device unique certificate generation ✔ ✔ ✔

Counterfeit chip detection ✔ ✔ ✔

Application provisioning 🗶 🗶 ✔ [1]

Table 1. EdgeLock 2GO Feature Summary

[1] Only supported for devices with on-chip flash.

5   Resources

• EdgeLock 2GO landing page – Overview of service, supported products, documentation, and design
resources

• EdgeLock 2GO Access Request – Form to request access to EdgeLock 2GO service platform for evaluation
• EdgeLock 2GO documentation – Developer guides and application notes hosted on the EdgeLock 2GO

server. Requires EdgeLock 2GO service platform access (see access request form above).

6   Revision history

Table 2 summarizes the revisions to this document.

Document ID Release date Description

AN14544 v1.1 27 March 2025 Update all images

AN14544 v1.0 22 January 2025 Initial public release

Table 2. Revision history
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