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This document introduces features and hints for application development on the ICODE 3 and
ICODE 3 TagTamper.
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1 Introduction

The application note describes a few features of the ICODE 3 and ICODE 3 TagTamper (ICODE 3 TT) products.
The document is a complement to ICODE 3 (TagTamper) data sheet [1].

1.1 Purpose and scope
The application note is addressed to developers of applications based on ICODE 3 and ICODE 3 TagTamper
(ICODE 3 TT) products.

The document is focused on the security mechanisms used to protect the data stored in ICODE 3 and ICODE 3
TagTamper.

Note: For more details on ICODE 3 and ICODE 3 TT, refer to [1] and [3].

1.2 Disclaimer

ICODE 3 and ICODES3 TT are not security certified products. Terms like locking, read-only, fraud protection,
or security do not guarantee protection against any attack to circumvent a feature. Depending on the value of
the assets that need protection, consider using Common Criteria certified products. For example, consider the
security features that demonstrate some resistance to specific attacks during certification.
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2 ASCII mirroring

With ASCII mirroring, information in ASCII code is reflected over the physical memory of the IC. The ICODE 3
and ICODE 3 TagTamper (ICODE 3 TT) use ASCII mirroring on the following:

* 8 bytes UID

* 8 bytes UID + 3 bytes counter

» 8 bytes UID + 3 bytes counter + 4 bytes TagTamper message (ICODE 3 TT only)

» 8 bytes UID + 3 bytes counter + 4 bytes TagTamper message + 1 byte current TagTamper status (ICODE 3 TT
only)

If the mirrored information is a combination (for example UID + counter), the "x" character (78h ASCII code, 1-
byte length) is added as separator between the items.

Note: In ASCII format, the byte length of the combinations doubles, excluding separators.

The ICODE 3/ICODE 3 TT responds to a READ or FAST READ command to the involved user memory pages
with the virtual content in ASCII code including:

* The UID,
* The NFC counter value,
* The TagTamper message (ICODE 3 TT only).

Figure 1 shows the example of ICODE 3 configured to mirror its UID + Counter to the end of the URL https://
www.nxp.com/?

* NFC_MIRROR_SEL bits are set to 010b.

* NFC_MIRROR_BLK defines the first block within the user memory where the NFC mirror starts. In the
example, NFC mirror starts at block number 5.

* NFC_MIRROR_BYTE defines the byte within the defined block in NFC_MIRROR_BLK where the mirror
starts. In this example, the byte is 0.

Note: The ASCII code is part of NDEF message record. The size or length of the NDEF message and NDEF
record must be defined so the URL including the mirrors is accounted for. For example:

Protocol field (1 byte) + nxp.com/? (9 bytes) + UID (16 bytes) + separation (1 byte) + counter (6 bytes) = 33
bytes (0x21)
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Block
Byte 0 Byte 1 Byte 2 Byte 3 ASCII
00 E1l 40 20 00 a@
01 03 25 D1 01 $N
02 21 55 02 6E Uln
03 78 70 2E 63 Xp.c
04 6F 6D 2F 3F om/?
05 45 30 30 34 E004
06 30 31 32 30 0120
07 30 30 33 35 0035
Capability container
08 42 39 46 32 B9F2
NDEF message header
09 78 30 30 30 x000 NDEF record
UID mirror
0A 30 31 35 FE 0015p
Separator
Counter mirror
Figure 1. UID + Counter ASCII mirror
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3 TagTamper feature

The ICODE 3 TagTamper (ICODE 3 TT) can detect and store the opening event of a connected TagTamper
loop. The TagTamper detection can be enabled or disabled by setting the "OTP_TT_EN" bit accordingly. The
ICODE 3 TT supports two TagTamper statuses:

* Actual status: the state of the TagTamper loop at the given moment.
» Stored status: the state permanently stored at the first detection of the opened TagTamper loop.

The TT_SHOW_STATUS byte is used to configure how the ICODE 3 TT responds to a READ TT command,
and the behavior of the NFC mirror feature.

If the ICODE 3 TT is configured to store the first detection of an opened TagTamper loop (stored status of
TagTamper), you can program a 4-byte customizable open message TT_OPEN_MSG. The TT_OPEN_MSG
can be mirrored if ASCII mirroring is enabled.

Note: To avoid fraud, use an encrypted message which is not predictable. For example, use an AES_ CMAC
calculated string including the unique identifier (UID) of the tag, and a constant. Next, use defined bytes from
AES CMAC calculated string. For more details and examples, refer to [2].
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4 Counter

ICODE 3 and ICODE 3 TT support the 24-bit counter feature.

Two counter modes are available: NFC counter and command-based counter. The COUNTER MODE bit is
used to set the mode in the configuration memory. For more details, refer to [1].

If the counter mode is set to command-based, the WRITE SINGLE BLOCK command to block 75 is used to
increment the counter. The counter can be incremented by values of one to OxFF. Here is how:

* If password protection is enabled, send the SET PASSWORD command with the read password before
issuing the WRITE SINGLE BLOCK command.

» Set the PROT byte in block 75 to 0x80.

* To increment the counter by one, use WRITE SINGLE BLOCK command to block 75 with a value of 0x01.

* To increment the counter by a value in the range of one to OxFF, use the WRITE SINGLE BLOCK command
with a value in the range of 0x01 to OxFF.

If the counter mode is set to NFC counter (COUNTER MODE bit set to one), the ICODE 3 and ICODE 3 TT
automatically increase the counter when tapped, for more information refer to [1]

The ICODE 3 and ICODE 3 TT also support mirroring of the current counter value. Refer to Section 2 and [1].
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Definitions

Draft — A draft status on a document indicates that the content is still
under internal review and subject to formal approval, which may result
in modifications or additions. NXP Semiconductors does not give any
representations or warranties as to the accuracy or completeness of
information included in a draft version of a document and shall have no
liability for the consequences of use of such information.

Disclaimers

Limited warranty and liability — Information in this document is believed
to be accurate and reliable. However, NXP Semiconductors does not give
any representations or warranties, expressed or implied, as to the accuracy
or completeness of such information and shall have no liability for the
consequences of use of such information. NXP Semiconductors takes no
responsibility for the content in this document if provided by an information
source outside of NXP Semiconductors.

In no event shall NXP Semiconductors be liable for any indirect, incidental,
punitive, special or consequential damages (including - without limitation -
lost profits, lost savings, business interruption, costs related to the removal
or replacement of any products or rework charges) whether or not such
damages are based on tort (including negligence), warranty, breach of
contract or any other legal theory.

Notwithstanding any damages that customer might incur for any reason
whatsoever, NXP Semiconductors’ aggregate and cumulative liability
towards customer for the products described herein shall be limited in
accordance with the Terms and conditions of commercial sale of NXP
Semiconductors.

Right to make changes — NXP Semiconductors reserves the right to

make changes to information published in this document, including without
limitation specifications and product descriptions, at any time and without
notice. This document supersedes and replaces all information supplied prior
to the publication hereof.

Suitability for use — NXP Semiconductors products are not designed,
authorized or warranted to be suitable for use in life support, life-critical or
safety-critical systems or equipment, nor in applications where failure or
malfunction of an NXP Semiconductors product can reasonably be expected
to result in personal injury, death or severe property or environmental
damage. NXP Semiconductors and its suppliers accept no liability for
inclusion and/or use of NXP Semiconductors products in such equipment or
applications and therefore such inclusion and/or use is at the customer’s own
risk.

Applications — Applications that are described herein for any of these
products are for illustrative purposes only. NXP Semiconductors makes no
representation or warranty that such applications will be suitable for the
specified use without further testing or modification.

Customers are responsible for the design and operation of their
applications and products using NXP Semiconductors products, and NXP
Semiconductors accepts no liability for any assistance with applications or
customer product design. It is customer’s sole responsibility to determine
whether the NXP Semiconductors product is suitable and fit for the
customer’s applications and products planned, as well as for the planned
application and use of customer’s third party customer(s). Customers should
provide appropriate design and operating safeguards to minimize the risks
associated with their applications and products.

NXP Semiconductors does not accept any liability related to any default,
damage, costs or problem which is based on any weakness or default

in the customer’s applications or products, or the application or use by
customer’s third party customer(s). Customer is responsible for doing all
necessary testing for the customer’s applications and products using NXP
Semiconductors products in order to avoid a default of the applications
and the products or of the application or use by customer’s third party
customer(s). NXP does not accept any liability in this respect.
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Terms and conditions of commercial sale — NXP Semiconductors
products are sold subject to the general terms and conditions of commercial
sale, as published at https://www.nxp.com/profile/terms, unless otherwise
agreed in a valid written individual agreement. In case an individual
agreement is concluded only the terms and conditions of the respective
agreement shall apply. NXP Semiconductors hereby expressly objects to
applying the customer’s general terms and conditions with regard to the
purchase of NXP Semiconductors products by customer.

Export control — This document as well as the item(s) described herein
may be subject to export control regulations. Export might require a prior
authorization from competent authorities.

Suitability for use in non-automotive qualified products — Unless

this document expressly states that this specific NXP Semiconductors
product is automotive qualified, the product is not suitable for automotive
use. It is neither qualified nor tested in accordance with automotive testing
or application requirements. NXP Semiconductors accepts no liability for
inclusion and/or use of non-automotive qualified products in automotive
equipment or applications.

In the event that customer uses the product for design-in and use in
automotive applications to automotive specifications and standards,
customer (a) shall use the product without NXP Semiconductors’ warranty
of the product for such automotive applications, use and specifications, and
(b) whenever customer uses the product for automotive applications beyond
NXP Semiconductors’ specifications such use shall be solely at customer’s
own risk, and (c) customer fully indemnifies NXP Semiconductors for any
liability, damages or failed product claims resulting from customer design and
use of the product for automotive applications beyond NXP Semiconductors’
standard warranty and NXP Semiconductors’ product specifications.

Translations — A non-English (translated) version of a document, including
the legal information in that document, is for reference only. The English
version shall prevail in case of any discrepancy between the translated and
English versions.

Security — Customer understands that all NXP products may be subject to
unidentified vulnerabilities or may support established security standards or
specifications with known limitations. Customer is responsible for the design
and operation of its applications and products throughout their lifecycles

to reduce the effect of these vulnerabilities on customer’s applications

and products. Customer’s responsibility also extends to other open and/or
proprietary technologies supported by NXP products for use in customer’s
applications. NXP accepts no liability for any vulnerability. Customer should
regularly check security updates from NXP and follow up appropriately.
Customer shall select products with security features that best meet rules,
regulations, and standards of the intended application and make the
ultimate design decisions regarding its products and is solely responsible
for compliance with all legal, regulatory, and security related requirements
concerning its products, regardless of any information or support that may be
provided by NXP.

NXP has a Product Security Incident Response Team (PSIRT) (reachable
at PSIRT@nxp.com) that manages the investigation, reporting, and solution
release to security vulnerabilities of NXP products.

NXP B.V. — NXP B.V. is not an operating company and it does not distribute
or sell products.

Trademarks

Notice: All referenced brands, product names, service names, and
trademarks are the property of their respective owners.

NXP — wordmark and logo are trademarks of NXP B.V.
ICODE and I-CODE — are trademarks of NXP B.V.
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