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1 How to use this document

AN12398

The Plug & Trust middleware package is delivered with the CMake files that include

the set of directives and instructions describing the project's source files and targets.
The CMake architecture allows developers to build files for their platform and native
build environment and run exactly the same project example on PC/Windows/Linux and
embedded targets.

This document provides detailed instructions to run Visual Studio examples provided in
the Plug & Trust middleware using FRDM-K64F and OM-SE05xARD boards. The main
body of this document should be used in this sequence:

1. Order board samples. Section 2 contains the ordering details of the boards required in

this document

2. Setup your boards. Section 3 describes how to setup the OM-SE05xARD and FRDM-
K64F boards.

3. Run project examples. Go to Section 4 for instructions to import and run EdgelLock
SEO05x Visual Studio project examples.

Supplementary material has been provided in the appendices.

All information provided in this document is subject to legal disclaimers. © NXP B.V. 2022. All rights reserved.
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2 Hardware required

AN12398

The EdgelLock SE05x works as an auxiliary security device attached to a host controller,
communicating with through an I12C interface. To follow the instructions provided in this
document, you need an EdgelLock SE05x development board and a FRDM-K64F MCU
board, acting as a host controller.

EdgeLock SE05x development boards ordering details

The EdgelLock SE05x and EdgeLock A5000 product support packages are providing
development boards for evaluating EdgeLock SE05x and EdgeLock A5000 features.
Select the development board of the product you want to evaluate. Table 1 details the
ordering details of the EdgeLock SE05x and EdgelLock A5000 development boards.

Table 1. EdgeLock SE05x development boards.

Part number 12NC Description Picture
OM-SEO050ARD-E 9354 332 66598 SEO50E Arduino®
compatible

development kit

OM-SEQ050ARD-F 9354 357 63598 SEO050 Arduino®
compatible
development kit

OM-SEO050ARD 9353 832 82598 SEO050F Arduino®
compatible

development kit

OM-SE051ARD

9353 991 87598

SE051 Arduino®
compatible
development kit

OM-A5000ARD

9354 243 19598

A5000 Arduino®
compatible
development kit

Note: The pictures in this guide will show SEQ50E, but all boards in Table 1 can be used
as well with the same hardware configuration.

FRDM-K64F MCU board ordering details
Table 2 details the ordering details for the FRDM-K64F board.

All information provided in this document is subject to legal disclaimers. © NXP B.V. 2022. All rights reserved.
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Table 2. FRDM-K64F details

Part number

12NC

Content

Picture

FRDM-K64F

935326293598

Freedom development
platform for Kinetis
K64, K63 and K24
MCUs

All information provided in this document is subject to legal disclaimers.
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3 Boards setup

This section explains how to prepare the OM-SE05xARD boards and FRDM-K64F board
to run the Plug & Trust middleware project examples. This consists of:

1. OM-SE05xARD jumper configuration.
2. OM-SE05xARD and FRDM-K64F board connection.

Note: If your FRDM-K64F board does not already contain the DAPLink firmware, you
need to update the FRDM-K64F board as described in Section 10.

3.1 OM-SE05xARD jumper configuration

The OM-SEO05xARD boards have jumpers that allow you to configure the I°C interface of
EdgelLock SE05x secure elements via the Arduino header. Configure the jumper settings
as shown in Figure 1 to enable this option.

Note: For more information about the jumper settings, refer to AN13539 OM-SE05xARD
hardware overview.
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Figure 1. Jumper configuration for FRDM-K64F

3.2 OM-SE05xARD and FRDM-K64F board connection

The OM-SEO05xARD boards and FRDM-K64F board can be directly connected using the
Arduino connectors. The OM-SE05xARD boards come with male connectors while the
FRDM-K64F board comes with female headers.

Mount any OM-SE05xARD board on top of the FRDM-K64F as shown in Figure 2:

AN12398 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2022. All rights reserved.
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OM-SEO50ARD board FRDM-K64F board

Arduino
connectors

Arduino
connectors

Figure 2. Arduino connectors of OM-SE05xARD and FRDM-K64F boards

Double check that the two boards are connected as shown in Figure 3:
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Figure 3. OM-SE05xARD mounted in FRDM-K64F board

Note: Refer to Figure 1 for OM-SEO05xARD jumper configuration.

Flash FRDM-K64F with VCOM software

The VCOM software allows the FRDM-K64F board to be used as a bridge between the
Windows machine and the EdgelLock SE05x and enables the execution of the EdgelLock
SE05x ssscli tool and other utilities from the laptop. To flash the VCOM software into
the FRDM-K64F, follow these steps:
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1. Unplug and plug again the USB cable to the openSDA USB port as shown in Figure 4:

[ ]e~

° Unplug
-3

OpenSDA port &3

Figure 4. Unplug and plug OpenSDA port

2. When you plug the board, your laptop should recognize the board as an external drive

as shown in Figure 5:
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Figure 5. FRDM-K64F drive
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3. Flash the VCOM software to FRDM-K64F. The VCOM software binary can be found

in the Plug & Trust middleware package, inside the simw-top\binaries folder as
shown in Figure 6:

[ D < | sebix

Home Share View
! / =, item ~ T -
% .J &4 cut % B x iﬁ 3 New item \il [#]Open = FH setectan
d Edit

w-l Copy path ] Easy access ~ Select none
Pinto Quick Copy Paste Move Copy Delete Rename New Properties

access 2] Paste shortcut tor  to-w v folder

Clipboard Organize New Open Select

£ History DD Invert selection

« = ~ 4 » ThisPC » Local Disk (C) » seD3x_mw > simw-top » binaries » MCU » sel3x

~

# Quick access Mame Date modified Type Size
[ seb5x_ccid-T1012C_GP1_0-frdmk64f.bin 5/ BIN File 4TKB
[ Desktop . - -
. | | seb5x_ccid-Tlol2C-frdmkB4f.bin 5/ BIN File 47 KB
@ OneDiive - Personal [ sebSx_veom-T1ol2C_GP1_0-evkmimxrt1060.bin 5/ BIN File 47K
& Gerhard Schalk [ se0Sx_veom-Tlol2C_GP1_0-frdmk4f,bin 5/ BIN File 31KB
8 This PC ] se05x_veom-T1ol2C-evkmirm:rt1060.bin BIN File 4TKB
) 3D Objects | -'\ se05x_vcom-T1ol2C-evkmimsxt1170.bin 5/ BIN File SOKB
I Desktop | seiSx_vcom-Tlol2C-frdmk64tbin | 57 BIN File 31KB
Iﬂ Documents \J sel5x_veom-T1ol2C-Ipcxpresso553s69.bin 5/ BIN File I3 KB
| ] se050_GetInfo-T1ol2C-evkmimxrt1060.bin 5/ BIM File 54 KB

‘ Downloads .

. | | se050_Getinfo-T1ol2C-frdmk64f.bin 5 BIN File 40 KB
B Music [ se051_Getinfo-T1012C_GP1_D-evkmimxrt1060.bin 5/ BIN File 54 KB
= Pictures [} se051_Getinfo-T1o12C_GP1_D-frdmkb4f.bin BIN File A0 KB
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Figure 6. VCOM binary folder

4. Drag and drop or copy and paste the a7x _vcom-TloI2C-frdmk64f-SE050x.bin

file into the FRDM-K64F drive from your computer file explorer as shown in Figure 7:
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& Onelepvez:Fessonal Trashes 12/14/2012 1:44 PM TRASHES File 0KB
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Figure 7. Drag and drop VCOM binary

5. The serial and VCOM ports should be recognized by your Device Manager. To check

that the ports are recognized, follow the steps indicated in Figure 8:
a. Unplug the USB cable from the OpenSDA USB port.
b. Plug the USB cable to the OpenSDA USB port.

c. Check that the serial port is recognized in the category Ports (COM & LTP). In
this document, it is recognized as USB Serial Device (COM7) but this naming
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might change depending on your computer. Therefore, it is important that you
identify which device is recognized at the moment you plug the SDA USB port to
the computer.

Plug the USB cable to the K64F USB port.

Check that the VCOM port is recognized in the category Ports (COM & LTP).

In this document, it is recognized as Virtual Com Port (COMS) but this naming
might change depending on your computer (e.g. It could also appear named as
USB Serial Device). Therefore, it is important that you identify which device is
recognized at the moment you plug the K64F USB port to the computer.
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§# Human Interface Devices
&7 Jungo Connectivity
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Figure 8. Check VCOM and serial ports
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4 Run Plug & Trust middleware Visual Studio project examples

41

4.2

This section explains how to run Plug & Trust middleware Visual Studio project examples
using the CMake-based build system.

Prerequisites

The following tools are required to run the Plug & Trust middleware Visual Studio
projects:

1.

Install Visual Studio = 2017 version, or higher, in your laptop. For reference, Section 7
illustrates how Visual Studio 2022 version can be installed, but the same procedure
can be applied for more recent versions.

Install CMake. For reference, Section 8 illustrates the detailed installation instructions.
Install Python Python = 3.7.x and < 3.9.x 32-bit version, in your laptop. For reference,

Section 9 illustrates how Python 3.7.x 32-bit version can be installed, but the same

procedure can be applied for more recent versions.

Download Plug & Trust middleware

Follow these steps to download the Plug & Trust middleware in your local machine:

1. Download Plug & Trust middleware from the NXP website.
2. Create a folder called se05x_mw in C: directory as shown in Figure 9:
il M 9 = | Lokaler Datentrager (C — O
Start Freigeben Ansicht o
1‘] _I & « Verschieben nach ~ X Laschen ~ ?;Iv \i-l nT H
W £
An Schnellzugriff Kopieren Einfigen [ Kopieren nach ~ =0 Umbenennen  Meuer Eigenschaften Auswihlen
anheften =l COrdner < ) -
Zwischenablage Organisieren Meu Offnen
<« v 4 ‘& » DieserPC » Lokaler Datentrager (C:) R J) O Lokaler Datentrager (C:] dur...
# Schnellzugriff MName Anderungsdaturm Typ Grafe
> I Desktop SWinREAgent Dateiordner
Benutzer Dateiordner
DevTools Dateiordner
Intel Dateiordner
noBackup Dateiordner
OneDriveTemp Dateiordner
PEMicro Dateiordner
Perflogs Dateiordner
ProgramData Dateiordner
Programme Dateiordner
Programme (x86) Dateiordner
Windows Dateiordner
work Dateiordner
14Elemente 1 Element ausgewahlt =
Figure 9. Create se05x_mw folder
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3. Unzip the Plug & Trust middleware inside the se05x_mw folder. After unzipping, you
will see a folder called simw-top created. The contents of the simw-top directory
should look as shown in Figure 10:

=

An Schnellzugriff Kopieren Einfigen &

<

D 5| sim

Start Freigeben Ansicht

/f I—] 5 Verschieben nach X Laschen - EI_';_EI
" £,

MNeuer
COrdner

Kopieren nach Umbenennen

anheften
Meu

Zwischenablage Organisieren

v 4 “«“ LokalerDatentrﬁgeI(C:) » sel5x_mw » simw-topl -

~

MName Anderungsdaturm

3 Schnellzugriff
[ Desktop al.(m .
binaries
demos
doc
ext
hostlib
nxp_iot_agent
projects
pycli
scripts
semslite
555
tools
@ AM13030_Plug_Trust_MW_Documentatio...
B Android.mk
Bl CleanSpec.mk
5] cMakeLists.txt
|:| git_commit_info.txt
@ LA_OPT_MXP_Software_License.pdf
[E| README First.tet
5| schixt
|:| version_info.bet

22 Elemente

Eigenschaften

o

v

Offnen

=]

Auswahlen

simw-top durchsuchen

Typ

Dateiordner
Dateiordner
Dateiordner
Dateiordner
Dateiordner
Dateiordner
Dateiordner
Dateiordner
Dateiordner
Dateiordner
Dateiordner
Dateiordner

Dateiordner

Microsoft Edge P...

Makefile
Makefile

Textdokument
Textdokument
Microsoft Edge P...
Textdokument
Textdokument

Textdokurnent

Grafe

10365 KB
6 KB
1KB
4KEB
1KB

208 KB
1KB
TKB
TKB

Figure 10. Unzip se050 middleware

Note: It is recommended to keep se05x mw with the shortest path possible and
without spaces in it. This avoids some issues that could appear when building the
middleware if the path contains spaces.

4.3

Build Plug & Trust middleware project examples

The Plug & Trust middleware uses CMake for building the project examples into your
local machine. To build Plug & Trust middleware, open a Command Prompt and use the
following steps as shown in Figure 12:

1. Go to folder with the unzipped SE050 middleware:
(1) Send >> cd C:\se05x mw\simw-top\scripts

AN12398
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2. Define the environment:

(2) Send >> env_setup.bat

BE C:\Windows\System32\emd.exe - a X

Microsoft Windows [Version 10.0.19044.1706]
(¢) Microsoft Corporation.

All rights reserved.

C:\se@5x_mw\simw-top\scripts>env_setup.bat

!l WARNING !! MCUXPresso was not found.

!l WARNING !! You may have to update env setup.bat to compile for Kinties/LPC/iMXRT controllers.
Il WARNING!! Visual Studio not found/autodetected.

! WARNING!! You may have to update env_setup.bat to compile for Visual Studio.

# INFO: Using Python from 'C:\Users\gm+#m\AppData\lLocal\Programs\Python\Python39-32"

# INFO: Using CMake from '"C:\Program Files\CMake\bin"'

C:\se@5x_mw\simw-top\scripts>_

Figure 11. Generate Plug & Trust middleware define the environment

Depending on your PC installation you may need to update the application file
locations within the env_setup.bat file.

Generate the Plug & Trust middleware project examples:

(3) Send >> python create cmake projects.py

Note: This command may take a few seconds to complete.

p\scripts>python creat

\Program Files\
Preprocessing C:\se
Generating Code for B ERENa

Could not find
INFO: __main__
__main__

ake_projects.py

Assuming 'cmake.exe' is in path and running.
p/ pen62541/tools/schema/Opc.Ua.NodeSet2. Minimal. xml
open5’541

__:NodeSet generation code successfully printed

444 Connect to Secure Element from PC
#cmake -DPTMW_Applet=SE@5X_C -DPTMW_Host=
- Building for: Visual Studio 17 2022
- Selecting ows SDK version 10.0.19641.9 to target Windows 10.9.19044.
The C compiler if
- The CXX compiler identification is MSVC 1
Detecting C compiler ABI info
- Detecting C compiler ABI info -
Check for working C compiler: C:/
- Detecting C compile features
- Detecting C compile features - done
- Detecting CXX compiler ABI info
Detecting CXX compiler ABI info -
Check for working CXX compiler: C:
- Detecting CXX compile features
- Detecting CXX compile features
PE: Debug
_CXX_COMPILER
_SYSTEM_NAME
- None
Configuring done
Generating done
- Build files have been written to: C:/

Windows -DPTMW_HostCrypto=MBEDTLS -DCMAKE_BUILD_TYPE=Debug -A Win3

done

Program Files/Microsoft Visual Studio/2022/Community/VC/Tools/MSVC/14. 31326/bin/Hostx64/x86/cl.exe - skipped

done

/Program Files/Microsoft Visual Studio/2022/Community/VC/Tools/MSVC/14 31326/bin/Hostx64/x86/cl.exe - skipped

- done

se@5x_mw/simu-top_build/se_x86

e@5x_mw\simw-top\scripts>

Figure 12. Generate Plug & Trust middleware project examples
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4. Your project directory should now contain two folders: a (1) simw-top folder and a (2)
simw-top_ build folder as shown in Figure 13:

| MM 97'.‘:'15;"

Home Share Wiew

# =N d o Cut -f_ x i-—El % Mew item * \_/] T Open + E Select all
=] w.! Copy path « -ﬂEasyaccess' Edit | Select none
Pinto Quick Copy Paste Move Copy Delete Rename New Properties
access |7] Paste shortcut to~ to- - folder - £ History n‘;‘lnvertse\ection
Clipboard Organize Mew Open Select

«~ 3> v 4 s ThisPC » Local Disk (T » se05%c_mw

~

dnisanass MName Date modified Type Size
[ Desktop g simw-top 5/12/2022 4:34 PM File folder
& Downloads P simw-top_build 5/19/2022 2:02 PM File folder

[E Racimeante

Figure 13. SE050 middleware project structure

4.4 Execute EdgelLock SE05x Visual Studio project examples

This section explains how to run the Plug & Trust middleware project example called
se05x minimal. The se05x minimal project outputs the memory left in EdgelLock
SEO05x security IC.

Note: The execution of the se05x minimal project is shown as an example. The steps
detailed in this section can be replicated to run any other project example included as
part of the Plug & Trust middleware.

To execute the se05x minimal test example, follow these steps:

1. Connect the FRDM-K64F board to your laptop as shown in Figure 14. Check that your
Windows Device Manager recognizes FRDM-K64F board as shown in Figure 8. Refer
to Figure 1 for OM-SE05xARD jumper configuration.

FRDM-K64F OM-SEOSOARD-E

m‘.OQQOOI
A XX EEKX ]

r

Figure 14. Plug OpenSDA and USB FRDM-K64F ports.
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2. Open the CMake configuration menu as shown in Figure 15 and ensure that all the

flags are set properly for your use case.

a. Open a command prompt and go to the directory where the Plug & Trust
middleware is built.
Send: cd C\se05x mw\simw-top build\se x86

b. Open the cmake configuration interface.
Send: cmake-gui

B C\Windows\System32\cmd.exe — O *

C:\se@5x_mw\simw-top_build\se_x86>cmake-gui .

Figure 15. Open the CMake configuration interface

This step allows the user to customize the compiation options. The default build
configuration of the EdgelLock SE05x Plug & Trust middleware = v04.02.0x
generates code for the OM-SEO50ARD-E development board. You need to adapt
the CMake settings in case you are using a different EdgeLock secure element
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development board or a different secure element product IC. The settings are
described in Section 5. The default SEO50E settings are shown in Figure 16.

In this example we use plain communication. Plain communication for the example
execution is enabled by selecting the following options:

* Select None for the CMake option PTMW_SE05X Auth.
* Select None for the CMake option PTMW _SCP.
How to enable Platform SCP is described in How to enable Platform SCP.

A CMake 3.23.1 - C:/'seD5x_mw/simw-top_build/se_x86

o x
File Tools Options Help
Where is the source code:  |C1/se05x_muw/simw-top | |rowse source...|
Preset: | <custom> ~|
Where to buld the binaries: | C:/se05x_mm/simw-top_buid/se_x86 ~| | Bronse suid... |
Search: | O6rouped []Advanced |d addEntry | RemoveEnay [Environment...|
Name Value

Press Configure to update and display new values in red, then press Generate to generate selected build files.

| configwe | | Generate | OpenProject| Current Generator: Visual Studio 17 2022

Figure 16. Review CMake configuration

If you have edited any of the parameters in the menu, before exiting press the buttons
Configure and Generate to apply the changes.

For more information about the CMake options please refer the CMake section

of Plug & Trust middleware documentation: simw-top/doc/scripts/

cmake options.html
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PlugAndTrustMW.sIn Visual Studio project solution as shown in Figure 17:

3. Gotothe C:\se05x mw\simw-top build\se x86 directory. Double click the

9 < | se xBf

Home Share View

r oy Cut
ol B

Pinto Quick Copy Paste

Copy path

access ﬂ Paste shortcut to P

Clipboard

€ > v

~ 3 Quick access
B Desktop
# Downloads
& Documents

Pictures

Carnera Roll
Pictures

5162022
VisualStudio_2022

~ [ Desktop

@ OneDrive - Personal
& Gerhard Schalk

[ This PC

v

T Libraries

d Metwork

[E2] Control Panel

lal Recycle Bin
A_SIB_TEST
Azure loT Explorer
VisualStudio_2022

% o3 % N

- X =]

Move Copy Delete Rename

Organize

Name S
e
CMakeFiles
demos
ext
hostlib
nxp_iot_agent
semslite
558
_cmake_build bat
B _cmake_createnew.bat
_cmake_editcache.bat
_cmake_here.bat
[l ALL_BUILD.vexproj
1 ALL_BUILD.vcxproj filters
D cmake_install.cmake
|a—_| cmake_options.mak
u cmake_options_installed.cmake
D CMakeCache.tet
fsl_sss_fir.h
[l INSTALL.vexproj
B INSTALL.vexproj filters

# ThisPC » Local Disk (C:) » se03x_mw » simw-top_build » se x86

| 58 PlugAndTrustM.sin

] ZERO_CHECK vexproj
1 ZERO_CHECK vexproj filters

Figure 17. Open PlugAndTrustMW.sin Visual Studio project solution

%New item * i¢4 Open BaSelect all
ﬂ Easy access v Edit 1o Select none
Properties
- 7 History DD Invert selection
Mew Open Select
Date modified Type Size
/2022 2:02 PM File folder
5/19/2022 2:07 PM File folder
/2022 2:07 PM File folder
9/2022 2:07 PM File folder
19/2022 2:07 PM File folder
File folder
File folder
5/19/2022 2:07 PM File folder
Windows Batch File 1KB
Windows Batch File 1KB
Windows Batch File 1KB
ndows Batch File 1KB
/2022 2:07 PM VC++ Project 32 KB
VC++ Project Filte... 1KB
CMAKE File 3IKB
Makefile 13 KB
CMAKE File 11 KB
Text Document 35KB
C/C++ Header 20KB
VC++ Project 10 KB
VC++ Project Filte... 1KE
Visual Studio Solu... ke |
VC++ Project 51 KB
VC++ Project Filte... 1KB
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4. The Visual Studio IDE will open with the Plug & Trust middleware project examples
included in the workspace as can be seen in Figure 18:

0Q Bl Edt Viw Gt Projet Buld Debug Tet Amlyze Took Estensions Window Help 5] Pugandusw ®

0| B-BBB|9 - - |[os w2 <] > Loca Windows Debugger - D @ - | 88| 51

Figure 18. PlugAndTrustMW.sIn Visual Studio project workspace

5. Change the VCOM port number in the Plug & Trust middleware project. To do so,
follow the instructions shown in Figure 19:
a. Gotothe ex common project and open the ex sss ports.h file inside the
headers directory.
b. Change #define EX_SSS BOOT_ SSS_COMPORT DEFAULT "\\\\.\\COMx"

with the port COM number your laptop assigned to your FRDM-K64F. In this setup,
the COM number is COM9.

O Bl Edt Vew Gt Projet Buld Debug Tet Amlyze Tooks Edtensions Window Help ) P PugAndTustw

-0 B-BEB|D - -|[obs w2 -] B LocatVindows Debusger - b ¢ - | BB

-] (ot Scope)
S#ifndef SSS_EX_INC_EX_SSS_PORTS_H_
#define SSS_EX_INC_EX_SSS_PORTS_H_

a/*

*  Includes
*

* MACROS/Defines

#define EX_SSS_BOOT_SSS_PORT "EX_SSS_BOOT_SSS_PORT"
S#ifdef __linux__
EX 00T_SSS_COMPORT_DEFAULT "/dev/ttyACH®

1
#endif
#define EX_SSS_BOOT_SSS_SOCKET_HOSTNAME_DEFAULT "127.6.0.1"
#idefine EX_SSS_BOOT_SSS_SOCKET_PORTNUNBER_DEFAULT 8050
#define EX_SSS_BOOT_SSS_SOCKET_PORTSZ_DEFAULT "8050"
#define EX_SSS_BOOT_SSS_PCSC_READER_DEFAULT "NXP SE@S0C v03.01.09 0"
S#ifdef ACC R_UNIX_SOCKETS
[ EX 00T_SSS_SOCKETPORT_DEFAULT
Ci#telse
#define EX_SSS_BOOT_SSS_SOCKETPORT_DEFAULT \
EX_SSS_BOOT_SSS_SOCKET_HOSTNAME_DEFAULT \
:" EX_SSS_BOOT_SSS_SOCKET_PORTSZ_DEFAULT
| #endif

B/

* Types/Structure Declarations
N

Figure 19. Change VCOM port number in your solution
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6. Selectthe se05x minimal project from the Solution Explorer window located on the
right-hand side of the Visual Studio IDE. Do right-click on the project and click on Set

as StartUp project as shown in Figure 20:

00 Fle fr Vew Gt Pojet Guld Dbug Tt Ambe ook Exendons Vindow e [or 5] Prgrnamin
@-0 -8B @| - -|[obu | [win2 ~| B Local Windows Debugger + > ¢f - BB | 51 |IRAAR.
BRI -
ErmrT e HETET g
1  =/* Copyright 2019 NXP
2 * SPDX-License-Identifier: Apache-2.0
3 */
4
5 Erifder __cplusplus
6 e {
7 #endi.
8
9 mE#include <ex_sss_boot.h>
10 #include <fsl_sss_se@5x_apis.h>
11 #include <nxLog_App.h>
12 #include <se@5x_APDU.h>
13 #include <se@5x_const.h>
4 #include <se@5x_ecc_curves.h>
15 #include <se05x_ecc_curves_values.h>
16 #include <se05x_tlv.h>
17
18 c#ifdef __cplusplus
19 }
20 #endif
21
22 E#ifndef SIMW_DEMO_ENABLE__DEMO_SEOSX_MINIMAL
23 10 BUIL
24 #endif
25
26 E#if defined(SIMW_DEMO_ENABLE__DEMO_SE@5X_MINIMAL)
27
28 static ex_sss_boot_ctx_t gex_sss_boot_ctx;
29
30 #define EX_SSS_BOOT_PCONTEXT (8gex_sss_boot_ctx)
31 #define EX_SSS_BOOT_DO_ERASE 0
32 #define EX_SSS_BOOT_EXPOSE_ARGC_ARGV @
33
34 #include <ex_sss_main_inc.h>
35
Figure 20. Set se05x minimal as StartUp project

® - o5 x
@ teshae B
By ion porer e
e
1 anaeand codeClamp .
| pejectony .
§ sopetoms
123 New Slution Explrer Vi
;
1 sudoependence .
P .
Tha Clos e, Catoshtex
1@ MonsgeNuGet Packages..
B Sscmsongemed | |
TX o Cuex
0 pase -
Remove oa
Rename n
UnioadProjct
LosdDiectDependenciss
LoadEnire Dependency Tee
Rescn Slation
Dipey Brovsing DtaseErrs
Clsr Brousing DaboseErrs
1 OpeninTeminet
u
S K Properies Atetrter
adate ° 8

7. Right click on the se05x minimal project and build it by clicking the build option as

shown in Figure 21.

00 Fe f Vew Gt Pojt Bul Debog Tt Aube ook Eemions Window Hep [serchc

100 |B-8 - |[otb [z ] b toctWindowsDetusger - b & - | B 5

P Pughndusmw

59 5c05¢ Minimal (Gobel Scope)

® - x
& e B

1 E1/* Copyright 2019 NXP
* SPDX-License-Identifier: Apache-2.0
*/

2
3
4
5  c#ifdef __cplusplus
6 r {
7 #endif

8

9  E#include <ex_sss_boot.h>
10 #include <fsl_sss_se05x_apis.h>

11 #include <nxLog_App.h>

12 #include <se05x_APDU.h>

13 #include <se05x_const.h>

14 #include <se®5x_ecc_curves.h>

15 #include <se05x_ecc_curves_values.h>

16 #include <se@5x_tlv.h>

17

18 E#ifdef __cplusplus

19 }

20 #endif

21

22 E#ifndef SIMW_DEMO_ENABLE__DEMO_SEOSX_MINIMAL

23 d

24 #endif

25

26 E#if defined(SIMW_DEMO_ENABLE__DEMO_SEOSX_MINIMAL)
27

28 static ex_sss_boot_ctx_t gex_sss_boot_ctx;

29

30 #define EX_SSS_BOOT_PCONTEXT (&gex_sss_boot_ctx)
31 #define EX_SSS_BOOT_DO_ERASE ©

32 #define EX_SSS_BOOT_EXPOSE_ARGC_ARGV ©

33

#include <ex_sss_main_inc.h>

Figure 21. Build se05x_minimal project
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8. Click on Local Windows Debugger button in the top menu to run se05x minimal
project as shown in Figure 22. The project will be executed after the project building
process has finished.

<@ B s T 5] ugmarusnn ® - o

A I -] (bl scope)
El/* Copyright 2019 NXP

* SPDX-License-Identifier: Apache-2.0

*/

S#ifdef __cplusplus

9 lude <ex_sss_boot.h>

10 lude <fsl_sss_se05x_apis.h>

11 lude <nxLog_App.h>

12 e <se@5x_APDU.h>

13 se@5x_const.h>

14 e <se@5x_ecc_curves.h>

15 e <se@5x_ecc_curves_values.h>

lude <se@5x_tlv.h>
18 #ifdef __cplusplus
20 #endif

22 E#ifndef SIMW_DEMO_ENABLE__DEMO_SE@5X_MINIMAL

24 #endif

26 #if defined(SIMW_DEMO_ENABLE__DEMO_SE®5X_MINIMAL)

Figure 22. Run se05x_minimal project

9. Ifthe se05x minimal project runs successfully, a Console window will be opened.
The logs in this Console window indicate the available memory in EdgeLock SE05x
security IC (in this case, 592) as can be seen in Figure 23:

B8 Microsoft Visual Studic Debug Console - m} o

COM Port *

Figure 23. Verify that se05x _minimal project is running

10.The same operation can be repeated with any of the other Plug & Trust middleware
project examples.
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5 Product specific CMake build settings

The NXP Plug & Trust middleware supports the SE05x Secure Elements, the A5000
Secure Authenticator, and the legacy A71CH products.

The EdgelLock Plug & Trust middleware is delivered with CMake files that include the
set of directives and instructions describing the project's source files and the build

targets. The CMake files are used to select a dedicated EdgelLock product IC and the
corresponding loT applet or Authenticator application.

The SE050 product identification can be obtained as described in AN12436 chapter 1
Product Information. AN12973 describes the same procedure for the SE051 product

family.

The following tables show the required pTMW CMake options to build a dedicated product

variant. The SSSFTR

footprint for product variants that do not support RSA.

Table 3. CMake Settings for SEO5S0E product variants

SE05X RSA CMake option is used to optimize the memory

Variant OEF |PTMW_ PTMW_ | PTMW_ [PTMW_SEO05X_Auth PTMW_ SSSFTR_
ID Applet FIPS SEO05X_ SCP SEO05X_
Ver RSA
SEO050E Dev. Board A921 |SE050_E None 07_02 |any None disabled
OM-SEO050ARD-E option or
SEO50E2 A921 SCP03
SSS
Table 4. CMake Settings for SE050F product variants
Variant OEF |PTMW_ PTMW_ [PTMW_ |[PTMW_SEO05X_Auth PTMW_ SSSFTR_
ID Applet FIPS SE05X_ SCP SEO05X_
Ver RSA
SEO050F Dev.Board AQ2A |SE05X C SE050 |03 XX |PlatfSCP03 SCPO3 enabled
OM-SE050ARD-F or SSS
SEO050F2 A92A UserID PlatfSCP03
or
AESKey PlatfSCPO03
or
ECKey PlatfsCpr03
Table 5. CMake Settings for SE050 Previous Generation product variants
Variant OEF |PTMW_ PTMW_ | PTMW_ [PTMW_SEO05X_Auth PTMW_ SSSFTR_
ID Applet FIPS SEO05X_ SCP SEO05X_
Ver RSA
SEO050A1 A204 |SE05X A None |03 XX |any None disabled
SEO050A2 A205 option or
SCP0O3_
SSS
SE050B1 A202 |SE05X B None 03_XX |any None enabled
SE050B2 A203 option or
SCP0O3_
SSS

AN12398
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Table 5. CMake Settings for SE050 Previous Generation product variants...continued

UserID PlatfSCP03
or
AESKey PlatfSCP03
or
ECKey PlatfsCPO03

Variant OEF |PTMW_ PTMW_ | PTMW_ |[PTMW_SEO05X_Auth PTMW_ SSSFTR_

ID Applet FIPS |SE05X_ SCP SE05X_
Ver RSA

SE050CA1 A200 |SEO5X C None 03_XX |any None enabled

SE050C2 A201 option or

SE050 Dev Board A1F4 SCP03

OM-SE050ARD 5SS

SEO050F2 A7T7EMsE05X ¢ [sE050 [03 xx |Platfscpo3 SCP03_  |enabled

or SSS

[1]1  All SE050F2 with variant A77E have date code in year 2021. All the SE050F2 with date code in the year 2022 have the variant identifier A92A.

Table 6. CMake Settings for SE051 product variants

Variant

OEF
ID

PTMW_
Applet

PTMW_
FIPS

PTMW_

SEO05X_
Ver

PTMW_SEO05X_Auth

PTMW_
SCP

SSSFTR_
SE05X_
RSA

SEO051A2

A920

SEO5X_A

None

07_02

any
option

None
or

SCPO3
sss

disabled

SE051C2

A8FA

SE05X_C

None

07_02

any
option

None
or

SCPO3
sss

enabled

SE051W2

A739

SE05X_C

None

07_02

any
option

None
or
SCPO3
SSS

or

SCPO3
sss

enabled

SE051A2

A565

SEO5X_A

None

06_00

any
option

None
or

SCPO3
sss

disabled

SE051C2

A564

SE05X_C

None

06_00

any
option

None
or

SCPO3
sss

enabled
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Table 7. CMake Settings for A5000 product variants

Variant OEF |PTMW_ PTMW_ | PTMW_ ([PTMW_SEO05X_Auth PTMW_ SSSFTR_
ID Applet FIPS SE05X_ SCP SE05X_
Ver RSA
OM-A5000ARD A736 |AUTH None 07_02 |any None disabled
A5000 A736 option or
SCPO3_
SSS

AN12398

5.1

Example: SEOS0E CMake build settings

The following images show the configuration for the SE050E development board OM-
SEO5ARD-E.

» Select SE05X_E for the CMake option PTWM Applet.
* Select None for the CMake option PTWM FIPS.

* Select 07_02 for the CMake option PTWM_SE05X Ver.
* Disable the CMake option SSSFTR_SE05X_RSA.

In this example we use plain communication. Plain communication for the example
execution is enabled by selecting the following options:

* Select None for the CMake option PTMW SE05X Auth.
* Select None for the CMake option PTMW_SCP.

How to enable Platform SCP is described in How to enable Platform SCP.
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A CMake 3.23.1 - C/selSx_mw/simw-top_build/se_x86 — m} x

File Tools Options Help

Where is the source code: | C1/seD5x_mw/simiv-top | Browse Source...|

Preset: <custom’> |

Where to buld the binaries: | C:/se05x_mw simw-top_buiid/se_x86 ~| | BrowseBuid... |

Search: | [erouped []Advanced |dh addEntry| | Remove ntry  Environment...|
Name Value

Press Configure to update and display new values in red, then press Generate to generate selected build files,

| configure | | generate | | Openproject | Current Generator: Visual Studio 17 2022

Figure 24. SE050E CMake Settings - Plain communication
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6 Binding EdgeLock SE05x to a host using Platform SCP

AN12398

6.1

Binding is a process to establish a pairing between the loT device host MPU/MCU and
EdgelLock SE05x, so that only the paired MPU/MCU is able to use the services offered
by the corresponding EdgelLock SE05x and vice versa.

A mutually authenticated, encrypted channel will ensure that both parties are indeed
communicating with the intended recipients and that local communication is protected
against local attacks, including man-in-the-middle attacks aimed at intercepting the
communication between the MPU/MCU and the EdgelLock SE05x and physical
tampering attacks aimed at replacing the host MPU/MCU or EdgeLock SE05x .

EdgelLock SE05x natively supports Global Platform Secure Channel Protocol 03 (SCP03)
for this purpose. PlatformSCP uses SCP03 and can be enabled to be mandatory.

This chapter describes the required steps to enable Platform SCP in the middleware for
EdgelLock SEO05x.

The following topics are discussed:

» Section 6.1 Introduction to the Global Platform Secure Channel Protocol 03 (SCP03)
» Section 6.2 How to configure the Platform SCP keys
» Section 6.3 How to enable Platform SCP

Introduction to the Global Platform Secure Channel Protocol 03
(SCP03)

The Secure Channel Protocol SCP03 authenticates and protects locally the bidirectional
communication between host and EdgeLock SE05x against eavesdropping on the
physical 12C interface.

EdgelLock SE05x can be bound to the host by injecting in both the host and EdgelLock
SE05x the same unique SCP03 AES key-set and by enabling the Platform SCP feature
in the Plug & Trust middleware. The AN12662 Binding a host device to Edgel.ock SE05x
describes in detail the concept of secure binding.

SCPO03 is defined in Global Platform Secure Channel Protocol '03' - Amendment D v1.2
specification.

SCPO03 can provide the following three security goals:

* Mutual authentication (MA)
— Mutual authentication is achieved through the process of initiating a Secure Channel
and provides assurance to both the host and the EdgelLock SE05x entity that they
are communicating with an authenticated entity.

* Message Integrity
— The Command- and Response-MAC are generated by applying the CMAC according
NIST SP 800-38B.

¢ Confidentiality
— The message data field is encrypted across the entire data field of the command
message to be transmitted to the EdgeLock SE05x, and across the response
transmitted from the EdgelLock SEQ5x.

The SCPO03 secure channel is set up via the EdgeLock SE05x Java Card OS Manager
using the standard ISO7816-4 secure channel APDUs.
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The establishment of an SCP03 channel requires three static 128-bit AES keys shared
between the two communicating parties: Key-ENC, Key-MAC and Key-DEK. These keys
are stored in the Java Card Secondary Security Domain (SSD) and not in the secure
authenticator applet.

Key-ENC and Key-MAC keys are used during the SCP03 channel establishment to
generate the session keys. Session Keys are generated to ensure that a different set of
keys are used for each Secure Channel Session to prevent replay attacks.

Key-ENC is used to derive the session key S-ENC. The S-ENC key is used for
encryption/decryption of the exchanged data. The session keys S-MAC and R-MAC are
derived from Key-MAC and used to generate/verify the integrity of the exchanged data
(C-APDU and R-APDU).

Key-DEK key is used to encrypt new SCPO3 keys in case they get updated.

Table 8. Static SCP03 keys

Key Description Usage Key
Type
Key-ENC |Static Secure Channel Generate session key for Decryption/ AES
Encryption Key Encryption (AES) 128
Key-MAC |Static Secure Channel Generate session key for Secure Channel AES
Message Authentication authentication and Secure Channel MAC 128
Code Key Verification/Generation (AES)
Key-DEK |Data Encryption Key Sensitive Data Decryption (AES) AES
128

The session key generation is performed by the Plug & Trust middleware host crypto.

Table 9. SCP03 session keys

Key Description Usage Key
Type
S—-ENC Session Secure Channel Used for data confidentiality AES
Encryption Key 128
S-MAC Secure Channel Message | Used for data and protocol integrity AES
Authentication Code Key for 128
Command
S-RMAC Secure Channel Message | User for data and protocol integrity AES
Authentication Code Key for 128
Response

Note: For further details please refer to Global Platform Secure Channel Protocol '03' -
Amendment D v1.2.
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Host — SEO05x

GP INITIALIZE UPDATE Command
Host Challenge
GP INITIALIZE UPDATE Response
Card Challenge | Card Auth. Cryptogram

v

Host Authentication

GP EXTERNAL AUTHENTICATE Command N
[ C-MAC

p GP EXTERNAL AUTHENTICATE Response
) OK or Error Code

Figure 25. SPC03 mutual authentication — principle

Plain communication

Command Command data
040022 03410103
- J

MAC

encrypt —4

I Ll L 1
040022 18D11980CCAD159963483172A4858E02DEl C36703B133EE13A8

v

A\ 4

SCPO03 protected communication

CLA 80 = unencrypted
CLA 84 = encrypted

Figure 26. SPCO03 Encryption and MACing principle

6.2 How to configure the product specific default Platform SCP keys

The default Platform SCP key values are described for the EdgeLock SE0Sx product
variants in AN12436 and for the EdgeLock SE051 variants in AN12973.

The Platform SCP keys can be defined in the Plug & Trust middleware source code.

The Plug & Trust middleware header file ex sss tp scp03 keys.h contains the
default values of all EdgeLock SE05x, EdgeLock SE051, A5000 and A71CH product

variants.

The ex sss_tp scp03 keys.h header file can be found in the following location: C:
\se05x mw\simw-top\sss\ex\inc
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(0 B-EEE| - - |[o o[ o] b LoclWindowsDebugger - D & - =R s 5 & testore B

SEEYPRTRR] <05 Vinimal.c

-] (Global Scope) B 1+

207 // SSS_PFSCP_ENABLE_SE051A_0001A920
208 [E#if defined (SSS_PFSCP_ENABLE_SE051A_0001A920) §& SSS_PFSCP_ENABLE_SEO51A_0001A920 == 1

4 D! 6, OXCF, OX47, © 27, 0xBS
215 #endif // SSS_PFSCP_ENABLE_SE@51A_8001A920

3
217 // SSS_PFSCP_ENABLE_SEOSOE_8001A921 ’
218  E#if defined (SSS_PFSCP_ENABLE_SEOSOE_6001A921) §& SSS_PFSCP_ENABLE_SE@SGE_0001A921 == 1 5 Bl
219 #idefine SSS_AUTH_KEY_ENC \ b [ it
220 { exD2, ©xDB, Ox63, OXE7, OXAO, OXAS, OXAE, OxD7, Ox2A, OX64, OX60, OXC4, OxDF, OxDC, OXAF, OX64, } » B
21 #define SSS_AUTH_KEY_MAC \ b B
222 { ex73, ©x8D, Ox5B, Ox79, OXS8E, 0xD2, ©x41, ©xBO, OxB2, OX47, OX68, OXS1, OxUB, OXFB, OXA9, OXSB, } > B
223 #define SSS_AUTH_KEY_DEK \ ; g
224 { 0x67, ©x02, OxDA, OxC3, 0x09, 0x42, @xB2, OxC8, OXSE, OX7F, Ox47, OxBY, ©x2C, OXED, OXUE, OXTF, } ' B
#endif // SSS_PFSCP_ENABLE_SEOSOE_6081A921 B
» B
227 // SSS_PFSCP_ENABLE_SE0S1W_8005A739 » B
E#if defined (SSS_PFSCP_ENABLE_SEO51U_000SA739) && SSS_PFSCP_ENABLE_SEOS1W_000SA739 == 1 ’ %
> B
)
)

#endif // SSS_PFSCP_ENABLE_SE@51W_000SA739

© o sues found

Output

Figure 27. Default Platform SCP keys are defined in ex_sss_tp_scp03_keys.h

The £s1 sss_ftr.h.in file includes options to select one of the predefined default
Platform SCP keys. This file is located in: C:\se05x mw\simw-top\sss\inc

Select the desired value of the compilation option by setting exclusively the
corresponding C-preprocessor define SSS_PFSCP_ENABLE xx to 1 (enable).
All other values for the same option (represented by C-preprocessor defines
SSS_PFSCP_ENABLE xx) must be set to 0.

0f File Edit View Gt Project Buld Debug Test Analyze Tools Extensions Window Help |[Search (Cul+Q) Pl pug.smw @
i@-olE-£B 8

E P Local Windows Debugger ~ [> ¢ ~ | B8 | 53 - § H = =

M| Sclution Explerer

g
o
g
g

589 = adlo-sa30 &=
596 /* Enable one of these Search Solution Explorer (Ctrl=)

591 * If none is selected, default config would be used b [l sems.lite_cliapp

592 */ b sems_lite_ex_update

593 | #define SSS_PFSCP_ENABLE_SE@56A1
594 | #define SSS_PFSCP_ENABLE_SEB50A2
595 | #define SSS_PFSCP_ENABLE_SE@56B1
596 | #define SSS_PFSCP_ENABLE_SEG56B2
597 | #define SSS_PFSCP_ENABLE_SE@50C1 b
598 | #define SSS_PFSCP_ENABLE_SE@50C2 @ 3
599 | #define SSS_PFSCP_ENABLE_SE@5@_DEVKIT @ 4
600 | #define SSS_PFSCP_ENABLE_SE@51A2 @ P
601 | #define SSS_PFSCP_ENABLE_SE@51C2 @ E
602 | #define SSS_PFSCP_ENABLE_SE@S@F2 © »
>
>
14
b
4
4

b smCom
55_APIs
References

b &1 External Dependencies
4 [ Header Files

aesh

aes_cmach
aes_cmac_multistep.h
fsl_sscp.h
fsl_sscp_aTlchh

o0 000

<|_sscp_a7lclh

<|_sscp_commands.h

603 | #define SSS_PFSCP_ENABLE_SEG51C_OGB5A8FA ©
604 | #define SSS_PFSCP_ENABLE_SEG51A_0001A920 ©
EGSI #define SSS_PFSCP_ENABLE_SEG50E_0001A921 1
606 | #define SSS_PFSCP_ENABLE_SEQ51W_0005A739 © -

: fsl_sss_config.h
607 | #define SSS_PFSCP_ENABLE_AS000_@004A736 © fol_sss.firh
608 | #define SSS_PFSCP_ENABLE_SEO50F2_0001A92A 0 T3 Felsss firhin
609 #define SSS_PFSCP_ENABLE_OTHER @ b [b] fsl_sss_ftr_defaulth
610 3 fsl_sss_keyid_map.h

Figure 28. Select the default Platform SCP keys infsl sss_ftr.h.

<|_sscp_muh
<|_sss_apih
fsl_sss_api_verh
fsl_sss_base_apis.hpp

The Plug & Trust Middleware uses a feature file to select/detect used/enabled features
within the middleware stack. The file £s1_sss_ftr.h is automatically generated into
the used build directory. CMake is overwritting the £s1 sss ftr.h file every time
CMake is invoked. CMake is using the SCP key settings of the fs1 sss ftr.h.in
file as input to generate the the £s1_sss_ftr.h file. You do not have to manually edit
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the £s1_sss_ ftr.h feature file. Selections from CMake edit cache would automatically
make relevant updates into the generated feature file.

Note: The Platform SCP key selection in the £s1 sss_ftr.h.in CMake input file is
persistent.

The location of the generated fsl_sss_ftr.h feature header file is: C: \se05x mw\simw-
top build\se x86

The following tables contains the the Platform SCP key header file define to be set to 1
(enable) for the different secure element and secure authenticator product variants.

Table 10. Platform SCP key define prefix for SE050E product variants

Variant OEF ID Platform SCP key define to be set to "1’
SEO50E Dev. Board |A921 SSS_PFSCP_ENABLE SEOS50E 0001A921
OM-SEO050ARD-E

SE050E2 A921 SSS_PFSCP_ENABLE SEOS50E 0001A921

Table 11. Platform SCP key define prefix for SEO50F product variants

Variant OEF ID Platform SCP key define to be set to '1"
SEO50F Dev.Board |A92A 5SS PFSCP_ENABLE SE050F2 0001A92A
OM-SEO050ARD-F

SE050F2 AQ2A SSS_PFSCP_ENABLE SE050F2 0001A92A

Table 12. Platform SCP key define prefix for SE050 Previous Generation product
variants

Variant OEF ID Platform SCP key define to be set to '1'
SE050A1 A204 SSS_PFSCP_ENABLE SE(0S50A1
SE050A2 A205 SSS_PFSCP_ENABLE SE050A2
SE050B1 A202 SSS_PFSCP_ENABLE SE050B1
SE050B2 A203 SSS_PFSCP_ENABLE SE050B2
SE050C1 A200 SSS_PFSCP_ENABLE SE050C1
SE050C2 A201 SSS_PFSCP_ENABLE SE050C2

SE050 Dev Board  |A1F4 SSS_PFSCP_ENABLE SE050 DEVKIT
OM-SE050ARD

SEO050F2 A77E] SSS_PFSCP_ENABLE SE050F2

[11  All SE050F2 with variant A77E have date code in year 2021. All the SE050F2 with date code in the year 2022 have the
variant identifier A92A.

Table 13. Platform SCP key define prefix for SE051 product variants

Variant OEF ID Platform SCP key define to be set to '1"
SE051A2 A920 SSS_PFSCP_ENABLE SEO051A 0001A920
SE051C2 A8FA 5SS PFSCP_ENABLE SE051C 0005A8FA
SE051W2 A739 SSS PFSCP_ENABLE SEO051W 0005A739
SE051A2 A565 SSS_PFSCP_ENABLE SE051A2

SE051C2 A564 SSS_PFSCP_ENABLE SE051C2
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Table 14. Platform SCP key define prefix for A5000 product variants

‘Variant OEF ID Platform SCP key define to be set to '1'
A5000 Dev. Board |A736 SSS_PFSCP_ENABLE A5000 0004A736
OM-A5000ARD

| A5000 A736 SSS_PFSCP_ENABLE A5000 0004A736

6.3 How to enable Platform SCP

To enable Platform SCP is required to rebuild the SDK with the following CMake options:

* Select sScP03_Sss for the CMake option PTMW_SCP.
* Select P1at£5CP03 for the CMake option PTMW_SE05X Auth.

The following images show the configuration for the SEO50E development board OM-
SEO5ARD-E.

1. Open a command prompt and go to the directory where the Plug & Trust middleware
is built.
Send: cd C:\se05x mw\simw-top build\se x86

2. Open the cmake configuration interface.
Send: cmake-gui
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A Chake 3.23.1 - Ci/se05x_mw/simw-top_build/se_x86

File Tools Options Help

Where is the source code: ‘Cu’seo Sx_mwefsimw-top

|‘Browse§ouoe...|

Preset: ‘ <gustom=

|

Where to build the binaries: ‘ C: fse05x_mw simw-top_build fse_x&6

] [ |

Search:

| [ Grouped [] Advanced |+ 5ddEntw‘ |“BﬂmveEnIry| ‘Eﬂworment...|

Name

Value

Press Configure to update and display new values in red, then press Generate to generate selected build files,

| configure | | generate | | Openproject | Current Generator: Visual Studio 17 2022

Figure 29. SEO050E CMake Settings - PlatformSCP enabled

If you have edited any of the parameters in the menu, before exiting press the buttons
Configure and Generate to apply the changes. In the next step we need to rebuild the
Visual Studio solution. Finally, we can verify if we successfully enabled Platform SCP. For
this purpose we run again the se05x_minimal example as described in Section 4.4.
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B Microsoft Visual Studio Debug Console - m] X

. Minimal.exe

Figure 30. Verify that se05x_minimal project is running with Platform SCP
enabled

The Plug & Trust Middleware provides the following additional examples to rotate the
PlatformSCP Keys and to mandate Platform SCP.

SE05X Rotate PlatformSCP Keys example: Showcases authentication with
default Platform SCPO03 keys and the rotation (update) of those keys with user
defined keys. The example documentation is available in the EdgelLock SE05x
Plug & Trust Middleware documentation (C:\se05x mw\simw-top\doc
\demos\se05x\se05x RotatePlatformSCP03Keys\Readme.html). The
example source code is available at C: \se05x mw\simw-top\demos\se05x
\se05x RotatePlatformSCP03Keys.

SE05X Mandate SCP example: Showcases how to make Platform SCP03
authentication mandatory in EdgeLock SE05x. The example documentation is available
in the EdgelLock SE05x Plug & Trust Middleware documentation (C: \se05x mw
\simw-top\doc\demos\se05x\se05x MandatePlatformSCP\Readme.html).
The example source code is available at C: \se05x mw\simw-top\demos\se05x
\se05x MandatePlatformSCP

SE05x AllowWithout PlatformSCP example: This project demonstrates how

to configure SE05X to allow without platform SCP. The example documentation
is available in the EdgelLock SE05x Plug & Trust Middleware documentation (~/
se mw/simwtop/doc/demos/se05x/se05x AllowWithoutPlatformSCP/
Readme . html). The example source code is available at ~/se mw/simw-top/
demos/se05x/se05x AllowWithoutPlatformSCP
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7 Appendix A: Install Visual Studio 2022

Visual Studio is Microsoft's fully-featured IDE for Android, iOS, Windows, web, and cloud.
Visual Studio 2022 introduces rich support for CMake, including cross-platform CMake
projects.

This section explains how to install Visual Studio 2022 version, but the same procedure

can

be applied for more recent versions.

1. Go to Visual Studio site.
2. Select (1) Download and click on Community 2022 in the Download Visual Studio
button as shown in Figure 31 and Figure 32:

g

Vi Swaro cuce 1w - vrogren X [T

C Q@ O hips/pisualstudiomicrosoft.com/vs

Code faster
Work smarter

Create the future with Visual Studio 2022

Latest Preview >

Your ideas deserve the best tools

[ o
Productive Modern

Develop cross-platform mobile and desktop apps
with .NET MAUL Build responsive Web Uls in C#
with Blazor. Build, debug, and test NET and C++
apps i
operations and automatic analyzers capabilities across .NET and C++ apps. Edit
running ASP.NET pages in the web designer view.

vironments. Use hot reload

Figure 31. Visual Studio side

Innovative
Al-powered
real-time wi

repos

lines for commits. Automatically set up CI/CD
workflows that can deploy to Azure.

igate work items, and stage individual

code completions. Work together in
ith shared coding sessions. Clone

[ | B® Download Visual Studio Tools - | X | 4=

< > C @ ©O nhtpsy/visualstudiomicrosoft.com/downloads/

B® Microsoft | Visual Studio Products . Downloads  Buy »  Support +  Subscriber Access | Free Visual Studio

v

Visual Studio 2022 Community Professional
Powerful IDE, free for students Professional IDE best suited to
| version 17.1 open-source contributors, and small teams

ndivicual
The best comprehensive IDE for .NET and it

C++ developers on Windows. Fully packed eron downiond
with a sweet array of tools and features to Zom comnion Release notes >

elevate and enhance every stage of software

development

Release notes » Compare Editions > How to install offline >

Figure 32. Download Visual Studio IDE

Enterprise Preview
Scalable, end-to-end solution Get early access to latest features
for teams of any size notyet in the main release

AllMicrosoft « Search £ Sigr

Learn more >
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3. An *.exe installer will download to your laptop. Double click on the installer file and
follow the setup wizard until the installation is completed. This process might take a
few minutes. Figure 33 shows Visual Studio installation wizard as an example:

Visual Studio Installer

1., Getting the Visual S5tudio Installer ready.

Downloaded

Installed

Figure 33. Visual Studio IDE installation wizard

4. As part of the Visual Studio setup, it is mandatory that you enable the installation of
Desktop development with C++. Select (1) Desktop development with C++ and
(2) click install as shown in Figure 34:

Installing — Visual Studio Community 2022 — 17.1.6 X

Workloads  Individual components  Language packs  Installation locations

Installation details

Desktop & Mobile (5) ~ Desktop development with C++
¥ Included
Mobile development with NET H‘—...J {NET desktop development ¥ C++ core desktop features
Build cross-platform applications for iOS, Android or Build WPF, Windows Forms, and console applications ~ Optional
Windows using Xamarin. This includes a preview of the .... using C#, Visual Basic, and F# with .NET and .NET Frame..

MSYC u143 - VS 2022 G+ x64/486 build .
Windows 10 SDK (10.0.19041.0)
Just-In-Time debugger
F+— Desktop development with C++ m M Universal Windows Platform development c
Build medern C++ apps for Windows using teals of your MM Create applications for the Universal Windows Platform Make tools for Windows
choice, including MSVC, Clang, CMake, or MSBuild. with C, VB, or optionally C++. Cv+ ATL for latest v143 build tools (x86 &...
o Test Adapter for Boost.Test
Test Adapter for Google Test
*=  Mobile development with C++ Live Share
Build cross-platform applications for i0S, Android or IntelliCode
Windows using C++. C++ AddressSanitizer
MSVC u143 - VS 2022 C++ ARM6A build ¢
C++ MFC for latest v143 build tools (x86...
Gaming (2) C++/CLI support for v143 build teols (Late...
C++ Modules for v143 build tools (x64/x8.

rofiling tools

Location
CAProgram Files\Microsoft Visual Studic\2022\Community  Change.

By continuing, you agree to the license for the Visual Studio edition you selected. We also offer the ability to download other software with Visual Total space required 57 GB
Studio. This software is licensed seperately, as set out in the 3rd Party Notices or in its accompanying license. By continuing, you also agree to those
licenses. Instzll while downloading ~ | Install

Figure 34. Select desktop development with C++
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5. Visual C++ Tools for CMake is installed by default as part of the Desktop development

with C++ workload. This process might take several minutes. Figure 35 shows Visual

Studio installation wizard as an example:

Visual Studio Installer

Installed  Available

“ Visual Studio Community 2022 Pause
Downloading and verifying: 414 MB of 201 G8 (4 MB/sec)

1% —

Installing: package 140 of 423
12%  e—

Microsoft VisualStudio.Log
Start after installation

Release notes

Figure 35. Install desktop development with C++

Developer News

All-In-One Search ls Getting Slicker
Since we first previewad a brand new way to sear..
Tuesday, May 17, 2022

Visual Studii

2022 for Mac Release Candidate 2
Visual Studio 2022 for Mac 17.0 Release Candidat...

 refactoring made even easier with
IntelliCode auto suggested code for C#
Have you ever wondered if there was a tool to he..

Wedne:

y, May 11, 2022

View more Microsoft developer news...

Need help? Check out the Microsoft Developer
Community or reach us via Visual Studio
Support.

6. After the installation is completed, you might be asked to reboot your system.
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8 Appendix B: Install CMake

CMake is an open-source, cross-platform family of tools that helps you build C/C++
projects on multiple platforms using a compiler-independent method. It has minimal
dependencies, requiring only a C++ compiler on its own build system. SE05x middleware
leverages on CMake to generate native makefiles and workspaces that can be used in
the compiler environment of your choice.

To install CMake:

1. Go to CMake downloads page: https://cmake.org/download/
2. Scroll down and select your binary distribution. For this guide, the binary distribution is
Windows as shown in Figure 36:

A CMake About ~  Services ~  Resources ~  Download O

Latest Release (3.22.3)

The release was packaged with CPack which is included as part of the release. The .sh files are self extracting gziped tar files. To install a .sh file, run it with /bin/sh and

follow the directions. The OS-machine.tar.gz files are gziped tar files of the install tree. The OS-machine.tar.Z files are compressed tar files of the install tree. The tar
file distributions can be untared in any directory. They are prefixed by the version of CMake. For example, the linux-x86_64 tar file is all under the directory cmake-
linux-x86_64. This prefix can be removed as long as the share, bin, man and doc directories are moved relative to each other. To build the source distributions,
unpack them with zip or tar and follow the instructions in README.rst at the top of the source tree. See also the CMake 3.22 Release Notes.

Source distributions:

Platform Files
Unix/Linux Source (has \n line feeds) cmake-3.22.3.tar.gz
windows Source (has \r\n line feeds) cmake-3.22.3.zip

Binary distributions:

Platform Files

cmake-3.22 3-windows-x86_64.msi «

Windows x64 Installer: Installer tool has changed. Uninstall CMake 3.4 or lower first!

Windows x64 ZIP

Windows i386 Installer: Installer tool has changed. Uninstall CMake 3.4 or lower first!

Windows i386 ZIP

macOS 10.13 or later

macOs 10.10 or later

Linux x86_64

Linux aarch64

Figure 36. Download CMake

cmake-3.22.3-windows-x86_64.zip
cmake-3.22.3-windows-i386.msi
cmake-3.22.3-windows-i386.zip
cmake-3.22.3-macos-universal.dmg
cmake-3.22.3-macos-universal.tar.gz
cmake-3.22.3-macos10.10-universal.dmg
cmake-3.22.3-macos10.10-universal.tar.gz
cmake-3.22 3-linux-x86_64.sh
cmake-3.22.3-linux-x86_64.tar.gz
cmake-3.22 3-linux-aarch64.sh

cmake-3.22.3-linux-aarch64.tar.gz
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3. Double click on the downloaded installer file. Windows Defender SmartScreen might
pop-up the wizard shown in Figure 37:

Windows protected your PC

Windows Defender SmartScreen prevented an unrecognized app from
starting. Running this app might put your PC at risk.
More info

Figure 37. Execute CMake installer

4. If this is your case: Click (1) on More info and then (2) click on Run anyway as

shown in Figure 38:

Windows protected your PC Windows protected your PC

Windows
starting. Ri

Windows Defender SmartScreen prevented an unrecognized app from ed an unrecognized app from
nning this app might put your PC at risk.

ut your PC at risk.

App: C )-rc4-winb4-x64.msi
Publisher: Unknown publisher

oo I oere |

Figure 38. Run the CMake installer (Il)
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5. The CMake installation wizard will open. Click (1) Next and (2) accept the End-User
License Agreement as shown in Figure 39:

11 CMake Setup — X B CMake Setup = X

End-User License Agreement
Welcome to the CMake Setup Wizard Please read the following license agreement carefully

CMake - Cross Platform Makefile Generator ~
The Setup Wizard will install CMake on your computer. Click gﬁ’p.yrr"%h' 2000'2(‘019 Kitware, Inc. and Contributors

Next to continue or Cancel to exit the Setup Wizard. nights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:

* Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright v

[1 accept the terms in the License Agreement

» Next Cancel Print 2 Next Cancel

Figure 39. CMake installation wizard

6. As part of the CMake setup, (1) Add Cmake to the system PATH for all users and
(2) click Next as shown in Figure 40:

]ﬁ Install Options - X

Install Options
Choose options for installing CMake

By default CMake does not add its directory to the system PATH.

(O) Do not add CMake to the system PATH
@ Add CMake to the system PATH for all users

(O) Add CMake to the system PATH for the current user

[ Create CMake Desktop Icon

2

Figure 40. Add CMake path
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7. Select a destination folder, (1) click Next and then (2) click Install as shown in
Figure 41:

|8 CMake Setup - X B CMake Setup - ¥

Destination Folder
Ready to install CMake
Click Next to install to the default folder or dick Change to choose another.

Install CMake to:
Click Install to begin the installation. Click Back to review o change any of your installation
settings. Click Cancel to exit the wizard.

(C:\Program Files\CMake\

Change...

e ] o 2 s

Figure 41. Install CMake

8. Wait a few seconds until the installation is completed and click Finish as shown in
Figure 42:

1 CMake Setup - X

Installing CMake A

Please wait while the Setup Wizard installs CMake.

5 CMake Setup

Completed the CMake Setup Wizard

Click the Finish button to exit the Setup Wizard.

Status: Copying new files

Figure 42. Complete CMake installation
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9 Appendix C: Install Python

This section explains how to install Python = 3.7.x and < 3.9.x 32-bit version, but the
same procedure can be applied for more recent versions. Follow these steps to install
Python in your local machine:

1. Go to https://www.python.org/downloads and download Python 2 3.7.x and < 3.9 32-
bit version. Make sure you download the Python 32 bit version.

.

Files
Version Operating System Description MD5 Sum File Size GPG
Gzipped source tarball Source release 1440ach71471e2394befdb30b1a958d1 25800844 SIG
XZ compressed source tarball Source release €754¢c4b2276750fd5b4785a1b443683a 19154136  SIG
macOS 64-bit Intel-only installer macOS for mac0OS 10.9 and later, deprecated 2714cb9e6241cf7e2f9022714a55d27a 30395760 SIG
macOS 64-bit universal2 installer mac0S for macOS 10.9 and later €2393ab11a423d817501b8566ab5dadf 38217233 SIG
Windows embeddable package (32-bit) Windows ¢1d2af96d9f3564f57f35cfc3c1006eb 7671509 SIG
Windows embeddable package (64-bit) Windows fl 15e3bdc2e29a 8509821 SIG
Windows help file Windows 784020441c1a25289483d3d8771a8215 9284044 SIG

IWindoWs installer (32-bit) Windows 457d648dc8a71b6bc32da30a7805¢55b 27767040 SIG I‘
Windows installer (64-bit) Windows Recommended T4Tac35ae667f4eclee3b001e9b7dbct 28909456 SIG
Figure 43. Download Python 3.9.x 32 bit version

2. Double click on the downloaded installer file. Select the "Install launcher for all users"
and "Add Python 3.7 to Path" options and click Install Now as indicated in Figure 44:

5 Python 3.9.10 (32-bit) Setup — X

Install Python 3.9.10 (32-bit)

Select Install Now to install Python with default settings, or choose
Customize to enable or disable features.

% Install Now

Ch\Users\atp01 787 AppData\Local\Programs\Python\Python39-32 '
Includes IDLE, pip and decumentation

Creates shortcuts and file associations

—» Customize installation
Choose location and features

thon
pg for Install launcher for all users (recommended)
WIﬂdOWS [ Add Python 3.9 ta PATH Cancel

Figure 44. Install Python 3.9.x 32 bit for Windows
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3. Wait a few seconds until the installation is completed as indicated in Figure 45

5 Python 3.9.10 (32-bit) Setup

A

pgthfon
windows

Setup Progress

Installing;

Python 3.9.10 Standard Library (32-bit)

Cancel

5 Python 3910 (32-bit) Setup

Setup was successful

New to Python? Start with the online tuterial and
documentation. At your terminal, type "py” to launch Python,

or search for Python in your Start menu
See what's new in this release, or find more info about using
Python on Windows.

@ Disable path length limit

Changesy P
bypass the 260 character "MAX_PATH" limitation

pgth'cm
windows

including Python, to

Close

Figure 45. Python 3.9.x 32 bit installation completed
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10 Appendix D: Update FRDM-K64F board with DAPLink firmware

AN12398

Arm Mbed DAPLInk is an open-source software project that enables programming and
debugging application software running on Arm Cortex CPUs. DAPLink runs an open-
source bootloader and enables developers with drag-and-drop programming, a serial port
and CMSIS-DAP based debugging.

Note: To debug MCUXpresso project examples, we need to flash FRDM-K64F with
DAPLink firmware. If your FRDM-K64F board already includes DAPLink firmware,
you can skip these steps.

To flash DAPLink firmware, follow these steps:

1. Go to NXP OpenSDA site
2. Scroll down and select FRDM-K64F board from the Download - OpenSDA

bootloader and application drop down list as indicated in Figure 46:

Whole OpenSDA solution available to the customer:

Jump To The OpenSDA hardware consists of a circuit featuring a = Circuit schematics available
Download — OpenSDA Kinetis® K2x microcontroller with an integrated USB = Open-source mbed interface bootloader and
Bootloader and Application controller. On the software side, it implements a mass firmware application

Overview & Features sytorage device bootloader which offers a qu!ckra_nd easy

. Fully compatible with third-party debugging solutions,
to load OpenSDA applications such as flas = ey
Comparison Table of Different

OpenSDA Versions

OpenSDA Block Diagram

OpenSDA Serial and Debug Adapter FRDM-KL82Z 2
FRDM-KL46Z [
FRDM-KL43Z
FRDM-KL28Z
OpenSDA FRDM-KL27Z
YT FRDM-KL26Z
Kaooxi2ovxs | FRDM-KL25Z
g ﬂ‘% MSD Bootioader | ROM-KLO5Z
IDE FRDM-KL03Z
File System 4—YS8_5 openspA | FRDM-KL02Z
Serial Torminal Application | FRDM-KE15Z
FRDM-KE06Z
FRDM-KE04Z
FRDM-KE02Z
FRDM-K82F
FRDM-K66F |
=
FRDM-K28F
Download - OpenSDA Bootloader and Application FRDM-K22F
FRDM-K20D50M
To update your board with OpenSDA applications \Choose your board to start ']

Figure 46. DAPLIink firmware update - select board
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3. Download the latest DAPLink firmware version as shown in Figure 47:

EdgelLock SE05x Quick start guide with Visual Studio project examples

Download - OpenSDA Bootloader and Application

To update your board with OpenSDA applicati [FRDM-K64F v

Note:

It has been reported that OpenSDA v2/2.1 bootloader could be corrupted when the board is plugged into a
Windows 10 machine. For details and more information on resolving this issue, please refer to this community
post. Arm Mbed DAPLink bootloaders and applications have been developed to address this compatibility issue

FRDM-K64F FRDM-K64F: Freascalo Freedom Development Platform

1. Check which Bootloader version is already
preprogrammed on your board. If you need to
update your bootloader, please take steps to copy
the Bootloader binary provided here to the target,
and then proceed to step 2. For more details,
please reference the Arm Mbed blog article &, step
3 "Update the Bootloader"

OpenSDA version / bootloader
DAPLink rev0244 OpenSDA v2.2 Bootloader
(Download Binary / Source Code)
2. Download the binary for the additional OpenSDA
Application available for your board.

Latest firmware application

DAPLink rev0244

(Download Binary / Source Code)

DAPLink rev0244 OpenSDA v2.2 Bootloader
(Download Binary / Source Code)

P&E Micro v118

(Download Binary)

Segger Jlink V2

(Download Binary)

Figure 47. DAPLink firmware update - select bootloader

4. Start the board's bootloader mode. To do so, (1) keep reset button pressed while (2)
connecting the USB cable to the SDA USB port and release it after 1s (Figure 48):

Figure 48. Enter bootloader mode

AN12398
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5. Drag and drop or copy and paste the binary file into the BOOTLOADER drive from
your computer file explorer as shown in Figure 49. The FRDM-K64F will automatically
un-mount after the drag and drop operation.

a | ] v Drive Tools ~ BOOTLOADER (E) el o X
Home Share View Manage (7]

1 aa > BOOTLOADER (E) v @ | Search BOOTLOADER (E o

Name Date modified Type Size

# Quick access
€| bootload.htm 12/14/2012 2:52PM  HTM File 1KB

b MobileKnowledge

[ This PC

= BOOTLOADER (E)

s USB Drive (D)

¥ Network

K20dx_frdmk64f_if_crc
_legacy_0x5000.bin

1item ==

Figure 49. Enter bootloader mode

6. Un-plug and re-plug the USB cable from the SDA USB port without keeping reset
button pressed.

7. Check the category Ports (COM & LPT) from your computer Device Manager to
ensure that new devices have been properly detected and their driver correctly
installed by your computer OS.

& Device Manager - [m} X
File Action View Help
e mHEm =

s Disk drives ~
[ Display adapters

¥ Firmware

{# Human Interface Devices

& Jungo Connectivity

E= Keyboards

3 Memory technology devices

@ Mice and other pointing devices
[ Monitors

I Network adapters

[ Portable Devices

§ Ports (COM & LPT)

@ Intel(R) Active Management Teghnology - SOL (COM3)
& USB Serial Device (COM7) &

=0 Print queues

[ Processors

[ Proximity devices

B Security devices

o Smart card readers

¥ Software components

B Software devices

i Sound, video and game controllers

S Storage controllers

B Suctem devices ha

€

Figure 50. Enter bootloader mode

Note: In case the device does not show up in your Device Manager, please download
the latest bootloader version, as shown in Figure 47, or check / exchange the USB
cables used.
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11 Legal information

11.1 Definitions

Draft — A draft status on a document indicates that the content is still
under internal review and subject to formal approval, which may result
in madifications or additions. NXP Semiconductors does not give any
representations or warranties as to the accuracy or completeness of
information included in a draft version of a document and shall have no
liability for the consequences of use of such information.

11.2 Disclaimers

Limited warranty and liability — Information in this document is believed
to be accurate and reliable. However, NXP Semiconductors does not

give any representations or warranties, expressed or implied, as to the
accuracy or completeness of such information and shall have no liability
for the consequences of use of such information. NXP Semiconductors
takes no responsibility for the content in this document if provided by an
information source outside of NXP Semiconductors. In no event shall NXP
Semiconductors be liable for any indirect, incidental, punitive, special or
consequential damages (including - without limitation - lost profits, lost
savings, business interruption, costs related to the removal or replacement
of any products or rework charges) whether or not such damages are based
on tort (including negligence), warranty, breach of contract or any other
legal theory. Notwithstanding any damages that customer might incur for
any reason whatsoever, NXP Semiconductors’ aggregate and cumulative
liability towards customer for the products described herein shall be limited
in accordance with the Terms and conditions of commercial sale of NXP
Semiconductors.

Right to make changes — NXP Semiconductors reserves the right to

make changes to information published in this document, including without
limitation specifications and product descriptions, at any time and without
notice. This document supersedes and replaces all information supplied prior
to the publication hereof.

Suitability for use — NXP Semiconductors products are not designed,
authorized or warranted to be suitable for use in life support, life-critical or
safety-critical systems or equipment, nor in applications where failure or
malfunction of an NXP Semiconductors product can reasonably be expected
to result in personal injury, death or severe property or environmental
damage. NXP Semiconductors and its suppliers accept no liability for
inclusion and/or use of NXP Semiconductors products in such equipment or
applications and therefore such inclusion and/or use is at the customer’s own
risk.

Applications — Applications that are described herein for any of these
products are for illustrative purposes only. NXP Semiconductors makes
no representation or warranty that such applications will be suitable

for the specified use without further testing or modification. Customers

are responsible for the design and operation of their applications and
products using NXP Semiconductors products, and NXP Semiconductors
accepts no liability for any assistance with applications or customer product
design. It is customer’s sole responsibility to determine whether the NXP
Semiconductors product is suitable and fit for the customer’s applications
and products planned, as well as for the planned application and use of
customer’s third party customer(s). Customers should provide appropriate
design and operating safeguards to minimize the risks associated with
their applications and products. NXP Semiconductors does not accept any
liability related to any default, damage, costs or problem which is based
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on any weakness or default in the customer’s applications or products, or
the application or use by customer’s third party customer(s). Customer is
responsible for doing all necessary testing for the customer’s applications
and products using NXP Semiconductors products in order to avoid a
default of the applications and the products or of the application or use by
customer’s third party customer(s). NXP does not accept any liability in this
respect.

Export control — This document as well as the item(s) described herein
may be subject to export control regulations. Export might require a prior
authorization from competent authorities.

Evaluation products — This product is provided on an “as is” and “with all
faults” basis for evaluation purposes only. NXP Semiconductors, its affiliates
and their suppliers expressly disclaim all warranties, whether express,
implied or statutory, including but not limited to the implied warranties of
non-infringement, merchantability and fitness for a particular purpose. The
entire risk as to the quality, or arising out of the use or performance, of this
product remains with customer. In no event shall NXP Semiconductors, its
affiliates or their suppliers be liable to customer for any special, indirect,
consequential, punitive or incidental damages (including without limitation
damages for loss of business, business interruption, loss of use, loss of
data or information, and the like) arising out the use of or inability to use

the product, whether or not based on tort (including negligence), strict
liability, breach of contract, breach of warranty or any other theory, even if
advised of the possibility of such damages. Notwithstanding any damages
that customer might incur for any reason whatsoever (including without
limitation, all damages referenced above and all direct or general damages),
the entire liability of NXP Semiconductors, its affiliates and their suppliers
and customer’s exclusive remedy for all of the foregoing shall be limited to
actual damages incurred by customer based on reasonable reliance up to
the greater of the amount actually paid by customer for the product or five
dollars (US$5.00). The foregoing limitations, exclusions and disclaimers shall
apply to the maximum extent permitted by applicable law, even if any remedy
fails of its essential purpose.

Translations — A non-English (translated) version of a document is for
reference only. The English version shall prevail in case of any discrepancy
between the translated and English versions.

Security — Customer understands that all NXP products may be subject

to unidentified or documented vulnerabilities. Customer is responsible

for the design and operation of its applications and products throughout
their lifecycles to reduce the effect of these vulnerabilities on customer’s
applications and products. Customer’s responsibility also extends to other
open and/or proprietary technologies supported by NXP products for use

in customer’s applications. NXP accepts no liability for any vulnerability.
Customer should regularly check security updates from NXP and follow up
appropriately. Customer shall select products with security features that best
meet rules, regulations, and standards of the intended application and make
the ultimate design decisions regarding its products and is solely responsible
for compliance with all legal, regulatory, and security related requirements
concerning its products, regardless of any information or support that may
be provided by NXP. NXP has a Product Security Incident Response Team
(PSIRT) (reachable at PSIRT@nxp.com) that manages the investigation,
reporting, and solution release to security vulnerabilities of NXP products.

11.3 Trademarks

Notice: All referenced brands, product names, service names and
trademarks are the property of their respective owners.
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